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1 Scope  

This Bluetooth document contains the Test Suite Structure (TSS) and test cases to test the 

implementation of the Bluetooth Generic Access Profile (GAP) layer with the objective to provide a high 

probability of air interface interoperability between the tested implementation and other manufacturersô 

Bluetooth devices. 
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2 References, definitions, and abbreviations  

2.1 References  

This document incorporates provisions from other publications by dated or undated reference. These 

references are cited at the appropriate places in the text, and the publications are listed hereinafter. 

Additional definitions and abbreviations can be found in [1], [4], and [5]. 

[1] Bluetooth Specification Version 1.2 or later Core System Package, Volume 3, Part C, Generic 

Access Profile (GAP) 

[2] Profile ICS proforma for Generic Access Profile (GAP) 

[3] Core IXIT Proforma 

[4] Bluetooth Specification Version 4.0 or later Core System Package, Volume 3, Part C, Generic 

Access Profile (GAP) 

[5] Test Strategy and Terminology Overview 

[6] Bluetooth Specification Version 4.1 or later Core System Package, Volume 3, Part C, Generic 

Access Profile (GAP) 

[7] Core Specification Supplement (CSS), Part A, Current Version 

[8] Bluetooth Specification Version 4.0 or later Core System Package, Volume 6, Part B, Link Layer 

(LL) 

[9] Bluetooth Specification Version 4.2 or later Core System Package, Volume 3, Part C, Generic 

Access Profile (GAP) 

[10] Bluetooth Specification Version 4.2 or later Core System Package, Volume 3, Part H, Security 

Manager (SM) 

[11] Bluetooth Specification Version 4.2 or later Core System Package, Volume 6, Part B, Link Layer 

(LL) 

[12] Bluetooth Specification Version 5.0 or later Core System Package, Volume 3, Part C, Generic 

Access Profile (GAP) 

[13] Bluetooth Specification Version 2.1 or later Core System Package, Volume 3, Part C, Generic 

Access Profile (GAP) 

[14] Bluetooth Specification Version 5.1 or later Core System Package, Volume 3, Part C, Generic 

Access Profile (GAP) 

[15] Bluetooth Specification Version 5.2 or later Core System Package, Volume 3, Part C, Generic 

Access Profile (GAP) 

[16] Appropriate Language Mapping Tables document 

[17] Bluetooth Specification Version 5.3 or later Core System Package, Volume 3, Part C, Generic 

Access Profile (GAP) 

[18] Bluetooth Specification Version 5.4 or later Core System Package, Volume 3, Part C, Generic 

Access Profile (GAP) 

[19] Bluetooth Specification Version 6.0 or later Core System Package, Volume 3 Part C, Generic 

Access Profile (GAP) 

https://www.bluetooth.com/language-mapping/Appropriate-Language-Mapping-Table
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2.2 Definitions  

In this Bluetooth document, the definitions from [1], [4], and [5] apply. 

Certain terms that were identified as inappropriate have been replaced. For a list of the original terms and 

their replacement terms, see the Appropriate Language Mapping Tables document [16]. 

2.3 Acronyms and abbreviations  

In this Bluetooth document, the definitions, acronyms, and abbreviations from [1], [4], and [5] apply. 
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3 Test Suite Structure (TSS)  

3.1 Test Strategy  

The test objectives are to verify the functionality of the Generic Access Profile within a Bluetooth Host and 

enable interoperability between Bluetooth Hosts on different devices. The testing approach covers 

mandatory and optional requirements in the specification and matches these to the support of the IUT as 

described in the ICS. Any defined test herein is applicable to the IUT if the ICS logical expression defined 

in the Test Case Mapping Table (TCMT) evaluates to true. 

The test equipment provides an implementation of the Radio Controller and the parts of the Host needed 

to perform the test cases defined in this Test Suite. A Lower Tester acts as the IUTôs peer device and 

interacts with the IUT over-the-air interface. The configuration, including the IUT, needs to implement 

similar capabilities to communicate with the test equipment. For some test cases, it is necessary to 

stimulate the IUT from an Upper Tester. In practice, this could be implemented as a special test interface, 

a Man Machine Interface (MMI), or another interface supported by the IUT. 

This Test Suite contains Valid Behavior (BV) tests complemented with Invalid Behavior (BI) tests where 

required. The test coverage mirrored in the Test Suite Structure is the result of a process that started with 

catalogued specification requirements that were logically grouped and assessed for testability enabling 

coverage in defined test purposes. 

3.2 Test groups  

The Test Suite Structure is a tree with the first level representing the protocol groups that apply to the 

device types defined by the Generic Access Profile. 

The second level separates the protocol services in functional modules. The last level in each branch 

contains the standard ISO subgroups BV and BI. 

3.2.1 BR/EDR Protocol groups  

3.2.1.1 Modes  

This group handles testing of the modes for discoverability, connectability, and pairability, and 

synchronizability of a Bluetooth device. 

3.2.1.2 Security Aspects  

This group handles testing of the GAP security aspects. 

3.2.1.3 Idle mode procedures  

This group handles testing of the different Idle mode procedures. 

3.2.1.4 Establishment procedures  

This group handles testing of the different establishment procedures as defined in GAP. 

3.2.2 LE Only Protocol groups  

3.2.2.1 Broadcasting and Observing  

This group handles testing of the broadcasting and observing modes and procedures of a LE-only device. 

3.2.2.2 Discovery modes and procedures  

This group handles testing of the discovery modes and procedures of a LE-only device. 
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3.2.2.3 Connection modes and procedures  

This group handles testing of the connection modes and procedures of a LE-only device. 

3.2.2.4 Bonding modes and procedures  

This group handles testing of the bonding modes and procedures of a LE-only device. 

3.2.2.5 Security Aspects  

This group handles testing of the security aspects for a LE-only device. 

3.2.2.6 Advertising and Scan Response Data Format  

This group handles testing of the advertising and scan response data format of a LE-only device. 

3.2.2.7 Generic Access Profile Characteristics for Low Energy  

This group handles testing of the GAP characteristics of a LE-only device. 

3.2.2.8 Discovery of Devices with Resolvable Private Address  

This group handles testing of the discovery of devices with Resolvable Private Addresses of a LE-only 

device. 

3.2.2.9 Periodic Advertising modes and procedures  

This group handles testing of the periodic advertising modes and procedures of an LE-only device. 

3.2.2.10 Broadcast Isochronous Streaming modes and procedures  

This group handles testing of the Broadcast Isochronous Streaming modes and procedures of an LE-

capable device. The test cases found in this group are based on the Generic Access Profile. 

3.2.2.11 Connection Subrating procedure  

This group handles testing of the Connection Subrating procedure of an LE-only device. 

3.2.2.12 Scanning Advertisement  

This group handles testing of scanning advertisements on a LE-only device. 

3.2.2.13 Channel Sounding  

This group handles testing of the Channel Sounding feature. 

3.2.3 BR/EDR/LE (Dual Mode) Protocol groups  

3.2.3.1 Modes  

This group handles testing of the modes for discoverability, connectability, and pairability, and 

synchronizability of a BR/EDR/LE device. 

3.2.3.2 Idle mode procedures  

This group handles testing of the different Idle mode procedures for a BR/EDR/LE device. 

3.2.3.3 Establishment procedures  

This group handles testing of the different establishment procedures for a BR/EDR/LE device. 

3.2.3.4 BR/EDR/LE security aspects  

This group handles testing of the security aspects for a BR/EDR/LE device. 
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3.2.4 Main test groups  

3.2.4.1 Valid Behavior (BV) Tests  

This subgroup provides testing to verify that the IUT reacts in conformity with the Bluetooth standard, 

after receipt or exchange of valid Protocol Data Units (PDUs). Valid PDUs means that the exchange of 

messages and the content of the exchanged messages are considered as valid. 

3.2.4.2 Invalid Behavior (BI) Tests  

This subgroup provides testing to verify that the IUT reacts in conformity with the Bluetooth standard, 

after receipt of a syntactically or semantically invalid PDU. 
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4 Test cases (TC) 

4.1 Introduction  

4.1.1 Test case identification  conventions  

Test cases are assigned unique identifiers per the conventions in [5]. The convention used here is: 

<spec abbreviation> /<IUT role> /<class>/<feat> /<func>/<subfunc>/<cap>/<xx>-<nn>-<y>. 

Identifier  Abbreviation  Spec Identifier < spec abbreviation > 

GAP Generic Access Profile 

Identifier Abbreviation  Function Identifier <func>  

ADV Advertising Data Format 

BIS Broadcast Isochronous Streaming modes and procedures 

BOND Bonding modes and procedures 

BROB Broadcasting and Observing 

CONN Connection modes and procedures 

CS Channel Sounding 

CSUB Connection Subrating procedure 

DISC Discovery modes and procedures 

DM Dual Mode (BR/EDR/LE) 

EST Establishment procedures 

GAT Generic Access Profile characteristics 

IDLE Idle mode 

MOD Modes 

PADV Periodic Advertising modes and procedures 

PRIV Privacy 

SCN Scanner 

SEC Security modes and procedures 

Identifier Abbreviation  Subfunction Identifier <subfunc>  

AUT Authentication 

BBM Broadcast Isochronous Stream Broadcasting mode 

BSE Broadcast Isochronous Stream Synchronization Establishment 

CON Connectable mode 

CSR Connection Subrate Request 

CSU Connection Subrate Response 

DED Device Discovery 

DNDIS Device Name Discovery 

GDIS General Discoverable mode 

GIN General Inquiry 

LDIS Limited Discoverable mode 

LIN Limited Inquiry 
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NAD Name Discovery 

NBON Non-bondable mode 

Identifier Abbreviation  Subfunction Identifier <subfunc>  

NCON Non-connectable mode 

NDIS Non-discoverable mode 

NSYN Non-synchronizable mode 

PAC Periodic Advertising Connection 

PAIR Pairable mode 

PAM Periodic Advertising mode 

PASE Periodic Advertising Synchronization Establishment procedure 

PASM Periodic Advertising Synchronizability mode 

PAST Periodic Advertising Synchronization Transfer procedure 

RPA Discovery of Devices with Resolvable Private Address 

SEM Security modes 

SYN Synchronizable mode 

SYNE Synchronization Establishment 

Table 4.1: GAP TC feature naming conventions 

4.1.2 Conformance  

When conformance is claimed for a particular specification, all capabilities are to be supported in the 

specified manner. The mandated tests from this Test Suite depend on the capabilities to which 

conformance is claimed. 

The Bluetooth Qualification Program may employ tests to verify implementation robustness. The level of 

implementation robustness that is verified varies from one specification to another and may be revised for 

cause based on interoperability issues found in the market. 

Such tests may verify: 

Å That claimed capabilities may be used in any order and any number of repetitions not excluded by the 

specification 

Å That capabilities enabled by the implementations are sustained over durations expected by the use 

case 

Å That the implementation gracefully handles any quantity of data expected by the use case 

Å That in cases where more than one valid interpretation of the specification exists, the implementation 

complies with at least one interpretation and gracefully handles other interpretations 

Å That the implementation is immune to attempted security exploits 

A single execution of each of the required tests is required to constitute a Pass verdict. However, it is 

noted that to provide a foundation for interoperability, it is necessary that a qualified implementation 

consistently and repeatedly pass any of the applicable tests. 

In any case, where a member finds an issue with the test plan generated by the Bluetooth SIG 

qualification tool, with the test case as described in the Test Suite, or with the test system utilized, the 

member is required to notify the responsible party via an erratum request such that the issue may be 

addressed. 
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4.1.3 Pass/Fail verdict conventions  

Each test case has an Expected Outcome section. The IUT is granted the Pass verdict when all the 

detailed pass criteria conditions within the Expected Outcome section are met. 

The convention in this Test Suite is that, unless there is a specific set of fail conditions outlined in the test 

case, the IUT fails the test case as soon as one of the pass criteria conditions cannot be met. If this 

occurs, then the outcome of the test is a Fail verdict. 

4.2 Preambles  

4.2.1 Link Establishment Lower Tester Started (for generic authentication)  

Upper TesterIUTLower Tester

IUT is in BB-Standby, in Idle mode and a link key is available.

BB-functionality: All used BB-
messages are explained in the 
BB Test Spec.

The IUT sends one of the 
possible one-slot packets, 
implementation-dependent IUT.

Bring IUT in security mode 3 

Bring IUT in connectable mode 

Page request (BB functionality)

(ID-packet (Peripherals DAC))

Page request (BB functionality)

(ID-packet (Peripherals DAC))

Page response (BB functionality)

(ID-packet (Peripherals DAC))

FHS-packet (BB functionality)

FHS-acknowledge (BB functionality)

(ID-packet (Peripherals DAC))

POLL-packet (BB functionality)

DM1, DH1, NULL or AUX1

(BB-functionality)

LMP_features_req (features)

LMP_features_res (features)

LMP_host_connection_req

LMP_accepted

(opcode: LMP_host_connection_req)

Paging procedure is 

performed successfully on 

BB-Level and link 

establishment is started.

 

Figure 4.1: Link Establishment Tester Started (for generic authentication) MSC 
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4.2.2 Inquiry procedure  

Upper TesterIUTLower Tester

IUT is in BB-Standby, Idle mode

Command IUT to enter (General or 

Limited) discoverable mode

Inquiry: ID packet (GIAC or LIAC)

Inquiry response: FHS packet

(Parity bits, LAP, EIR, Undef=0b, 

SR, Reserved=10b, UAP, NAP, 

CoD, LT_ADDR, CLK27-2, Page Scan 

Mode)

Extended inquiry response

(EIR data)

Inquiry: ID packet (GIAC or LIAC)

Inquiry: ID packet (GIAC or LIAC)

Inquiry: ID packet (GIAC or LIAC)

 

Figure 4.2: Inquiry procedure MSC 
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4.2.3 Paging procedure  

Upper TesterIUTLower Tester

IUT is in BB-Standby, in Idle mode, and a link key is available.

BB-functionality: 
All used BB-messages are 
explained in the BB Test Spec.

The IUT sends one of the 
possible one-slot packets, 
implementation-dependent IUT.

Bring IUT in security mode 3 

Bring IUT in connectable mode 

Page request (BB functionality)

(ID-packet (Peripherals DAC))

Page request (BB-functionality)

(ID-packet (Peripherals DAC))

Page response (BB-functionality)

(ID-packet (Peripherals DAC))

FHS-packet (BB-functionality)

FHS-acknowledge (BB-functionality)

(ID-packet (Peripherals DAC))

POLL-packet (BB-functionality)

DM1, DH1, NULL or AUX1

(BB-functionality)

LMP_features_req (features)

LMP_features_res (features)

LMP_host_connection_req

LMP_accepted

(opcode: LMP_host_connection_req)

Paging procedure is 

performed successfully on 

BB-Level and link 

establishment is started.

 

Figure 4.3: Paging procedure MSC 
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4.2.4 Bring IUT to Link Key Available  

ALT LMP_comb_key

(rand_nr)

LMP_unit_key (key)

Upper TesterIUTLower Tester

Page request (BB-functionality)

(ID-packets (Peripherals DAC))

Pararequest (BB-functionality)

(ID-packets (Peripherals DAC))

Pararequest (BB-functionality)

(ID-packets (Peripherals DAC))

FHS-packet (BB-functionality)

LMP_features_res (features)

FHS-acknowledge (BB-functionality)

(ID-packets (Peripherals DAC))

POLL-packet (BB-functionality)

DM1, DH1, AUX1 or NULL-packet

(BB-functionality)

LMP_features_req (features)

LMP_host_connection_req

LMP_accepted

(opcode LMP_host_connection_req)

LMP_in_rand

LMP_accepted

(opcode LMP_in_rand)

LMP_comb_key

(rand_nr)

mutual authentication messages

mutual LMP_Setup_Complete messages

LMP_detach

(Reason: Other End Terminated Connection: User Ended Connection)

(rand_nr)

IUT is in BB-standby, in Idle mode with any supported security mode and no link key 
available.

The Lower Tester has to know the 
BD_ADDR for the IUT before 
paging is initiated.

BB-functionality:All used BB-
messages are explained in the 
BB Test Spec.

Paging procedure is performed 
successfully on BB-level and link 
establishment is started.

Authentication is initiated by 
Lower Tester (LMP_Pairing).

 

Figure 4.4: Bring IUT to Link Key Available MSC 
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4.2.5 Secure Simple Pairing  

Upper TesterIUTLower Tester

Page request (BB-functionality)

(ID-packet (Peripherals DAC))

Page response (BB-functionality)

(ID-packet (Peripherals DAC))

FHS-packet (BB-functionality)

FHS-acknowledge (BB-functionality)

(ID-packet (Peripherals DAC))

POLL-packet (BB-functionality)

DM1, DH1, NULL, or AUX1

(BB-functionality)

LMP_features_req (features)

LMP_features_res (features)

LMP_accepted

(opcode: LMP_host_connection_req)

LMP_host_connection_req

Bring IUT in security mode 4

Bring IUT in connectable mode

Mutual LMP_setup_complete 

Public Key Exchange

Numeric Comparison

DHKey Check

LMP_sres

LMP_features_req_ext (features)

LMP_features_res_ext (features)

LMP_au_rand

LMP_sres

LMP_au_rand

 

Figure 4.5: Secure Simple Pairing MSC 
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4.2.6 GAP Mandatory Characteristics  

Lower Tester Upper TesterIUT

Find by type value request

ñServiceò, ñGAPò

Find by type value response 

ñGAP_Handleò

Read by type request 

ñGAP_Handleò, ñCharacteristicò

Read by type response 

ñ02, ñGAP_Handleò, 02, 

DevName_Handle, ñDevice Name 

UUIDò, ñGAP_Handleò, 02, 

Appearance_Hdl, ñAppearance UUIDò

Read request 

ñDevName_Handleò

Read Response

ñExample_Device Nameò

Read request

ñAppearance_Handleò

Read Response

ñAppearance Valueò

IUT and Lower Tester are connected.

 

Figure 4.6: GAP Mandatory Characteristics MSC 

4.3 Common Packet Contents  

4.3.1 Fields and Bits Reserved for Future Use  
Unless a specific test states otherwise, all fields within packets and all bits within fields that are described 

as reserved for future use are set to 0 in packets sent by the Upper and Lower Testers. 

4.4 Modes  

Verify the correct implementation of the modes. 

4.4.1 Non-discoverable bondable  mode ï Peripheral  

Verify the correct behavior in this mode. The role of the IUT is Peripheral and acceptor. 

GAP/MOD/NDIS/BV-01-C [Non -discoverable mode ï Peripheral ] 

Å Test Purpose 

Verify that the IUT does not respond to inquiry if it is in non-discoverable mode. 

The IUT is Peripheral and acceptor and the Lower Tester is Central and initiator of the inquiry 

procedure. 

Å Reference 

[1] 4.1.1 

Å Initial Condition 

- The IUT is in Baseband state óStandbyô and in Idle mode. 
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Å Test Procedure 

Upper TesterIUTLower Tester

IUT is in BB-Standby and Idle mode.

Inquiry (ID-Packet)

(GIAC)

Inquiry (ID-Packet)

(GIAC)

T GAP (103)

Bring device in non- discoverable mode

Verify that the IUT does not 
respond to inquiry-requests.

 

Figure 4.7: GAP/MOD/NDIS/BV-01-C [Non-discoverable mode ï Peripheral] MSC 

The Lower Tester sends for a time [TGAP(103)] inquiry request messages (ID-packets) after the Upper 

Tester has ordered the IUT to go in non-discoverable mode. Every inquiry train is repeated for N=256 

times. 

Å Expected Outcome 

Pass verdict 

The IUT does not answer to an inquiry request. 

4.4.2 Limited Discoverable mode ï Peripheral  

Verify the correct behavior in this mode. The role of the IUT is Peripheral and acceptor. 

GAP/MOD/LDIS/BV-01-C [Limited Discoverable mode and LIAC ï Peripheral ] 

Å Test Purpose 

Verify that the IUT answers to inquiry (LIAC) if it is in limited-discoverable mode. 

The IUT is Peripheral and acceptor and the Lower Tester is Central and initiator of the inquiry 

procedure. 

Å Reference 

[1] 4.1 (Discoverability modes) 

Å Initial Condition 

- The IUT is in Baseband state óStandbyô and in Idle mode. 
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Å Test Procedure 

Upper TesterIUTLower Tester

IUT is in BB-Standby and Idle mode.

Inquiry (ID-Packet)

(LIAC)

Inquiry (ID-Packet)

(LIAC)

Inquiry Response: FHS-packet

(parity bits, LAP, undef., SR,  
Reserved=10B, UAP,NAP,CoD,  
LT_ADDR, CLK)

T GAP (103)

Bring device in limited- discoverable mode

Verify that the Inquiry 
response(LIAC) message is received 
by the Lower Tester within T GAP 
(103).

 

Figure 4.8: GAP/MOD/LDIS/BV-01-C [Limited Discoverable mode and LIAC ï Peripheral] MSC 

The Lower Tester sends for a time [TGAP(103)] inquiry request messages (ID-packets) after the Upper 

Tester has ordered the IUT to go in limited-discoverable mode. Every inquiry train is repeated for 

N = 256 times. 

Å Expected Outcome 

Pass verdict 

The IUT answers to an inquiry request (LIAC) with the FHS-packet. The Inquiry response message is 

received by the Lower Tester within TGAP(103). 

The COD has the bit number 13 set in the Major Service Class part of the Class of Device field. 

GAP/MOD/LDIS/BV-02-C [Limited Discoverable mode and GIAC ï Peripheral ] 

Å Test Purpose 

Verify that the IUT answers to inquiry (GIAC) if it is in limited-discoverable mode. 

The IUT is Peripheral and acceptor and the Lower Tester is Central and initiator of the inquiry 

procedure. 

Å Reference 

[1] 4.1 

Å Initial Condition 

- The IUT is in Baseband state óStandbyô and Idle mode. 
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Å Test Procedure 

Upper TesterIUTLower Tester

IUT is in BB-Standby and Idle mode.

Inquiry (ID-Packet)

(GIAC)

Inquiry (ID-Packet)

(GIAC)

Inquiry Response: FHS-packet

(parity bits, LAP, undef., SR, 
Reserved=10B, UAP,NAP, CoD,  
LT_ADDR, CLK)

T GAP (103)

Bring device in limited- discoverable mode

Verify that the Inquiry 
response(GIAC) message is received 
by the Lower Tester within T GAP 
(103).

 

Figure 4.9: GAP/MOD/LDIS/BV-02-C [Limited Discoverable mode and GIAC ï Peripheral] MSC 

The Lower Tester sends for a time [TGAP(103)] inquiry request messages (ID-packets) after the Upper 

Tester has ordered the IUT to go in limited-discoverable mode. Every inquiry train is repeated for 

N = 256 times. 

Å Expected Outcome 

Pass verdict 

The IUT answers to an inquiry request (GIAC) with the FHS-packet. The Inquiry response message is 

received by the Lower Tester within TGAP(103). 

The COD has the bit number 13 set in the Major Service Class part of the Class of Device field. 

GAP/MOD/LDIS/BV-03-C [Limited Discovery mode time-out]  

Å Test Purpose 

Verify that the IUT ceases to answer to inquiry after a time-out, if it is in limited-discoverable mode. 

The IUT is Peripheral and acceptor and the Lower Tester is Central and initiator of the inquiry 

procedure. 

Å Reference 

[4] 4.1.2 

Å Initial Condition 

- The IUT is in Baseband state óStandbyô and in Idle mode. 

- The limited discoverable mode time TGAP is defined by the TSPX_Tgap_104 IXIT value. 
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Å Test Procedure 

 Lower Tester Upper TesterIUT

IUT in BB_Standby and Idle Mode.

Inquiry (ID-Packet)

(LIAC)

Bring device in limited -discoverable mode

TGAP(104)

Inquiry (ID-Packet)

(LIAC)

 

Figure 4.10: GAP/MOD/LDIS/BV-03-C [Limited Discovery mode time-out] MSC 

1. The Upper Tester orders the IUT to go in limited-discoverable mode. The Lower Tester waits for 

TGAP(104) to expire. (TGAP(104) has a default of 1 minute, but an alternate value may be invoked 

via TSPX_Tgap_104.) 

2. After TGAP(104) has expired, the Lower Tester sends a series of 256 inquiry request messages 

(IDpackets) with LIAC. Since the IUT has left the Limited Discoverable mode on the expiration of 

the timer, it does not respond. 

Å Expected Outcome 

Pass verdict 

The IUT does not answer any inquiry request (LIAC) with an FHS-packet. 

4.4.3 General Discoverable mode ï Peripheral  

Verify the correct behavior in this mode. The role of the IUT is Peripheral and acceptor. 

GAP/MOD/GDIS/BV-01-C [General Discoverable mode and GIAC ï Peripheral ] 

Å Test Purpose 

Verify that the IUT answers to inquiry (GIAC) if it is in general-discoverable mode. 

The IUT is Peripheral and acceptor and the Lower Tester is Central and initiator of the inquiry 

procedure. 

Å Reference 

[1] 4.1 

Å Initial Condition 

- The IUT is in Baseband state óStandbyô and Idle mode. 
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Å Test Procedure 

Upper TesterIUTLower Tester

IUT is in BB-Standby and Idle mode.

Inquiry (ID-Packet)

(GIAC)

Inquiry (ID-Packet)

(GIAC)

Inquiry Response: FHS-packet

(parity bits, LAP, undef., SR,  
Reserved=10B, UAP, NAP, CoD,  
LT_ADDR, CLK)

T GAP (103)

Bring device in general- discoverable mode

First Inquiry message received:IUT 
starts the Random Access:0-1023.

Verify that the Inquiry response (GIAC) 
message is received by the Lower 
Tester within T GAP (103).

 

Figure 4.11: GAP/MOD/GDIS/BV-01-C [General Discoverable mode and GIAC ï Peripheral] MSC 

The Lower Tester sends for a time [TGAP(103)] inquiry request messages (ID-packets) after the Upper 

Tester has ordered the IUT to go in general-discoverable mode. Every inquiry train is repeated for 

N=256 times. 

Å Expected Outcome 

Pass verdict 

The IUT answers to an inquiry request (GIAC) with the FHS-packet. The Inquiry response message is 

received by the Lower Tester within TGAP(103). 

GAP/MOD/GDIS/BV-02-C [General Discoverable mode and LIAC ï Peripheral ] 

Å Test Purpose 

Verify that the IUT in general-discoverable mode does not respond inquiry requests (using LIAC). 

The IUT is Peripheral and acceptor and the Lower Tester is Central and initiator of the inquiry 

procedure. 

Å Reference 

[1] 4.1 

Å Initial Condition 

- The IUT is in Baseband state óStandbyô and Idle mode. 
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Å Test Procedure 

Upper TesterIUTLower Tester

IUT is in BB-Standby and Idle mode.

Inquiry (ID-Packet)

(LIAC)

Inquiry (ID-Packet)

(LIAC)

T GAP (103)

Bring device in general- discoverable mode

Verify that the IUT does not 
respond to inquiry-requests if 
it is in general discoverable 
mode and LIAC is used for 
inquiry.

 

Figure 4.12: GAP/MOD/GDIS/BV-02-C [General Discoverable mode and LIAC ï Peripheral] MSC 

The Lower Tester sends for a time [TGAP(103)] inquiry request messages (ID-packets) after the Upper 

Tester has ordered the IUT to go in general-discoverable mode. Every inquiry train is repeated for 

N=256 times. 

Å Expected Outcome 

Pass verdict 

The IUT does not answer to an inquiry request (LIAC). 

4.4.4 Non-connectable mode ï Peripheral  

Verify the correct behavior in this mode. The role of the IUT is Peripheral and acceptor. 

GAP/MOD/NCON/BV-01-C [Non -connectable mode ï Peripheral ] 

Å Test Purpose 

Verify that the IUT does not respond to paging if it is in non-connectable mode. 

The IUT is Peripheral and acceptor and the Lower Tester is Central and initiator of the paging 

procedure. 

The BD_ADDR of the IUT is specified by the TSPX_bd_addr_iut IXIT value. 

Å Reference 

[1] 4.3 

Å Initial Condition 

- The IUT is in Baseband state óStandbyô and in Idle mode. 
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Å Test Procedure 

Upper TesterIUTLower Tester

Page request (ID-packet (Peripherals  DAC))

Page request (ID-packet (Peripherals DAC))

max. PageTO

Bring device in non-connectable mode

IUT is in BB-Standby and Idle mode.

Verify that the IUT does not answer to a 
paging request message (ID-Packet) 
until PageTO while in non-connectable 
mode.

 

Figure 4.13: GAP/MOD/NCON/BV-01-C [Non-connectable mode ï Peripheral] MSC 

The Lower Tester sends for the time max. PageTO paging request messages (ID-packets) after the 

Upper Tester has ordered the IUT to go in non-connectable mode. 

Å Expected Outcome 

Pass verdict 

The IUT does not answer to paging requests. 

Å Notes 

It must be possible to select a certain BD_ADDR or CoD for the Lower Tester if necessary. 

4.4.5 Connectable mode ï Peripheral  

Verify the correct behavior in this mode. The role of the IUT is Peripheral and acceptor. 

GAP/MOD/CON/BV-01-C [Connectable mode ï Peripheral ] 

Å Test Purpose 

Verify that the IUT responds to paging requests if it is in connectable mode. 

The IUT is Peripheral and acceptor and the Lower Tester is Central and initiator of the paging 

procedure. 

Å Reference 

[1] 4.3 
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Å Initial Condition 

- The IUT is in Baseband state óStandbyô and in Idle mode. 

- The BD_ADDR of the IUT is specified by the TSPX_bd_addr_iut IXIT value. 

Å Test Procedure 

Upper TesterIUTLower Tester

IUT is in BB-Standby and Idle mode.

Page request (ID-packet (Peripherals DAC))

Page request (ID-packet (Peripherals DAC))

Page response (ID-packet (Peripherals DAC))
max. PageTO

Bring device in connectable mode

Verify that the IUT responds to a 
paging request message(ID-
packet) before PageTO while in 
connectable mode.

 

Figure 4.14: GAP/MOD/CON/BV-01-C [Connectable mode ï Peripheral] MSC 

1. The Lower Tester sends for the time max. PageTO paging request messages (ID-packets) after 

the Upper Tester has ordered the IUT to go in connectable mode. 

2. The IUT answers to the paging request. 

Å Expected Outcome 

Pass verdict 

The IUT answers to paging request messages with the paging response message (ID-packet) within 

PageTO. 

Å Notes 

It must be possible to select a certain BD_ADDR or CoD for the Lower Tester if necessary. 

4.4.6 Non-bondable  mode ï Peripheral  

Verify the correct behavior in this mode. The role of the IUT is Peripheral and acceptor. 

GAP/MOD/NBON/BV-02-C [Non -bondable mode, IUT rejects pairing procedure]  

Å Test Purpose 

Verify that the IUT rejects a pairing procedure, if it is in non-bondable mode. 

The IUT is Peripheral and claimant. The Lower Tester is Central and verifier of the pairing procedure. 
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Å Reference 

[1] 4.3 

Å Initial Condition 

- The IUT is in non-bondable mode. 

- Any link keys associated with the IUT and Lower Tester are deleted. 

- The IUT and Lower Tester support Secure Simple Pairing and have set Write Simple Pairing 

mode to their respective Controllers. 

- The Lower Testerôs IO capabilities are set to ñDisplayYesNoò. 

- The Lower Testerôs Authentication_Requirements are set to ñMITM Protection Not Required ï 

Dedicated Bonding. Numeric comparison with automatic accept allowed.ò (0x02). 

- The IUT is in a connectable state. 

Å Test Procedure 

Lower Tester IUT

 

Upper Tester

IUT is in security mode 4 and is connectable and in non-bondable mode.

Secure Simple Pairing is not successful

Pairing is rejected

Secure Simple Pairing Procedure

Authentication_Requirements: 

No Bonding on IUT

Authentication_Requirements: 
MITM Protection, Not Required 

and Dedicated Bonding on 

Lower Tester

 

Figure 4.15: GAP/MOD/NBON/BV-02-C [Non-bondable mode, IUT rejects pairing procedure] MSC 

1. The Lower Tester establishes a connection to the IUT and initiates a secure simple pairing 

procedure. The Lower Testerôs IO capabilities are set to ñDisplayYesNoò and the 

Authentication_Requirements are set to ñMITM Protection Not Required ï Dedicated Bonding. 

Numeric comparison with automatic accept allowed.ò (0x02). 

2. The IUT in non-bondable mode responds negatively to the IO capability request where the Lower 

Testerôs Authentication_Requirements parameter requests dedicated bonding. 
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Å Expected Outcome 

Pass verdict 

The IUT in non-bondable mode does not accept the pairing request from the Lower Tester where the 

Authentication_Requirements parameter requests dedicated bonding. Secure Simple Pairing does 

not complete with dedicated bonding. 

GAP/MOD/NBON/BV-03-C [Non -bondable mode, IUT accepts a non-bonded connection]  

Å Test Purpose 

Verify that the IUT accepts a non-bonded connection when it is in non-bondable mode. 

The IUT is Peripheral and claimant. The Lower Tester is Central and verifier of the pairing procedure. 

Å Reference 

[1] 4.3 

Å Initial Condition 

- The IUT is in non-bondable mode. 

- An ACL connection exists between the IUT and Lower Tester. 

- The IUT and Lower Tester support Pairing and have set Write Simple Pairing mode to their 

respective Controllers. 

- The Lower Testerôs IO capabilities are set to ñDisplayYesNoò. 

- The Lower Testerôs Authentication_Requirements are set to ñMITM Protection Not Required ï No 

Bondingò (0x00). 

Å Test Procedure 

Lower Tester IUT

 

Upper Tester

IUT connected to Lower Tester and in non-bondable mode

Secure Simple Pairing Procedures

Authentication_Requirements: 

No Bonding on IUT

Authentication_Requirements: 
MITM Protection, Not Required 

and No Bonding on Lower 

Tester

Secure Simple Pairing is successful

 

Figure 4.16: GAP/MOD/NBON/BV-03-C [Non-bondable mode, IUT accepts a non-bonded connection] MSC 

1. The Lower Tester establishes a connection to the IUT and initiates a secure simple pairing 

procedure. The Lower Testerôs IO capabilities are set to ñDisplayYesNoò and the 

Authentication_Requirements are set to ñMITM Protection Not Required ï No Bondingò (0x00). 

2. The IUT in non-bondable mode accepts the IO capability request where the Lower Testerôs 

Authentication_Requirements parameter requests no bonding and secure simple pairing is 

successful. 
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Å Expected Outcome 

Pass verdict 

The Secure Simple Pairing procedure is completed successfully. 

4.4.7 Pairing mode ï Peripheral  

4.4.8 Non-synchronizable mode ï Connectionless Peripheral  Broadcaster  

Verify the correct behavior in this mode. The role of the IUT is connectionless Peripheral broadcast 

transmitter. 

GAP/MOD/NSYN/BV-01-C [Non -synchronizable mode, IUT is Connectionless Peripheral 
Broadcast Transmitter]  

Å Test Purpose 

Verify that the IUT does not send the synchronization train if it is in non-synchronizable mode. The 

IUT is the connectionless Peripheral broadcast transmitter and the Lower Tester is the connectionless 

Peripheral broadcast receiver. 

Å References 

[9] 4.4.1 

Å Initial Condition 

- The IUT is in Baseband state óStandbyô and in Idle mode. 

- The BD_ADDR of the IUT is specified by the TSPX_bd_addr_iut IXIT value. 

Å Test Procedure 

The Lower Tester scans for Sync_Scan_Timeout = 10.12 seconds for the synchronization train after 

the Upper Tester has ordered the IUT to go in non-synchronizable mode. 

Upper TesterIUTLower Tester

IUT is in BB-Standby and Idle mode.

Bring device to non-synchronizable mode

Verify that the IUT is not sending 
Synchronization Train

Sync_Scan 

Timeout

 Lower Tester attempts

to synchronize

 Lower Tester attempts

to synchronize

 

Figure 4.17: GAP/MOD/NSYN/BV-01-C [Non-synchronizable mode, IUT is Connectionless Peripheral Broadcast 
Transmitter] MSC 
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Å Expected Outcome 

Pass verdict 

The Lower Tester is unable to synchronize to the IUT. 

4.4.9 Synchronizable mode ï Connectionless Peripheral  Broadcaster  

Verify the correct behavior in this mode. The role of the IUT is connectionless Peripheral broadcast 

transmitter. 

GAP/MOD/SYN/BV-01-C [Synchronizable mode ï IUT is Connectionless Peripheral 
Broadcast Transmitter]  

Å Test Purpose 

Verify that the IUT transmits the Synchronization Train when it is in Synchronizable mode. The IUT is 

the connectionless Peripheral broadcast transmitter and the Lower Tester is the connectionless 

Peripheral broadcast receiver. 

Å References 

[9] 4.4.2 

Å Initial Condition 

- The IUT is in Standby state. 

Å Test Procedure 

1. The Upper Tester configures the Synchronization Train on the IUT with Interval = 80 ms, 

Timeout = 120 seconds, and Service_Data = 0x01. 

2. The Upper Tester reserves LT_ADDR=1 on the IUT and enables a Connectionless Peripheral 

Broadcast on the IUT using the reserved LT_ADDR with Interval = 80 ms. 

3. The Upper Tester places the IUT in Synchronizable mode. 

4. The Lower Tester receives the Synchronization Train from the IUT. 
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IUT Upper TesterLower Tester

Configure Synchronization Train

Start Connectionless Broadcast

Start Synchronization Train

Receive Synchronization Train

 

Figure 4.18: GAP/MOD/SYN/BV-01-C [Synchronizable mode ï IUT is Connectionless Peripheral Broadcast 
Transmitter] MSC 

Å Expected Outcome 

Pass verdict 

The Lower Tester receives the Synchronization Train from the IUT in accordance with the 

configuration via the Upper Tester. 

4.5 Security aspects  

Verify the correct implementation of the modes, behavior, and procedures of the IUT. 

4.5.1 BR/EDR security modes ï Peripheral  

Verify the correct behavior in BR/EDR security modes. The role of the IUT is Peripheral and acceptor. 

GAP/SEC/SEM/BV-02-C [Channel Establishment procedure ï Security mode 2] 

Å Test Purpose 

Verify that the IUT in security mode 2 performs a channel establishment procedure. 

The IUT is responder. The Lower Tester is initiator of the channel establishment procedure. 

Å Reference 

[1] 5.2 
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Å Initial Condition 

- The IUT is in Baseband state óStandbyô and in Idle mode. The IUT has to be configured such that 

it will not reject the channel establishment procedure. 

- The BD_ADDR of the IUT is specified by the TSPX_bd_addr_iut IXIT value. 

Å Test Procedure 

 
Lower Tester Upper TesterIUT

L2CAP ConnectReq(Code=0x02,

IUT connected to Lower Tester and in security mode 2 

L2CAP_ConnectResp (Code=0x03, 

Identifier 1, Length=0x0008, PSM, DCID1,
Result: Connection successful, Status: N/A)

Verify that the IUT performs a 
successful channel establishment 
after having performed a link 
establishment

encryption messages

Generic Authentication Procedure
An intermediate 
L2CAP_ConnectRsp(result pending) is 
possible

Identifier 1, Length=0x0004, PSM, SCID1)

 

Figure 4.19: GAP/SEC/SEM/BV-02-C [Channel Establishment procedure ï Security mode 2] MSC 

1. After the Upper Tester has ordered the IUT to go in connectable mode, the Lower Tester starts 

the link establishment with paging. 

2. If the link establishment was completed, a channel establishment is performed. 

Å Expected Outcome 

Pass verdict 

After the link establishment is completed and a channel establishment was initiated by the Lower 

Tester (with L2CAP_ConnectReq), the IUT sends the L2CAP_ConnectRsp message with the result: 

ñConnection successfulò for completion. 

Å Notes 

Recommend to test with connection to protocol/application that requires authentication. 

GAP/SEC/SEM/BV-04-C [Security mode 4 ï Responder]  

Å Test Purpose 

Verify that the IUT in security mode 4 performs a channel establishment procedure. The IUT is 

responder. The Lower Tester is initiator of the channel establishment procedure. 

Å Reference 

[13] 5.2.2 

Å Initial Condition 

- The IUT is in Idle mode. The IUT has to be configured such that it will not reject the channel 

establishment procedure. 

- The BD_ADDR of the IUT is specified by the TSPX_bd_addr_iut IXIT value. 
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Å Test Procedure 

Generic Authentication Procedure

Lower Tester IUT Upper Tester

IUT is in Idle mode.

Bring IUT in connectable mode

Encryption messages

Channel establishment 
started

Verify that the IUT performs a 
successful channel 
establishment after having 
performed a link establishment 
by the Lower Tester.

 

An intermediate 
L2CAP_ConnectRsp(result 
pending) is possible

Bring IUT in security mode 4 

Paging

Link Establishment

L2CAP ConnectReq

(Code=0x02, Identifier 1, Length=0x0004, 

PSM, SCID1)

L2CAP_ConnectRsp

(Code=0x03, Identifier 1, Length=0x0008, 

PSM, DCID1, result: Connection successful, 

Status: N/A)

 

Figure 4.20: GAP/SEC/SEM/BV-04-C [Security mode 4 ï Responder] MSC 

After the Upper Tester has ordered the IUT to go in connectable mode and in security mode 4, the 

Lower Tester starts the link establishment with paging. If the link establishment was completed, a 

channel establishment is performed. 

Å Expected Outcome 

Pass verdict 

After the link establishment is completed and a channel establishment was initiated by the Lower 

Tester (with L2CAP_ConnectReq), the IUT sends the L2CAP_ConnectRsp message with the result: 

ñConnection successfulò for completion. 

Å Notes 

Recommend to test with connection to protocol/application that requires authentication. 
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GAP/SEC/SEM/BV-11-C [Secure Connections Only mode BR/EDR transport ï IUT 
Peripheral , responder, Lower Tester doesnôt support Secure Connections in Controller] 

Å Test Purpose 

The Lower Tester doesnôt support Secure Connections at the Controller level. Verify that the IUT in 

Secure Connections Only mode rejects a request to perform a channel establishment procedure over 

the BR/EDR transport if the service on the IUT requires security mode 4 level 3 on the IUT. The IUT 

is Peripheral and responder of the channel establishment procedure. 

Å Reference 

[1] 5.2.2 

Å Initial Condition 

- The PSM for the service on the IUT that requires security mode 4 level 3 is specified in the 

TSPX_psm_sm4I3 IXIT value. 

- Set the Secure Connections (Controller Support) LMP feature bit on the Lower Tester to 0. 

- The IUT and the Lower Tester are not bonded (neither IUT nor Lower Tester has link keys). 

- ACL connection does not exist between the devices. 

Å Test Procedure 

Lower Tester IUT

 

Upper Tester

IUT and Lower Tester are not bonded (Neither IUT nor Lower tester has link keys). 

ACL connection does not exist between the devices.

Bring IUT in Secure Connections Only Mode

Bring IUT in connectable mode

Secure Simple Pairing Complete (Authenticated link key)

Secure Simple Pairing Procedures

L2CAP_ConnectReq

(ID, length, PSM, SCID)

L2CAP_ConnectRsp

(ID, length, DCID, SCID, result=Connection 
refused-security block, status)

Encryption LMP messages

 

Figure 4.21: GAP/SEC/SEM/BV-11-C [Secure Connections Only mode BR/EDR Transport ï IUT Peripheral, 
responder, Lower Tester doesnôt support Secure Connections in Controller] MSC 
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1. The Upper Tester puts the IUT in Secure Connections Only mode and connectable mode. 

2. The Lower Tester creates an ACL connection with the IUT. 

3. The Lower Tester performs the Secure Simple Pairing procedure that results in an authenticated 

link key and enables encryption. The IUT is allowed to reject this pairing procedure. If the IUT 

rejects the pairing procedure then the test case ends there. 

4. The Lower Tester requests establishing a channel to access a service on the IUT that requires 

security mode 4 level 3. 

Å Expected Outcome 

Pass verdict 

The IUT rejects the pairing procedure OR 

The pairing procedure succeeds and the IUT then rejects the Lower Testerôs request to establish a 

channel to access a service on the IUT that requires security mode 4 level 3 OR 

The IUT disconnects the ACL connection with error code 0x05 (Authentication Failure). 

Å Notes 

When in Secure Connections Only mode, all services (except those allowed to have security mode 4 

level 0) require security mode 4 level 4. 

GAP/SEC/SEM/BV-12-C [Secure Connections Only mode BR/EDR transport ï IUT 
Peripheral , responder, Lower Tester doesnôt support Secure Connections in Host] 

Å Test Purpose 

The Lower Tester does not support Secure Connections at the Host level. Verify that the IUT in 

Secure Connections Only mode rejects a channel establishment procedure over the BR/EDR 

transport if the service on the IUT requires security mode 4 level 3. The IUT is Peripheral and 

responder of the channel establishment procedure. 

Å Reference 

[1] 5.2.2 

Å Initial Condition 

- The PSM for the service on the IUT that requires security mode 4 level 3 is specified in the 

TSPX_psm_sm4l3 IXIT value. 

- On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 0 and the 

Secure Connections (Controller Support) LMP feature bit to 1. 

- The IUT and the Lower Tester are not bonded (neither the IUT nor the Lower Tester has link 

keys). 

- An ACL connection does not exist between the devices. 
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Å Test Procedure 

Lower Tester IUT

 

Upper Tester

IUT and Lower Tester are not bonded (Neither IUT nor Lower Tester has link keys).

ACL connection does not exist between the devices.

Bring IUT in Secure Connections Only Mode

Bring IUT in connectable mode

Secure Simple Pairing Complete (Authenticated link key)

Secure Simple Pairing Procedures

L2CAP_ConnectReq

(ID, length, PSM, SCID)

L2CAP_ConnectRsp

(ID, length, DCID, SCID, result=Connection 
refused-security block, status)

Encryption LMP messages

 

Figure 4.22: GAP/SEC/SEM/BV-12-C [Secure Connections Only mode BR/EDR transport ï IUT Peripheral, 
responder, Lower Tester doesnôt support Secure Connections in Host] MSC 

1. The Upper Tester puts the IUT in Secure Connections Only mode and connectable mode. 

2. The Lower Tester creates an ACL connection with the IUT. 

3. The Lower Tester performs the Secure Simple Pairing procedure that results in an authenticated 

link key and enables encryption. The IUT is allowed to reject this pairing procedure. If the IUT 

rejects the pairing procedure then the test case ends there. 

4. The Lower Tester requests establishing a channel to access a service on the IUT that requires 

security mode 4 level 3. 

Å Expected Outcome 

Pass verdict 

The IUT rejects the pairing procedure OR 

The pairing procedure succeeds and the IUT then rejects the Lower Testerôs request to establish a 

channel to access a service on the IUT that requires security mode 4 level 3 OR 

The IUT disconnects the ACL connection with error code 0x05 (Authentication Failure). 
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Å Notes 

When in Secure Connections Only mode, all services (except those allowed to have security mode 4 

level 0) require security mode 4 level 4. 

GAP/SEC/SEM/BI-01-C [Security mode 2 BR/EDR Transport , Responder ï Invalid 
Encryption Key Size ] 

Å Test Purpose 

Verify that the IUT in security mode 2 rejects channel establishment with an invalid encryption key 

size. 

The Lower Tester is initiator of the channel establishment procedure. The IUT is responder. 

Å Reference 

[1] 5.2 

Å Initial Condition 

- The Lower Tester is in security mode 2 and thus the IUT operates in security mode 2 during the 

connection with the Lower Tester. 

- The IUT is configured such that it will not reject the channel establishment procedure for any 

other reasons. 

- The IUT and Lower Tester are in a connection and have exchanged a link key with the correct 

level of authentication while pairing in security mode 2, either during this connection or in a 

previous connection with bonding. Link has not yet been encrypted. 

- The minimum encryption key size supported is defined in the TSPX_Min_Encryption_Key_Size 

IXIT parameter. 

- The BD_ADDR of the IUT is specified by the TSPX_bd_addr_iut IXIT value. 

Å Test Procedure 

Upper Tester

L2CAP_ConnectReq

(Service requiring Security Mode X Level Y)

L2CAP_ConnectRsp

(Rejected due to Connection refused ï security block)

Perform Link Encrypt ion

(Lower Tester requests encrypt ion key size KS)

[IUT may reject the procedure]

 

Figure 4.23: GAP/SEC/SEM/BI-01-C [Security mode 2 BR/EDR Transport, Responder ï Invalid Encryption Key 
Size] MSC 
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Repeat Steps 1ï4 for each value of the encryption key size (in Step 3) in the range [1, 

TSPX_Min_Encryption_Key_Size ï 1]: 

1. Bring the IUT and the Lower Tester into the Initial Condition. 

2. The Lower Tester performs a channel establishment procedure for a service requiring security 

mode 2. 

3. The IUT triggers link encryption and the Lower Tester requests an encryption key size equal to 

the value selected for the current iteration. The IUT may accept the key size or may fail the link 

encryption procedure. 

4. The IUT rejects the channel establishment after link encryption has been completed. 

Å Expected Outcome 

Pass verdict 

For each requested value of the encryption key size that is less than the minimum supported 

encryption key size, the IUT rejects the channel establishment over the insufficiently encrypted link. 

Optionally, the IUT also fails the link encryption procedure or terminates the connection. 

4.5.1.1 Security mode 4, Responder ï Invalid Encryption Key Size  

Å Test Purpose 

Verify that the IUT in security mode 4 rejects channel establishment with an invalid encryption key 

size. 

The Lower Tester is initiator of the channel establishment procedure. The IUT is responder. 

Å Reference 

[1] 5.2, 5.2.2.8 

Å Initial Condition 

- The IUT is in the security mode and level indicated in the test procedure and is configured such 

that it will not reject the channel establishment procedure for any other reasons. 

- The minimum encryption key size supported is defined in the TSPX_Min_Encryption_Key_Size 

IXIT parameter. 

- The BD_ADDR of the IUT is specified by the TSPX_bd_addr_iut IXIT value. 

Å Test Case Configuration 

TCID Security Mode and Level  Minimum Key Size (octets)  

GAP/SEC/SEM/BI-11-C 
[Security mode 4 level 1, 
Responder ï Invalid 
Encryption Key Size] 

Security mode 4 level 1 TSPX_Min_Encryption_Key_Size 

GAP/SEC/SEM/BI-02-C 
[Security mode 4 level 2, 
Responder ï Invalid 
Encryption Key Size] 

Security mode 4 level 2 TSPX_Min_Encryption_Key_Size 

GAP/SEC/SEM/BI-03-C 
[Security mode 4 level 3, 
Responder ï Invalid 
Encryption Key Size] 

Security mode 4 level 3 TSPX_Min_Encryption_Key_Size 
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TCID Security Mode and Level  Minimum Key Size (octets)  

GAP/SEC/SEM/BI-04-C 
[Security mode 4 level 4, 
Responder ï Invalid 
Encryption Key Size ï 128 bit] 

Security mode 4 level 4 16 

GAP/SEC/SEM/BI-14-C 
[Security mode 4 level 1, 
Responder ï Invalid 
Encryption Key Size ï 128 bit] 

Security mode 4 level 1 16 

GAP/SEC/SEM/BI-15-C 
[Security mode 4 level 2, 
Responder ï Invalid 
Encryption Key Size ï 128 bit] 

Security mode 4 level 2 16 

GAP/SEC/SEM/BI-16-C 
[Security mode 4 level 3, 
Responder ï Invalid 
Encryption Key Size ï 128 bit] 

Security mode 4 level 3 16 

Table 4.2: Security mode 4, Responder ï Invalid Encryption Key Size test cases 

Å Test Procedure 

 

Figure 4.24: Security mode 4, Responder ï Invalid Encryption Key Size MSC 

Repeat Steps 1ï5 for each value of the encryption key size (in Step 3) in the range [1, 

Min_Key_Size ï 1], where Min_Key_Size is indicated in Table 4.2, column Minimum Key Size, for 

each test case. 

1. The IUT and the Lower Tester initiate a connection and exchange a link key with the correct level 

of authentication while pairing in the same security mode and level indicated in the test 

procedure. The link has not yet been encrypted. 
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2. Bring the IUT and the Lower Tester into the Initial Condition for the security mode and level 

indicated in Table 4.2, column Security Mode and Level. 

3. The Lower Tester and the IUT perform link encryption, and the Lower Tester requests an 

encryption key size equal to the value selected for the current iteration. 

4. Perform either alternative 4A or 4B depending on the IUTôs behavior. 

Alternative 4A (The IUT fails the link encryption procedure): 

4A.1 The IUT rejects the link encryption. 

4A.2 The IUT may disconnect the ACL connection with error code 0x05 (Authentication 

Failure). 

Alternative 4B (The Link Encryption procedure completes successfully): 

4B.1 The Lower Tester requests a channel establishment for a service requiring the same 

security mode and level as indicated in Step 1. 

4B.2 The IUT rejects the channel establishment after link encryption has been completed. 

5. Unless the IUT disconnected the ACL connection in Step 4A.2, the IUT and the Lower Tester 

disconnect the ACL connection. 

Å Expected Outcome 

Pass verdict 

For each value of the encryption key size tested, the IUT either fails the link encryption procedure or 

completes the procedure successfully but rejects the channel establishment over the insufficiently 

encrypted link. 

GAP/SEC/SEM/BI-05-C [Security mode 2, Initiator ï Invalid Key Size ] 

Å Test Purpose 

Verify that the IUT in security mode 2 rejects channel establishment with an invalid encryption key 

size. 

The IUT is initiator of the channel establishment procedure. The Lower Tester is responder. 

Å Reference 

[1] 5.2 

Å Initial Condition 

- The Lower Tester is in security mode 2 and thus the IUT operates in security mode 2 during the 

connection with the Lower Tester. 

- The IUT and Lower Tester are in a connection and have exchanged a link key with the correct 

level of authentication while pairing in the same security mode and level indicated in the test 

procedure, either during this connection or in a previous connection with bonding. Link has not 

yet been encrypted. 

- The minimum encryption key size supported is defined in the TSPX_Min_Encryption_Key_Size 

IXIT parameter. 
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Å Test Procedure 

Upper Tester

Establish Channel

in Security Mode 2

Channel Establishment Failure:
(Rejected due to Connection refused ï security 

block)

Perform Link Encryption

(Lower Tester requests encryption key size KS)

[IUT may reject the procedure]

 

Figure 4.25: GAP/SEC/SEM/BI-05-C [Security mode 2, Initiator ï Invalid Key Size] MSC 

Repeat Steps 1ï4 for each value of the encryption key size (in Step 3) in the range [1, 

TSPX_Min_Encryption_Key_Size ï 1]: 

1. Bring the IUT and the Lower Tester into the Initial Condition. 

2. The Upper Tester orders the IUT to perform a channel establishment procedure for a service 

requiring security mode 2. The IUT initiates link encryption. 

3. In the link encryption phase, the Lower Tester requests an encryption key size equal to the value 

selected for the current iteration. The IUT may accept the key size or may fail the link encryption 

procedure. 

4. The IUT signals to the Upper Tester that the channel establishment failure after link encryption 

has been completed. 

Å Expected Outcome 

Pass verdict 

For each requested value of the encryption key size that is less than the minimum supported 

encryption key size, the IUT fails the channel establishment due to the insufficiently encrypted link. 

Optionally, the IUT also fails the link encryption procedure or terminates the connection. 

4.5.1.2 Security mode 4, Initiator ï Invalid Encryption Key Size  

Å Test Purpose 

Verify that the IUT in security mode 4 rejects channel establishment with an invalid encryption key 

size. 

The IUT is initiator of the channel establishment procedure. The Lower Tester is responder. 

Å Reference 

[1] 5.2 
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Å Initial Condition 

- The IUT is in the security mode and level indicated in the test procedure. 

- The IUT and Lower Tester are in a connection and have exchanged a link key with the correct 

level of authentication while pairing in the same security mode and level indicated in the test 

procedure, either during this connection or in a previous connection with bonding. Link has not 

yet been encrypted. 

- The minimum encryption key size supported is defined in the TSPX_Min_Encryption_Key_Size 

IXIT parameter. 

Å Test Case Configuration 

TCID Security Mode and Level  Minimum Key Size (octets)  

GAP/SEC/SEM/BI-12-C 
[Security mode 4 level 1, 
Initiator ï Invalid Encryption 
Key Size] 

Security mode 4 level 1 TSPX_Min_Encryption_Key_Size 

GAP/SEC/SEM/BI-06-C 
[Security mode 4 level 2, 
Initiator ï Invalid Encryption 
Key Size] 

Security mode 4 level 2 TSPX_Min_Encryption_Key_Size 

GAP/SEC/SEM/BI-07-C 
[Security mode 4 level 3, 
Initiator ï Invalid Encryption 
Key Size] 

Security mode 4 level 3 TSPX_Min_Encryption_Key_Size 

GAP/SEC/SEM/BI-08-C 
[Security mode 4 level 4, 
Initiator ï Invalid Encryption 
Key Size ï 128 bit] 

Security mode 4 level 4 16 

GAP/SEC/SEM/BI-17-C 
[Security mode 4 level 1, 
Initiator ï Invalid Encryption 
Key Size ï 128 bit] 

Security mode 4 level 1 16 

GAP/SEC/SEM/BI-18-C 
[Security mode 4 level 2, 
Initiator ï Invalid Encryption 
Key Size ï 128 bit] 

Security mode 4 level 2 16 

GAP/SEC/SEM/BI-19-C 
[Security mode 4 level 3, 
Initiator ï Invalid Encryption 
Key Size ï 128 bit] 

Security mode 4 level 3 16 

Table 4.3: Security mode 4, Initiator ï Invalid Encryption Key Size test cases 
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Å Test Procedure 

Upper Tester

Establish Channel

in Security Mode 4 Level Y

Channel Establishment Failure:
(Rejected due to Connection refused ï security 

block)

Perform Link Encryption

(Lower Tester requests encryption key size KS)

[IUT may reject the procedure]

 

Figure 4.26: Security mode 4, Initiator ï Invalid Encryption Key Size MSC 

Repeat Steps 1ï4 for each value of the encryption key size (in Step 3) in the range [1, 

(Min_Key_Size ï 1)], where Min_Key_Size is indicated in Table 4.3, column Minimum Key Size, for 

each test case. 

1. Bring the IUT and the Lower Tester into the Initial Condition for the security mode and level 

indicated in Table 4.3, column Security Mode and Level. 

2. The Upper Tester orders the IUT to perform a channel establishment procedure for a service 

requiring the same security mode and level as indicated in Step 1 and minimum key size 

indicated in Table 4.3. The IUT initiates link encryption with the Lower Tester. 

3. In the link encryption phase, the Lower Tester requests an encryption key size equal to the value 

selected for the current iteration. The IUT may accept the key size or may fail the link encryption 

procedure. 

4. The IUT signals to the Upper Tester that the channel establishment failure after link encryption 

has been completed. 

Å Expected Outcome 

Pass verdict 

For each requested value of the encryption key size that is less than the minimum required by the 

security mode and level under test, the IUT fails the channel establishment due to the insufficiently 

encrypted link. Optionally, the IUT also fails the link encryption procedure or terminates the 

connection. 

GAP/SEC/SEM/BI -24-C [Security mode 4, Unencrypted connections rejected  ï 
Responder]  

Å Test Purpose 

Verify that the IUT disconnects the connection if the initiating side sends the L2CAP_ConnectReq 

without first enabling encryption. 

Å Reference 

[13] 5.2.2 
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Å Initial Condition 

- Write_Authentication_Enable (disabled) on IUT. 

- Write_Simple_Pairing_Mode is set (enabled) on the Lower Tester acting as responder. 

- The IUT and the Lower Tester are not Bonded. 

Å Test Procedure 

 

Figure 4.27: Security mode 4, Unencrypted connections rejected ï Responder MSC 

1. The Lower Tester creates an ACL connection with the IUT. 

2. The Authentication_Requirements are set to ñMITM Protection Not Required No Bondingò (0x00) 

on the Lower Tester. 

3. The Lower Tester sends L2CAP_ConnectReq without performing Secure Simple Pairing and 

without enabling encrypting. 

Å Expected Outcome 

Pass verdict 

Based on ALT 1 shown in Figure 4.27, the test results in pass when the IUT initiates the Secure 

Simple Pairing procedure autonomously before the Lower Tester initiates the L2CAP connection. 

Verify that the IUT authenticates the Lower Tester. 

Based on ALT 2 shown in Figure 4.27, the test will result in pass when the IUT rejects the L2CAP 

connection and disconnects the ACL link with error code authentication failure 0x05. 
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4.5.1.3 Secure Connections Only mode BR/EDR transport ï IUT Peripheral , responder, Lower 
Tester supports Secure Connections in Controller and Host  

Å Test Purpose 

The Lower Tester supports Secure Connections both at the Controller and Host level. Verify that the 

IUT in Secure Connections Only mode accepts a request to perform a channel establishment 

procedure over the BR/EDR transport if the service on the IUT requires security mode 4 level 3. The 

IUT is Peripheral and responder of the channel establishment procedure. 

Å Reference 

[1] 5.2.2 

Å Initial Condition 

- The PSM for the service on the IUT that requires security mode 4 level 3 is specified in the 

TSPX_psm_sm4l3 IXIT value. 

- Set both the Secure Connections (Controller Support) and the Secure Connections (Host 

Support) LMP feature bits on the Lower Tester to 1. 

- The IUT and the Lower Tester are bonded as specified in Table 4.4. 

- ACL connection does not exist between the devices. 

Å Test Case Configuration 

Test Case  Link Keys  Pairing/Authentication  

GAP/SEC/SEM/BV-13-C Not Bonded, No Link Keys Secure Simple Pairing 

GAP/SEC/SEM/BV-47-C Bonded, Has Link Keys Generic authentication procedure 

Table 4.4: Secure Connections Only mode ï IUT Peripheral, responder, Lower Tester supports Secure 
Connections in Controller and Host test cases 
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Å Test Procedure 

Lower Tester IUT

 

Upper Tester

The IUT and the Lower Tester are not bonded (neither the IUT nor the Lower Tester has link keys).

ACL connection does not exist between the devices.

Bring IUT in Secure Connections Only Mode

Bring IUT in connectable mode

Secure Simple Pairing Complete (Authenticated link key)

Secure Simple Pairing Procedures

L2CAP_ConnectReq

(ID, length, PSM, SCID)

L2CAP_ConnectRsp

(ID, length, DCID, SCID, result=Connection 

successful, status)

Encryption LMP messages

NO LINK KEY

LINK KEY

Generic Authentication Procedure

 

Figure 4.28: Secure Connections Only mode BR/EDR transport ï IUT Peripheral, responder, Lower Tester 
supports Secure Connections in Controller and Host MSC 

1. The Upper Tester puts the IUT in Secure Connections Only mode and connectable mode. 

2. The Lower Tester creates an ACL connection with the IUT. 

3. If the test requires Secure Simple Pairing, the Lower Tester performs the Secure Simple Pairing 

procedure that results in an authenticated link key and enables encryption. 

4. The Lower Tester requests establishing a channel to access a service on the IUT that requires 

security mode 4 level 3. 

Å Expected Outcome 

Pass verdict 

If the test requires the generic authentication procedure, verify that the IUT authenticates the Lower 

Tester. 

The IUT accepts the Lower Testerôs request to establish a channel to access a service on the IUT 

that requires security mode 4 level 3 and the channel establishment procedure is successful. 

Å Notes 

When in Secure Connections Only mode, all services (except those allowed to have security mode 4 

level 0) require security mode 4 level 4. 
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4.5.1.4 IUT Peripheral , responder, not in Secure Connections Only mode BR/EDR transport , 
Lower Tester does not support Secure Connections in Host  

Å Test Purpose 

The Lower Tester does not support Secure Connections at the Host level. Verify that the IUT that is 

not in Secure Connections Only mode accepts a request to perform a channel establishment 

procedure over the BR/EDR transport if the service on the IUT requires security mode 4 level 3. The 

IUT is Peripheral and responder of the channel establishment procedure. 

Å Reference 

[1] 5.2.2 

Å Initial Condition 

- The PSM for the service on the IUT that requires security mode 4 level 3 is specified in the 

TSPX_psm_sm4l3 IXIT value. 

- On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 0 and the 

Secure Connections (Controller Support) LMP feature bit to 1. 

- The IUT and the Lower Tester are bonded as specified in Table 4.5. 

- ACL connection does not exist between the devices. 

Å Test Case Configuration 

Test Case  Link Keys  Pairing/Authentication  

GAP/SEC/SEM/BV-14-C Not Bonded, No Link Keys Secure Simple Pairing 

GAP/SEC/SEM/BV-48-C Bonded, Has Link Keys Generic authentication procedure 

Table 4.5: IUT Peripheral, responder, not in Secure Connections Only mode, Lower Tester does not support 
Secure Connections in Host test cases 
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Å Test Procedure 

Lower Tester IUT

 

Upper Tester

The IUT and the Lower Tester are not bonded (neither the IUT nor the Lower Tester has link keys).

ACL connection does not exist between the devices.

Bring IUT in Security Mode 4 (but not in Secure 

Connections Only Mode)

Bring IUT in connectable mode

Secure Simple Pairing Complete (Authenticated link key)

Secure Simple Pairing Procedures

L2CAP_ConnectReq

(ID, length, PSM, SCID)

L2CAP_ConnectRsp

(ID, length, DCID, SCID, result=Connection 

successful, status)

Encryption LMP messages

NO LINK KEY

LINK KEY

Generic Authentication Procedure

 

Figure 4.29: IUT Peripheral, responder, not in Secure Connections Only mode BR/EDR transport, Lower Tester 
does not support Secure Connections in Host MSC 

1. The Upper Tester puts the IUT in security mode 4 (but not in Secure Connections Only mode) 

and connectable mode. 

2. The Lower Tester creates an ACL connection with the IUT. 

3. If the test requires Secure Simple Pairing, the Lower Tester performs the Secure Simple Pairing 

procedure that results in an authenticated link key and enables encryption. 

4. The Lower Tester requests establishing a channel to access a service on the IUT that requires 

security mode 4 level 3. 

Å Expected Outcome 

Pass verdict 

If the test requires the generic authentication procedure, verify that the IUT authenticates the Lower 

Tester. 

The IUT accepts the Lower Testerôs request to establish a channel to access a service on the IUT 

that requires security mode 4 level 3 and the channel establishment procedure is successful. 
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4.5.1.5 IUT Peripheral, responder, not in Secure Connections Only mode BR/EDR transport , 
Lower Tester does not support Secure Connections in Host, level 4 service  

Å Test Purpose 

The Lower Tester does not support Secure Connections at the Host level. Verify that the IUT that is 

not in Secure Connections Only mode rejects a request to perform a channel establishment 

procedure over the BR/EDR transport if the service on the IUT requires security mode 4 level 4. The 

IUT is Peripheral and responder of the channel establishment procedure. 

Å Reference 

[1] 5.2.2 

Å Initial Condition 

- The PSM for the service on the IUT that requires security mode 4 level 4 is specified in the 

TSPX_psm_sm4l4 IXIT value. 

- On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 0 and the 

Secure Connections (Controller Support) LMP feature bit to 1. 

- IUT and Lower Tester are bonded as specified in Table 4.6. 

- ACL connection does not exist between the devices. 

Å Test Case Configuration 

Test Case  Link Keys  Pairing/Authentication  

GAP/SEC/SEM/BV-15-C Not Bonded, No Link Keys Secure Simple Pairing 

GAP/SEC/SEM/BV-49-C Bonded, Has Link Keys Generic authentication procedure 

Table 4.6: IUT Peripheral, responder, not in Secure Connections Only mode BR/EDR transport, Lower Tester 
does not support Secure Connections in Host, level 4 service test cases 
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Å Test Procedure 

Lower Tester IUT

 

Upper Tester

The IUT and the Lower Tester are not bonded (neither the IUT nor the Lower Tester has link keys).

ACL connection does not exist between the devices.

Bring IUT in Security Mode 4 (but not in Secure 

Connections Only Mode)

Bring IUT in connectable mode

Secure Simple Pairing Complete (Authenticated link key)

Secure Simple Pairing Procedures

L2CAP_ConnectReq

(ID, length, PSM, SCID)

Encryption LMP messages

L2CAP_ConnectRsp

(ID, length, DCID, SCID, result=Connection 

refused-security block, status)

NO LINK KEY

LINK KEY

Generic Authentication Procedure

 

Figure 4.30: IUT Peripheral, responder, not in Secure Connections Only mode BR/EDR Transport, Lower Tester 
does not support Secure Connections in Host, level 4 service MSC 

1. The Upper Tester puts the IUT in security mode 4 (but not in Secure Connections Only mode) 

and connectable mode. 

2. The Lower Tester creates an ACL connection with the IUT. 

3. The Lower Tester performs the Secure Simple Pairing procedure that results an authenticated 

link key and enables encryption. 

4. The Lower Tester requests establishing a channel to access a service on the IUT that requires 

security mode 4 level 4. 

Å Expected Outcome 

Pass verdict 

If the test requires Secure Simple Pairing, the Secure Simple Pairing procedure between the IUT and 

the Lower Tester is successful. 

If the test requires the generic authentication procedure, verify that the IUT authenticates the Lower 

Tester. 

The IUT rejects the Lower Testerôs request to establish a channel to access a service on the IUT that 

requires security mode 4 level 4. 
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4.5.2 LE security modes ï Peripheral  

Verify the correct behavior in LE security modes. The role of the IUT is Peripheral. 

4.5.2.1 LE Secure Connections , Peripheral ï outgoing service level connection  

Å Test Purpose 

Verify that the IUT, supporting LE Secure Connections, performing the authentication procedure will 

achieve a connection operating in the correct security mode and level. The Lower Tester supports LE 

Secure Connections. The IUT is the Peripheral. 

Å Reference 

[9] 10.3 

Å Initial Condition 

- The IUT supports LE Secure Connections. The IUT is in Link Layer Standby state. The IUT has to 

be configured such that it will not reject the initiated procedure. 

- The Lower Tester will establish a GATT service request when TSPX_Use_GATT is set to TRUE. 

Otherwise, the Lower Tester will establish an L2CAP channel. 

Å Test Case Configuration 

TCID Security Mode and Level  

GAP/SEC/SEM/BV-21-C [LE security mode: mode 1 level 4, 
Peripheral ï outgoing service level connection] 

LE security mode 1 level 4 

GAP/SEC/SEM/BV-37-C [LE Secure Connections Only: mode 1 
level 2, Peripheral ï outgoing service level connection] 

LE security mode 1 level 2 

GAP/SEC/SEM/BV-38-C [LE Secure Connections Only: mode 1 
level 3, Peripheral ï outgoing service level connection] 

LE security mode 1 level 3 

Table 4.7: LE Secure Connections, Peripheral ï outgoing service level connection test cases 

Å Test Procedure 

1. The Upper Tester configures the IUT into the security mode and level specified in Table 4.7. 

2. The Upper Tester configures the IUT to advertise (in Peripheral role) for a connection by the 

Lower Tester (in Central role), and accept link establishment. 

3. The Upper Tester triggers the authentication procedure on the IUT, e.g., by an L2CAP channel 

establishment or a GATT service request. 

4. The IUT begins LE Secure Connections Phase 1 by sending an SMP Security Request, with the 

Secure Connections bit set to 1. The Lower Tester responds with an SMP Pairing Request, with 

the Secure Connections bit set to 1. The IUT answers with SMP Pairing Response, with the 

Secure Connections bit set to 1. 

5. The Lower Tester and the IUT complete SMP Phase 2 (pairing) and Phase 3 (encryption and key 

distribution). 

6. The IUT replies with a successful response. 
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Figure 4.31: LE Secure Connections, Peripheral ï outgoing service level connection MSC 

Å Expected Outcome 

Pass verdict 

The Lower Tester and the IUT complete SMP phases 1, 2, and 3. The resulting connection is 

encrypted and operating in the security mode and level specified in Table 4.7. 

Å Notes 

It is recommended to test with a service or profile that requires the mode and level specified by Table 

4.7. 
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4.5.2.2 LE Secure Connections,  Peripheral ï incoming service level connection  

Å Test Purpose 

Verify that the IUT, supporting LE Secure Connections, after performing the authentication procedure 

will achieve an incoming service level connection operating in the correct security mode and level. 

The Lower Tester supports LE Secure Connections. The IUT is the Peripheral. 

Å Reference 

[9] 10.3.1 

Å Initial Condition 

- The IUT supports LE Secure Connections. The IUT is in Link Layer Standby state. The IUT has to 

be configured such that it will not reject the initiated procedure. 

- The Lower Tester will establish a GATT service request when TSPX_Use_GATT is set to TRUE. 

Otherwise, the Lower Tester will establish an L2CAP channel. 

Å Test Case Configuration 

TCID Security Mode and Level  

GAP/SEC/SEM/BV-22-C [LE security mode: mode 1 level 4, 
Peripheral ï incoming service level connection] 

LE security mode 1 level 4 

GAP/SEC/SEM/BV-39-C [LE Secure Connections Only: mode 1 
level 2, Peripheral ï incoming service level connection] 

LE security mode 1 level 2 

GAP/SEC/SEM/BV-40-C [LE Secure Connections Only: mode 1 
level 3, Peripheral ï incoming service level connection] 

LE security mode 1 level 3 

Table 4.8: LE Secure Connections, Peripheral ï incoming service level connection test cases 

Å Test Procedure 

1. The Upper Tester configures the IUT into the security mode and level specified in Table 4.8. 

2. The Upper Tester configures the IUT to advertise (in Peripheral role) for a connection by the 

Lower Tester (in Central role), and accept link establishment. 

3. The Lower Tester initiates LE Secure Connections pairing according to the security mode and 

level specified in Table 4.8. 

4. The Lower Tester and the IUT complete SMP Phase 1, Phase 2 (pairing), and Phase 3 

(encryption and key distribution). 

5. The Lower Tester sends either an L2CAP channel establishment or GATT service request to the 

IUT. 

6. The IUT replies with a successful response. 
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Figure 4.32: LE Secure Connections, Peripheral ï incoming service level connection MSC 

Å Expected Outcome 

Pass verdict 

The Lower Tester and the IUT complete SMP phases 1, 2, and 3. The resulting connection is 

encrypted on the security mode and level specified in Table 4.8. 

The initiated procedure is successful. 

Å Notes 

It is recommended to test with a service or profile that requires the mode and level specified by  

Table 4.8. 
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GAP/SEC/SEM/BV-23-C [Secure Connections Only mode LE transport ï failed procedure, 
Peripheral ï outgoing service level connection ] 

Å Test Purpose 

Verify that the IUT in Secure Connections Only mode or that supports Unauthenticated Pairing with 

LE Secure Connections only or Authenticated Pairing with LE Secure Connections only initiating the 

authentication procedure will result in a failed procedure when performed toward a peer not 

supporting LE Secure Connections. The Lower Tester does not support LE Secure Connections. The 

IUT is the Peripheral. 

Å Reference 

[9] 10.2.4, 10.3 

Å Initial Condition 

- The IUT supports LE Secure Connections. The IUT is in Link Layer Standby state. The IUT has to 

be configured such that it will not reject the initiated procedure. 

- The Lower Tester is configured so that it does not support LE Secure Connections. 

- The IUT will initiate a GATT service request when TSPX_Use_GATT is set to TRUE. Otherwise, 

the IUT will establish an L2CAP channel. 

Å Test Procedure 

1. The Upper Tester configures the IUT into Secure Connections Only mode or to only support LE 

Secure Connections. 

2. The Upper Tester configures the IUT (in Peripheral role) to send advertising packets to the Lower 

Tester (in Central role), and complete link establishment with the Lower Tester. 

3. The Upper Tester triggers the authentication procedure on the IUT, e.g., by an L2CAP channel 

establishment or a GATT service request. 

4. The IUT begins the LE Pairing Procedure Phase 1 by sending an SMP Security Request, with the 

Secure Connections bit set to 1. 

5. The Lower Tester responds with an SMP Pairing Request, with the Secure Connections bit set 

to 0. 

6. Alternative 1: (for security mode 1 level 4 connections): 

a. The IUT responds with an SMP Pairing Failed message. 

7. Alternative 2: (for security mode 1 level 2 or 3 with Secure Connections): 

a. The IUT responds with an SMP Pairing Response. 

b. The IUT and the Lower Tester complete the LE Legacy Pairing procedure. 

c. The IUT responds with a failure message. 
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Figure 4.33: GAP/SEC/SEM/BV-23-C [Secure Connections Only mode LE transport ï failed procedure, 
Peripheral ï outgoing service level connection] MSC 

Å Expected Outcome 

Pass verdict 

In ALT 1, the IUT sends an SMP Pairing Failed message to the Lower Tester to end SMP Pairing 

Phase 1. 

In ALT 2, the IUT does not complete the L2CAP Channel establishment or GATT service request. 

GAP/SEC/SEM/BV-24-C [Secur e Connections Only mode LE transport ï failed procedure, 
Peripheral ï incoming service level connection ] 

Å Test Purpose 

Verify that the IUT in Secure Connections Only mode or that supports Unauthenticated Pairing with 

LE Secure Connections only or Authenticated Pairing with LE Secure Connections only rejects an 

L2CAP channel establishment or GATT service request both before and after the authentication 

procedure when performed toward a peer not supporting LE Secure Connections. The Lower Tester 

does not support LE Secure Connections. The IUT is the Peripheral. 

Å Reference 

[9] 10.2.4, 10.3.1 
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Å Initial Condition 

- The IUT supports LE Secure Connections. The IUT is in Link Layer Standby state. The IUT has to 

be configured such that it will not reject a correctly initiated procedure to either establish an 

L2CAP channel or a GATT service request. 

- The Lower Tester is configured so that it does not support LE Secure Connections. 

- The Lower Tester will establish a GATT service request when TSPX_Use_GATT is set to TRUE. 

Otherwise, the Lower Tester will establish an L2CAP channel. 

Å Test Procedure 

1. The Upper Tester configures the IUT into Secure Connections Only mode or to only support LE 

Secure Connections. 

2. The Upper Tester configures the IUT (in Peripheral role) to send advertising packets to the Lower 

Tester (in Central role), and complete link establishment with the Lower Tester. 

3. The Lower Tester initiates either an L2CAP channel establishment or GATT service request to 

the IUT. 

4. The IUT rejects the request. 

5. The Lower Tester initiates authenticated LE Legacy pairing. 

6. Alternative 1: The IUT rejects the pairing by sending an SMP Pairing Failed message. 

Alternative 2: The Lower Tester and the IUT complete LE legacy pairing. The Lower Tester re-

initiates the procedure request to the IUT as attempted in Step 3. The IUT rejects the request. 
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Figure 4.34: GAP/SEC/SEM/BV-24-C [Secure Connections Only mode LE transport ï failed procedure, 
Peripheral ï incoming service level connection] MSC 

Å Expected Outcome 

Pass verdict 

The L2CAP channel establishment or GATT service request is rejected before the authentication 

procedure. 

Alternative 1: IUT sends an SMP Pairing Failed message to the Lower Tester to end SMP Pairing 

Phase 1. 

Alternative 2: The IUT and the Lower Tester complete LE legacy pairing and the IUT rejects the 

initiated procedure request from the Lower Tester with the error code ñInsufficient Authenticationò. 
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GAP/SEC/SEM/BV-25-C [Secur e Connections Only mode LE transport , Peripheral , 
Failure, BR/EDR and LE transports ] 

Å Test Purpose 

Verify that the IUT in Secure Connections Only mode performs either an L2CAP channel 

establishment or GATT service request procedure over LE and a channel establishment procedure 

over BR/EDR. The IUT is initiator of the procedure over both LE and BR/EDR. The Lower Tester 

supports neither LE Secure Connections nor BR/EDR Secure Connections. The procedure fails over 

both LE and BR/EDR. The IUT is the Peripheral. 

Å Reference 

[9] 10.2.4 

Å Initial Condition 

- The IUT supports both LE Secure Connections and BR/EDR Secure Connections. The IUT is in 

Link Layer Standby state. The IUT has to be configured such that it will not reject the initiated 

procedure. 

- The Lower Tester is configured so that it does not support LE Secure Connections and BR/EDR 

Secure Connections. 

- The PSM for the service on the IUT that requires security mode 4 level 3 on BR/EDR is specified 

in the TSPX_psm_sm4l3 IXIT value. 

- The IUT and the Lower Tester are not bonded on BR/EDR (neither the IUT nor the Lower Tester 

has link keys). 

- A BR/EDR ACL connection does not exist between the devices. 

Å Test Procedure 

1. The Upper Tester configures the IUT into Secure Connections Only mode. 

2. The Upper Tester configures the IUT (in Peripheral role) to send advertising packets to the Lower 

Tester (in Central role), and complete link establishment with the Lower Tester. 

3. The IUT begins the LE Pairing Procedure Phase 1 by sending an SMP Security Request, with the 

Secure Connections bit set to 1. The Lower Tester responds with an SMP Pairing Request, with 

the Secure Connections bit set to 0. The IUT will respond with an SMP Pairing Failed message. 

4. The IUT terminates the LE connection. 

5. The Upper Tester requests the IUT to establish a channel to access a service on the Lower 

Tester. The service requires security mode 4 level 3 on the IUT. 

6. The IUT creates an ACL connection with the Lower Tester and may optionally perform the Secure 

Simple Pairing procedure with the Lower Tester. 
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Figure 4.35: GAP/SEC/SEM/BV-25-C [Secure Connections Only mode LE transport, Peripheral, Failure, 
BR/EDR and LE Transports] MSC 

Å Expected Outcome 

Pass verdict 

On the LE transport, the IUT sends an SMP Pairing Failed message to the Lower Tester to end SMP 

Pairing Phase 1. 

On the BR/EDR transport, the IUT rejects the Upper Testerôs request to establish a channel to access 

the service on the Lower Tester when the service requires security mode 4 level 3 on the IUT. 

4.5.2.3 LE security mode 1, Peripheral ï Invalid Encryption Key Size  

Å Test Purpose 

Verify that the IUT in LE security mode 1 as Peripheral fails pairing when receiving an invalid key 

size. 

Å Reference 

[9] 10.3.2, 10.2.1 

Å Initial Condition 

- The IUT is in Link Layer Standby state. The IUT has to be configured such that it will not reject 

the initiated procedure. 
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Å Test Case Configuration 

TCID Security Mode and Level  

GAP/SEC/SEM/BI-09-C [LE security mode 1 level 4, 
Peripheral ï Invalid Encryption Key Size] 

Security mode 1 level 4 

GAP/SEC/SEM/BI-20-C [Security mode 1 level 3, 
Peripheral ï Invalid Encryption Key Size] 

Security mode 1 level 3 with LE 
Secure Connections Pairing only 

GAP/SEC/SEM/BI-21-C [Security mode 1 level 2, 
Peripheral ï Invalid Encryption Key Size] 

Security mode 1 level 2 with LE 
Secure Connections Pairing only 

Table 4.9: LE security mode 1, Peripheral ï Invalid Encryption Key Size test cases 

Å Test Procedure 

Upper Tester
IUT

(Peripheral)

Lower Tester

(Central)

IUT is configured in Security Mode 1 Level 4

Lower Tester has established an LE connection with the IUT

SMP Pairing Request

(AuthReq: SC=1

Maximum Encryption Key 

Size=KS)

SMP Pairing Failed

Reason=Encryption Key 

Size (0x06)

Repeat for each KS in the range [7,15]

Terminate LE connection 

 

Figure 4.36: LE security mode 1, Peripheral ï Invalid Encryption Key Size MSC 

Repeat Steps 1ï5 for all values of the Maximum Encryption Key Size field (in Step 3) in the interval 

[7, 15]. 

1. The Upper Tester configures the IUT into the security mode and level specified in Table 4.9. 

2. The Upper Tester configures the IUT to advertise (in Peripheral role) for a connection by the 

Lower Tester (in Central role), and to accept link establishment. 

3. The Lower Tester initiates pairing by sending an SMP Pairing Request, with the Secure 

Connections bit set to 1 and Maximum Encryption Key Size set to the value selected for this 

iteration. 

4. The IUT sends to the Lower Tester an SMP Pairing Failed with the Reason set to ñEncryption Key 

Sizeò (0x06). 

5. The Lower Tester terminates the LE connection. 

Å Expected Outcome 

Pass verdict 

The IUT fails pairing for any key size value less than 16 while in the specified security mode and 

level. 
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4.5.3 BR/EDR security modes ï Central  

Verify the correct behavior in BR/EDR security modes. The role of the IUT is Central and initiator. 

4.5.3.1 Security mode 4 ï Unauthenticated Link Key ï Initiator  

Å Test Purpose 

Verify that the IUT in security mode 4 performs a channel establishment procedure. The Lower Tester 

is responder. The IUT is initiator of the channel establishment procedure. 

Å Reference 

[13] 5.2.2 

Å Initial Condition 

- Write_Authentication_Enable (disabled) on the IUT. 

- Write_Simple_Pairing_Mode is set (enabled) on the Lower Tester acting as responder. 

- The IUT has link keys as specified in Table 4.10. 

Å Test Case Configuration 

Test Case  Link Keys  Pairing/Authentication  

GAP/SEC/SEM/BV-05-C Not Bonded, No Link Keys Secure Simple Pairing 

GAP/SEC/SEM/BV-50-C Bonded, Has Link Keys Generic authentication procedure 

Table 4.10: Security mode 4 ï Unauthenticated Link Key ï Initiator test cases 

Å Test Procedure 

 

Figure 4.37: Security mode 4 ï Unauthenticated Link Key ï Initiator MSC 
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1. The IUT creates an L2CAP connection to the Lower Tester. 

2. Perform either alternative 2A or 2B depending on the pairing/authentication procedure specified 

in Table 4.10. 

Alternative 2A (Secure Simple Pairing): 

2A.1 Set Authentication Requirements to MITM protection not required and no bonding on 

IUT. 

2A.2 Set Authentication Requirements to MITM protection not required and no bonding on 

the Lower Tester. 

2A.3 The IUT and the Lower Tester complete Secure Simple Pairing with an un-

authenticated link key. 

Alternative 2B (Generic authentication procedure): 

2B.1 The IUT and the Lower Tester execute the Generic authentication procedure. 

3. The IUT sends an L2CAP_CONNECTION_REQ PDU to the Lower Tester. 

4. The Lower Tester sends an L2CAP_CONNECTION_RSP PDU to the IUT. 

Å Expected Outcome 

Pass verdict 

In Step 2A, verify that secure simple pairing occurs prior to sending the L2CAP_ConnectReq and 

before the L2CAP_ConnectRsp is received, and results in an unauthenticated link key. 

In Step 2B, verify that the IUT authenticates the Lower Tester. 

Verify that encryption is enabled. 

4.5.3.2 Security mode 4 ï Authenticated Link Key No MITM ï Initiator  

Å Test Purpose 

Verify that secure simple pairing occurs prior to sending the L2CAP_ConnectReq and before the 

L2CAP_ConnectRsp is received, and results in an authenticated link key. 

Å Reference 

[13] 5.2.2 

Å Initial Condition 

- Write_Authentication_Enable (disabled) on the IUT. 

- Write_Simple_Pairing_Mode is set (enabled) on the Lower Tester acting as responder. 

- The IUT has link keys as specified in Table 4.11. 

Å Test Case Configuration 

Test Case  Link Keys  Pairing/Authentication  

GAP/SEC/SEM/BV-06-C Not Bonded, No Link Keys Secure Simple Pairing 

GAP/SEC/SEM/BV-51-C Bonded, Has Link Keys Generic authentication procedure 

Table 4.11: Security mode 4 ï Authenticated Link Key No MITM ï Initiator test cases 
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Å Test Procedure 

 

Figure 4.38: Security mode 4 ï Authenticated Link Key No MITM ï Initiator MSC 

1. The IUT creates an L2CAP connection to the Lower Tester. 

2. Perform either alternative 2A or 2B depending on the pairing/authentication procedure specified in 

Table 4.11. 

Alternative 2A (Secure Simple Pairing): 

2A.1 Set Authentication Requirements to MITM protection not required and no bonding on 

IUT. 

2A.2 Set Authentication Requirements to MITM protection required and no bonding on the 

Lower Tester. 

2A.3 The IUT and the Lower Tester complete Secure Simple Pairing with an authenticated 

link key. 

Alternative 2B (Generic authentication procedure): 

2B.1 The IUT and the Lower Tester execute the Generic authentication procedure. 

3. The IUT sends an L2CAP_CONNECTION_REQ PDU to the Lower Tester. 

4. The Lower Tester sends an L2CAP_CONNECTION_RSP PDU to the IUT. 

Å Expected Outcome 

Pass verdict 

In Step 2A, verify that secure simple pairing occurs prior to sending the L2CAP_ConnectReq and 

before the L2CAP_ConnectRsp is received, and results in an authenticated link key. 

In Step 2B, verify that the IUT authenticates the Lower Tester. 

Verify that encryption is enabled. 
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4.5.3.3 Security mode 4 ï Authenticated Link Key MITM ï Initiator  

Å Test Purpose 

Verify that secure simple pairing occurs before the L2CAP_ConnectReq is sent and results in an 

authenticated link key. 

Å Reference 

[13] 5.2.2 

Å Initial Condition 

- Write_Authentication_Enable (disabled) on the IUT. 

- Write_Simple_Pairing_Mode is set (enabled) on the Lower Tester acting as responder. 

- The IUT has link keys as specified in Table 4.12. 

Å Test Case Configuration 

Test Case  Link Keys  Pairing/Authentication  

GAP/SEC/SEM/BV-07-C Not Bonded, No Link Keys Secure Simple Pairing 

GAP/SEC/SEM/BV-52-C Bonded, Has Link Keys Generic authentication procedure 

Table 4.12: Security mode 4 ï Authenticated Link Key MITM ï Initiator test cases 

Å Test Procedure 

 

Figure 4.39: Security mode 4 ï Authenticated Link Key MITM ï Initiator MSC 
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1. The IUT creates an L2CAP connection to the Lower Tester. 

2. Perform either alternative 2A or 2B depending on the pairing/authentication procedure specified 

in Table 4.12. 

Alternative 2A (Secure Simple Pairing): 

2A.1 Set Authentication_Requirements to ñMITM Protection Required ï No Bondingò 

(0x01) on IUT. 

2A.2 Set Authentication_Requirements to ñMITM Protection Not Required ï No Bondingò 

(0x00) on the Lower Tester. 

2A.3 The IUT and the Lower Tester complete Secure Simple Pairing with an authenticated 

link key. 

Alternative 2B (Generic authentication procedure): 

2B.1 The IUT and the Lower Tester execute the Generic authentication procedure. 

3. The IUT sends an L2CAP_CONNECTION_REQ PDU to the Lower Tester. 

4. The Lower Tester sends an L2CAP_CONNECTION_RSP PDU to the IUT. 

Å Expected Outcome 

Pass verdict 

In Step 2A, verify that secure simple pairing occurs before the L2CAP_ConnectReq is sent, and 

results in an authenticated link key. 

In Step 2B, verify that the IUT authenticates the Lower Tester. 

Verify that encryption is enabled. 

GAP/SEC/SEM/BV-08-C [Security mode 4 ï Initiator]  

Å Test Purpose 

Verify that authentication succeeds and occurs before the L2CAP Connection request. 

Å Reference 

[13] 5.2.2 

Å Initial Condition 

- Write_Authentication_Enable (disabled) on the IUT. 

- Write_Simple_Pairing_Mode is set (enabled). 

- Link key is on IUT and responder. 
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Å Test Procedure 

Lower Tester IUT

 

Upper Tester

IUT and Lower Tester are bonded by Secure Simple Pairing. (i.e,. Both IUT and Lower Tester have link keys) 

ACL link does not exist between the devices.

L2CAP_ConnectReq

(ID, length, PSM, SCID)

Bring IUT in Security Mode 4

Initiate action to trigger an L2CAP Connection with the 

Lower Tester

L2CAP_ConnectRsp

(ID, length, DCID, SCID, result, status)

Authentication procedure

Establish ACL link

Encryption messages

 

Figure 4.40: GAP/SEC/SEM/BV-08-C [Security mode 4 ï Initiator] MSC 

The IUT creates L2CAP connection to the Lower Tester. 

Å Expected Outcome 

Pass verdict 

Verify that authentication succeeds and occurs before the L2CAP_ConnectReq. 

Verify that encryption is enabled. 

4.5.3.4 Security mode 4 ï Link Key Upgrade ï Initiator  

Å Test Purpose 

Verify that a link key can be upgraded from unauthenticated to authenticated. 

Å Reference 

[13] 5.2.2 

Å Initial Condition 

- Write_Authentication_Enable (disabled) on the IUT. 

- Write_Simple_Pairing_Mode is set (enabled) on the Lower Tester acting as responder. 

- The IUT has link keys as specified in Table 4.13. 

Å Test Case Configuration 

Test Case  Link Keys  Pairing/Authentication  

GAP/SEC/SEM/BV-09-C Not Bonded, No Link Keys Secure Simple Pairing 

GAP/SEC/SEM/BV-53-C Bonded, Has Link Keys Generic authentication procedure 

Table 4.13: Security mode 4 ï Link Key Upgrade ï Initiator test cases 
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Å Test Procedure 

 

Figure 4.41: Security mode 4 ï Link Key Upgrade ï Initiator MSC 
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1. The IUT creates an L2CAP connection to the Lower Tester. 

2. Perform either alternative 2A or 2B depending on the pairing/authentication procedure specified 

in Table 4.13. 

Alternative 2A (Secure Simple Pairing): 

2A.1 Set Authentication_Requirements to ñMITM Protection Not Required ï No Bondingò 

(0x00) on the IUT. 

2A.2 Set Authentication_Requirements to ñMITM Protection Not Required ï No Bondingò 

(0x00) on the responder. 

2A.3 The IUT and the Lower Tester complete Secure Simple Pairing with an 

un-authenticated link key. 

Alternative 2B (Generic authentication procedure): 

2B.1 The IUT and the Lower Tester execute the Generic authentication procedure. 

3. The IUT initializes a second service to the Lower Tester that requires an authenticated link key. 

4. Perform either alternative 4A or 4B depending on the pairing/authentication procedure specified 

in Table 4.13. 

Alternative 4A (Secure Simple Pairing): 

4A.1 Set Authentication_Requirements to ñMITM Protection Required ï No Bondingò 

(0x01) on the IUT. 

4A.2 Set Authentication_Requirements to ñMITM Protection Required ï No Bondingò 

(0x01) on the responder. 

4A.3 The IUT and the Lower Tester complete Secure Simple Pairing with an authenticated 

link key. 

Alternative 4B (Generic authentication procedure): 

4B.1 The IUT and the Lower Tester execute the Generic authentication procedure. 

5. The IUT and the Lower Tester pause and resume encryption. 

6. The IUT sends an L2CAP_CONNECTION_REQ PDU to the Lower Tester. 

7. The Lower Tester sends an L2CAP_CONNECTION_RSP PDU to the IUT. 

Å Expected Outcome 

Pass verdict 

In Step 2A, verify that secure simple pairing occurs prior to sending the L2CAP_ConnectReq and 

before the L2CAP_ConnectRsp is received, and results in an unauthenticated link key. 

Verify that the IUT authenticates the Lower Tester. 

Verify that encryption is enabled. 

In Step 4A, on second service initialization, verify that Secure Simple Pairing occurs before the 

L2CAP_ConnectReq and results in an authenticated link key. 

In Step 4B, on second service initialization, verify that the IUT authenticates the Lower Tester. 
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4.5.3.5 Security mode 4 ï Responder  

Å Test Purpose 

Verify that the IUT fails and disconnects the connection if the initiating side sends the L2CAP 

Connection Request as specified in Table 4.14 without first enabling encryption. 

Å Reference 

[17] 5.2.2 

Å Initial Condition 

- Write_Authentication_Enable (disabled) on the IUT. 

- Write_Simple_Pairing_Mode is set (enabled) on the Lower Tester acting as responder. 

- No link key is on the IUT. 

Å Test Case Configuration 

Test Case ID  L2CAP Command  L2CAP Response  Response 
Result Code  

GAP/SEC/SEM/BV-10-C L2CAP_CONNECTION_REQ L2CAP_CONNECTION_RSP 0x0003 

GAP/SEC/SEM/BV-46-C L2CAP_CREDIT_BASED_ 

CONNECTION_REQ 

L2CAP_CREDIT_BASED_ 

CONNECTION_RSP 

0x0005, 
0x0006, 
0x0007, 
0x0008 

Table 4.14: Security mode 4 ï Responder test cases 
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Å Test Procedure 

 

Figure 4.42: Security mode 4 ï Responder MSC 

1. The Lower Tester creates L2CAP connection to the IUT. 

2. Perform either alternative 2A or 2B depending on the Connect Request type specified in Table 

4.14. 

Alternative 2A (Connection Request): 

2A.1 Set Authentication_Requirements to ñMITM Protection Not Required No Bondingò 

(0x00) on the IUT. 

2A.2 Set Authentication_Requirements to ñMITM Protection Not Required No Bondingò 

(0x00) on the responder. 

2A.3 The IUT and the Lower Tester complete Secure Simple Pairing with an 

un-authenticated link key. 
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2A.4 The Lower Tester sends the L2CAP command in Table 4.14 to the IUT. 

2A.5 The IUT sends an L2CAP Response command in Table 4.14 to the Lower Tester. 

Alternative 2B (Credit-based Connection Request): 

2B.1 The Lower Tester sends the L2CAP command in Table 4.14 to the IUT. 

2B.2 The IUT may send an L2CAP Response command in Table 4.14 to the Lower Tester 

with Result Pending. 

2B.3 The IUT sends a Disconnect ACL Link to the Lower Tester with Authentication 

Failure. 

Å Expected Outcome 

Pass verdict 

Based on ALT 2A shown in Figure 4.42: Security mode 4 ï Responder the test results in pass when 

the IUT initiates the Secure Simple Pairing procedure autonomously before the Lower Tester initiates 

the L2CAP connection. Verify that the IUT authenticates the Lower Tester. 

Based on ALT 2B shown in Figure 4.42: Security mode 4 ï Responder the test will result in pass 

when the IUT rejects the L2CAP connection with the L2CAP Response containing a result code in  

Table 4.14 and disconnects the ACL link with error code authentication failure 0x05. 

GAP/SEC/SEM/BV-16-C [Secure Connections Only mode ï IUT Central , initiator, Lower 
Tester doesnôt support Secure Connections in Controller] 

Å Test Purpose 

The Lower Tester doesnôt support Secure Connections at the Controller level. Verify that the IUT in 

Secure Connections Only mode rejects a request to perform a channel establishment procedure if the 

service requires security mode 4 level 3 on the IUT. The IUT is Central and initiator of the channel 

establishment procedure. 

Å Reference 

[1] 5.2.2 

Å Initial Condition 

- The PSM for the service that requires security mode 4 level 3 on the IUT is specified in the 

TSPX_psm_sm4l3 IXIT value. 

- Set the Secure Connections (Controller Support) LMP feature bit on the Lower Tester to 0. 

- The IUT and the Lower Tester are not bonded (neither the IUT nor the Lower Tester has link 

keys). 

- An ACL connection does not exist between the devices. 
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Å Test Procedure 

Lower Tester IUT

 

Upper Tester

IUT and Lower Tester are not bonded (Neither IUT nor Lower Tester has link keys).

ACL connection does not exist between the devices.

Bring IUT in Secure Connections Only Mode

Establish ACL connection

Initiate action to trigger an L2CAP connection with the 

Lower Tester

Request rejected

The IUT is optionally allowed 

to perform the Secure Simple 

Pairing procedure before 

rejecting the Upper Testerôs 

request.

 

Figure 4.43: GAP/SEC/SEM/BV-16-C [Secure Connections Only mode ï IUT Central, initiator, Lower Tester 
doesnôt support Secure Connections in Controller] MSC 

1. The Upper Tester puts the IUT in Secure Connections Only mode. 

2. The Upper Tester requests the IUT to establish a channel to access a service on the Lower 

Tester. The service requires security mode 4 level 3 on the IUT. 

3. The IUT creates an ACL connection with the Lower Tester and may optionally perform the Secure 

Simple Pairing procedure with the Lower Tester. 

Å Expected Outcome 

Pass verdict 

The IUT rejects the Upper Testerôs request to establish a channel to access the service on the Lower 

Tester when the service requires security mode 4 level 3 on the IUT. 

Å Notes 

When in Secure Connections Only mode, all services (except those allowed to have security mode 4 

level 0) require security mode 4 level 4. 

GAP/SEC/SEM/BV-17-C [Secure Connections Only mode ï IUT Central , initiator, Lower 
Tester doesnôt support Secure Connections in Host] 

Å Test Purpose 

The Lower Tester doesnôt support Secure Connections at the Host level. Verify that the IUT in Secure 

Connections Only mode rejects a request to perform a channel establishment procedure if the service 

requires security mode 4 level 3 on the IUT. The IUT is Central and initiator of the channel 

establishment procedure. 

Å Reference 

[1] 5.2.2 

Å Initial Condition 

- The PSM for the service that requires security mode 4 level 3 on the IUT is specified in the 

TSPX_psm_sm4l3 IXIT value. 

- On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 0 and the 

Secure Connections (Controller Support) LMP feature bit to 1. 
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- The IUT and the Lower Tester are not bonded (neither the IUT nor the Lower Tester has link 

keys). 

- An ACL connection does not exist between the devices. 

Å Test Procedure 

Lower Tester IUT

 

Upper Tester

IUT and Lower Tester are not bonded (Neither IUT nor Lower Tester has link keys).

ACL connection does not exist between the devices.

Establish ACL connection

Initiate action to trigger an L2CAP connection with the Lower 

Tester

Request rejected

Bring IUT in Secure Connections Only Mode

The IUT is optionally allowed 

to perform the Secure Simple 

Pairing procedure before 

rejecting the Upper Testerôs 

request.

 

Figure 4.44: GAP/SEC/SEM/BV-17-C [Secure Connections Only mode ï IUT Central, initiator, Lower Tester 
doesnôt support Secure Connections in Host] MSC 

1. The Upper Tester puts the IUT in Secure Connections Only mode. 

2. The Upper Tester requests the IUT to establish a channel to access a service on the Lower 

Tester. The service requires security mode 4 level 3 on the IUT. 

3. The IUT creates an ACL connection with the Lower Tester and may optionally perform the Secure 

Simple Pairing procedure with the Lower Tester. 

Å Expected Outcome 

Pass verdict 

The IUT rejects the Upper Testerôs request to establish a channel to access the service on the Lower 

Tester when the service requires security mode 4 level 3 on the IUT. 

Å Notes 

When in Secure Connections Only mode, all services (except those allowed to have security mode 4 

level 0) require security mode 4 level 4. 

4.5.3.6 Secure Connections Only mode BR/EDR transport ï IUT Central, initiator, Lower Tester 
supports Secure Connections in Controller and Host  

Å Test Purpose 

The Lower Tester supports Secure Connections both at the Controller and Host level. Verify that the 

IUT in Secure Connections Only mode accepts a request to perform a channel establishment 

procedure over the BR/EDR transport if the service requires security mode 4 level 3 on the IUT. The 

IUT is Central and initiator of the channel establishment procedure. 

Å Reference 

[1] 5.2.2 
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Å Initial Condition 

- The PSM for the service that requires security mode 4 level 3 on the IUT is specified in the 

TSPX_psm_sm4l3 IXIT value. 

- Set both the Secure Connections (Controller Support) and the Secure Connections (Host 

Support) LMP feature bits on the Lower Tester to 1. 

- The IUT and the Lower Tester are bonded as specified in Table 4.15. 

- An ACL connection does not exist between the devices. 

Å Test Case Configuration 

Test Case  Link Keys  Pairing/Authentication  

GAP/SEC/SEM/BV-18-C Not Bonded, No Link Keys Secure Simple Pairing 

GAP/SEC/SEM/BV-54-C Bonded, Has Link Keys Generic authentication procedure 

Table 4.15: Secure Connections Only mode BR/EDR transport ï IUT Central, initiator, Lower Tester supports 
Secure Connections in Controller and Host test cases 

Å Test Procedure 

Lower Tester IUT

 

Upper Tester

The IUT and the Lower Tester are not bonded (neither the IUT nor the Lower Tester has link keys).

ACL connection does not exist between the devices.

Establish ACL connection

Initiate action to trigger an L2CAP connection with the 

Lower Tester

Secure Simple Pairing Complete (Authenticated link key)

Secure Simple Pairing Procedures

L2CAP_ConnectReq

(ID, length, PSM, SCID)

L2CAP_ConnectRsp

(ID, length, DCID, SCID, result=Connection 

successful, status)

Encryption LMP messages

Bring IUT in Secure Connections Only Mode

NO LINK KEY

LINK KEY

Generic Authentication Procedure

 

Figure 4.45: Secure Connections Only mode BR/EDR transport ï IUT Central, initiator, Lower Tester supports 
Secure Connections in Controller and Host MSC 
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1. The Upper Tester puts the IUT in Secure Connections Only mode. 

2. The Upper Tester requests the IUT to establish a channel to access a service on the Lower 

Tester. The service requires security mode 4 level 3 on the IUT. 

3. The IUT creates an ACL connection with the Lower Tester. 

Å Expected Outcome 

Pass verdict 

The IUT accepts the Upper Testerôs request to establish a channel to access the service on the 

Lower Tester when the service requires security mode 4 level 3 on the IUT and the channel 

establishment procedure is successful. 

If the test requires the generic authentication procedure, verify that the IUT authenticates the Lower 

Tester. 

Å Notes 

When in Secure Connections Only mode, all services (except those allowed to have security mode 4 

level 0) require security mode 4 level 4. 

4.5.3.7 IUT Central , initiator, not in Secure Connections Only mode BR/EDR transport , Lower 
Tester does not support Secure Connections in Host  

Å Test Purpose 

The Lower Tester does not support Secure Connections at the Host level. Verify that the IUT that is 

not in Secure Connections Only mode accepts a request to perform a channel establishment 

procedure over the BR/EDR transport if the service requires security mode 4 level 3 on the IUT. The 

IUT is Central and initiator of the channel establishment procedure. 

Å Reference 

[1] 5.2.2 

Å Initial Condition 

- The PSM for the service that requires security mode 4 level 3 on the IUT is specified in the 

TSPX_psm_sm4l3 IXIT value. 

- On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 0 and the 

Secure Connections (Controller Support) LMP feature bit to 1. 

- The IUT and the Lower Tester are bonded as specified in Table 4.16. 

- An ACL connection does not exist between the devices. 

Å Test Case Configuration 

Test Case  Link Keys  Pairing/Authentication  

GAP/SEC/SEM/BV-19-C Not Bonded, No Link Keys Secure Simple Pairing 

GAP/SEC/SEM/BV-55-C Bonded, Has Link Keys Generic authentication procedure 

Table 4.16: IUT Central, initiator, not in Secure Connections Only mode BR/EDR transport, Lower Tester does 
not support Secure Connections in Host test cases 
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Å Test Procedure 

Lower Tester IUT

 

Upper Tester

The IUT and the Lower Tester are not bonded (neither the IUT nor the Lower Tester has link keys).

ACL connection does not exist between the devices.

Establish ACL connection

Initiate action to trigger an L2CAP connection with the Lower 

Tester

Secure Simple Pairing Complete (Authenticated link key)

Secure Simple Pairing Procedures

L2CAP_ConnectReq

(ID, length, PSM, SCID)

L2CAP_ConnectRsp

(ID, length, DCID, SCID, result=Connection 

successful, status)

Encryption LMP messages

Bring IUT in Security Mode 4 (but not in 

Secure Connections Only Mode)

NO LINK KEY

LINK KEY

Generic Authentication Procedure

 

Figure 4.46: IUT Central, initiator, not in Secure Connections Only mode BR/EDR transport, Lower Tester does 
not support Secure Connections in Host MSC 

1. The Upper Tester puts the IUT in security mode 4 (but not in Secure Connections Only mode). 

2. The Upper Tester requests the IUT to establish a channel to access a service on the Lower 

Tester. The service requires security mode 4 level 3 on the IUT. 

3. The IUT creates an ACL connection with the Lower Tester. 

Å Expected Outcome 

Pass verdict 

The IUT accepts the Upper Testerôs request to establish a channel to access the service on the 

Lower Tester when the service requires security mode 4 level 3 on the IUT and the channel 

establishment procedure is successful. 

If the test requires the generic authentication procedure, verify that the IUT authenticates the Lower 

Tester. 



Generic Access Profile (GAP)   /  Test Suite  

 Bluetooth SIG Proprietary Page 85 of 395 

GAP/SEC/SEM/BV-20-C [IUT Central , initiator, not in Secure Connections Only mode 
BR/EDR transport , Lower Tester does not support Secure Connections in Host, level 4 
service]  

Å Test Purpose 

The Lower Tester does not support Secure Connections at the Host level. Verify that the IUT that is 

not in Secure Connections Only mode rejects a request to perform a channel establishment 

procedure over the BR/EDR transport if the service requires security mode 4 level 4 on the IUT. The 

IUT is Central and initiator of the channel establishment procedure. 

Å Reference 

[1] 5.2.2 

Å Initial Condition 

- The PSM for the service that requires security mode 4 level 4 is specified in the 

TSPX_psm_sm4l4 IXIT value. 

- On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 0 and the 

Secure Connections (Controller Support) LMP feature bit to 1. 

- The IUT and the Lower Tester are not bonded (neither the IUT nor the Lower Tester has link 

keys). 

- An ACL connection does not exist between the devices. 

Å Test Procedure 

Lower Tester IUT

 

Upper Tester

IUT and Lower Tester are not bonded (neither IUT nor Lower Tester has link keys).

ACL connection does not exist between the devices.

Establish ACL connection

Initiate action to trigger an L2CAP connection with the Lower 

Tester

Request rejected

Bring IUT in Security Mode 4 (but not in 

Secure Connections Only Mode)

 

Figure 4.47: GAP/SEC/SEM/BV-20-C [IUT Central, initiator, not in Secure Connections Only mode BR/EDR 
transport, Lower Tester does not support Secure Connections in Host, level 4 service] MSC 

1. The Upper Tester puts the IUT in security mode 4 (but not in Secure Connections Only mode). 

2. The Upper Tester requests the IUT to establish a channel to access a service on the Lower 

Tester. The service requires security mode 4 level 4 on the IUT. 

3. The IUT creates an ACL connection with the Lower Tester and may optionally perform the Secure 

Simple Pairing procedure with the Lower Tester. 
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Å Expected Outcome 

Pass verdict 

The IUT rejects the Upper Testerôs request to establish a channel to access the service on the Lower 

Tester when the service requires security mode 4 level 4 on the IUT. 

4.5.4 LE security modes ï Central  

Verify the correct behavior in LE security modes. The role of the IUT is Central. 

4.5.4.1 LE Secure Connections , Central ï outgoing service level connection  

Å Test Purpose 

Verify that the IUT, supporting LE Secure Connections, after performing the authentication procedure 

will achieve an outgoing service level connection operating in the correct security mode and level. 

The Lower Tester supports LE Secure Connections. The IUT is the Central. 

Å Reference 

[10] 2.3.5.6 

Å Initial Condition 

- The IUT supports LE Secure Connections. The IUT is in Link Layer Standby state. The IUT has to 

be configured such that it will not reject the initiated procedure. 

- The IUT will initiate a GATT service request when TSPX_Use_GATT is set to TRUE. Otherwise, 

the IUT will establish an L2CAP channel. 

Å Test Case Configuration 

TCID Security Mode and Level  

GAP/SEC/SEM/BV-26-C [LE security mode: mode 1 level 4, 
Central ï outgoing service level connection] 

LE security mode 1 level 4 

GAP/SEC/SEM/BV-41-C [LE Secure Connections Only: mode 1 
level 2, Central ï outgoing service level connection] 

LE security mode 1 level 2 

GAP/SEC/SEM/BV-42-C [LE Secure Connections Only: mode 1 
level 3, Central ï outgoing service level connection] 

LE security mode 1 level 3 

Table 4.17: LE Secure Connections, Central ï outgoing service level connection test cases 

Å Test Procedure 

1. The Upper Tester configures the IUT into the security mode and level specified in Table 4.17. 

2. The Upper Tester configures the IUT (in Central role) to receive advertising packets from the 

Lower Tester (in Peripheral role), and complete link establishment with the Lower Tester. 

3. The Upper Tester triggers authentication procedure on the IUT, e.g., by an L2CAP channel 

establishment or a GATT service request. 

4. The IUT begins LE Secure Connections Phase 1 by sending an SMP Pairing Request, with the 

Secure Connections bit set to 1. The Lower Tester answers with SMP Pairing Response, with the 

Secure Connections bit set to 1. 

5. The IUT and the Lower Tester complete SMP Phase 2 (pairing) and Phase 3 (encryption and key 

distribution). 

6. The Lower Tester replies with a successful response. 
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Figure 4.48: LE Secure Connections, Central ï outgoing service level connection MSC 

Å Expected Outcome 

Pass verdict 

The Lower Tester and the IUT complete SMP phases 1, 2, and 3. The resulting connection is 

encrypted on the security mode and level specified in Table 4.17. 

The initiated procedure is successful. 

Å Notes 

It is recommended to test with a service or profile that requires the mode and level specified by Table 

4.17. 



Generic Access Profile (GAP)   /  Test Suite  

 Bluetooth SIG Proprietary Page 88 of 395 

4.5.4.2 LE Secure Connections , Central ï incoming service level connection  

Å Test Purpose 

Verify that the IUT, supporting LE Secure Connections, after performing the authentication procedure 

will achieve an incoming service level connection operating in the correct security mode and level. 

The Lower Tester supports LE Secure Connections. The IUT is the Central. 

Å Reference 

[10] 2.3.5.6 

Å Initial Condition 

- The IUT supports LE Secure Connections. The IUT is in Link Layer Standby state. The IUT has to 

be configured such that it will not reject the initiated procedure. 

- The Lower Tester will establish a GATT service request when TSPX_Use_GATT is set to TRUE. 

Otherwise, the Lower Tester will establish an L2CAP channel. 

Å Test Case Configuration 

TCID Security Mode and Level  

GAP/SEC/SEM/BV-27-C [LE security mode: mode 1 level 4, 
Central ï incoming service level connection] 

LE security mode 1 level 4 

GAP/SEC/SEM/BV-43-C [LE Secure Connections Only: mode 1 
level 2, Central ï incoming service level connection] 

LE security mode 1 level 2 

GAP/SEC/SEM/BV-44-C [LE Secure Connections Only: mode 1 
level 3, Central ï incoming service level connection] 

LE security mode 1 level 3 

Table 4.18: LE Secure Connections, Central ï incoming service level connection test cases 

Å Test Procedure 

1. The Upper Tester configures the IUT into the security mode and level specified in Table 4.18. 

2. The Upper Tester configures the IUT (in Central role) to receive advertising packets from the 

Lower Tester (in Peripheral role), and complete link establishment with the Lower Tester. 

3. The Lower Tester initiates LE Secure Connections pairing according to the security mode and 

level specified in Table 4.18. 

4. The Lower Tester and the IUT complete SMP Phase 1, Phase 2 (pairing), and Phase 3 

(encryption and key distribution). 

5. The Lower Tester initiates either an L2CAP channel establishment or GATT service request to 

the IUT. 

6. The IUT replies with the correct channel establishment response. 
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Figure 4.49: LE Secure Connections, Central ï incoming service level connection MSC 

Å Expected Outcome 

Pass verdict 

The Lower Tester and the IUT complete SMP phases 1, 2, and 3. The resulting connection is 

encrypted on the security mode and level specified in Table 4.18. 

The initiated procedure is successful. 

Å Notes 

It is recommended to test with a service or profile that requires the mode and level specified by Table 

4.18. 
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GAP/SEC/SEM/BV-28-C [Secure Connections Only mode LE transport ï failed procedure, 
Central ï outgoing service level connection ] 

Å Test Purpose 

Verify that the IUT in Secure Connections Only mode or that supports Unauthenticated Pairing with 

LE Secure Connections only or Authenticated Pairing with LE Secure Connections only initiating the 

authentication procedure will result in a failed procedure when performed toward a peer not 

supporting LE Secure Connections. The Lower Tester does not support LE Secure Connections. The 

IUT is the Central. 

Å Reference 

[9] 10.2.4 

Å Initial Condition 

- The IUT supports LE Secure Connections. The IUT is in Link Layer Standby state. The IUT has to 

be configured such that it will not reject the initiated procedure. 

Å Test Procedure 

1. The Upper Tester configures the IUT into Secure Connections Only mode or to only support LE 

Secure Connections. 

2. The Upper Tester configures the IUT (in Central role) to receive advertising packets from the 

Lower Tester (in Peripheral role), and complete link establishment with the Lower Tester. 

3. The Upper Tester triggers authentication procedure on the IUT, e.g., by an L2CAP channel 

establishment or a GATT service request. 

4. The IUT begins LE Secure Connections Phase 1 by sending an SMP Pairing Request, with the 

Secure Connections bit set to 1. 

5. The Lower Tester responds with an SMP Pairing Response with the Secure Connections bit set 

to 0. 

6. Alternative 1: (for security mode 1 level 4 connections): 

a. The IUT responds with an SMP Pairing Failed message. 

7. Alternative 2: (for security mode 1 level 2 or 3 with Secure Connections): 

a. The IUT and the Lower Tester complete the LE Legacy Pairing procedure. 

b. The Lower Tester continues the authentication procedure started in Step 3. 

c. The IUT responds with a failure message. 
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Figure 4.50: GAP/SEC/SEM/BV-28-C [Secure Connections Only mode LE transport ï failed procedure, Central ï 
outgoing service level connection] MSC 

Å Expected Outcome 

Pass verdict 

In ALT 1, the IUT sends an SMP Pairing Failed message to the Lower Tester to end SMP Pairing 

Phase 1. 

In ALT 2, the IUT does not complete the L2CAP Channel establishment or GATT service request. 

GAP/SEC/SEM/BV-29-C [Secure Connections Only mode LE transport ï failed procedure, 
Central ï incoming service level connection ] 

Å Test Purpose 

Verify that the IUT in Secure Connections Only mode or that supports Unauthenticated Pairing with 

LE Secure Connections only or Authenticated Pairing with LE Secure Connections only rejects an 

L2CAP channel establishment or GATT service request procedure both before and after the 

authentication procedure when performed toward a peer not supporting LE Secure Connections. The 

Lower Tester does not support LE Secure Connections. The IUT is the Central. 

Å Reference 

[9] 10.2.4 

Å Initial Condition 

- The IUT supports LE Secure Connections. The IUT is in Link Layer Standby state. The IUT has to 

be configured such that it will not reject the initiated procedure. 

- The Lower Tester is configured so that it does not support LE Secure Connections. 

- The Lower Tester will establish a GATT service request when TSPX_Use_GATT is set to TRUE. 

Otherwise, the Lower Tester will establish an L2CAP channel. 
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Å Test Procedure 

1. The Upper Tester configures the IUT into Secure Connections Only mode or to only support LE 

Secure Connections. 

2. The Upper Tester configures the IUT (in Central role) to receive advertising packets from the 

Lower Tester (in Peripheral role), and complete link establishment with the Lower Tester. 

3. The Lower Tester initiates either an L2CAP channel establishment or GATT service request to 

the IUT. 

4. The IUT rejects the request. 

5. The Lower Tester initiates authenticated LE Legacy pairing. 

6. Alternative 1: the IUT rejects the pairing by sending an SMP Pairing Failed message. 

7. Alternative 2: the Lower Tester and the IUT complete LE legacy pairing. The Lower Tester re-

initiates the request to the IUT as attempted in Step 3. The IUT rejects the request. 

Upper TesterIUTLower Tester

IUT finds Lower Tester

Establishes LE connection

SMP Security Req.

AuthReq.SC=0

SMP Pairing Failed

Auth. Requirements

Error

ALT 1

ALT 2

LE Legacy Pairing

Channel establishment

Error

L2CAP channel 

establishment

GATT service request

L2CAP channel 

establishment

GATT service request

ALT A

ALT B

ALT A

ALT B

 

Figure 4.51: GAP/SEC/SEM/BV-29-C [Secure Connections Only mode ï failed procedure, Central ï incoming 
service level connection] MSC 



Generic Access Profile (GAP)   /  Test Suite  

 Bluetooth SIG Proprietary Page 93 of 395 

Å Expected Outcome 

Pass verdict 

The L2CAP channel establishment or GATT service request is rejected before the authentication 

procedure. 

Alternative 1: IUT sends an SMP Pairing Failed message to the Lower Tester to end SMP Pairing 

Phase 1. 

Alternative 2: The IUT and the Lower Tester complete LE legacy pairing and the IUT rejects the 

request from the Lower Tester. 

GAP/SEC/SEM/BV-30-C [Secure Connections Only mode, Central , failure, BR/EDR and LE 
transports]  

Å Test Purpose 

Verify that the IUT in Secure Connections Only mode performs either an L2CAP channel 

establishment or GATT service procedure over LE and a channel establishment procedure over 

BR/EDR. The IUT is initiator of the procedure over both LE and BR/EDR. The Lower Tester supports 

neither LE Secure Connections nor BR/EDR Secure Connections. The procedure fails over both LE 

and BR/EDR. The IUT is the Central. 

Å Reference 

[9] 10.2.4 

Å Initial Condition 

- The IUT supports both LE Secure Connections and BR/EDR Secure Connections. The IUT is in 

Link Layer Standby state. The IUT has to be configured such that it will not reject the initiated 

procedure. 

- The Lower Tester is configured so that it does not support LE Secure Connections and BR/EDR 

Secure Connections. 

- The PSM for the service on the IUT that requires security mode 4 level 3 on BR/EDR is specified 

in the TSPX_psm_sm4l3 IXIT value. 

- The IUT and the Lower Tester are not bonded on BR/EDR (neither the IUT nor the Lower Tester 

has link keys). 

- A BR/EDR ACL connection does not exist between the devices. 

Å Test Procedure 

1. The Upper Tester configures the IUT into Secure Connections Only mode. 

2. The Upper Tester configures the IUT (in Central role) to receive advertising packets from the 

Lower Tester (in Peripheral role), and complete link establishment with the Lower Tester. 

3. The IUT begins LE Secure Connections Phase 1 by sending an SMP Pairing Request, with the 

Secure Connections bit set to 1. The Lower Tester responds with an SMP Pairing Response with 

the Secure Connections bit set to 0. The IUT will respond with an SMP Pairing Failed message. 

4. The IUT terminates the LE connection. 

5. The Upper Tester requests the IUT to establish a channel to access a service on the Lower 

Tester. The service requires security mode 4 level 3 on the IUT. 

6. The IUT creates an ACL connection with the Lower Tester and may optionally perform the Secure 

Simple Pairing procedure with the Lower Tester. 
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Figure 4.52: GAP/SEC/SEM/BV-30-C [Secure Connections Only mode, Central, Failure, BR/EDR and LE 
Transports] MSC 

Å Expected Outcome 

Pass verdict 

On the LE transport, the IUT sends an SMP Pairing Failed message to the Lower Tester to end SMP 

Pairing Phase 1. 

On the BR/EDR transport, the IUT rejects the Upper Testerôs request to establish a channel to access 

the service on the Lower Tester when the service requires security mode 4 level 3 on the IUT. 
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4.5.4.3 LE security mode 1, Central ï Invalid Encryption Key Size  

Å Test Purpose 

Verify that the IUT in LE security mode 1 as Central fails pairing when receiving an invalid key size. 

Å Reference 

[9] 10.3.2, 10.2.1 

Å Initial Condition 

- The IUT is in Link Layer Standby state. 

Å Test Case Configuration 

TCID LE Security Mode and Level  

GAP/SEC/SEM/BI-10-C [LE security mode 1 level 4, 
Central ï Invalid Encryption Key Size] 

LE security mode 1 level 4 

GAP/SEC/SEM/BI-22-C [LE security mode 1 level 3, 
Central ï Invalid Encryption Key Size] 

LE security mode 1 level 3 with LE 
Secure Connections Pairing only 

GAP/SEC/SEM/BI-23-C [LE security mode 1 level 2, 
Central ï Invalid Encryption Key Size] 

LE security mode 1 level 2 with LE 
Secure Connections Pairing only 

Table 4.19: LE security mode 1, Central ï Invalid Encryption Key Size test cases 

Å Test Procedure 

Upper Tester
IUT

(Central)

Lower Tester

(Peripheral)

IUT is configured in Security Mode-1 Level 4

Lower Tester has established an LE connection with the IUT

SMP Pairing Response

(AuthReq: SC=1

Maximum Encryption 

Key Size=KS)

SMP Pairing Failed

Reason=Encryption Key 

Size (0x06)

Repeat for each KS in the range [7,15]

Initiate pairing

SMP Pairing Request

AuthReq: SC=1

Maximum Encryption Key 

Size=16

Pairing failed due to 

insufficient key size

Terminate LE connection

 

Figure 4.53: LE security mode 1, Central ï Invalid Encryption Key Size MSC 
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Repeat Steps 1ï6 for all values of the Maximum Encryption Key Size field (in Step 4) in the interval 

[7, 15]. 

1. The Upper Tester configures the IUT into the security mode and level specified in Table 4.19. 

2. The Upper Tester configures the IUT to connect to the Lower Tester. 

3. The Upper Tester orders the IUT to initiate pairing, and the IUT sends to the Lower Tester an 

SMP Pairing Request with the Secure Connections bit set to 1 and Maximum Encryption Key 

Size set to 16. 

4. The Lower Tester responds with an SMP Pairing Response, with the Secure Connections bit set 

to 1 and Maximum Encryption Key Size set to the value selected for this iteration. 

5. The IUT sends to the Lower Tester an SMP Pairing Failed with the Reason set to ñEncryption Key 

Sizeò (0x06) and to report the procedure failure to the Upper Tester. 

6. The Lower Tester terminates the LE connection. 

Å Expected Outcome 

Pass verdict 

The IUT fails pairing for any key size value less than 16 while in the specified security mode and 

level. 

4.5.5 LE security modes ï Both connected roles  

4.5.5.1 Incoming GATT indication, LE security mode 1 level 2  

Å Test Purpose 

Verify that the IUT properly handles a GATT indication before security requirements are performed in 

LE security mode 1 level 2. 

Å Reference 

[17] 10.3.2.2 

Å Initial Condition 

- The IUT is in the Standby state. 

- The IUT is the GATT Client in the role specified in Table 4.20. 

- The Lower Tester is configured so that it sends GATT indications. 

Å Test Case Configuration 

TCID IUT Role 

GAP/SEC/SEM/BV-56-C [Incoming GATT indication, LE security mode 1 
level 2, Peripheral] 

Peripheral 

GAP/SEC/SEM/BV-62-C [Incoming GATT indication, LE security mode 1 
level 2, Central] 

Central 

Table 4.20: Incoming GATT indication, LE security mode 1 level 2 test cases 
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Å Test Procedure 

 

Figure 4.54: Incoming GATT indication, LE security mode 1 level 2 MSC ï Page 1 of 2 
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Figure 4.55: Incoming GATT indication, LE security mode 1 level 2 MSC ï Page 2 of 2 

1. The Upper Tester puts the IUT into LE security mode 1 level 2. 

2. The Upper and Lower Testers perform the steps required to create a connection between the 

Lower Tester and the IUT, with the IUT in the role specified in Table 4.20. 

3. Perform alternative 3A or 3B depending on the IUT role in Table 4.20. 

Alternative 3A (IUT is Peripheral): 

3A.1 The IUT begins the pairing phase 1 with LE legacy pairing by sending an SMP Security 

Request, with the Bonding_Flags bit set to 1 and the MITM and SC bits set to 0 or 1. 

3A.2 The Lower Tester responds to the LE Pairing Reply Phase 1 by sending an SMP 

Pairing Request, with the Bonding_Flags bit set to 1 and the MITM set to 0 and SC bit 

set to 1. 

3A.3 The IUT replies with an SMP Pairing Response, with the Bonding_Flags bit set to 1 and 

the MITM set to 0 and SC bit set to 0 or 1. 
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Alternative 3B (IUT is Central): 

3B.1 The IUT begins the pairing phase 1 with LE legacy pairing by sending an SMP Pairing 

Request, with the Bonding_Flags bit set to 1 and the MITM and SC bits set to 0 or 1. 

3B.2 The Lower Tester replies with an SMP Pairing Response, with the Bonding_Flags set 

to 1 and MITM set to 0 and SC bit set to 1. 

4. The IUT and the Lower Tester complete SMP Phase 2 (pairing) and Phase 3 (encryption and key 

distribution). 

5. The Upper Tester commands the IUT to enable GATT indications with the Lower Tester. 

6. The IUT sends an ATT_WRITE_REQUEST to the Lower Tester with CCCD set to 0x0002. 

7. The Lower Tester sends an ATT_WRITE_RESPONSE to the IUT. 

8. The IUT and the Lower Tester disconnect. 

9. Perform either alternative 9A, 9B, or 9C depending on if the IUT starts an encryption request. 

Alternative 9A (The IUT does not start an encryption request): 

9A.1 The Upper and Lower Testers perform the steps required to create a connection 

between the Lower Tester and the IUT, with the IUT in the role specified in Table 

4.20. 

9A.2 The Lower Tester sends an ATT_HANDLE_VALUE_IND PDU to the IUT containing a 

valid Attribute Handle and Attribute Value. 

9A.3 The IUT sends an ATT_HANDLE_VALUE_CFM PDU to the Lower Tester. 

9A.4 The IUT does not send a GATT_HandleValueIndication to the Upper Tester. 

9A.5 The Lower Tester initiates and completes the encryption procedure with the IUT. 

Alternative 9B (The IUT starts an encryption request): 

9B.1 The Upper and Lower Testers perform the steps required to create a connection 

between the Lower Tester and the IUT, with the IUT in the role specified in Table 

4.20. 

9B.2 The Lower Tester sends an ATT_HANDLE_VALUE_IND PDU to the IUT containing a 

valid Attribute Handle and Attribute Value. 

Steps 9B.3ï9B.5 may occur in any order. 

9B.3 The IUT sends an ATT_HANDLE_VALUE_CFM PDU to the Lower Tester. 

9B.4 The IUT does not send a GATT_HandleValueIndication to the Upper Tester. 

9B.5 The IUT initiates and completes the encryption procedure with the Lower Tester. 

10. The Lower Tester sends an ATT_HANDLE_VALUE_IND PDU to the IUT containing a valid 

Attribute Handle and Attribute Value. 

11. The IUT sends an ATT_HANDLE_VALUE_CFM to the Lower Tester. 

12. The IUT sends a GATT_HandleValueIndication to the Upper Tester. 

Å Expected Outcome 

Pass verdict 

In Step 9A.3 or 9B.3, the IUT sends an ATT_HANDLE_VALUE_CFM PDU to the Lower Tester. 

In Step 9A.4 or 9B.4, the IUT does not send a GATT_HandleValueIndication to the Upper Tester. 

In Step 12, the IUT sends a GATT_HandleValueIndication to the Upper Tester. 



Generic Access Profile (GAP)   /  Test Suite  

 Bluetooth SIG Proprietary Page 100 of 395 

4.5.5.2 Incoming GATT indication, LE security mode 1 level 3  

Å Test Purpose 

Verify that the IUT properly handles a GATT indication before security requirements are performed in 

LE security mode 1 level 3. 

Å Reference 

[17] 10.3.2.2 

Å Initial Condition 

- The IUT is in the Standby state. 

- The IUT is the GATT Client in the role specified in Table 4.21. 

- The Lower Tester is configured so that it sends GATT indications. 

Å Test Case Configuration 

TCID IUT Role 

GAP/SEC/SEM/BV-57-C [Incoming GATT indication, LE security mode 1 
level 3, Peripheral] 

Peripheral 

GAP/SEC/SEM/BV-63-C [Incoming GATT indication, LE security mode 1 
level 3, Central] 

Central 

Table 4.21: Incoming GATT indication, LE security mode 1 level 3 test cases 
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Å Test Procedure 

 

Figure 4.56: Incoming GATT indication, LE security mode 1 level 3 MSC ï Page 1 of 2 
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Figure 4.57: Incoming GATT indication, LE security mode 1 level 3 MSC ï Page 2 of 2 

1. The Upper Tester puts the IUT into LE security mode 1 level 3. 

2. The Upper and Lower Testers perform the steps required to create a connection between the 

Lower Tester and the IUT, with the IUT in the role specified in Table 4.21. 

3. Perform alternative 3A or 3B depending on the IUT role in Table 4.21. 

Alternative 3A (IUT is Peripheral): 

3A.1 The IUT begins the pairing phase 1 with LE legacy pairing by sending an SMP Security 

Request, with the Bonding_Flags and MITM bits set to 1 and the SC bit set to 0 or 1. 

3A.2 The Lower Tester responds to the LE Pairing Reply Phase 1 by sending an SMP 

Pairing Request, with the Bonding_Flags and MITM bits set to 1 and the SC bit set to 1. 

3A.3 The IUT replies with an SMP Pairing Response, with the Bonding_Flags and MITM bits 

set to 1 and the SC bit set to 0 or 1. 
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Alternative 3B (IUT is Central): 

3B.1 The IUT begins the pairing phase 1 with LE legacy pairing by sending an SMP Pairing 

Request, with the Bonding_Flags and MITM bits set to 1 and the SC bit set to 0 or 1. 

3B.2 The Lower Tester replies with an SMP Pairing Response, with the Bonding_Flags and 

MITM bits set to 1 and the SC bit set to 1. 

4. The IUT and the Lower Tester complete SMP Phase 2 (pairing) and Phase 3 (encryption and key 

distribution). 

5. The Upper Tester commands the IUT to enable GATT indications with the Lower Tester. 

6. The IUT sends an ATT_WRITE_REQUEST to the Lower Tester with CCCD set to 0x0002. 

7. The Lower Tester sends an ATT_WRITE_RESPONSE to the IUT. 

8. The IUT and the Lower Tester disconnect. 

9. Perform either alternative 9A, 9B, or 9C depending on if the IUT starts an encryption request. 

Alternative 9A (The IUT does not start an encryption request): 

9A.1 The Upper and Lower Testers perform the steps required to create a connection 

between the Lower Tester and the IUT, with the IUT in the role specified in Table 

4.21. 

9A.2 The Lower Tester sends an ATT_HANDLE_VALUE_IND PDU to the IUT containing a 

valid Attribute Handle and Attribute Value. 

9A.3 The IUT sends an ATT_HANDLE_VALUE_CFM PDU to the Lower Tester. 

9A.4 The IUT does not send a GATT_HandleValueIndication to the Upper Tester. 

9A.5 The Lower Tester initiates and completes the encryption procedure with the IUT. 

Alternative 9B (The IUT starts an encryption request): 

9B.1 The Upper and Lower Testers perform the steps required to create a connection 

between the Lower Tester and the IUT, with the IUT in the role specified in Table 

4.21. 

9B.2 The Lower Tester sends an ATT_HANDLE_VALUE_IND PDU to the IUT containing a 

valid Attribute Handle and Attribute Value. 

Steps 9B.3ï9B.5 may occur in any order. 

9B.3 The IUT sends an ATT_HANDLE_VALUE_CFM PDU to the Lower Tester. 

9B.4 The IUT does not send a GATT_HandleValueIndication to the Upper Tester. 

9B.5 The IUT initiates and completes the encryption procedure with the Lower Tester. 

10. The Lower Tester sends an ATT_HANDLE_VALUE_IND PDU to the IUT containing a valid 

Attribute Handle and Attribute Value. 

11. The IUT sends an ATT_HANDLE_VALUE_CFM to the Lower Tester. 

12. The IUT sends a GATT_HandleValueIndication to the Upper Tester. 

Å Expected Outcome 

Pass verdict 

In Step 9A.3 or 9B.3, the IUT sends an ATT_HANDLE_VALUE_CFM PDU to the Lower Tester. 

In Step 9A.4 or 9B.4, the IUT does not send a GATT_HandleValueIndication to the Upper Tester. 

In Step 12, the IUT sends a GATT_HandleValueIndication to the Upper Tester. 
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4.5.5.3 LE Secure Connections Only, I ncoming GATT Indication  

Å Test Purpose 

Verify that the IUT that supports LE Secure Connections only properly handles a GATT indication 

before security requirements are performed. 

Å Reference 

[17] 10.3.2.2 

Å Initial Condition 

- The IUT is in the Standby state. 

- The IUT supports LE Secure Connections. The IUT is the GATT Client in the role specified in 

Table 4.22. The Lower Tester supports LE Secure Connections. 

- The IUT is configured to receive GATT indications from the Lower Tester. 

Å Test Case Configuration 

TCID IUT Role 

GAP/SEC/SEM/BV-58-C [LE Secure Connections Only ï Incoming GATT 
indication, Peripheral] 

Peripheral 

GAP/SEC/SEM/BV-64-C [LE Secure Connections Only ï Incoming GATT 
indication, Central] 

Central 

Table 4.22: LE Secure Connections Only, Incoming GATT Indication test cases 
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Å Test Procedure 

 

Figure 4.58: LE Secure Connections Only, Incoming GATT Indication MSC ï Page 1 of 2 
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Figure 4.59: LE Secure Connections Only, Incoming GATT Indication MSC ï Page 2 of 2 

1. The Upper Tester puts the IUT into the Secure Connections Only mode. 

2. The Upper and Lower Testers perform the steps required to create a connection between the 

Lower Tester and the IUT, with the IUT in the role specified in Table 4.22. 

3. Perform alternative 3A or 3B depending on the IUT role in Table 4.22. 

Alternative 3A (IUT is Peripheral): 

3A.1 The IUT begins the pairing phase 1 with Secure Connections by sending an SMP 

Security Request, with the Secure Connections, Bonding_Flags, and MITM bits set 

to 1. 

3A.2 The Lower Tester responds by sending an SMP Pairing Request, with the Secure 

Connections, Bonding_Flags, and MITM bits set to 1. 

3A.3 The IUT replies with an SMP Pairing Response, with the Secure Connections, 

Bonding_Flags, and MITM bits set to 1. 
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Alternative 3B (IUT is Central): 

3B.1 The IUT begins the pairing phase 1 with Secure Connections by sending an SMP 

Pairing Request, with the Secure Connections, Bonding_Flags, and MITM bits set to 1. 

3B.2 The Lower Tester replies with an SMP Pairing Response, with the Secure Connections, 

Bonding_Flags, and MITM bits set to 1. 

4. The IUT and the Lower Tester complete SMP Phase 2 (pairing) and Phase 3 (encryption and key 

distribution). 

5. The Upper Tester commands the IUT to enable GATT indications with the Lower Tester. 

6. The IUT sends an ATT_WRITE_REQUEST to the Lower Tester with CCCD set to 0x0002. 

7. The Lower Tester sends an ATT_WRITE_RESPONSE to the IUT. 

8. The IUT and the Lower Tester disconnect. 

9. Perform either alternative 9A, 9B, or 9C depending on if the IUT starts an encryption request. 

Alternative 9A (The IUT does not start an encryption request): 

9A.1 The Upper and Lower Testers perform the steps required to create a connection 

between the Lower Tester and the IUT, with the IUT in the role specified in Table 

4.22. 

9A.2 The Lower Tester sends an ATT_HANDLE_VALUE_IND PDU to the IUT containing a 

valid Attribute Handle and Attribute Value. 

9A.3 The IUT sends an ATT_HANDLE_VALUE_CFM PDU to the Lower Tester. 

9A.4 The IUT does not send a GATT_HandleValueIndication to the Upper Tester. 

9A.5 The Lower Tester initiates and completes the encryption procedure with the IUT. 

Alternative 9B (The IUT starts an encryption request): 

9B.1 The Upper and Lower Testers perform the steps required to create a connection 

between the Lower Tester and the IUT, with the IUT in the role specified in Table 

4.22. 

9B.2 The Lower Tester sends an ATT_HANDLE_VALUE_IND PDU to the IUT containing a 

valid Attribute Handle and Attribute Value. 

Steps 9B.3ï9B.5 may occur in any order. 

9B.3 The IUT sends an ATT_HANDLE_VALUE_CFM PDU to the Lower Tester. 

9B.4 The IUT does not send a GATT_HandleValueIndication to the Upper Tester. 

9B.5 The IUT initiates and completes the encryption procedure with the Lower Tester. 

10. The Lower Tester sends an ATT_HANDLE_VALUE_IND PDU to the IUT containing a valid 

Attribute Handle and Attribute Value. 

11. The IUT sends an ATT_HANDLE_VALUE_CFM to the Lower Tester. 

12. The IUT sends a GATT_HandleValueIndication to the Upper Tester. 

Å Expected Outcome 

Pass verdict 

In Step 9A.3 or 9B.3, the IUT sends an ATT_HANDLE_VALUE_CFM PDU to the Lower Tester. 

In Step 9A.4 or 9B.4, the IUT does not send a GATT_HandleValueIndication to the Upper Tester. 

In Step 12, the IUT sends a GATT_HandleValueIndication to the Upper Tester. 
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4.5.5.4 Incoming GATT notification, LE security mode 1 level 2 

Å Test Purpose 

Verify that the IUT properly handles a GATT notification before security requirements are performed 

for LE security mode 1 level 2. 

Å Reference 

[17] 10.3.2.2 

Å Initial Condition 

- The IUT is in the Standby state. 

- The IUT is the GATT Client in the role specified in Table 4.23. 

- The Lower Tester is configured so that it sends GATT notifications. 

Å Test Case Configuration 

TCID Role 

GAP/SEC/SEM/BV-59-C [Incoming GATT notification, LE security mode 1 
level 2, Peripheral] 

Peripheral 

GAP/SEC/SEM/BV-65-C [Incoming GATT notification, LE security mode 1 
level 2, Central] 

Central 

Table 4.23: Incoming GATT notification, LE security mode 1 level 2 test cases 
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Å Test Procedure 

 

Figure 4.60: Incoming GATT notification, LE security mode 1 level 2 MSC 
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1. The Upper Tester puts the IUT into LE security mode 1 level 2. 

2. The Upper and Lower Testers perform the steps required to create a connection between the 

Lower Tester and the IUT, with the IUT in the role specified in Table 4.23. 

3. Perform alternative 3A or 3B depending on the IUT role in Table 4.23. 

Alternative 3A (IUT is Peripheral): 

3A.1 The IUT begins the pairing phase 1 with LE legacy pairing by sending an SMP Security 

Request, with the Bonding_Flags bit set to 1 and the MITM and SC bits set to 0 or 1. 

3A.2 The Lower Tester responds to the LE Pairing Reply Phase 1 by sending an SMP 

Pairing Request, with the Bonding_Flags bit set to 1 and the MITM set to 0 and SC bit 

set to 1. 

3A.3 The IUT replies with an SMP Pairing Response, with the Bonding_Flags bit set to 1 and 

the MITM set to 0 and SC bit set to 0 or 1. 

Alternative 3B (IUT is Central): 

3B.1 The IUT begins the pairing phase 1 with LE legacy pairing by sending an SMP Pairing 

Request, with the Bonding_Flags bit set to 1 and the MITM set to 0 and SC bit set to 0 

or 1. 

3B.2 The Lower Tester replies with an SMP Pairing Response, with the Bonding_Flags bit 

set to 1 and the MITM set to 0 and SC bit set to 0 or 1. 

4. The IUT and the Lower Tester complete SMP Phase 2 (pairing) and Phase 3 (encryption and key 

distribution). 

5. The Upper Tester commands the IUT to enable GATT notifications with the Lower Tester. 

6. The IUT sends an ATT_WRITE_REQUEST to the Lower Tester with CCCD set to 0x0001. 

7. The Lower Tester sends an ATT_WRITE_RESPONSE to the IUT. 

8. The IUT and the Lower Tester disconnect. 

9. The Upper and Lower Testers perform the steps required to create a connection between the 

Lower Tester and the IUT, with the IUT in the role specified in Table 4.23. 

10. The Lower Tester sends an ATT_HANDLE_VALUE_NTF PDU to the IUT containing a valid 

Attribute Handle and Attribute Value. 

11. The IUT does not send a GATT_HandleValueNotification to the Upper Tester. 

12. Perform alternative 12A or 12B depending on the IUT role in Table 4.23. 

Alternative 12A (IUT is Peripheral): 

12A.1 The Lower Tester initiates and completes the encryption procedure with the IUT. 

Alternative 12B (IUT is Central): 

12B.1 The IUT initiates and completes the encryption procedure with the Lower Tester. 

13. The Lower Tester sends an ATT_HANDLE_VALUE_NTF PDU to the IUT containing a valid 

Attribute Handle and Attribute Value. 

14. The IUT sends a GATT_HandleValueNotification to the Upper Tester with a valid Characteristic 

Handle value. 

Å Expected Outcome 

Pass verdict 

In Step 11, the IUT does not send a GATT_HandleValueNotification to the Upper Tester. 

In Step 14, the IUT sends a GATT_HandleValueNotification to the Upper Tester. 
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4.5.5.5 Incoming GATT notification, LE security mode 1 level 3 

Å Test Purpose 

Verify that the IUT properly handles a GATT notification before security requirements are performed 

for LE security mode 1 level 3. 

Å Reference 

[17] 10.3.2.2 

Å Initial Condition 

- The IUT is in the Standby state. 

- The IUT is the GATT Client in the role specified in Table 4.24. 

- The Lower Tester is configured so that it sends GATT notifications. 

Å Test Case Configuration 

TCID Role 

GAP/SEC/SEM/BV-60-C [Incoming GATT notification, LE security mode 1 level 3, 
Peripheral] 

Peripheral 

GAP/SEC/SEM/BV-66-C [Incoming GATT notification, LE security mode 1 level 3, 
Central] 

Central 

Table 4.24: Incoming GATT notification, LE security mode 1 level 3 test cases 



Generic Access Profile (GAP)   /  Test Suite  

 Bluetooth SIG Proprietary Page 112 of 395 

Å Test Procedure 

 

Figure 4.61: Incoming GATT notification, LE security mode 1 level 3 MSC 
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1. The Upper Tester puts the IUT into LE security mode 1 level 3. 

2. The Upper and Lower Testers perform the steps required to create a connection between the 

Lower Tester and the IUT, with the IUT in the role specified in Table 4.24. 

3. Perform alternative 3A or 3B depending on the IUT role in Table 4.24. 

Alternative 3A (IUT is Peripheral): 

3A.1 The IUT begins the pairing phase 1 with LE legacy pairing by sending an SMP Security 

Request, with the Bonding_Flags and MITM bits set to 1 and the SC bit set to 0. 

3A.2 The Lower Tester responds to the LE Pairing Reply Phase 1 by sending an SMP 

Pairing Request, with the Bonding_Flags and MITM bits set to 1and the SC bit set to 0. 

3A.3 The IUT replies with an SMP Pairing Response, with the Bonding_Flags and MITM bits 

set to 1and the SC bit set to 0. 

Alternative 3B (IUT is Central): 

3B.1 The IUT begins the pairing phase 1 with LE legacy pairing by sending an SMP Pairing 

Request, with the Bonding_Flags and MITM bits set to 1 and the SC bit set to 0. 

3B.2 The Lower Tester replies with an SMP Pairing Response, with the Bonding_Flags and 

MITM bits set to 1 and the SC bit set to 0. 

4. The IUT and the Lower Tester complete SMP Phase 2 (pairing) and Phase 3 (encryption and key 

distribution). 

5. The Upper Tester commands the IUT to enable GATT notifications with the Lower Tester. 

6. The IUT sends an ATT_WRITE_REQUEST to the Lower Tester with CCCD set to 0x0001. 

7. The Lower Tester sends an ATT_WRITE_RESPONSE to the IUT. 

8. The IUT and the Lower Tester disconnect. 

9. The Upper and Lower Testers perform the steps required to create a connection between the 

Lower Tester and the IUT, with the IUT in the role specified in Table 4.24. 

10. The Lower Tester sends an ATT_HANDLE_VALUE_NTF PDU to the IUT containing a valid 

Attribute Handle and Attribute Value. 

11. The IUT does not send a GATT_HandleValueNotification to the Upper Tester. 

12. Perform alternative 12A or 12B depending on the IUT role in Table 4.24. 

Alternative 12A (IUT is Peripheral): 

12A.1 The Lower Tester initiates and completes the encryption procedure with the IUT. 

Alternative 12B (IUT is Central): 

12B.1 The IUT initiates and completes the encryption procedure with the Lower Tester. 

13. The Lower Tester sends an ATT_HANDLE_VALUE_NTF PDU to the IUT containing a valid 

Attribute Handle and Attribute Value. 

14. The IUT sends a GATT_HandleValueNotification to the Upper Tester with a valid Characteristic 

Handle value. 

Å Expected Outcome 

Pass verdict 

In Step 11, the IUT does not send a GATT_HandleValueNotification to the Upper Tester. 

In Step 14, the IUT sends a GATT_HandleValueNotification to the Upper Tester. 
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4.5.5.6 LE Secure Connections Only, I ncoming GATT Notification  

Å Test Purpose 

Verify that the IUT that supports LE Secure Connections only properly handles a GATT notification 

before security requirements are performed. 

Å Reference 

[17] 10.3.2.2 

Å Initial Condition 

- The IUT is in the Standby state. 

- The IUT supports LE Secure Connections. The IUT is the GATT Client in the role specified in 

Table 4.25. The Lower Tester supports LE Secure Connections. 

- The IUT is configured to receive GATT notifications from the Lower Tester. 

Å Test Case Configuration 

TCID Role 

GAP/SEC/SEM/BV-61-C [LE Secure Connections Only, Incoming GATT 
notification, Peripheral] 

Peripheral 

GAP/SEC/SEM/BV-67-C [LE Secure Connections Only, Incoming GATT 
notification, Central] 

Central 

Table 4.25: Incoming GATT notification, LE security mode 1 level 3 test cases 
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Å Test Procedure 

 

Figure 4.62: LE Secure Connections Only, Incoming GATT Notification MSC 
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1. The Upper Tester puts the IUT into the Secure Connections Only mode. 

2. The Upper and Lower Testers perform the steps required to create a connection between the 

Lower Tester and the IUT, with the IUT in the role specified in Table 4.25. 

3. Perform alternative 3A or 3B depending on the IUT role in Table 4.25. 

Alternative 3A (IUT is Peripheral): 

3A.1 The IUT begins the pairing phase 1 with Secure Connections by sending an SMP 

Security Request, with the Secure Connections, Bonding_Flags, and MITM bits set to 

1. 

3A.2 The Lower Tester responds by sending an SMP Pairing Request, with the Secure 

Connections, Bonding_Flags, and MITM bits set to 1. 

3A.3 The IUT replies with an SMP Pairing Response, with the Secure Connections, 

Bonding_Flags, and MITM bits set to 1. 

Alternative 3B (IUT is Central): 

3B.1 The IUT begins the pairing phase 1 with Secure Connections by sending an SMP 

Pairing Request, with the Secure Connections, Bonding_Flags, and MITM bits set to 1. 

3B.2 The Lower Tester replies with SMP Pairing Response, with the Secure Connections, 

Bonding_Flags, and MITM bits set to 1. 

4. The IUT and the Lower Tester complete SMP Phase 2 (pairing) and Phase 3 (encryption and key 

distribution). 

5. The Upper Tester commands the IUT to enable GATT notifications with the Lower Tester. 

6. The IUT sends an ATT_WRITE_REQUEST to the Lower Tester with CCCD set to 0x0001. 

7. The Lower Tester sends an ATT_WRITE_RESPONSE to the IUT. 

8. The IUT and the Lower Tester disconnect. 

9. The Upper and Lower Testers perform the steps required to create a connection between the 

Lower Tester and the IUT, with the IUT in the role specified in Table 4.25. 

10. The Lower Tester sends a GATT_HANDLE_VALUE_NTF PDU to the IUT containing a valid 

Attribute Handle and Attribute Value. 

11. The IUT does not send a GATT_HandleValueNotification to the Upper Tester. 

12. Perform alternative 12A or 12B depending on the IUT role in Table 4.25. 

Alternative 12A (IUT is Peripheral): 

12A.1 The Lower Tester initiates and completes the encryption procedure with the IUT. 

Alternative 12B (IUT is Central): 

12B.1 The IUT initiates and completes the encryption procedure with the Lower Tester. 

13. The Lower Tester sends an ATT_HANDLE_VALUE_NTF PDU to the IUT containing a valid 

Attribute Handle and Attribute Value. 

14. The IUT sends a GATT_HandleValueNotification to the Upper Tester. 

Å Expected Outcome 

Pass verdict 

In Step 11, the IUT does not send a GATT_HandleValueNotification to the Upper Tester. 

In Step 14, the IUT sends a GATT_HandleValueNotification to the Upper Tester. 
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4.5.6 Security modes ï Observer role  

Verify the correct behavior in this mode. The role of the IUT is the Observer and Acceptor. 

4.5.6.1 LE security mode 3 ï Observer role, Acceptor  

Å Test Purpose 

Verify that the IUT in the LE security mode 3 with level as specified in Table 4.26 receives BIS data. 

Å Reference 

[15] 9.2.5, 1.2.2.1, 1.2.2.2 

Å Initial Condition 

- The IUT is in Synchronization State. 

- The Lower Tester is in Isochronous Broadcasting State. 

- The Broadcast_Code has been obtained by the IUTôs Host using an unauthenticated or 

authenticated method as defined by the IUTôs application. The Lower Tester may obtain the 

Broadcast_Code by any means, including reading the TSPX_broadcast_code IXIT parameter, 

and for test purposes may be considered either authenticated or unauthenticated. 

Å Test Case Configuration 

Test Case ID  Security 
Level  

Encryption  Initial Condition Encryption 
Information  

GAP/SEC/SEM/BV-31-C 1 Disabled(0x00) None 

GAP/SEC/SEM/BV-32-C 2 or 3 Enabled(0x01) The Broadcast_Code has been 
obtained by the IUTôs Host. 

Table 4.26: LE security mode 3 ï Observer role, Acceptor test cases 

Å Test Procedure 

Lower Tester IUT Upper Tester

Execute GAP/BIS/BSE/BV-01-C to set up a BIS

BIS Data
(Encryption)

BIS Data
(Encryption)

Repeat

 

Figure 4.63: LE security mode 3 ï Observer role, Acceptor MSC 

1. Perform test case GAP/BIS/BSE/BV-01-C [Broadcast Isochronous Synchronization 

Establishment procedure]. When enabling the BIG, set the Encryption parameter as specified in 

Table 4.26. 

2. The Lower Tester sends BIS data to the IUT with the Encryption specified in Table 4.26. 

3. The IUT receives the BIS data and reports the data to the Upper Tester. The Lower Tester and 

the IUT operate on the same security mode and level. 
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Å Expected Outcome 

Pass verdict 

In Step 3, the IUT receives the BIS data and reports the data to the Upper Tester. The Lower Tester 

and the IUT operate on the same security mode and level. 

GAP/SEC/SEM/BI -13-C [LE security mode 3 ï Observer, Reject Lower Level Security]  

Å Test Purpose 

Verify that the IUT in the LE security mode 3 rejects BIS events with lower level security. 

Å Reference 

[15] 9.2.5, 1.2.2.1, 1.2.2.2 

Å Initial Condition 

- The IUT is in Synchronization State. 

- The Lower Tester is in Isochronous Broadcasting State. 

- The Broadcast_Code has been obtained by the IUTôs Host using a method as defined by the 

IUTôs application. The Lower Tester may obtain the Broadcodeast_Code by any means, including 

reading the TSPX_broadcast_code IXIT parameter, and for test purposes may be considered 

either authenticated or unauthenticated. 

Å Test Procedure 

1. Attempt to perform test case GAP/BIS/BSE/BV-01-C [Broadcast Isochronous Synchronization 

Establishment procedure]. When creating the BIG, the Lower Tester disables encryption. The 

security level of the IUT is set to level 2 or 3. 

2. The IUT is unable to synchronize to the BIG. 

Å Expected Outcome 

Pass verdict 

In Step 2, the IUT is unable to synchronize to the BIG. 

GAP/SEC/SEM/BV-45-C [Re-pair or stop a connection attempt when a connection fails 
due to failed encryption, LE security mode 1 level 4]  

Å Test Purpose 

Verify that the IUT in LE security mode 1 level 4 properly handles when a connection attempt with a 

bonded peer fails during the encryption phase. The IUT can either stop the connection attempt or 

notify the Upper Tester for User Interaction to pair with the peer. The IUT is the Central. The Lower 

Tester supports LE Secure Connections. 

Å Reference 

[9] 10.3 

Å Initial Condition 

- The IUT is bonded with the Lower Tester. The IUT is in Link Layer Standby state. The IUT has to 

be configured such that it will not reject the initiated procedure. 
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Å Test Procedure 

1. The Upper Tester configures the IUT into LE security mode 1 level 4. 

2. The Upper Tester configures the IUT (in the Central role) to receive advertising packets from the 

Lower Tester (in the Peripheral role) and completes link establishment with the Lower Tester. 

3. The Upper Tester triggers a GATT service request. 

4. The IUT starts the encryption procedure with the Lower Tester using the LTK for the Lower 

Tester. 

5. The Lower Tester fails the encryption procedure. 

6. Perform either alternative 6A or 6B depending on how the IUT handles the encryption failure. 

Alternative 6A (The IUT stops the connection attempt): 

6A.1 The IUT sends an event to the Upper Tester that indicates that the connection 

procedure trigged in Step 2 failed. 

Alternative 6B (The IUT starts the pairing process with the Lower Tester): 

6B.1 The IUT sends a request to the Upper Tester for user interaction to pair with the peer 

device. 

6B.2 The Upper Tester accepts the request to pair with the peer device. 

6B.3 The Upper Tester triggers an authentication procedure on the IUT, e.g., by an L2CAP 

channel. 

6B.4 The IUT begins LE Secure Connections Phase 1 by sending an SMP Pairing 

Request, with the Secure Connections bit set to 1. 

6B.5 The Lower Tester answers with SMP Pairing Response, with the Secure Connections 

bit set to 1. 

6B.6 The IUT and the Lower Tester complete SMP Phase 2 (pairing) and Phase 3 

(encryption and key distribution). 

6B.7 The IUT sends a successful GATT service request event to the Upper Tester. 
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Figure 4.64: GAP/SEC/SEM/BV-45-C [Re-pair or stop a connection attempt when a connection fails due to failed 
encryption, LE security mode 1 level 4] MSC 

Å Expected Outcome 

Pass verdict 

In Step 6A.1, the IUT sends an event to the Upper Tester that the service request failed. 

In alternative 6B, the Lower Tester and the IUT complete SMP phases 1, 2, and 3. The resulting 

connection is encrypted and operating in LE security mode 1 level 4. 

Å Notes 

It is recommended to test with a service or profile that requires security mode 1 level 4. 
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4.5.7 Security modes ï Broadcaster role  

Verify the correct behavior in this mode. The role of the IUT is Broadcaster and Initiator. 

4.5.7.1 LE security mode 3 ï Broadcaster role, Initiator  

Å Test Purpose 

Verify that the IUT in the LE security mode 3 level as specified in Table 4.27 sends BIS data. 

Å Reference 

[15] 9.2.5, 1.2.2.1, 1.2.2.2 

Å Initial Condition 

- The IUT is in Isochronous Broadcasting State. 

- The Lower Tester is in Synchronization State. 

- The Broadcast_Code has been obtained by the IUTôs Host using an unauthenticated or 

authenticated method per Table 4.27 as defined by the IUTôs application. The Lower Tester may 

obtain the Broadcast_Code by any means, including reading the TSPX_broadcast_code IXIT 

parameter, and for test purposes may be considered either authenticated or unauthenticated. 

- The encryption information is broadcast as specified in Table 4.27. 

Å Test Case Configuration 

Test Case ID  Security 
Level  

Encryption  Initial Condition Encryption 
Information  

GAP/SEC/SEM/BV-34-C 1 Disabled(0x00) None 

GAP/SEC/SEM/BV-35-C 2 or 3 Enabled(0x01) The Broadcast_Code has been 
obtained by the IUTôs Host. 

Table 4.27: LE security mode 3 ï Broadcaster role, Initiator test cases 

Å Test Procedure 

Lower Tester IUT Upper Tester

Execute GAP/BIS/BBM/BV-01-C to set up a BIS

Repeat

BIS Data
(Encryption)

BIS Data
(Encryption)

 

Figure 4.65: LE security mode 3 ï Broadcaster role, Initiator MSC 

1. Perform test case GAP/BIS/BBM/BV-01-C [Broadcast Isochronous Stream Broadcasting mode]. 

When enabling the BIG, set the Encryption parameter as specified in Table 4.27. 

2. The Lower Tester receives the Broadcast Isochronous data. The Lower Tester and the IUT 

operate on the same security mode and level. 
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Å Expected Outcome 

Pass verdict 

In Step 2, the Lower Tester receives the Broadcast Isochronous data. The IUT and the Lower Tester 

operate on the same security mode and level. 

4.5.8 Security modes ï Both connected  roles 

4.5.8.1 Security mode 4 ï Initiator, Channel Establishment, Encryption Not Enabled  

Å Test Purpose 

Verify that an IUT in the security mode and level specified in Table 4.28 that initiates a data 

transmission to a remote service does not send a channel establishment request to the Lower Tester 

when encryption has not been enabled on the connection. The IUT is the initiator of the channel 

establishment procedure. The Lower Tester is the responder. 

Å Reference 

[17] 5.2.2.1.2 

Å Initial Condition 

- The IUT is in Idle mode. 

- The PSM for the service on the IUT that requires the security mode and level specified in Table 

4.28 is specified in the IXIT values in Table 4.28. 

- The Lower Tester does not support encryption. 

- The IUT and the Lower Tester are not bonded (neither the IUT nor the Lower Tester has stored 

link keys). 

- An ACL connection is established between the devices. 

Å Test Case Configuration 

TCID Security Mode and Level  IXIT 

GAP/SEC/SEM/BI-25-C [Security mode 4 
level 2 ï Initiator, Encryption Not Enabled] 

Security mode 4 level 2 TSPX_psm_sm4l2 

GAP/SEC/SEM/BI-26-C [Security mode 4 
level 3 ï Initiator, Encryption Not Enabled] 

Security mode 4 level 3 TSPX_psm_sm4l3 

GAP/SEC/SEM/BI-27-C [Security mode 4 
level 4 ï Initiator, Encryption Not Enabled] 

Security mode 4 level 4 TSPX_psm_sm4l4 

Table 4.28: Security mode 4 ï Initiator, Channel Establishment, Encryption Not Enabled test cases 
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Å Test Procedure 

ACL Connection Established.

Generic Authentication Procedure

Bring IUT in Security Mode and Level

Trigger Channel Creation

Perform Link Encryption

Channel Creation Failure
(Rejected due to Connection refused ς security 
block)

Generic Authentication Procedure Completes

 

Figure 4.66: Security mode 4 ï Initiator, Channel Establishment, Encryption Not Enabled MSC 

1. The Upper Tester puts the IUT into the security mode and level specified in Table 4.28. 

2. The Upper Tester triggers a channel creation event to set up a channel with the Lower Tester. 

3. The IUT performs the generic authentication procedure with the Lower Tester. The generic 

authentication procedure successfully completes. 

4. The IUT performs link encryption with the Lower Tester. The link encryption fails. 

5. The IUT signals to the Upper Tester that the channel creation failed after link encryption fails. 

6. The IUT does not send an L2CAP channel establishment request to the Lower Tester. 

Å Expected Outcome 

Pass verdict 

The IUT is to not send an L2CAP channel establishment request to the Lower Tester. 

4.5.8.2 Security mode 4 ï Initiator, Connectionless Channel, Unicast Data, Encryption Not 
Enabled  

Å Test Purpose 

Verify that an IUT in the security mode and level specified in Table 4.29 that initiates a unicast data 

transmission on a connectionless channel does not send unicast data to the Lower Tester when 

encryption has not been enabled on the connection. The IUT is the initiator of the connectionless 

channel procedure. 

Å Reference 

[17] 5.2.2.1.2 
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Å Initial Condition 

- The IUT is in Idle mode. 

- The PSM for the service on the IUT that requires the security mode and level specified in Table 

4.29 is specified in the IXIT values in Table 4.29. 

- The Lower Tester does not support encryption. 

- The IUT and the Lower Tester are not bonded (neither the IUT nor the Lower Tester has stored 

link keys). 

- An ACL connection is established between the devices. 

Å Test Case Configuration 

TCID Security Mode and Level  IXIT 

GAP/SEC/SEM/BI-28-C [Security mode 4 
level 2 ï Initiator, Connectionless Channel, 
Unicast Data, Encryption Not Enabled] 

Security mode 4 level 2 TSPX_psm_sm4l2 

GAP/SEC/SEM/BI-29-C [Security mode 4 
level 3 ï Initiator, Connectionless Channel, 
Unicast Data, Encryption Not Enabled] 

Security mode 4 level 3 TSPX_psm_sm4l3 

GAP/SEC/SEM/BI-30-C [Security mode 4 
level 4 ï Initiator, Connectionless Channel, 
Unicast Data, Encryption Not Enabled] 

Security mode 4 level 4 TSPX_psm_sm4l4 

Table 4.29: Security mode 4 ï Initiator, Connectionless Channel, Unicast Data, Encryption Not Enabled test 
cases 

Å Test Procedure 

ACL Connection Established.

Generic Authentication Procedure

Bring IUT in Security Mode and Level

G-Frame
Length, CID=0x0002, data

Perform Link Encryption

Encryption Failed Notification

Generic Authentication Procedure Completes

 

Figure 4.67: Security mode 4 ï Initiator, Connectionless Channel, Unicast Data, Encryption Not Enabled MSC 
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1. The Upper Tester puts the IUT into the security mode and level specified in Table 4.29. 

2. The Upper Tester sends an L2CAP G-Frame to the IUT with unicast data. 

3. The IUT performs the generic authentication procedure with the Lower Tester. The generic 

authentication procedure successfully completes. 

4. The IUT performs link encryption with the Lower Tester. The link encryption fails. 

5. The IUT signals to the Upper Tester that the link encryption fails. 

6. The IUT does not send any unicast data to the Lower Tester. 

Å Expected Outcome 

Pass verdict 

The IUT is to not send any unicast data to the Lower Tester. 

GAP/SEC/SEM/BI -31-C [Security mode 4 level 4, Secure Connections ï Responder, 
Insufficient Encryption Type]  

Å Test Purpose 

Verify that an IUT in security mode 4 level 4 supporting Secure Connections rejects a received 

channel establishment request from the Lower Tester if an insufficient encryption type is selected on 

the connection between the IUT and the Lower Tester. The IUT is the responder of the channel 

establishment procedure. The Lower Tester is the initiator. 

Å Reference 

[17] 5.2.2.2.1 

Å Initial Condition 

- The PSM for the service on the IUT that requires security mode 4 level 4 is specified in the 

TSPX_psm_sm4l4 IXIT value. 

- The IUT and the Lower Tester have previously bonded using Secure Connections. 

- An ACL connection exists between the devices. 

- On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 1 and the 

Secure Connections (Controller Support) LMP feature bit to 1. 

- The IUT is in connectable mode. 
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Å Test Procedure 

 

Figure 4.68: Security mode 4 level 4, Secure Connections ï Responder, Insufficient Encryption Type MSC 

1. The existing ACL connection between the IUT and the Lower Tester is disconnected. 

2. On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 0. 

3. The Lower Tester establishes an ACL connection with the IUT. 

4. The Lower Tester requests establishing a channel to access the TSPX_psm_sm4l4 PSM. 

5. The IUT and the Lower Tester may begin link encryption. 

6. The IUT rejects the L2CAP channel establishment request from the Lower Tester. 

Å Expected Outcome 

Pass verdict 

The IUT is to reject the L2CAP channel establishment request from the Lower Tester. 

GAP/SEC/SEM/BI -32-C [Security mode 4 level 4, Secure Connections ï Initiator, Channel 
Establishment, Insufficient Encryption Type]  

Å Test Purpose 

Verify that an IUT in security mode 4 level 4 supporting Secure Connections rejects a received 

channel establishment if an insufficient encryption type is selected on the connection between the IUT 

and the Lower Tester. The IUT is the initiator of the channel establishment procedure. The Lower 

Tester is the responder. 

Å Reference 

[17] 5.2.2.2.2 
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Å Initial Condition 

- The PSM for the service on the IUT that requires security mode 4 level 4 is specified in the 

TSPX_psm_sm4l4 IXIT value. 

- The IUT and the Lower Tester have previously bonded using Secure Connections. 

- An ACL connection exists between the devices. 

- On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 1 and the 

Secure Connections (Controller Support) LMP feature bit to 1. 

- The IUT is in connectable mode. 

Å Test Procedure 

 

Figure 4.69: Security mode 4 level 4, Secure Connections ï Initiator, Channel Establishment, Insufficient 
Encryption Type MSC 

1. The existing ACL connection between the IUT and the Lower Tester is disconnected. 

2. On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 0. 

3. The Lower Tester establishes an ACL connection with the IUT. 

4. The Upper Tester triggers an event to create a channel to the Lower Tester. 

5. Perform either alternative 5A or 5B depending on the IUT behavior. 

Alternative 5A (The IUT executes a feature exchange): 

5A.1 The IUT sends an LMP_FEATURES_REQ PDU to the Lower Tester with Features 

set to the IUT feature set. 

5A.2 The Lower Tester sends an LMP_FEATURES_RES PDU to the IUT with Features 

set to the Lower Tester feature set. 

Lower Tester IUT Upper Tester 

IUT and Lower Tester are bonded. An ACL connection exists between the devices. 

Both devices are in Secure Connections Only mode. 

ACL connection is disconnected 

Secure Connections 

(Host Support) LMP 

feature bit is set to 0 

Establish ACL connection. 

ACL connection is established. 

Trigger Channel Creation 

ALT 5A 

LMP_FEATURES_REQ 

(Features) 

LMP_FEATURES_RES 

(Features) 

ALT 5B 

Encryption LMP Messages 

Channel Connection Failure 

(Rejected due to Connection Refused - 
security block) 

IUT does not send a channel 

establishment request to the 

Lower Tester 
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Alternative 5B (The IUT begins encryption): 

5B.1 The IUT and the Lower Tester begin link encryption. 

6. The IUT notifies the Upper Tester that the channel creation with the Lower Tester failed due to a 

security block. 

7. The IUT does not send an L2CAP channel establishment request to the Lower Tester. 

Å Expected Outcome 

Pass verdict 

In Step 7, the IUT does not send an L2CAP channel establishment request to the Lower Tester. 

GAP/SEC/SEM/BI -33-C [Security mode 4, Secure Connections ï Initiator, Connectionless 
Channel, Unicast Data, Insufficient Encryption Type]  

Å Test Purpose 

Verify that an IUT in security mode 4 level 4 supporting Secure Connections does not send unicast 

data to the Lower Tester if an insufficient encryption type is selected on the connection between the 

IUT and the Lower Tester. The IUT is the initiator of the connectionless channel establishment 

procedure. The Lower Tester is the responder. 

Å Reference 

[17] 5.2.2.2.2 

Å Initial Condition 

- The PSM for the service on the IUT that requires security mode 4 level 4 is specified in the 

TSPX_psm_sm4l4 IXIT value. 

- The IUT and the Lower Tester have previously bonded using Secure Connections. 

- An ACL connection exists between the devices. 

- On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 1 and the 

Secure Connections (Controller Support) LMP feature bit to 1. 

- The IUT is in connectable mode. 
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Å Test Procedure 

IUT and Lower Tester are bonded. An ACL connection exists between the devices. 
Both devices are in Secure Connections Only mode.

The IUT does not send unicast 

data to the Lower Tes ter.

ACL connection is disconnected.

G-Frame
Length. CID=0x0002, data

Encryption LMP M essages

Insufficient Encryption Notification

ACL connection is established.

Establish ACL connection.

Secure Connections 

(Host Support) LMP 

feature bit  is set to 0.

 

Figure 4.70: Security mode 4, Secure Connections ï Initiator, Connectionless Channel, Unicast Data, Insufficient 
Encryption Type MSC 

1. The existing ACL connection between the IUT and the Lower Tester is disconnected. 

2. On the Lower Tester, set the Secure Connections (Host Support) LMP feature bit to 0. 

3. The Lower Tester establishes an ACL connection with the IUT. 

4. The Upper Tester sends an L2CAP G-Frame to the IUT. 

5. The IUT and the Lower Tester begin link encryption. 

6. The IUT signals to the Upper Tester that the link encryption is insufficient. 

7. The IUT does not send any unicast data to the Lower Tester. 

Å Expected Outcome 

Pass verdict 

The IUT is to not send any unicast data to the Lower Tester. 



Generic Access Profile (GAP)   /  Test Suite  

 Bluetooth SIG Proprietary Page 130 of 395 

4.5.9 Channel Sounding  

4.5.9.1 Channel Sounding Security  

Å Test Purpose 

Verify that the IUT uses the proper CS procedure based on the LE security mode. 

Å Reference 

[19] 10.11.1 

Å Initial Condition 

- The Lower Tester has the Channel Sounding feature bit set. 

- The Lower Tester and the IUT have completed the encryption procedure with the LE security 

mode listed in Table 4.30. 

Å Test Case Configuration 

TCID LE Security Mode  CS Procedure  

GAP/SEC/SEM/BV-69-C [Channel 
Sounding Security, CS Security L1, 
Peripheral, Initiator] 

Channel Sounding 
Security level 1 

CS Reflector procedure, CS Tone or 
CS RTT 

GAP/SEC/SEM/BV-70-C [Channel 
Sounding Security, CS Security L2, 
Peripheral, Initiator] 

Channel Sounding 
Security level 2 

CS Reflector procedure, 150 ns CSS 
RTT accuracy with CS Tones 

GAP/SEC/SEM/BV-71-C [Channel 
Sounding Security, CS Security L3, 
Peripheral, Initiator] 

Channel Sounding 
Security level 3 

CS Reflector procedure, 10 ns CSS 
RTT accuracy with CS Tones 

GAP/SEC/SEM/BV-72-C [Channel 
Sounding Security, CS Security L4, 
Peripheral, Initiator] 

Channel Sounding 
Security level 4 

CS Reflector procedure, 10 ns CSS 
RTT accuracy with CS RTT with 
Sounding Sequence or CS RTT with 
Random Sequence 

GAP/SEC/SEM/BV-73-C [Channel 
Sounding Security, CS Security L1, 
Peripheral, Reflector] 

Channel Sounding 
Security level 1 

CS Initiator procedure, CS Tone or 
CS RTT 

GAP/SEC/SEM/BV-74-C [Channel 
Sounding Security, CS Security L2, 
Peripheral, Reflector] 

Channel Sounding 
Security level 2 

CS Initiator procedure, 150 ns CSS 
RTT accuracy with CS Tones 

GAP/SEC/SEM/BV-75-C [Channel 
Sounding Security, CS Security L3, 
Peripheral, Reflector] 

Channel Sounding 
Security level 3 

CS Initiator procedure, 10 ns CSS 
RTT accuracy with CS Tones 

GAP/SEC/SEM/BV-76-C [Channel 
Sounding Security, CS Security L4, 
Peripheral, Reflector] 

Channel Sounding 
Security level 4 

CS Initiator procedure, 10 ns CSS 
RTT accuracy with CS RTT with 
Sounding Sequence or CS RTT with 
Random Sequence 

Table 4.30:Channel Sounding Security test cases 
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Å Test Procedure 

 

Figure 4.71: Channel Sounding Security MSC 

1. The Lower Tester sends a CS procedure request specified in Table 4.30 to the IUT. 

2. The IUT performs the CS procedure as described in Table 4.30. 

Å Expected Outcome 

Pass verdict 

The IUT that is using the LE security mode specified in Table 4.30 uses the CS procedure specified in 

Table 4.30. 

4.6 Idle mode procedures  

4.6.1 General Inquiry ï Central  

Verify the correct behavior in this mode. The role of the IUT is Central and initiator. 

GAP/IDLE/GIN/BV-01-C [General Inquiry ï IUT is Central ] 

Å Test Purpose 

Verify that if general inquiry is initiated by the IUT, it sends for at least TGAP(100) inquiry request 

messages (GIAC). 

The IUT is Central and initiator and the Lower Tester is Peripheral and acceptor of the general inquiry 

procedure. 

Å Reference 

[1] 6.1 

Å Initial Condition 

- The IUT is in Baseband state óStandbyô and in Idle mode. 

- If the IUT supports general-discoverable mode, the Lower Tester performs inquiry to get the clock 

offset with respect to the IUT and after the Upper Tester has ordered the IUT to be in general-

discoverable mode. 

- If the IUT does not support general-discoverable mode, the IUT has to be configured to page the 

Lower Tester in order to get the CLK offset after the Upper Tester has ordered the IUT to be in 

connectable mode. 
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Å Test Procedure 

Upper TesterIUTLower Tester

IUT is in BB-Standby Idle mode.

Inquiry (ID-Packet, [train A
1
(B)

1
,..])

(GIAC)

Inquiry (ID-Packet, [train A
n
(B)

n
,..])

(GIAC)

T GAP (100)

Initiate general inquiry

Verify that the IUT performs 
general inquiry (GIAC) for at least T 
GAP (100) if it was required.

 

Figure 4.72: GAP/IDLE/GIN/BV-01-C [General Inquiry ï IUT is Central] MSC 

1. The Upper Tester orders the IUT to initiate general inquiry. 

2. The Lower Tester scans for inquiry packets from the IUT to receive a packet within the IUTôs 

repetition of A-train. 

3. The Lower Tester monitors the train A during 10 ms. If no inquiry packet is received, the Lower 

Tester switches to scan train B during 10 ms. 

4. Switching trains will continue until first ID packet is received by the Lower Tester. The Lower 

Tester adjusts its RX window and phase to get the remaining hops. 

5. The Lower Tester monitors inquiry packets for 255 times. 

6. The Lower Tester immediately starts listening on the other train frequencies. It monitors for 

256 times. 

7. Steps 5 and 6 are repeated until 10.24 s - 10 ms - 20 ms. 

Å Expected Outcome 

Pass verdict 

The IUT sends at least for TGAP(100) - 30 ms inquiry messages (ID-Packet) by using GIAC. 

4.6.2 Device Name during General Inquiry  

Verify the correct behavior in this mode. The role of the IUT is Peripheral. 

GAP/IDLE/DNDIS/BV-01-C [Device Name During General Inquiry ï IUT is Peripheral ] 

Å Test Purpose 

Verify that the Lower Tester during general inquiry receives device name from IUT in the reception of 

extended inquiry response data. 

The Lower Tester is Central and initiator and the IUT is Peripheral and acceptor of the general inquiry 

procedure. 
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Å Reference 

[1] 8 

Å Initial Condition 

- The IUT is in Baseband state óStandbyô and in Idle mode. 

- The IUT device name is defined by the TSPX_device_name IXIT value. 

Å Test Procedure 

IUTLower Tester Upper Tester

IUT is in BB-Standby Idle mode with any supported security mode. IUT is 

configured to provide Extended Inquiry Response with Device Name.

Inquiry (ID-Packet, (BB-functionality))

(LIAC or GIAC)

Inquiry (ID-Packet, (BB-functionality))

(LIAC or GIAC)

FHS-packet

Initiate 

general 

inquiry

Lower Tester is able to decode the 

Device name from the EIR 

response

EIR-Packet

(EIR = 1)

(May be repeated several times) IUT (Peripheral) sends the 

address and the Device 

Name.

 

Figure 4.73: GAP/IDLE/DNDIS/BV-01-C [Device Name During General Inquiry ï IUT is Peripheral] MSC 

1. The Lower Tester initiates general inquiry. 

2. The Lower Tester receives extended inquiry response data from the IUT. 

Å Expected Outcome 

Pass verdict 

The Lower Tester decodes EIR data and finds the IUT's device name ('complete' or 'shortened'). 

4.6.3 Limited Inquiry ï Central  

Verify the correct behavior in this mode. The role of the IUT is Central and initiator. 

GAP/IDLE/LIN/BV -01-C [Limited Inquiry ï IUT is Central ] 

Å Test Purpose 

Verify that if limited inquiry is initiated by the IUT, it sends for at least TGAP(100) inquiry request 

messages (LIAC). 

The IUT is Central and initiator and the Lower Tester is Peripheral and acceptor of the limited inquiry 

procedure. 
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Å Reference 

[1] 6.2 

Å Initial Condition 

- The IUT is in Baseband state óStandbyô and in Idle mode. 

- If the IUT supports general-discoverable mode, the Lower Tester performs inquiry to get the clock 

offset with respect to the IUT and after the Upper Tester has ordered the IUT to be in general-

discoverable mode. 

- If the IUT does not support general-discoverable mode, the IUT has to be configured to page the 

Lower Tester in order to get the CLK offset after the Upper Tester has ordered the IUT to be in 

connectable mode. 

Å Test Procedure 

Upper TesterIUTLower Tester

IUT is in BB-Standby Idle mode.

Inquiry (ID-Packet, [train A
1
(B)

1
,..])

(LIAC)

Inquiry (ID-Packet, [train A
n
(B)

n
,..])

(LIAC)

T GAP (100)

Initiate limited inquiry

Verify that the IUT performs 
limited inquiry (LIAC) for at least T 
GAP (100) if it was required.

 

Figure 4.74: GAP/IDLE/LIN/BV-01-C [Limited Inquiry ï IUT is Central] MSC 

1. The IUT is ordered (by using the Upper Tester) to initiate limited inquiry. 

2. The Lower Tester scans for inquiry packets from the IUT to receive a packet within the IUTôs 

repetition of A-train. 

3. The Lower Tester monitors the train A during 10 ms. If no inquiry packet is received, the Lower 

Tester switches to scan train B during 10 ms. 

4. Switching trains will continue until first ID packet is received by the Lower Tester. The Lower 

Tester adjusts its RX window and phase to get the remaining hops. 

5. The Lower Tester monitors inquiry packets for 255 times. 

6. The Lower Tester immediately starts listening on the other train frequencies. It monitors for 

256 times. 

7. Steps 5 and 6 are repeated until 10.24s - 10ms - 20 ms. 

Å Expected Outcome 

Pass verdict 

The IUT sends at least for TGAP(100) - 30 ms inquiry messages (ID-Packet) by using LIAC. 
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4.6.4 Device Discovery ï Central  

Verify the correct behavior in this mode. The role of the IUT is Central and initiator. 

GAP/IDLE/DED/BV-02-C [Device Discovery and Name Discovery ï Secure Simple Pairing 
Supported by IUT]  

Å Test Purpose 

Verify that the IUT that supports Secure Simple Pairing first performs the inquiry procedure and 

afterwards it performs the name discovery procedure for one Peripheral if device discovery is 

required by upper layer of the IUT. 

Å Reference 

[1] 6.4 

Å Initial Condition 

- The IUT is in Idle mode with security mode 4 supported by the IUT. 

- The Lower Tester's LMP features include: 

ǐ Feature bit 51 (Secure Simple Pairing) set to 1 

ǐ Feature bit 63 (Extended Features) set to 1 

ǐ Feature bit 64 (Secure Simple Pairing ï Host Support) set to 1 

- The Lower Tester is discoverable and connectable. 

Å Test Procedure 

IUTLower Tester Upper Tester

IUT is in Idle mode and supports security mode 4.

Inquiry

(LIAC or GIAC)

Inquiry

(LIAC or GIAC)

Inquiry Response

Name request

Name response

Initiate device discovery

Name request procedure is 

started.

Name request procedure is 

completed

Verify that the IUT performs a 

name request after having 

performed inquiry.

IUT (Central) gets the address 

of the Lower Tester 

(Peripheral).

 

Figure 4.75: GAP/IDLE/DED/BV-02-C [Device Discovery and Name Discovery ï Secure Simple Pairing 
Supported by IUT] MSC 
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Å Expected Outcome 

Pass verdict 

After inquiry, the IUT performs a successful name request procedure. 

4.6.5 Bonding ï Central  

Verify the correct behavior in this mode. The role of the IUT is Central and initiator. 

Applicable only for IUTs supporting initiation of dedicated bonding and initiation of limited or general 

inquiry. 

GAP/IDLE/BON/BV -02-C [Bonding ï Central ] 

Å Test Purpose 

Verify that, if the bonding procedure is required by upper layer of the IUT with the reason only to 

create and exchange a link key (dedicated bonding), it performs the dedicated bonding procedure. 

The IUT is Central and initiator of the bonding procedure. The Lower Tester is Peripheral and 

acceptor. 

Å Reference 

[1] 6.5 

Å Initial Condition 

- The Preamble ñInquiry procedureò is performed with supported security mode 2 or 4 of the IUT. 

- The Lower Testerôs LMP features include: 

ǐ Feature bit 51 (Secure Simple Pairing) set to 1 

ǐ Feature bit 63 (Extended Features) set to 1 

ǐ Feature bit 64 (Secure Simple Pairing ï Host Support) set to 0 
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Å Test Procedure 

IUTLower Tester Upper Tester

Preamble Inquiry is performed.

Page request (BB-functionality)

(ID-packet (Peripherals DAC))

Page request (BB-functionality)

(ID-packet (Peripherals DAC))

Page response (BB-functionality)

(ID-packet (Peripherals DAC))

FHS-packet (BB-functionality)

FHS-acknowledge (BB-functionality)

(ID-packet (Peripherals DAC))

POLL-packet (BB-functionality)

LMP_features_req (features)

LMP_features_res (features)

Initiate dedicated bonding

LMP_host_connection_req

LMP_accepted

(opcode: LMP_host_connection_req)

LMP_features_req_ext (optional)

LMP_features_res_ext (optional)

LMP_in_rand)

(rand_nr)
LMP_accepted

(opcode: LMP_in_rand)

LMP_comb_key

(rand_nr)
LMP_comb_key

(rand_nr)

NULL-packet (BB-functionality)

Paging procedure is performed 
successfully on BB-Level, and link 
establishment is started.

Authentication is initiated by 
IUT (LMP_Pairing)

BB-funtionality: All used BB-messages are 

explained in the BB test suite.

 

Figure 4.76: GAP/IDLE/BON/BV-02-C [Bonding ï Central] MSC 
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1. After the Preamble, the IUT is ordered by the Upper Tester to initiate the dedicated bonding 

procedure. 

2. Afterwards, the Dedicated Bonding procedure is performed successfully. 

Å Expected Outcome 

Pass verdict 

After the authentication is completed, the IUT has sent an "LMP_detach" message. 

Verify that the resulting link key is a combination key. 

4.6.6 Dedicated Bonding test cases 

GAP/IDLE/BON/BV -03-C [Dedicated Bonding]  

Å Test Purpose 

Verify that dedicated bonding is performed. 

The IUT is Central and initiator of the bonding procedure. The Lower Tester is Peripheral and 

acceptor. 

Å Reference 

[1] 6.5 

Å Initial Condition 

- The Preamble ñInquiry procedureò is performed with security mode 4 of the IUT. 

- The Lower Testerôs LMP features include: 

ǐ Feature bit 51 (Secure Simple Pairing) set to 1 

ǐ Feature bit 63 (Extended Features) set to 1 

ǐ Feature bit 64 (Secure Simple Pairing ï Host Support) set to 1 

- The Lower Testerôs IO capabilities are set to ñDisplayYesNoò. 

- The Lower Testerôs Authentication_Requirements set to ñMITM protection not required ï 

Dedicated Bondingò (0x02). 
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Å Test Procedure 

Upper Tester

LMP_features_req_ext

LMP_features_res_ext

 

Figure 4.77: GAP/IDLE/BON/BV-03-C [Dedicated Bonding] MSC 
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1. After the Preamble, the IUT is ordered by the Upper Tester to initiate the dedicated bonding 

procedure. 

2. Afterwards, the Dedicated Bonding procedure is performed successfully. 

Å Expected Outcome 

Pass verdict 

After the authentication is completed, the IUT has sent an ñLMP_detachò message. 

Verify that the Authentication_Requirements parameter received from the IUT is either: 

0x02 (MITM Protection Not Required ï Dedicated Bonding) 

or 

0x03 (MITM Protection Required ï Dedicated Bonding). 

If the Authentication_Requirements parameter is 0x02, verify that the link key is an unauthenticated 

combination key. If the Authentication_Requirements parameter is 0x03, verify that the link key is an 

authenticated combination key. 

GAP/IDLE/BON/BV -04-C [Dedicated Bonding ï Authenticated Link Key]  

Å Test Purpose 

Verify that dedicated bonding is performed. 

The IUT is Central and initiator of the bonding procedure. The Lower Tester is Peripheral and 

acceptor. 

Å Reference 

[1] 6.5 

Å Initial Condition 

- The Preamble ñInquiry procedureò is performed. 

- The Lower Testerôs LMP features include: 

ǐ Feature bit 51 (Secure Simple Pairing) set to 1 

ǐ Feature bit 63 (Extended Features) set to 

ǐ Feature bit 64 (Secure Simple Pairing ï Host Support) set to 1 

- The Lower Testerôs IO capabilities are set to ñDisplayYesNoò. 

- The Lower Testerôs Authentication_Requirements set to ñMITM protection required ï Dedicated 

Bondingò (0x03). 
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Å Test Procedure 

Upper Tester

LMP_features_req_ext

LMP_features_res_ext

 

Figure 4.78: GAP/IDLE/BON/BV-04-C [Dedicated Bonding ï Authenticated Link Key] MSC 
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1. After the Preamble, the IUT is ordered by the Upper Tester to initiate the dedicated bonding 

procedure. 

2. Afterwards, the Dedicated Bonding procedure is performed successfully. 

Å Expected Outcome 

Pass verdict 

After the authentication is completed, the IUT has sent an ñLMP_detachò message. 

Verify that the Authentication_Requirements parameter received from the IUT is either: 

0x02 (MITM Protection Not Required ï Dedicated Bonding) or 

0x03 (MITM Protection Required ï Dedicated Bonding). 

Verify that the resulting link key is an authenticated combination key. 

4.6.7 General Bonding test cases 

GAP/IDLE/BON/BV -05-C [General Bonding]  

Å Test Purpose 

Verify that general bonding is performed. 

The IUT is Central and initiator of the bonding procedure. The Lower Tester is Peripheral and 

acceptor. 

Å Reference 

[1] 6.5 

Å Initial Condition 

- The Preamble ñInquiry procedureò is performed with security mode 4 of the IUT. 

- The Lower Testerôs LMP features include: 

ǐ Feature bit 51 (Secure Simple Pairing) set to 1 

ǐ Feature bit 63 (Extended Features) set to 1 

ǐ Feature bit 64 (Secure Simple Pairing ï Host Support) set to 1 

- The Lower Testerôs IO capabilities are set to ñDisplayYesNoò. 

- The Lower Testerôs Authentication_Requirements set to ñMITM protection no required ï General 

Bondingò (0x04). 
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Å Test Procedure 

Upper Tester

LMP_features_req_ext 

LMP_features_res_ext 

 

Figure 4.79: GAP/IDLE/BON/BV-05-C [General Bonding] MSC 
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1. After the Preamble, the IUT is ordered by the Upper Tester to initiate the general bonding 

procedure. 

2. Afterwards, the General Bonding procedure is performed successfully. 

Å Expected Outcome 

Pass verdict 

After the authentication is completed, the IUT has sent an ñL2CAP_connect_reqò message. 

Verify that the Authentication_Requirements parameter received from the IUT is either: 

0x04 (MITM Protection Not Required ï General Bonding) or 

0x05 (MITM Protection Required ï General Bonding). 

If the Authentication_Requirements parameter is 0x04, verify that the link key is an unauthenticated 

combination key. If the Authentication_Requirements parameter is 0x05, verify that the link key is an 

authenticated combination key. 

GAP/IDLE/BON/BV -06-C [General Bonding ï Authenticated Link Key]  

Å Test Purpose 

Verify that general bonding is performed. 

The IUT is Central and initiator of the bonding procedure. The Lower Tester is Peripheral and 

acceptor. 

Å Reference 

[1] 6.5 

Å Initial Condition 

- The Preamble ñInquiry procedureò is performed with security mode 4 of the IUT. 

- The Lower Testerôs LMP features include: 

ǐ Feature bit 51 (Secure Simple Pairing) set to 1 

ǐ Feature bit 63 (Extended Features) set to 1 

ǐ Feature bit 64 (Secure Simple Pairing ï Host Support) set to 1 

- The Lower Testerôs IO capabilities are set to ñDisplayYesNoò. 

- The Lower Testerôs Authentication_Requirements are set to ñMITM Protection Required ï 

General Bondingò (0x05). 
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Å Test Procedure 

 

Figure 4.80: GAP/IDLE/BON/BV-06-C [General Bonding ï Authenticated Link Key] MSC 




























































































































































































































































































































































































































































