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Bluetooth Voice Assistant Profile / Profile Specification

Use of this specification is your acknowledgement that you agree to and will comply with the following notices and disclaimers.
You are advised to seek appropriate legal, engineering, and other professional advice regarding the use, interpretation, and effect
of this specification.

Use of Bluetooth specifications by members of Bluetooth SIG is governed by the membership and other related agreements
between Bluetooth SIG and its members, including those agreements posted on Bluetooth SIG’s website located at
www.bluetooth.com. Any use of this specification by a member that is not in compliance with the applicable membership
and other related agreements is prohibited and, among other things, may result in (i) termination of the applicable agreements
and (ii) liability for infringement of the intellectual property rights of Bluetooth SIG and its members. This specification may
provide options, because, for example, some products do not implement every portion of the specification. All content within the
specification, including notes, appendices, figures, tables, message sequence charts, examples, sample data, and each option
identified is intended to be within the bounds of the Scope as defined in the Bluetooth Patent/Copyright License Agreement
(“PCLA”). Also, the identification of options for implementing a portion of the specification is intended to provide design flexibility
without establishing, for purposes of the PCLA, that any of these options is a “technically reasonable non-infringing alternative.”

Use of this specification by anyone who is not a member of Bluetooth SIG is prohibited and is an infringement of the intellectual
property rights of Bluetooth SIG and its members. The furnishing of this specification does not grant any license to any
intellectual property of Bluetooth SIG or its members. THIS SPECIFICATION IS PROVIDED “AS IS” AND BLUETOOTH SIG, ITS
MEMBERS AND THEIR AFFILIATES MAKE NO REPRESENTATIONS OR WARRANTIES AND DISCLAIM ALL WARRANTIES, EXPRESS
OR IMPLIED, INCLUDING ANY WARRANTIES OF MERCHANTABILITY, TITLE, NON-INFRINGEMENT, FITNESS FOR ANY PARTICULAR
PURPOSE, OR THAT THE CONTENT OF THIS SPECIFICATION IS FREE OF ERRORS. For the avoidance of doubt, Bluetooth SIG has
not made any search or investigation as to third parties that may claim rights in or to any specifications or any intellectual
property that may be required to implement any specifications and it disclaims any obligation or duty to do so.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, BLUETOOTH SIG, ITS MEMBERS AND THEIR AFFILIATES DISCLAIM
ALL LIABILITY ARISING OUT OF OR RELATING TO USE OF THIS SPECIFICATION AND ANY INFORMATION CONTAINED IN THIS
SPECIFICATION, INCLUDING LOST REVENUE, PROFITS, DATA OR PROGRAMS, OR BUSINESS INTERRUPTION, OR FOR SPECIAL,
INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF
LIABILITY, AND EVEN IF BLUETOOTH SIG, ITS MEMBERS OR THEIR AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF THE
DAMAGES.

Products equipped with Bluetooth wireless technology ("Bluetooth Products") and their combination, operation, use,
implementation, and distribution may be subject to regulatory controls under the laws and regulations of numerous countries
that regulate products that use wireless non-licensed spectrum. Examples include airline regulations, telecommunications
regulations, technology transfer controls, and health and safety regulations. You are solely responsible for complying with all
applicable laws and regulations and for obtaining any and all required authorizations, permits, or licenses in connection with your
use of this specification and development, manufacture, and distribution of Bluetooth Products. Nothing in this specification
provides any information or assistance in connection with complying with applicable laws or regulations or obtaining required
authorizations, permits, or licenses.

Bluetooth SIG is not required to adopt any specification or portion thereof. If this specification is not the final version adopted
by Bluetooth SIG’s Board of Directors, it may not be adopted. Any specification adopted by Bluetooth SIG’s Board of Directors
may be withdrawn, replaced, or modified at any time. Bluetooth SIG reserves the right to change or alter final specifications in
accordance with its membership and operating agreements.

Copyright © 2025. All copyrights in the Bluetooth Specifications themselves are owned by Apple Inc., Ericsson AB, Intel
Corporation, Google LLC, Lenovo (Singapore) Pte. Ltd., Microsoft Corporation, Nokia Corporation, and Toshiba Corporation. The
Bluetooth word mark and logos are owned by Bluetooth SIG, Inc. Other third-party brands and names are the property of their
respective owners.

Bluetooth SIG Proprietary Page 3 of 27



£3 Bluetooth’ Voice Assistant Profile / Profile Specification

Contents

-

(19} 4o Yo [T o3 41 o TR P 6
1.1 LANBUAEE ettt ettt ettt ettt e et e a e a et en e a e a et enaa et eneneanens 6
1.1.1 Language CONVENTIONS ...cvuniiuieiein ettt et ettt e et et et et et et etneenneenneeneeenneenesneeaeeennes 6
T.1.1.1  Implementation @ltErNAtIVES ....cu.ienieiiiii ettt e et et e eneeaeneaenneaennennannns 7
T.1.1.2  DISCIEPANCIES «euiviniiiiitiiee ettt e et ee e ettt etettueaeenetasnsaatnesetnssssnsnesnesnssesnseernsessnsnennsnns 7
1.1.2 RESEINVEA fOr FUTUIE USE ..euniiiiiiiiiiiiieii et ettt ettt e et e et et et e e et e eaaeeeneennnan 7
1.1.3 [ (0] a11 o] 1 (=Y I PP OPT RPN 7
1.2 ReqUIremMENTS IN TADLES ..iuiiiiiiiiie e e et e e e e e et e e e et e e e e eaaaneaaanannes 7
1.21 Table requirements fOr UNUSEA CELLS ....uvuniinniiiiieiie ettt e e ee e eeeeaaae 8
1.3 (070] 01 (0] 0 T T o [t PRSPPI 8

(02010 11 1={ U] - 1 { ] o TS 9
2.1 [2(0] LT PPN 9
2.1.1 Profile role SUPPOIT rEQUIFEMENTS ..iuiunieiiei ettt e e e e e e e et e s eneaaenaaeenenarnanaans 11
2.2 Role and ServiCe relatioNShiPS cuv.iuiue it et e e e et e e e et et eaa e eeaaneanans 11
2.3 Concurrency limitations and reStriCtioNS ......c..eeeuiieiiiiiieeie et e e e 12
2.4 GAP: Topology limitations and/or restrictions defined by GAP ......ccuviuviiiiiiiiiiiiniieieieeeeenns 12
2.5 Core Configuration dEPENUENCIES ...vvuuiiuniiieeieii ittt et et e et et et et erneetnranneeneenneens 12
251 Core feature inter-layer dependENCIES ... .c.ueeuiiuiiiiii ittt et et eeneeenne 12
2.6 Dependencies on other specifications external to the Core .........veuveeviiiiiiiiiieiiirie e eeeaenns 13

VAG role reqUIrEMENTS ..cueeieieiiieieieieeeieiereeeceeecececasesesssasasssasasasssssssssssssssasssssasasssasasasnsasasasns 14
3.1 Incremental Generic Voice Assistant Service reqUIremMeNts ......c.veuveureuiiiriieineeeeeeeeeeenenns 14
3.2 Incremental Voice Assistant Service reqUIrEMENTS .....ccuiiueiuiiiiiieeieiieeieeieeieeieeeeneeeeneeneeneenns 14
3.3 VAG PIrOCEAUIES euneeiiiieene ittt et et e et e et et et et et esaasaetaeetnnstnnetneensasnsesnsannsennsenneens 14
3.3.1 VAG-triggered VA SESSION STAM .....cuiuiiiiiiieiie et ee e e e e eaeeaeeneaannanns 14
3.3.2 VAG-triggered VA SESSION ENG . cuuiiiiiiiii ittt e e s ea e ea e ea e e e e eens 15

VAT role reQUIrEIMENTS .eucuiiiiieiiiiieieieieieieeecesesesecasasasssssssasssasasasssssssasssssssasssssasasssasasasasasasasns 17
4.1 SBIVICE TISCOVEIY uitiiniiiiiitie ettt ee e e et et et et e et s et taesessnetnenssasnasasnssesnssesnenesnenannsnns 17
4.1.1 CharaCteriStiC AISCOVEIY ..uuiuiiuiieiie ittt ee et e et et e e eeeeene e e et et eneeaaeneenaanaenannns 17
4.2 Receipt of characteristic NOLIfICAIONS ...cuuiuniiii e e e e e eans 17
4.3 VAT PrOCEAUIES .uniitiiiee ittt ettt et eaeneeaeenaasannennansennennennanssnsenssasennssnensssnsnsenees 17
4.3.1 VA DS COVEIY ititniniii ittt ettt ettt ettt et ete it eaeteneananeantaesasneaetnenesnsnennsnssnsnesnsnseesnsnnes 18
4.3.2 VA Session [NITIalization ......cueu it e e e e et eaeeaeaeaaanaans 18
4.3.3 VAT-triggered VA SESSION STArt ...c..euiuiiiiiiiie e e e e e e eneaennanns 19
4.3.4 VAT- triggered VA SeSSION ENA . cuuiiniiiiiiii ittt et ee e e e e e e e eaas 20
4.4 Summary of GATT inter-layer dependencies for VAT ......c.uieiiiiiiiiiiie e e 21

Connection establishment ProCcedures ......cccieieiiiiiiiiiiiiiiieiiiiieieiiieretececererecceresesesesesessseseses 23
5.1 Peripheral connection establiShment ........co.oiiiiiiii e 23
5.1.1 Connection procedure t0 NON-boNded dEVICES ....cuiiuiiuiiiiiiiiiiriie e e e e eanes 23
5.1.2 Connection procedure t0 bONAed AEVICES ....ceuiiuiiniiiiiiiieiie et ee e e e enaas 23
5.1.3 Link LoSS reCONNECiON PrOCEAUIE ...uivuiiniiiiiieiie et ee et e tee e ee e e eeeeeeeeeae e eaeanaans 24
5.2 Central connection establiShmENt ..o e e e eaas 24
5.2.1 DEVICE QISCOVEIY .eniniiiiiiiiie ettt et e et e e e e et e et e et s eaasnaaetaenssasnasasnennens 24

Bluetooth SIG Proprietary Page 4 of 27



£3 Bluetooth’ Voice Assistant Profile / Profile Specification

5.2.2 (OFeTa]al=ToxuTo Tl o] o e1=To LU ] (TR 24
5.2.3 Link LOSS reCONNECTION PrOCEAUIE ....ivuiniiiiiiiie it ee e ee e et e e et eae e e saaeneaeanaanans 24
5.24 CONNECTION INTEIVAL ..euiiiiiiiit ettt e et e e e e e et e e e et eaeeaeneaaneannanannannns 24
6  SeCUNNtY reqUIrEMENTS ..cciiiiiiiieiiiieieiiiieitieietersecetescacessssecessasessssssessssssssssssssssssssssssssssssessnss 25
6.1 Security requirements fOr LOW ENEIZY ...vuivuiiiiiiiiiieiie ittt ee e e e e e e e aans 25
6.1.1 Connection security — Authenticated LiNK ........c.ooiiiiiii e, 25
6.1.2 Connection security — Unauthenticated LNk .........ccoooiiiiiiiiiiiie e, 25
6.1.3 PIIVACY ettt ettt et et et et et et ea e ea e an e eans 25
7 Acronyms and abbreviations ....ccciciiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiitetiettietetteatetestatetsssesessnsnsssncns 26
T £ U= (=Y =1 o 1o Y 27

Bluetooth SIG Proprietary Page 5 of 27



£3 Bluetooth' Voice Assistant Profile / Profile Specification

1 Introduction

A Voice Assistant (VA) is an intelligent tool that responds to spoken commands and helps users perform tasks
or get information. This specification provides the ability for a Voice Assistant Terminal (VAT) (e.g., earbuds, a
car kit, or a non-audio Bluetooth device) to control and interact with one or more VAs on a Voice Assistant
Gateway (VAG) (e.g., a smartphone or a laptop) thatimplements a Generic Voice Assistant Service (GVAS) and,
optionally, one or more Voice Assistant Services (VASes). GVAS provides a VAT easy access to a default VA on
a VAG. A VAG that provides access to multiple VAs may expose a VAS for each VA to enable a richer VAT to pick
its preferred VA for each interaction.

1.1 Language

1.1.1 Language conventions

In the development of a specification, the Bluetooth SIG has established the following conventions for use of
the terms “shall”, “mandatory”, “shall not”, “should”, “should not”, “may”, “optional”, “must”, and “can”. In this
Bluetooth specification, the terms in Table 1.1 have the specific meanings given in that table, irrespective of

other meanings that exist.

Term Definition
shall —used to express what is required by the specification and is to be implemented exactly as
or written without deviation
mandatory
shall not —used to express what is forbidden by the specification
should — not mandatory. Used to express either:
or 1. whatis recommended by the specification without forbidding anything (“should”)
may 2. whatis permissible within the limits of the specification (“may” or “optional”)
or
optional
should not —used to indicate that something is discouraged but not forbidden by the specification
must —used to indicate either:
1. anindisputable statement of fact that is always true regardless of the circumstances
2. animplication or natural consequence if a separately-stated requirement is followed
can —used to express a statement of possibility or capability

Table 1.1: Language conventions terms and definitions

Where more than one item is permitted but not required, the choices to include or support those items
are independent from one another unless the specification explicitly states otherwise. Each item that is
implemented shall be implemented exactly as written without deviation.
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1.1.1.1 Implementation alternatives

When specification content indicates that there are multiple alternatives to satisfy specification requirements,
if one alternative is explained or illustrated in an example it is not intended to limit other alternatives that the
specification requirements permit.

1.1.1.2 Discrepancies

Itis the goal of Bluetooth SIG that specifications are clear, unambiguous, and do not contain discrepancies.
However, members can report any perceived discrepancy by filing an erratum and can request a test case
waiver as appropriate.

1.1.2 Reserved for Future Use

Where a field in a packet, Protocol Data Unit (PDU), or other data structure is described as "Reserved for Future
Use" (irrespective of whether in uppercase or lowercase), the device creating the structure shall set its value

to zero unless otherwise specified. Any device receiving or interpreting the structure shall ignore that field; in
particular, it shall not reject the structure because of the value of the field.

Where a field, parameter, or other variable object can take a range of values, and some values are described
as "Reserved for Future Use," a device sending the object shall not set the object to those values. A device
receiving an object with such a value should reject it, and any data structure containing it, as being erroneous;
however, this does not apply in a context where the object is described as being ignored or it is specified to
ignore unrecognized values.

When a field value is a bit field, unassigned bits can be marked as Reserved for Future Use and shall be set
to 0. Implementations that receive a message that contains a Reserved for Future Use bit that is set to 1 shall
process the message as if that bit was set to 0, except where specified otherwise.

The acronym RFU is equivalent to Reserved for Future Use.

1.1.3 Prohibited

When a field value is an enumeration, unassigned values can be marked as “Prohibited.” These values shall
never be used by an implementation, and any message received that includes a Prohibited value shall be
ignored and shall not be processed and shall not be responded to.

Where a field, parameter, or other variable object can take a range of values, and some values are described as
“Prohibited,” devices shall not set the object to any of those Prohibited values. A device receiving an object with
such a value should reject it, and any data structure containing it, as being erroneous.

“Prohibited” is never abbreviated.

1.2 Requirementsin Tables

Requirements in this specification are defined as "Mandatory" (M), "Optional" (O), "Excluded" (E), “Not
Applicable” (N/A), or "Conditional" (C.#). Conditional statements (C.#) are listed directly below the table in
which they appear.

e "M”for mandatory. See Table 1.1.

e "O” for optional. See Table 1.1.

Bluetooth SIG Proprietary Page 7 of 27



£3 Bluetooth' Voice Assistant Profile / Profile Specification

e “E”for excluded. “Excluded” means not permitted in this context; cannot be supported or included for this
purpose. The item can still be supported or included if allowed for some other purpose (e.g., a feature can
be mandatory for one role and excluded for another; a device that supports both roles must support this
feature).

e “C.#” for conditional. “Conditional” means that an item is required, optional, or prohibited based on
whether one or more other items are supported or included (# represents any number). Within the definition
of the condition, if those other items mean that “not permitted” applies, it has the same meaning as “E”.

1.2.1 Table requirements for unused cells

An unused cellis a table cell without a value or content, which is indicated with either the word “none” (without

quotation marks) or a hyphen (i.e., a “minus” sign).

1.3 Conformance

Each capability of this specification shall be supported in the specified manner. This specification may provide
options for design flexibility, because, for example, some products do not implement every portion of the
specification. For each implementation option that is supported, it shall be supported as specified.
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2.1 Roles

VAP defines two roles:

¢ Voice Assistant Terminal (VAT): A device that controls and manages VA sessions. Example devices
implementing the VAT role include audio devices such as headphones, earbuds, car kits, and non-audio

devices such as remote controls.

* Voice Assistant Gateway (VAG): A device that exposes VA controls, configuration, and information, and
is associated with one or more VA applications with operations, functions, and methods specified by the
implementer. Example devices implementing the VAG role include smartphones and laptops.

This specification establishes no requirements on the VA itself or the Audio Streams that devices may use to

carry verbal requests and responses.

As an example, Figure 2.1 shows a person speaking into a wireless headset device that has a button to control
and interact with the VA, implementing the VAT role. The person provides commands and instructions to one or

more VAGs. The VAGs can have a local or remote VA.

Voice Assistant Terminal

Figure 2.1: Use case scenario for VAP

Bluetooth LE
Profile

a2
A

_Implementer-specified

A
\

Voice Assistant

[

\

O

Voice Assistant Gateway

F N

A\ 4

VAT VAG

GVAS

Figure 2.2: Device roles for VAP
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The following steps list the actions taken by each device in the example shown in Figure 2.2:

1. The user takes an action on their VAT to initiate a VA (e.g., presses a button, performs a gesture).
2. The VAT detects the user action and triggers the VA in the VAG.

3. The VAG starts receiving and processing the voice command.

4. The VAG responds (e.g., with actions or audio responses).

Figure 2.3 shows how multiple VAG devices expose the same VA provider. VAT 1 can connect to one of the VAG
devices to use VA 1 at any given time.

Bluetooth LE
< » GVAS
VAG 1
__ Implementer-specified
GVAS VA 1
VAT 1 < > VAG 2 < > .
with UUID 1
VAG 3 GVAS
Voice Assistant
Profile

Figure 2.3: Multiple VAG devices with a single VA

The Voice Assistant Service (VAS) enables a VAT device to control and configure VA functionality on a VAG. For
more capable VAT devices, VAS provides the necessary methods to find and connect to a specific VA through
any connected VAG.

Figure 2.4 shows how the user can interact with multiple devices implementing the VAG role and VA services
from a single VAT. In this example, VAT 1 is connected to two devices implementing the VAG role, with each
device having one GVAS and two VAS instances, and VA 1 available to both VAG devices. VA 1 has the same VA
Name and VA UUID regardless of which VAG the VAT uses to access it. VA 2 and VA 3 have their own unique VA
Names and VA UUIDs.

Bluetooth SIG Proprietary Page 10 of 27



€3 Bluetooth Voice Assistant Profile / Profile Specification

Voice Assistant VA3

Profile / with UUID 3
GVAS

VAG 1
/ e \
VA1
with UUID 1
\ GVAS /

VAG 2
VAS
\ VA 2

with UUID 2

VAT 1

Bluetooth LE

A

_Implementer-specified

y
\

Figure 2.4: Common VAs across multiple VAGs

2.1.1 Profile role support requirements

Devices that implement this profile shall implement at least one profile role as specified in Table 2.1.

Profile Role Requirement
VAG C.1
VAT C.1

Table 2.1: Role requirements for devices implementing VAP
C.1: Mandatory to support at least one role

2.2 Role and service relationships

The following profile role and service relationships apply:

* The VAG shall be a Generic Attribute Profile (GATT) Server thatimplements the VAS.
* The VAT shall be a GATT Client.

Figure 2.5 shows the relationship between services and profile roles, where profile roles are represented by gray
boxes and services by yellow boxes. VA applications are represented by blue boxes.

In this example, the VAT is connected to a device implementing the VAG role that has two VAs, with one GVAS
and two VAS instances, and VA 1 being the default VA.
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Voice Assistant

Profile
VA1

/ with UUID 1
GVAS
VAS

\ VA2

with UUID 2

VAT

VAG

A
v

Bluetooth LE

a
v

Implementer-specified

A
\

Figure 2.5: Relationship between services and profile roles

VATs can access all instances of VAS and GVAS on a VAG. A lightweight VAT implementation that does not need
to access and control each individual VAS on a VAG can use GVAS to provide a single point of access for the
default VA. Richer VAT implementations that provide more control for choosing specific VAs can access and
control each VAS individually, if exposed by the VAG. For detailed descriptions of the characteristics referenced
in this profile, see VAS [2].

2.3 Concurrency limitations and restrictions

There are no concurrency limitations or restrictions for the VAG or VAT imposed by VAP. A device may
implement the VAG or VAT roles together with other profiles.

2.4 GAP: Topology limitations and/or restrictions defined by
GAP

There are no topology limitations or restrictions.
The Generic Access Profile (GAP) roles for the VAG and VAT may be defined by a higher-layer specification.

2.5 Core Configuration dependencies

An implementation of this profile requires an implementation of a Core Configuration that supports the LE
transport. The Basic Rate/Enhanced Data Rate (BR/EDR) transport is not supported by VAP.

2.5.1 Core feature inter-layer dependencies

Devices that implement this profile shall support the Link Layer (LL) features specified in Table 2.2.
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LL VAP Role
VAG VAT
LE Encryption (see Volume 6, Part B, Section M M

4.6.1 in the Bluetooth Core Specification [3])

LL Privacy (see Volume 6, Part B, Section M M
4.6.7in[3])
LE Extended Advertising (see Volume 6, Part M M

B, Section 4.6.12in [3])

Table 2.2: Core feature inter-layer dependencies

2.6 Dependencies on other specifications external to the Core

There are no dependencies on other specifications external to the Bluetooth Core Specification [3].
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3 VAGrole requirements

This section describes the service requirements for a VAG.

Service/role Support in VAG Section for additional
requirements

Generic Voice Assistant Service M 3.1

Voice Assistant Service (0] 3.2

Table 3.1: Requirements for VAG

3.1 Incremental Generic Voice Assistant Service requirements
The VAG shall instantiate one and only one instance of GVAS as stated in Table 3.1. GVAS shall be instantiated
as a «Primary Service».

3.2 Incremental Voice Assistant Service requirements

The VAG may instantiate one or more instances of VAS as stated in Table 3.1. VAS shall be instantiated as a
«Primary Service». VAGs that provide a VAT access to more than one VA should instantiate a VAS for each of
their VAs.

3.3 VAG procedures

This section defines mandatory procedures for the enablement of GVAS and VAS features. These procedures
describe common user scenarios and specify the implementation sequences required to support the
respective scenarios.

3.3.1 VAG-triggered VA Session Start

Both the VAT and the VAG can trigger the VA Session Start procedure to start an interactive session with the VA.
The VAT-triggered VA Session Start procedure is described in Section 4.3.3.

When the request to start a VA Session originates from the VAG (e.g., the user taps on the VA icon on their
smartphone), then the VAG shall update the Voice Assistant Session State characteristic to the Session Active
state and send a notification about the new state to the VAT.

If the GVAS or VAS supports the Voice Assistant Session Flag characteristic and notifications have been
enabled by the VAT, then the VAG shall send notifications for the Voice Assistant Session Flag characteristic
while the VA is in the Session Active state.

Figure 3.1 shows the VAG-triggered VA Session Start procedure sequence (in MSCs in this document, “Voice
Assistant" in characteristic names is abbreviated to “VA”).
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VAT VAG

( VA Session State: Session Ready )
I

User gesture on VAG device
to start a VA Session

VAS VA Session State
update to Session Active

Notification: VA Session State: Session Active

A

( VA Session State: Session Active )

Notification: VA Session State: Listening Now

Figure 3.1: VAG-triggered VA Session Start procedure sequence

3.3.2 VAG-triggered VA Session End

Both the VAT and the VAG can trigger the VA Session End procedure to terminate an ongoing interactive session
with the VA. The VAT-triggered VA Session End procedure is described in Section 4.3.4.

When the request to stop an ongoing VA Session originates from the VAG (e.g., the VA completed the command
or answered the question), then the VAG shall update the Voice Assistant Session State characteristic to the
Session Ready state and send a notification about the new state to the VAT.

Figure 3.2 shows the VAG-triggered VA Session Stop procedure sequence (in MSCs in this document, “Voice
Assistant" in characteristic names is abbreviated to “VA”).
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VAG

VA Session State: Session Active

Notification: VA Session State: Session Ready

)
|

VA request or user gesture
to end a VA Session

(

VAS VA Session State
update to Session Ready

¢

VA Session State: Session Ready

—_—

Figure 3.2: VAG-triggered VA Session Stop procedure sequence
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4 VAT role requirements

This section lists the VAT role requirements in Table 4.1. A higher-layer profile may specify additional profile role
requirements.

Requirement Support in VAT Section
GATT sub-procedures M 4.4
Service discovery M 4.1
Characteristic discovery M 4.1.1
Characteristic notifications M 4.2

VAT procedures M 4.3

Table 4.1: Requirements for VAT

4.1 Service discovery

The VAT shall use either the GATT Discover All Primary Services sub-procedure or the GATT Discover Primary
Service by Service UUID sub-procedure to discover an instance of GVAS.

To discover instances of VAS, the VAT may use either the GATT Discover All Primary Services sub-procedure or
the GATT Discover Primary Service by Service UUID sub-procedure.

4.1.1 Characteristic discovery

The VAT shall use either the GATT Discover All Characteristics of a Service sub-procedure or the GATT Discover
Characteristics by UUID sub-procedure to discover the characteristics of the services that it uses. In particular,
the VAT shall discover the VAS Control Point and VA Session State characteristics.

The VAT shall use the GATT Discover All Characteristic Descriptors sub-procedure to discover any required
characteristic descriptors.

The VAT shall accept additional optional characteristics in the service records of GVAS and VAS.

4.2 Receipt of characteristic notifications

The VAT shall enable notifications for the VA Control Point and VA Session State characteristics exposed by
GVAS or VAS by writing the notification bits to the VA Control Point and VA Session State Client Characteristic
Configuration Descriptors (CCCDs) (see Volume 3, Part G, Section 3.3.3.3in [3]).

4.3 VAT procedures

This section defines mandatory procedures for the enablement of GVAS and VAS features. These procedures
describe common user scenarios and specify the implementation sequences required to support the
respective scenarios.
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4.3.1 VA Discovery

A VAG has one instance of GVAS and zero or more instances of VAS.

The VAT can discover and read characteristics that provide additional information about the default VA exposed
by GVAS.

The VAT may continue this procedure for each instance of VAS. The VAT can discover and read characteristics
that provide additional information about the VA.

Figure 4.1 shows the VA Discovery procedure sequence (in MSCs in this document, “Voice Assistant" in
characteristic names is abbreviated to “VA”).

VAT VAG

( Paired )

GVAS service discovery and characteristic discovery

«GVAS UUID», GVAS characteristics

VAS service discovery and characteristic discovery

«VAS UUID», VAS characteristics

GVAS ingtance in VAT

( VA Session State: Session Reset )
reemeeeeeennne.....Read VA Service Name, VA Service UUID, Installed Location, Supported Languages | ____.._. >
e - - e e mmmmaan. ..o Characteristic values ...
For each| instance of VAS
( VA Session State: Session Reset )
eeeeemeemnennnn...€8d VA Service Name, VA Service UUID. Installed Location, Supported Languages . >

Figure 4.1: VA Discovery procedure sequence

4.3.2 VA Session Initialization

The VAT shall read the Voice Assistant Session State characteristic to determine the current VA Session state.
If the Voice Assistant Session State characteristic indicates that the VA is in the Session Unavailable state, then
the VAT shall terminate the procedure for this GVAS or VAS instance. The VAT shall resume the procedure for
this GVAS or VAS instance only when the Voice Assistant Session State characteristic is in the Session Reset
state.

After confirming that the Voice Assistant Session State characteristic is not in the Session Unavailable state,
the VAT shall write the VA Control Point opcode Initialize VA Session to initialize and prepare the VA for future
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operations. If the operation completes successfully, then the Voice Assistant Session State characteristic is
updated to the Session Ready state, and the VAG sends a notification about the new state to the VAT.

Figure 4.2 shows the VA Session Initialization procedure sequence (in MSCs in this document, “Voice
Assistant" in characteristic names is abbreviated to “VA”).

VAT VAG

VAS VA Session State
set to Session Reset

C Connected )

Enable Notifications: WA Contral Point, Session Stale

Read VA Session State

VA Session State: Session Reset

F 3

( VA Session State: Session Reset )

WA Control Point Command Opcode: Initialize VA Session

>

VAS VA Session State
update to Session Ready

Maotification: VA Control Point Response Opcode: Success

F

Motification: VA Session State: Session Ready

( VA Session State: Session Ready )

PR - —L

Figure 4.2: VA Session Initialization procedure sequence

4.3.3 VAT-triggered VA Session Start

Both the VAT and the VAG can trigger the VA Session Start procedure to start an interactive session with the VA.
The VAG-triggered procedure is described in Section 3.3.1.

When the request to start a VA Session originates from the VAT (e.g., the user taps on their earbud), then the
VAT shall write the VA Control Point opcode Start VA Session to request the VA to get ready for an interactive VA
session. If the operation completes successfully, then the VAG shall update the Voice Assistant Session State
characteristic to the Session Active state and send a notification about the new state to the VAT. The VAT may
convey the VA Session Start event via its user interface (e.g., by emitting a sound or displaying an icon). If the
operation results in an error, for example due to an invalid prior state, then the VAT may follow the VA Session
Initialization procedure and try again.

If the GVAS or VAS supports the Voice Assistant Session Flag characteristic and the VAT has enabled
notifications for the Voice Assistant Session Flag characteristic, then the VAG shall send notifications for

the Voice Assistant Session Flag characteristic while the VA is in the Session Active state. The VAT may convey
the VA Session Flag values via its user interface.

Figure 4.3 shows the VAT-triggered VA Session Start procedure sequence (in MSCs in this document, “Voice
Assistant” in characteristic names is abbreviated to “VA”).
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VAT VAG

( VA Session State: Session Ready )

I
User gesture on VAT device
to start a VA Session

VA Control Point Command Opcode: Start VA Session

VAS VA Session State
update to Session Active

Notification: VA Control Point Response Opcode: Success

Notification: VA Session State: Session Active

A

( VA Session State: Session Active )
le Notification: VA Session State: Listening Now
» Notification: VA Session State: Processing Now
H
. Notification: VA Session Slate: Playback Now _______________ ...

Figure 4.3: VAT-triggered VA Session Start procedure sequence

4.3.4 VAT-triggered VA Session End

Both the VAT and the VAG can trigger the VA Session End procedure to terminate an ongoing interactive session
with the VA. The VAG-triggered procedure is described in Section 3.3.2.

When the request to stop an ongoing VA Session originates from the VAT (e.g., the user taps on their right
earbud), then the VAT shall write the VA Control Point opcode Stop VA Session to request the VA to terminate
the ongoing interactive VA session. If the operation completes successfully, then the VAG shall update the
Voice Assistant Session State characteristic to the Session Ready state and send a notification about the new
state to the VAT. If the operation fails, the VAT can follow the VA Session Initialization procedure.

Figure 4.4 describes the VAT-triggered VA Session Stop procedure sequence (in MSCs in this document, “Voice
Assistant" in characteristic names is abbreviated to “VA”).
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VAG

( VA Session State: Session Active )

User gesture on VAT device
to end a VA Session

VA Control Point Command Opcode: Stop VA Session

»

Notification: VA Control Point Response Opcode: Success

VAS VA Session State
update to Session Ready

Notification: VA Session State: Session Ready

( VA Session State: Session Ready )

R

Figure 4.4: VAT-triggered VA Session Stop procedure sequence

4.4 Summary of GATT inter-layer dependencies for VAT

Dependencies in this section represent a minimum set of capabilities for a client. Other GATT inter-layer
dependencies may be used if supported by both the GATT Client and the GATT Server.

Table 4.2 summarizes GATT inter-layer dependencies as specified in [3].

GATT Inter-Layer Dependency Support
Discover All Primary Services (see Volume 3, Part G, CA1
Section 4.4.1in[3])

Discover Primary Service by Service UUID (see Volume | C.1
3, Part G, Section 4.4.2in [3])

Discover All Characteristics of a Service (see Volume 3, | C.2
Part G, Section 4.6.1in [3])

Discover Characteristics by UUID (see Volume 3, Part C.2
G, Section 4.6.2in [3])

Discover All Characteristic Descriptors (see Volume 3, M
Part G, Section 4.7.1in[3])

Characteristic Value Notification (see Volume 3, PartG, | M
Section 4.10in [3])

Read Characteristic Value (see Volume 3, Part G, Sec- M
tion4.8.1in[3])

Read Long Characteristic Value (see Volume 3, Part G, M
Section 4.8.3in[3])
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GATT Inter-Layer Dependency Support
Write Without Response (see Volume 3, Part G, Section | M
4.9.1in[3])
Read Characteristic Descriptor (see Volume 3, Part G, M
Section 4.12.1in [3])
Write Characteristic Descriptor (see Volume 3, Part G, M
Section 4.12.3in [3])
Table 4.2: GATT inter-layer dependencies
C.1: Mandatory to support at least one of these sub-procedures.
C.2: Mandatory to support at least one of these sub-procedures.
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5 Connection establishment procedures

This section describes the device discovery and LE Asynchronous Connection-oriented logical (ACL)
connection establishment procedures that are used by a client and a server. These procedures are described in
terms of the following roles:

* Peripheralrole (defined in Volume 3, Part C, Section 2.2.2 in [3])

e Centralrole (defined in Volume 3, Part C, Section 2.2.2in [3])
5.1 Peripheral connection establishment

5.1.1 Connection procedure to non-bonded devices

The connection procedure to hon-bonded devices is used for device discovery and connection establishment
when the Peripheral accepts a connection from a Central to which it is not bonded. The connection procedure
to non-bonded devices is triggered by user interaction, for example, activating a device by inserting a battery
or pushing buttons. To notify the Central that the Peripheral is available for connection establishment, the
Peripheral enters one of the following GAP discoverable modes:

e Limited Discoverable mode (as defined in Volume 3, Part C, Section 9.2.3 in [3])

¢ General Discoverable mode (as defined in Volume 3, Part C, Section 9.2.4 in [3])

The Peripheral shall transmit extended advertising PDUs and, unless defined by higher-layer specifications,
should include the following Advertising Data (AD) data types:

e Ifthe Peripheral is in the Voice Assistant Terminal role, then the Service Solicitation data type to invite
Centrals that expose the GVAS to connect (as defined in Part A, Section 1.10 in the Bluetooth Core
Specification Supplement [1]). In the Service Solicitation Data Type [1], the «GVAS UUID» in its list of
Service Solicitation UUIDs, as described in [4]

e Ifthe Peripheralis in the Voice Assistant Gateway role and supports GVAS over LE, then the Service UUID
AD data type (as defined in Part A, Section 1.1 in [1]) containing the «GVAS UUID», as described in [4]

The Peripheral should include the Appearance Value AD Type with a value that identifies the type of device it
implements as described in [4].

5.1.2 Connection procedure to bonded devices

The connection procedure to bonded devices is used by a Peripheral in the Connectable mode only if the
Peripheral has previously bonded with a Central.

When available for a connection to a bonded device, a Peripheral enters one of the following GAP connectable
modes:

e Directed Connectable mode (as defined in Volume 3, Part C, Section 9.3.3in [3])

e Undirected Connectable mode (as defined in Volume 3, Part C, Section 9.3.4in [3])

The Peripheral should use the advertising filter policy that was configured when bonded using the connection
procedure to non-bonded devices in Section 5.1.1, unless the Peripheral is in the Directed Connectable mode.
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5.1.3 Linkloss reconnection procedure
When a connection is terminated because of link loss, a Peripheral should attempt to reconnect to the Central
by using the procedures described in Section 5.1.1 or Section 5.1.2.

5.2 Central connection establishment

5.2.1 Device discovery
To discover one or more Peripherals, the Central shall use one of the following GAP discovery procedures:

¢ Limited Discovery procedure (as defined in Volume 3, Part C, Section 9.2.5in [3])

* General Discovery procedure (as defined in Volume 3, Part C, Section 9.2.6 in [3])

5.2.2 Connection procedure

A Central shall use one of the following GAP connection establishment procedures based on its connectivity
requirements:

¢ Auto Connection Establishment procedure (as defined in Volume 3 Part C, Section 9.3.5in [3])

* General Connection Establishment procedure (as defined in Volume 3, Part C, Section 9.3.6 in [3])

¢ Selective Connection Establishment procedure (as defined in Volume 3, Part C, Section 9.3.7 in [3])

¢ Direct Connection Establishment procedure (as defined in Volume 3, Part C, Section 9.3.8 in [3])

5.2.3 Linkloss reconnection procedure

When a connection is terminated because of link loss, a Central should attempt to reconnect to the Peripheral
by using any of the GAP connection establishment procedures described in Section 5.2.2.

5.2.4 Connection interval

The connection interval can affect the latency of VAT procedures. Therefore, to reduce the latency when acting
as a VAT, a connection interval should be selected in the range provided in Table 5.1 while in the Session Active
state.

Parameter Value

Range for Connection Interval 10 to 30 milliseconds

Table 5.1: Recommended range for connection interval values
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6 Security requirements

6.1 Security requirements for Low Energy

This section describes the security requirements for devices implementing the VAT and the VAG roles for the LE
transport.

Except for service and characteristic discovery (as allowed by the Bluetooth Core Specification, see Volume 3,
Part G, Section 8.1 in [3]), all access to characteristics defined in the Voice Assistant Service shall require an
encryption key with at least 128 bits of entropy, derived from either:

* LE Secure Connections
e If cross-transport key derivation (CTKD) is used, from BR/EDR Secure Connections

¢ Qut-of-band (OOB) method
Link Layer Privacy, defined in Volume 6, Part B, Section 6 in [3], should be used.
Authenticated link with Man-in-the-Middle (MITM) protection should be implemented.

6.1.1 Connection security - Authenticated link

LE Security Mode 1 Level 4 or stronger should be required for access to all services used by this profile, except
for service and characteristic discovery (as defined in Volume 3, Part G, Section 8.1 in [3]).

6.1.2 Connection security — Unauthenticated link

If the authenticated link security option specified in Section 6.1.1 is not possible, then the LE Security Mode 1
Level 2 or stronger, with LE Secure Connections pairing (see Volume 3, Part H, Section 2.3.5.6 in [3]) shall be
required.

Legacy pairing methods and key sizes less than 128 bits shall be rejected.
6.1.3 Privacy
The Privacy feature (see Volume 3, Part C, Section 10.7 in [3]) shall be supported and enabled:

¢ After bonding, and when attempting to reconnect to a bonded Central, advertising PDUs (including scan
responses) should not contain the device name or any other static data.

¢ The advertising PDU content shall change at the same time as the private address.
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7 Acronyms and abbreviations

Acronym/Abbreviation

Meaning

ACL Asynchronous Connection-oriented logical
AD Advertising Data

BR/EDR Basic Rate/Enhanced Data Rate

CCCD Client Characteristic Configuration Descriptor
CTKD cross-transport key derivation

GAP Generic Access Profile

GATT Generic Attribute Profile

GVAS Generic Voice Assistant Service

LE Low Energy

LL Link Layer

MITM Man-in-the-Middle

00B out-of-band

PDU Protocol Data Unit

RFU Reserved for Future Use

UuID universally unique identifier

VA Voice Assistant

VAG Voice Assistant Gateway

VAP Voice Assistant Profile

VAS Voice Assistant Service

VAT Voice Assistant Terminal

Table 7.1: Acronyms and abbreviations
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8 References

[1] Bluetooth Core Specification Supplement, Version 13 or later
[2] Voice Assistant Service Specification, Version 1.0 or later
[3] Bluetooth Core Specification, Version 6.1 or later

[4] Bluetooth Assigned Numbers, https://www.bluetooth.com/specifications/assigned-numbers/
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