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Abstract

This Bluetooth specification defines fundamental requirements to enable an interoperable mesh
networking solution for Bluetooth low energy wireless technology.
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Use of this specification is your acknowledgement that you agree to and will comply with the following notices and
disclaimers. You are advised to seek appropriate legal, engineering, and other professional advice regarding the use,
interpretation, and effect of this specification.

Use of Bluetooth specifications by members of Bluetooth SIG is governed by the membership and other related
agreements between Bluetooth SIG and its members, including those agreements posted on Bluetooth SIG’s website
located at www.bluetooth.com. Any use of this specification by a member that is not in compliance with the applicable
membership and other related agreements is prohibited and, among other things, may result in (i) termination of the
applicable agreements and (ii) liability for infringement of the intellectual property rights of Bluetooth SIG and its
members. This specification may provide options, because, for example, some products do not implement every portion
of the specification. All content within the specification, including notes, appendices, figures, tables, message sequence
charts, examples, sample data, and each option identified is intended to be within the bounds of the Scope as defined in
the Bluetooth Patent/Copyright License Agreement (“PCLA”). Also, the identification of options for implementing a portion
of the specification is intended to provide design flexibility without establishing, for purposes of the PCLA, that any of
these options is a “technically reasonable non-infringing alternative.”

Use of this specification by anyone who is not a member of Bluetooth SIG is prohibited and is an infringement of
the intellectual property rights of Bluetooth SIG and its members. The furnishing of this specification does not grant
any license to any intellectual property of Bluetooth SIG or its members. THIS SPECIFICATION IS PROVIDED “AS IS”
AND BLUETOOTH SIG, ITS MEMBERS AND THEIR AFFILIATES MAKE NO REPRESENTATIONS OR WARRANTIES AND
DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING ANY WARRANTIES OF MERCHANTABILITY, TITLE,
NON-INFRINGEMENT, FITNESS FOR ANY PARTICULAR PURPOSE, OR THAT THE CONTENT OF THIS SPECIFICATION IS
FREE OF ERRORS. For the avoidance of doubt, Bluetooth SIG has not made any search or investigation as to third
parties that may claim rights in or to any specifications or any intellectual property that may be required to implement any
specifications and it disclaims any obligation or duty to do so.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, BLUETOOTH SIG, ITS MEMBERS AND THEIR AFFILIATES
DISCLAIM ALL LIABILITY ARISING OUT OF OR RELATING TO USE OF THIS SPECIFICATION AND ANY INFORMATION
CONTAINED IN THIS SPECIFICATION, INCLUDING LOST REVENUE, PROFITS, DATA OR PROGRAMS, OR BUSINESS
INTERRUPTION, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER
CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, AND EVEN IF BLUETOOTH SIG, ITS MEMBERS OR THEIR
AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF THE DAMAGES.

Products equipped with Bluetooth wireless technology ("Bluetooth Products”) and their combination, operation, use,
implementation, and distribution may be subject to regulatory controls under the laws and regulations of numerous
countries that regulate products that use wireless non-licensed spectrum. Examples include airline regulations,
telecommunications regulations, technology transfer controls, and health and safety regulations. You are solely
responsible for complying with all applicable laws and regulations and for obtaining any and all required authorizations,
permits, or licenses in connection with your use of this specification and development, manufacture, and distribution of
Bluetooth Products. Nothing in this specification provides any information or assistance in connection with complying
with applicable laws or regulations or obtaining required authorizations, permits, or licenses.

Bluetooth SIG is not required to adopt any specification or portion thereof. If this specification is not the final version
adopted by Bluetooth SIG’s Board of Directors, it may not be adopted. Any specification adopted by Bluetooth SIG’s Board
of Directors may be withdrawn, replaced, or modified at any time. Bluetooth SIG reserves the right to change or alter final
specifications in accordance with its membership and operating agreements.

Copyright © 2015-2025. All copyrights in the Bluetooth Specifications themselves are owned by Apple Inc., Ericsson
AB, Intel Corporation, Google LLC, Lenovo (Singapore) Pte. Ltd., Microsoft Corporation, Nokia Corporation, and Toshiba
Corporation. The Bluetooth word mark and logos are owned by Bluetooth SIG, Inc. Other third-party brands and names are
the property of their respective owners.
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4.2.25.1 Remote Provisioning LINK ..o e 258
4.2.25.2 Remote Provisioning Device UUID ... e 259
4.2.25.3 Remote Provisioning Outbound PDU Count ..........ccoooiiiiiiiiiiiiiieciie e 259
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4.2.39 Directed Control Network Transmit ..........cooiiiiiii e 271
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4.2.48  SAR TranSmMItler ... 277
4.2.48.1 SAR Segment INterval STEP .....cooovuiiiiiii e 277
4.2.48.2 SAR Unicast Retransmissions CouNt ...........ooiiiiiii e 277
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4.2.48.4 SAR Unicast Retransmissions Interval Step ... 278
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4.2.49  SAR RECEIVET ...ttt ettt e e e e e e e e e e 279
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4.2.49.4 SAR DisCard TIMEOUL ......coiiiiiieiiiii e e e e e e e e et eeaeannaes 279
4.2.49.5 SAR Receiver Segment Interval Step ..........oiiiiiiiiiiii e 280
4.2.50 Models Metadata .........cooiiiiiiii e 280
4.2.50.1 Models Metadata Page O .........ccoouuiiiiiiiiiiii e 280
4.2.50.2 Models Metadata Page 128 ... 283
4.3 Message defiNtiONS .....ooouuiiiiii s 283
4.31 Supplemental parameter reqUIrEMENTS ..........iiiiiiiiiiiii e 283
I Tt I T =V T o T PP 284
4.3.1.2 EIemMENt addrESSES ..ovuuiiiiieiiiiei et e et e e 284
4.3.1.3  MOdel IdeNtIfIErs .....cooieiiiiiii i 284
4.3.1.4  BAIEI INUEX ...iiitiieiiii ettt ettt 285
4.3.2  Configuration MESSAGES ... c..uuiiiiiieiii ettt e e e e 285
4.3.2.1 Config BEACON GEL ....covuiieiiiiie et 285
4.3.2.2 Config BEACON SEL .. .oiiiiiiiiiiie e 285
4.3.2.3 Config BEaCoN StatUS ........coeuiiiiiii e 286
4.3.2.4 Config Composition Data Get ...........coouiiiiiii 286
4.3.2.5 Config Composition Data Status ...........coooiiiiiiiii e 286
4.3.2.6 Config Default TTL Get .. .cooiiiiii e 287
4.3.2.7 Config Default TTL St ....cooiiiiiiii e 287
4.3.2.8 Config Default TTL StatUS .......ooiiiiiiei e 287
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4.3.2.9 Config GATT ProxXy Get ....coouuiiiiiiiie e 288
4.3.2.10 Config GATT ProXy Set ..ot 288
4.3.2.11 Config GATT Proxy StAtUS .......cooouiiiiiiiiiie e 289
4.3.2.12 Config Relay Get .....cooiiiiiiiii e e 289
4.3.2.13 Config Relay Set .....cooiiiiiiii s 289
4.3.2.14 Config Relay STatUsS .....cc.uiiiiiiiii e e e 290
4.3.2.15 Config Model Publication Get ...........ccoouiiiiiii e 290
4.3.2.16 Config Model Publication Set ..............oiiiiiiiiii e 291
4.3.2.17 Config Model Publication Virtual Address Set .........cccooiiiiiiiiiiiiii e 292
4.3.2.18 Config Model Publication Status ............coooiiiiiiiiiiiii e 293
4.3.2.19 Config Model Subscription Add ..o e 295
4.3.2.20 Config Model Subscription Virtual Address Add .............ooiiiiiiiiiiiii e 295
4.3.2.21 Config Model Subscription Delete ............coouuiiiiiiiiiiii e 296
4.3.2.22 Config Model Subscription Virtual Address Delete ..o 296
4.3.2.23 Config Model Subscription OVEIWIIEE ........ccoouuiiiiiiiie e 297
4.3.2.24 Config Model Subscription Virtual Address OVerwrite ...........ccooocoveviiiiiiiiiiiiiieiiieeiees 297
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4.3.2.27 Config SIG Model Subscription Get ............coiiiiiiiiiiii e 299
4.3.2.28 Config SIG Model Subscription LiSt ..........c.coiiiiiiiiiii e 300
4.3.2.29 Config Vendor Model Subscription Get ..........ccooiiiiiiiiiiiiii e 300
4.3.2.30 Config Vendor Model Subscription LiSt ...........ccoiuiiiiiiiiiii e 301
4.3.2.31 Config NetKey Add ... e e et 301
4.3.2.32 Config NetKey Update ...........iiiiiiiiii e 302
4.3.2.33 Config NetKey Delete ......cooouiiiiiii e 302
4.3.2.34 Config NetKey Status .......coouuiiiii e 303
4.3.2.35 Config NetKey Gt ..o e 303
4.3.2.36 Config NetKey LISt ....oouuiiiiii e e e 303
4.3.2.37 Config APPKEY A ... e 304
4.3.2.38 Config APPKeEY UPAate ......coveiiiiiei e 304
4.3.2.39 Config APPKEY DEIETIE .......ciiiiiii e 305
4.3.2.40 Config APPKEY STAtUS .....uuiiiiiiiiiii e 305
4.3.2.41 Config APPKEY GELE . .oiiiiiiii s 306
4.3.2.42 Config APPKEY LISt ... 306
4.3.2.43 Config Node Identity Get ........ccooiiiiiiiii e 307
4.3.2.44 Config Node Identity Set .........oooiiiiiiii e 307
4.3.2.45 Config Node Identity Status ...........oooiiiiiiii e 307
4.3.2.46 Config Model APP Bind ......ooeiiiiiie e e 308
4.3.2.47 Config Model App UNDINd ... 308
4.3.2.48 Config Model App STAtUS ...oovuiiiii e 309
4.3.2.49 Config SIG Model APP GeLt ....niiiiiii e 310
4.3.2.50 Config SIG Model AP LISt ....uuiiiiieii e e 310
4.3.2.51 Config Vendor Model APP GEL .....uiiiiiiii e 311
4.3.2.52 Config Vendor Model APP LISt ......oiniii e 311
4.3.2.53 Config NOGE RESEL .....ouuiiiiiiiie e e 312
4.3.2.54 Config Node ReSEt STatUS ......ccoviiiiiiiiiii e 312
4.3.2.55 Config Friend Get ... oo e 312
4.3.2.56 Config FrienNd Set .....coouiiiiiiii e 313
4.3.2.57 Config Friend STAtUS .......ccooiiiii e 313
4.3.2.58 Config Key Refresh Phase Get ... 313
4.3.2.59 Config Key Refresh Phase Set ... 314
4.3.2.60 Config Key Refresh Phase Status ... 314
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4.3.2.67 Config Low Power Node PollTimeout Get .............oooviiiiiiiiiiii e 319
4.3.2.68 Config Low Power Node PollTimeout Status ............cccoeeiiiiiiiiiiiiiiiie e 319
4.3.2.69 Config Network Transmit GEL .........cooiiiiiiiiiii e 320
4.3.2.70 Config Network Transmit SEt .........oiiiiiiiiiii e 320
4.3.2.71 Config Network Transmit Status ............oooeiiiiiiiiiii e 321
4.3.3 Health MESSAUES ....veiiiiii e 321
4.3.3.1 Health CUITent STatUS ... .oooiiii e 321
4.3.3.2 Health Fault Get ....ccooiiiii e 322
4.3.3.3 Health Fault Clear Unacknowledged .............coiiiiiiiiiiiiii e 322
4.3.3.4 Health FAuIt ClEar ... 322
4.3.3.5 Health Fault TESt ... e 323
4.3.3.6 Health Fault Test Unacknowledged ............cccooiiiiiiiiiiiiiii e 323
4.3.3.7 Health Fault STatus .......ouuiiiii e 324
4.3.3.8 Health Period Get .......oouiiiiiiiiiiiiii e 324
4.3.3.9 Health Period Set Unacknowledged .............coooiiiiiiiiiiiiiii e 325
4.3.3.10 Health Period Set .......oouuiiiiiiiiiiiiiii e 325
4.3.3.11 Health Period Status .........o.uuiiiiiiiiii e 326
4.3.3.12 Health Atention Get .......ccooiiiiii e 326
4.3.3.13 Health Attention Set ... e 326
4.3.3.14 Health Attention Set Unacknowledged ..o 327
4.3.3.15 Health Attention Status ..........oooiiiiiii e 327
4.3.4 Remote ProviSioning MESSAJES .. ...uuuiiiiiii it 327
4.3.4.1 Remote Provisioning Scan Capabilities Get ..........ccooviiiiiiii 328
4.3.4.2 Remote Provisioning Scan Capabilities Status ...........ccccoiiiiiiiiiiiiiii e 328
4.3.4.3 Remote Provisioning SCan Get ........ccoiuiiiiiiiiii i 329
4.3.4.4 Remote Provisioning Scan Start ...........coooiiiiiiiiiii e 329
4.3.4.5 Remote Provisioning SCan STOP .....iiiiiiiiiiiiiii e 330
4.3.4.6 Remote Provisioning Scan Status .........c.ccoiiiiiiiiiiiiiei e 330
4.3.4.7 Remote Provisioning Scan RePOIt ... 331
4.3.4.8 Remote Provisioning Extended Scan Start ............coooiiiiiiiii 331
4.3.4.9 Remote Provisioning Extended Scan Report ...........oooouiiiiiiiiiiiii e 332
4.3.4.10 Remote Provisioning Link Get .........ccoiiiiiiii e 333
4.3.4.11 Remote Provisioning LiNK OPeN .......cooiiiiiiiiie e 334
4.3.4.12 Remote Provisioning Link ClOSE ..........ouuiiiiiiiiiiii e 335
4.3.4.13 Remote Provisioning Link Status ...........coooiiiiiii e 335
4.3.4.14 Remote Provisioning LINK REPOIT .......ooiiiiiiii e 336
4.3.4.15 Remote Provisioning PDU SeNd ........cooiiiiiiiiicie e 337
4.3.4.16 Remote Provisioning PDU Outbound Report ...........ccouiiiiiiiiiiiiii e 337
4.3.4.17 Remote Provisioning PDU RePOIt ... 338
4.3.5 Directed Forwarding Configuration MeSSages ...........ccoviiiiiiiiiiiiiiieeiiii e 338
4.3.5.1 Forwarding Table path entries format ... 338
4.3.5.2 Finding a path entry in a Forwarding Table ... 343
4.3.5.3 DIRECTED_CONTROL_GET ..ottt e e e 344
4.3.5.4 DIRECTED_CONTROL_SET ..iiiiiiiiiiiiiiaiiieiiiiaae et e e et e e e e e ee e as 344
4.3.5.5 DIRECTED_CONTROL_STATUS ...ttt e e e e s 347
4.3.5.6 PATH_METRIC _GET ..ottt e e e e e e e e e e eee e e as 348
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4.3.5.7 PATH_METRIC _SET ..ottt 348
4.3.5.8 PATH_METRIC _STATUS ... i 349
4.3.5.9 DISCOVERY_TABLE_CAPABILITIES_GET ..ottt 349
4.3.5.10 DISCOVERY_TABLE_CAPABILITIES_SET ...ttt 350
4.3.5.11 DISCOVERY_TABLE_CAPABILITIES_STATUS ... 350
4.3.5.12 FORWARDING_TABLE_ADD ..ottt 351
4.3.5.13 FORWARDING_TABLE_DELETE .....uiiiiiiiiiiiiii e 353
4.3.5.14 FORWARDING_TABLE_STATUS ...t 353
4.3.5.15 FORWARDING_TABLE_DEPENDENTS_ADD .....ciiiiiiiiiiiiiiiiie et 354
4.3.5.16 FORWARDING_TABLE_DEPENDENTS_DELETE .....cooviiiiiiiiiiiiiii e 356
4.3.5.17 FORWARDING_TABLE_DEPENDENTS_STATUS .....cooiiiiiiiieeeiiii e 357
4.3.5.18 FORWARDING_TABLE_ENTRIES_COUNT_GET ...ccottiiiiiiiiiiiiiiii e 358
4.3.5.19 FORWARDING_TABLE_ENTRIES_COUNT_STATUS .....cooiiiiiiiiiic e 358
4.3.5.20 FORWARDING_TABLE_ENTRIES_GET ...coiiiiiiiiiiei e 359
4.3.5.21 FORWARDING_TABLE_ENTRIES_STATUS ... 361
4.3.5.22 FORWARDING_TABLE_DEPENDENTS_GET ...couiiiiiiiiieiii e 362
4.3.5.23 FORWARDING_TABLE_DEPENDENTS_GET_STATUS ...t 364
4.3.5.24 WANTED_LANES_GET ...uiiiiiiiiiiii ettt 367
4.3.5.25 WANTED _LANES _SET ..oiiiiiiiiiiiiiti et 367
4.3.5.26 WANTED_LANES_STATUS ... 368
4.3.5.27 TWO_WAY _PATH _GET oottt 368
4.3.5.28 TWO _WAY _PATH _SET ettt 369
4.3.5.29 TWO_WAY _PATH_STATUS .. 369
4.3.5.30 PATH_ECHO_INTERVAL_GET ... o e 370
4.3.5.31 PATH_ECHO_INTERVAL_SET ... it 370
4.3.5.32 PATH_ECHO_INTERVAL_STATUS ... e 371
4.3.5.33 DIRECTED_NETWORK_TRANSMIT_GET ...ttt 372
4.3.5.34 DIRECTED_NETWORK_TRANSMIT_SET ...ttt 372
4.3.5.35 DIRECTED_NETWORK_TRANSMIT_STATUS ... 373
4.3.5.36 DIRECTED_RELAY_RETRANSMIT_GET ..iiiiiitiiiiieeeiiiei e 373
4.3.5.37 DIRECTED_RELAY_RETRANSMIT_SET ..ottt 374
4.3.5.38 DIRECTED_RELAY_RETRANSMIT_STATUS ....oiiiiiiiiiiiiiii e 374
4.3.5.39 RSSI_THRESHOLD _GET ....iiiiiiiitiiii ettt 375
4.3.5.40 RSSI_THRESHOLD _SET ...ttt a e et 375
4.3.5.41 RSSI_THRESHOLD_STATUS ...ttt ettt e e e e e e as 375
4.3.5.42 DIRECTED _PATHS _GET ..ottt 376
4.3.5.43 DIRECTED_PATHS _STATUS ... 376
4.3.5.44 DIRECTED_PUBLISH_POLICY _GET ...iiiiiiiiiiei e 377
4.3.5.45 DIRECTED_PUBLISH_POLICY _SET ...iiiiiiiiiiii e 378
4.3.5.46 DIRECTED_PUBLISH_POLICY_STATUS ..ot 378
4.3.5.47 PATH_DISCOVERY_TIMING_CONTROL_GET ....uiiiiiiiiiieii e 379
4.3.5.48 PATH_DISCOVERY_TIMING_CONTROL_SET ....ciiiiiiiiiiiiiiiiiieeeeeeeei e 379
4.3.5.49 PATH_DISCOVERY_TIMING_CONTROL_STATUS .....ooiiiiiiiiiieeiiiiiii e 380
4.3.5.50 DIRECTED_CONTROL_NETWORK_TRANSMIT_GET ....tttiiiiiiiiiiiiiiieeeeeeeeeiii 381
4.3.5.51 DIRECTED_CONTROL_NETWORK_TRANSMIT_SET ...cotttiiiiiiiiiiiiiiiie e 381
4.3.5.52 DIRECTED_CONTROL_NETWORK_TRANSMIT_STATUS .....cciiiiiiiiiiiiiieeeeeeeeeiiin 382
4.3.5.53 DIRECTED_CONTROL_RELAY_RETRANSMIT_GET ...coottiiiiiieiiiiiiiiiae e 382
4.3.5.54 DIRECTED_CONTROL_RELAY_RETRANSMIT_SET ....oiiiiiiiiiiiie e 383
4.3.5.55 DIRECTED_CONTROL_RELAY_RETRANSMIT_STATUS .....ccoiiiiiiiiiiiee e 383
4.3.6  On-Demand Private GATT ProXy MESSAJES .....ccuuuiiiiuiiieiiiiiaeieie e et e e e e 384
4.3.6.1 ON_DEMAND_PRIVATE_PROXY_GET ..ttt 384
4.3.6.2 ON_DEMAND_PRIVATE_PROXY _SET .. ittt 384
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4.3.6.3 ON_DEMAND_PRIVATE_PROXY_STATUS ...ttt 385
4.3.7  Solicitation PDU RPL Configuration MesSages .........cccuuoiiiiiiiiiiiiiiiieeeii e 385
4.3.7.1 SOLICITATION_PDU_RPL_ITEMS_CLEAR ..ottt 385
4.3.7.2 SOLICITATION_PDU_RPL_ITEMS_CLEAR_UNACKNOWLEDGED ...........cccvvvvrrrnnnn. 386
4.3.7.3 SOLICITATION_PDU_RPL_ITEMS_STATUS ...t 386
4.3.8  SAR Configuration MESSAGES ......cceuuiiiiiieii et e e e e e e e e et e e e eaeen 386
4.3.8.1 SAR_TRANSMITTER _GET ..ottt e 386
4.3.8.2 SAR_TRANSMITTER _SET ..ottt 387
4.3.8.3 SAR_TRANSMITTER_STATUS ..ottt 388
4.3.8.4 SAR_RECEIVER _GET ..ttt 389
4.3.8.5 SAR_RECEIVER SET ..ottt e e e et 389
4.3.8.6 SAR_RECEIVER _STATUS ...t 390
4.3.9  Opcodes Aggregator MESSAGES ......cciiuuuieeiiti ettt e e e eaaaes 391
4.3.9.1 Aggregator Item fOrmat ..........ioiii 391
4.3.9.2 OPCODES_AGGREGATOR_SEQUENCE ........uiiiiiieiiiiiiies e 392
4.3.9.3 OPCODES_AGGREGATOR_STATUS ... ittt 393
4.3.10 Large Composition Data MeSSAGES .......uuiiiiiiiieiiiii e 393
4.3.10.1 LARGE_COMPOSITION_DATA_GET ...t i eiiiiiiii ittt 393
4.3.10.2 LARGE_COMPOSITION_DATA_STATUS ... ittt 394
4.3.10.3 MODELS_METADATA_GET ...ttt 394
4.3.10.4 MODELS_METADATA_STATUS ... ettt 395
4311 Bridge MESSAUES ..ietueiii ittt ettt e et e et e et et et et et e et e e e e anen 395
4.3.11.1 SUBNET_BRIDGE_GET ...ttt e e e et 396
4.3.11.2 SUBNET_BRIDGE_SET ...ttt a e e e ee e as 396
4.3.11.3 SUBNET_BRIDGE_STATUS ...ttt e e e 396
4.3.11.4 BRIDGING_TABLE_ADD ...ttt e et e e e e e eee e as 397
4.3.11.5 BRIDGING_TABLE_REMOVE ......ootiiiiieiiiieee e 398
4.3.11.6 BRIDGING_TABLE_STATUS ...ttt e e e e e e as 398
4.3.11.7 BRIDGED_SUBNETS_GET ..ottt e e e eeneen e as 399
4.3.11.8 BRIDGED_SUBNETS_LIST ...iiiiiiiiiiiiiiee ittt 400
4.3.11.9 BRIDGING_TABLE_GET ...ttt e 401
4.3.11.10BRIDGING _TABLE _LIST ..ottt 402
4.3.11.11BRIDGING_TABLE_SIZE_GET ...oottiiiiiieiiiiiiiii et 403
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4.3.12.2 PRIVATE_BEACON _SET ...ttt e e e e e e e e 404
4.3.12.3 PRIVATE_BEACON_STATUS ..ot e e 405
4.3.12.4 PRIVATE_GATT_PROXY _GET . ittt e e 405
4.3.12.5 PRIVATE_GATT_PROXY _SET ..ttt e e e 406
4.3.12.6 PRIVATE_GATT_PROXY_STATUS ..o 406
4.3.12.7 PRIVATE_NODE_IDENTITY _GET ..ottt 407
4.3.12.8 PRIVATE_NODE_IDENTITY _SET ..ottt 407
4.3.12.9 PRIVATE_NODE_IDENTITY_STATUS ... ittt 408
4.3.13  MESSAQES SUMIMATIY .euiiiieiit et e e et et e e et e et e e e e e et e e ea e e et e e et e e ean e e eenaeeeneeenaeeen 408
4.3.14  Summary oOf StatuUS COUES ......oiiiiiiiiiiiii e 408
4.4 Model defiNtIONS .......iiiii e 410
441 Configuration Server MOAEl ...........oiiiiiiiiii e 410
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4412 BERAVIOL ...t 414
4.4.1.3 Error handling DENAVIOr ..........ooiiiiii e 429
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1 Introduction

The Mesh Protocol specification (previously named Mesh Profile, as noted in the Version History) defines
fundamental requirements to enable an interoperable mesh networking solution for Bluetooth low energy
wireless technology.

Terms, acronyms, and abbreviations that have a specific meaning in the context of this specification or the
Bluetooth environment in general are defined or expanded upon on their first use. Defined terms that are
used in this specification are listed in Section 1.6.

1.1 Conformance

Each capability of this specification shall be supported in the specified manner. This specification may
provide options for design flexibility, because, for example, some products do not implement every portion
of the specification. For each implementation option that is supported, it shall be supported as specified.

1.2 Bluetooth specification release compatibility
This specification shall be used with:

» Core Specification Addendum 6 [3] combined with an allowed Bluetooth Core Specification (see [2]
Volume 1, Part D, Section 1.2, Table 1.3), OR

» Any version of the Bluetooth Core Specification later than v5.0.

The Generic Attribute Profile (GATT) is required if the GATT provisioning bearer defined in Section 5.2.2
is supported or if the GATT bearer defined in Section 3.3.2 is supported.

1.3 Change History

This section summarizes changes at a moderate level of detail and should not be considered
representative of every change made.

1.3.1 Changes from v1.1 to v1.1.1

Section Errata

2.1.2: Foundation model layer 24709

2.3.10.1: Application and network security 23996, 27688
2.3.13: Features and functionality 24709

3.1.1: Endianness and field ordering 23552, 24709

3.3.2: GATT bearer 26722

3.4.6.5: Network Message Cache 26350

3.5.3.3.1: Transmission of segments 24088, 24089, 24116
3.5.3.3.2: Reception of Segment Acknowledgment messages 24144

3.5.3.3.3: Retransmission of segments 24090
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Section Errata
3.5.3.4: Reassembly behavior 24015, 24081, 24084,
24086, 24087, 26350
3.5.3.5: Low Power feature reassembly behavior 24081
3.7.3.2: Receiving an Access message 26350
3.7.5: Publish and subscribe 24709
3.9.6: Keys 23996
3.11.4: Key Refresh procedure 23996
4.2.2.5: Composition Data Page 129 24263
4.2.49.1: SAR Segments Threshold 24061
4.3.2.38: Config AppKey Update 23996
4.3.2.42: Config AppKey List 23996
4.3.11.10: BRIDGING_TABLE_LIST 25822
4.3.14: Summary of status codes 26996
4.4.1.2.2: Composition Data state 24221
4.4.1.2.7: Model Publication state 26996
4.4.1.2.8: Subscription List state 26996
4.4.1.2.9: NetKey List state 26996
4.4.1.2.10: AppKey List state 26996
4.4.1.2.11: Model To AppKey List state 26996
4.4.1.2.12: Node ldentity state 26996
4.4.1.2.14: Key Refresh Phase state 26996
4.4.1.2.15: Heartbeat Publication state 26996
4.4.7.4: Behavior 26996
4.4.7.4.3: Discovery Table Capabilities state 26996
4.4.7.4.4: Forwarding Table state 26996
4.4.7.4 12: Directed Publish Policy state 26996
4.4.9.2.2: Bridging Table state 26996
4.4 .11.2.3: Private Node ldentity state 26996
5.4.1.2: Provisioning Capabilities 27446
5.4.1.3: Provisioning Start 27446
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Section Errata

5.4.2: Provisioning behavior 24881
5.4.2.3: Exchanging public keys 27425, 27682, 27683
5.4.2.4.3: Authentication with Output OOB 26482
5.4.2.4.4: Authentication with Input OOB 26482
5.4.2.4.5: Authentication with No OOB and Authentication with Static OOB 27425
5.4.2.4.6: Authentication value entropy 26482
7.2.2.2.3:; Advertising with Node Identity 24703
7.2.2.2.4: Advertising with Private Network Identity 24703
7.2.2.2.5: Advertising with Private Node Identity 24703
8.4.6.1: IV update in Progress 26736
8.4.6.2: IV update complete 26736

10: References 24708, 24820

Table 1.1: Errata incorporated in v1.1.1

1.4 Language

1.4.1 Language conventions

In the development of a specification, the Bluetooth SIG has established the following conventions for
use of the terms “shall”, “shall not”, “should”, “should not”, “may”, “must”, and “can”. In this Bluetooth
specification, the terms in Table 1.2 have the specific meanings given in that table, irrespective of other

meanings that exist.

Term Definition

shall —used to express what is required by the specification and is to be implemented

exactly as written without deviation

shall not —used to express what is forbidden by the specification

should —used to express what is recommended by the specification without forbidding any-
thing

should not —used to indicate that something is discouraged but not forbidden by the specification

may —used to indicate something that is permissible within the limits of the specification

must —used to indicate either:

ces

lowed

1. anindisputable statement of fact that is always true regardless of the circumstan-

2. animplication or natural consequence if a separately-stated requirement is fol-
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Term Definition

can —used to express a statement of possibility or capability

Table 1.2: Language conventions terms and definitions

Certain terms used in this specification have been updated and are no longer used by Bluetooth SIG.
For a list of terms that have been updated and their replacement terms, see the Appropriate Language
Mapping Tables [25].

1.4.1.1 Implementation alternatives

When specification content indicates that there are multiple alternatives to satisfy specification
requirements, if one alternative is explained or illustrated in an example it is not intended to limit other
alternatives that the specification requirements permit.

1.4.1.2 Discrepancies

It is the goal of Bluetooth SIG that specifications are clear, unambiguous, and do not contain
discrepancies. However, members can report any perceived discrepancy by filing an erratum and can
request a test case waiver as appropriate.

1.4.2 Reserved for Future Use

Where a field in a packet, Protocol Data Unit (PDU), or other data structure is described as "Reserved for
Future Use" (irrespective of whether in uppercase or lowercase), the device creating the structure shall
set its value to zero unless otherwise specified in this specification. Any device receiving or interpreting
the structure shall ignore that field unless otherwise specified in this specification; in particular, it shall not
reject the structure because of the value of the field.

Where a field, parameter, or other variable object can take a range of values and some values are
described as "Reserved for Future Use," a device sending the object shall not set the object to those
values. A device receiving an object with such a value should reject it, and any data structure containing
it, as being erroneous; however, this does not apply in a context where the object is described as being
ignored or it is specified to ignore unrecognized values.

When a field value is a bit field, unassigned bits can be marked as Reserved for Future Use and shall
be set to 0. Implementations that receive a message that contains a Reserved for Future Use bit that is
set to 1 shall process the message as if that bit was set to 0, except where specified otherwise in this
specification.

The acronym RFU is equivalent to "Reserved for Future Use."
1.4.3 Prohibited

When a field value is an enumeration, unassigned values can be marked as “Prohibited.” These values
shall never be used by an implementation, and any message received that includes a Prohibited value
shall be ignored and shall not be processed and shall not be responded to, unless otherwise specified in
this specification.

Where a field, parameter, or other variable object can take a range of values, and some values are
described as “Prohibited,” devices shall not set the object to any of those Prohibited values. A device
receiving an object with such a value should reject it, and any data structure containing it, as being
erroneous, unless otherwise specified in this specification.
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“Prohibited” is never abbreviated.

1.5 Table conventions
This section describes conventions regarding the following:

* Requirements that are in a table

* Indicating a cell that has no value or content
1.5.1 Requirements that are in a table

Unless otherwise stated, requirements that are in a table in this specification can be defined as
"Mandatory" (M), "Optional" (O), "Excluded" (X), or "Conditional" (C.n). Conditional statements (C.n) are
listed directly below the table in which they appear.

1.5.2 Indicating a cell that has no value or content

Where a cell in a table indicates an intended absence of a value or other content, the cell will contain
“none” or a hyphen (i.e., a “minus” sign). Examples of this are:

+ In the “condition” column of the description of a finite state machine where a rule is unconditional

+ In the “action” column of the description of a finite state machine where a rule has no action

* In a “restrictions” column where there are no applicable restrictions

* In an interface description where there are no parameters of a specific type

An empty cell in a table indicates that there is no useful information that can be placed in that cell.
Examples of this are:

* In a “comments” column when there is no comment to make in a particular row

* In a column specifying properties when the relevant item is reserved for future use (and therefore does
not have any properties)

¢ In a “units” column when the relevant item is unitless

1.6 Terminology

Table 1.3 lists all of the defined terms used in this specification.

Term Definition Location
accept list Section 6.4.1
Access message Section 3.7.2
address Section 3.4.2
application key (AppKey) Section 3.9.6
beacon Section 3.10
bound states Section 2.3.2
composite state Section 2.3.1
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Term Definition Location
Configuration Manager Section 2.2.2
device Section 2.2.2
device key (DevKey) Section 3.9.6

directed forwarding

Section 2.3.11

directed relay

Section 2.3.13

element Section 2.3.4
foundation models Section 4
friendship Section 2.2.5

IV Index Section 2.3.10.4

key identifier

Section 2.3.10.3

low power Section 2.2.5
managed flooding Section 2.2
mesh gateway Section 2.4
Mesh Manager Section 2.2.2
mesh network Section 2.2.1
mesh profile Section 2.1
model Section 2.3.6

multilane path

Section 3.6.8.1.1

neighboring node

Section 2.2

network key (NetKey)

Section 3.9.6

Network Message Cache

Section 3.4.6.5

node Section 2.2.2
obfuscation Section 2.3.10.2
path Section 2.3.11
primary element Section 2.3.4
primary subnet Section 2.2.1
Provisionee Section 5.4
Provisioner Section 2.2.2
provisioning Section 2.2.3

Proxy feature

Section 2.3.13
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Term Definition Location
Proxy node Section 2.3.13
Proxy Server Section 2.1.7

reject list Section 6.4.1

Relay feature

Section 2.3.13

Relay node Section 2.3.13
remote provisioning Section 5
replay protection Section 3.9.8
secondary element Section 2.3.4
state Section 2.3.1
subnet Section 2.2.1
tagging Section 2.1
term Section 2.3.7
Transport Control message Section 3.6.3
unprovisioned device Section 2.2.2
unsolicited message Section 2.3.3

Table 1.3: Terminology
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2 Mesh system architecture

This section provides an overview of the mesh network operation and layered system architecture.
2.1 Layered architecture

The Mesh Protocol specification is defined as a layered architecture as shown in Figure 2.1. The
architecture includes two stacks — the mesh networking stack used by mesh nodes to communicate
with each other (see Sections 3, 4, and [9]), and the mesh provisioning stack (see Section 5) used to
provision devices on the network.

Both stacks are built on top of the LE Physical Transport defined in the Bluetooth Core Specification (see
Vol 1, Part A, Section 3.2 in [24]). Mesh profiles are optional specifications that define use cases and
implementation patterns to help improve interoperability and performance of systems based on Bluetooth
mesh, such as networked lighting control systems or sensor networks.

Each layer of a stack processes the given messages and may deliver the processed messages to the
next layer for further processing. The processing may involve, for example, encryption, decryption, the
packing or unpacking of fields, or the execution of certain behaviors as indicated by data fields in the
message.

During the course of processing, a layer can attach certain metadata, called tags, to a message in order
to inform subsequent layers to customize the processing of the message for specific functionality. This
process of attaching metadata to a message is called tagging.

The architecture is illustrated in Figure 2.1. The layers shown in blue are defined in this specification. The
layers and profiles shown in green are defined in other specifications.

Mesh profiles

Model layer

Provisioning protocol
Foundation model |ayer

Access layer
Upper transport layer Provisioning transport
L ower transport layer

Network layer

mesh provisioning stack

Provisioning bearer layer

mesh networking stack

Bearer layer

Bluetooth Core Specification (LE Physical Transport)

Figure 2.1: Mesh system architecture
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21.1 Model layer
Models are used to standardize the operation of typical user scenarios.
The model layer specifies the rules for allocating models on elements within a node.

The model layer also includes models which are defined in the Mesh Model specification [9] or in other
higher-layer specifications.

2.1.2 Foundation model layer

The foundation model layer defines the states, messages, and models required to configure and manage
a mesh network.

2.1.3 Access layer

The access layer defines how higher layer applications can use the upper transport layer. It defines

the format of the application data; it defines and controls the application data encryption and decryption
performed in the upper transport layer; and it checks whether the incoming application data has been
received in the context of the right network and application keys before forwarding it to the higher layer.

2.1.4 Upper transport layer

The upper transport layer encrypts, decrypts, and authenticates application data and is designed to
provide confidentiality of Access messages. It also defines how Transport Control messages are used
to manage the upper transport layer between nodes, including when used by the Friend feature and by
directed forwarding functionality.

2.1.5 Lower transport layer

The lower transport layer defines how upper transport layer messages are segmented and reassembled

into multiple Lower Transport PDUs to deliver large upper transport layer messages to other nodes. It
also defines a single message to manage segmentation and reassembly (SAR).

2.1.6 Network layer

The network layer defines how transport messages are addressed towards one or more elements. It
defines the Network PDU format that allows Transport PDUs to be transported by the bearer layer. The
network layer decides whether to relay/forward Network PDUs, accept them for further processing, or
reject them. It also defines how a Network PDU is encrypted and authenticated.

2.1.7 Bearer layer

The bearer layer defines how Network PDUs are transported between nodes. There are two bearers
defined, the connectionless advertising bearer and the connection-oriented GATT bearer (for connections

established between nodes known as a Proxy Server and a Proxy Client). Additional bearers may be
defined in the future.

2.2 Overview of mesh operation

The mesh network operation defined by this specification is designed to:

+ enable messages to be sent from one element to one or more elements;
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+ allow messages to be relayed via other nodes to extend the range of communication;

* secure messages against known security attacks, including eavesdropping attacks, man-in-the-middle
attacks, replay attacks, trash-can attacks, brute-force key attacks, and possible additional security
attacks not documented here;

« work on existing devices in the market today;
 deliver messages in a timely manner;
» continue to work when one or more devices are moved or stop operating; and

* have built-in forward compatibility to support future versions of the Mesh Protocol specification.

Message relaying may use managed flooding, in which potentially every relay node relays the message
further out, so the message is propagated in all directions. Messages are delivered over multiple hops by
re-broadcasting the message at each hop to all neighboring nodes (i.e., nodes within direct radio range of
each other), thus extending the range of the original message.

Alternatively, relaying may use directed forwarding (see Section 2.3.11), in which only relay nodes along a
path toward the destination will relay the message until the message reaches the destination.

The node that originates the message decides whether to use managed flooding or directed forwarding.

A network message caching mechanism, also specified, is designed to prevent nodes from reprocessing
Network PDUs that have already been processed. Entries corresponding to recently processed Network
PDUs are added to a cached list. When a Network PDU is received, it is checked against the list and

is ignored if a corresponding entry is already present. If an entry is not present, then it is added to the
list so that the corresponding Network PDU can be ignored in the future. This helps prevent escalation
of traffic in managed flooding as well as in directed forwarding when relays overhear repeated message
transmissions. To keep the list from getting too long, an implementation limits the number of messages
that are cached.

Each message includes a time to live (TTL) value that limits the number of times a message can be
relayed (up to a maximum of 126 times). Each time a message is received and then relayed by a node,
the TTL value is decremented by 1. This allows an originator to decide how far into the network the
message is propagated.

2.2.1 Network and subnets
A mesh network consists of nodes sharing four common resources:

» network addresses used to identify source and destination of messages (see Section 3.4.2);
* network keys used to secure and authenticate messages at the network layer (see Section 3.9.6.3);

« application keys used to secure and authenticate messages at the access layer (see Section 3.9.6.2);
and

« an IV Index used to extend the lifetime of the network (see Section 3.9.4).

A network can have one or more subnets that facilitate "area” isolation (e.g., isolated hotel room subnets
within a hotel network). A subnet is a group of nodes that can communicate with each other at a network
layer because they share a network key. A node may belong to one or more subnets by knowing one or

more network keys. At the time of provisioning, a device is provisioned to one subnet and may be added
to more subnets using the Configuration Model.

A node that belongs to multiple subnets may support subnet bridge functionality. A node supporting
subnet bridge functionality may be configured to retransmit messages from nodes in a subnet to nodes in
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other subnets, while attempts to reach unauthorized addresses are blocked. The second subnet, the one
on which the messages are retransmitted, is referred to as a bridged subnet.

There is one special subnet called the primary subnet, which is based on the primary NetKey

(see Section 3.9.6.4). Nodes on the primary subnet participate in the IV Update procedure (see

Section 3.11.5), and propagate IV updates to other subnets, while nodes on other subnets only propagate
the IV Index updates to those subnets.

The network resources are managed by a node, known as the Configuration Manager (typically a smart
phone or other mobile computing device), which implements the Configuration Client model and optionally
implements any of the Remote Provisioning Client and Directed Forwarding Configuration Client models.
The network resources are allocated to nodes at the time of configuration. In particular, a Provisioner
manages allocation of addresses to make sure no duplicate unicast addresses are allocated, whereas

a Configuration Manager generates and distributes network and application keys and makes sure that
devices that need to communicate with each other share proper keys for both network and access layers.
The Configuration Manager also knows device keys (see Section 3.9.6.1), which are used to secure
communication with each individual node, including distributing updated network and application keys.

2.2.2 Devices

In the context of this specification, a device is a Bluetooth end product. A device that is not a member of
a mesh network is known as an unprovisioned device. A device that is a member of a mesh network is
known as a node. A device that is used to manage the transitions between an unprovisioned device and a
node is known as a Provisioner.

An unprovisioned device cannot send or receive mesh messages; however, it advertises its presence to
Provisioners. The process of authenticating and providing basic information, including unicast addresses
(see Section 3.4.2.2) and a network key (see Section 3.9.6.3) to an unprovisioned device is known

as provisioning (see Section 2.2.3). A Provisioner will provision an unprovisioned device into a mesh
network, converting the unprovisioned device into a node.

A node that implements the Configuration Client model (see Section 4.4.2) can start acting as a
Configuration Manager when the Provisioner provides the node with the device keys of the nodes on

the network. The Configuration Manager can then configure the nodes by providing them application keys
(see Section 3.9.6.2) and setting publish and subscribe addresses (see Section 2.3.9) so that the nodes
can communicate with each other.

A Configuration Manager, which is the same physical device as the Provisioner, is known as a Mesh
Manager. A Configuration Manager can remove a node from a mesh network, which reverts it back to an
unprovisioned device.

A device may support multiple instances of a node by offering itself to be provisioned to another
mesh network after already being provisioned to a mesh network. Each instance of a mesh network
is determined by addresses and a device key obtained by the device during provisioning.

2.2.3 Adding devices to a mesh network

Devices are added to a mesh network by a Provisioner, at which point they become nodes. The
provisioning of devices into a mesh network differs from the point-to-point bonding and pairing that is
typically used in Bluetooth wireless technology. Provisioning of devices is enabled using either a simple
advertising bearer or a point-to-point GATT-based bearer. A single provisioning protocol is used over both
bearers. Provisioning over an advertising-based bearer is implemented by all devices. Provisioning over a
GATT-based bearer allows devices such as legacy phones (i.e., devices that do not support provisioning
over an advertising bearer natively) to be Provisioners.
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To assist with provisioning of multiple devices, a device has an attention timer that can be set by a
Provisioner. When set to a non-zero value, the device identifies itself using any means it can. For
example, the device may flash a light, make a sound, or vibrate. When the attention timer expires, the
device stops identifying itself. This allows a Provisioner to send a single message to a device to cause it
to identify itself and the device automatically stops identifying itself after a given time.

The protocol to run over these two bearers is a derivative of the Security Manager protocol of v4.2 of

the Bluetooth Core Specification to introduce the ability to authenticate devices that have a very limited
user interface, such as a light or a switch. The Security Manager protocol requires a reliable bearer,
something that cannot be guaranteed by the advertising provisioning bearer; therefore the protocol used
in this specification is designed to enable reliable delivery of messages independent of the bearer. The
similarity to the Security Manager protocol enables significant reuse of existing code on devices that have
implemented such functionality.

2.2.4 Communications support

Many current devices are unable to advertise or comprehend mesh messages without being updated.
To enable these devices to communicate with a node in a mesh network without the need for an
operating system update or similar hardware/software update, the specification enables the use of GATT
connectivity for all existing devices.

2.2.5 Low power support

The features within this specification enable many devices in the mesh network to be battery-powered or
to use techniques such as energy harvesting. Such devices may be constrained in how they can function
as a part of a mesh network (e.g., devices that only send data when interacted with). This specification
does not require devices to coordinate transmissions, make connections, or restart security on every
connection; thus facilitating low power operation. Devices needing low power support can associate
themselves with an always-on device that stores and relays messages on their behalf, using the concept
known as friendship (see Section 3.6.6). However, devices that relay messages will receive messages as
well as forward messages a majority of the time and are likely to use significantly more power than could
be provided by typical small batteries or capacitors.

2.3 Architectural concepts

The mesh networking architecture uses several different concepts: states, messages, bindings, elements,
addressing, models, publish-subscribe, mesh keys, and associations.

2.3.1 States

A state is a value representing a condition of an element or a node. A state may be valid in the context of
a subnet or of one or more models.

An element exposing a state is referred to as a server. For example, the simplest server is a Generic
OnOff Server, representing that it is either on or off.

An element accessing a state is referred to as a client. For example, the simplest client is a Generic
OnOff Client (a binary switch) that is able to control a Generic OnOff Server via messages defined by the
Generic OnOff Model.

A state that is made of two or more states is known as a composite state. For example, a color-changing

lamp can control color hue separately from color saturation and brightness.
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2.3.2 Bound states

When a state is bound to another state, a change in one results in a change in the other. Bound states
may be from different models in one or more elements. For example, a common type of binding is
between a Level state and an OnOff state: changing the Level to 0 changes the bound OnOff state to Off
and changing the Level to a non-zero value changes the bound OnOff state to On.

2.3.3 Messages

All communication within a mesh network is accomplished by sending messages. There are two types of
messages: Access messages and Transport Control messages.

Access messages operate on states. For each state, there is a defined set of Access messages that a
server supports and a client may use to request a value of a state or to change a state. A server may also
transmit unsolicited Access messages carrying information about states and/or changing states.

An Access message is defined as having an opcode, associated parameters, and behavior. An opcode
may be a single octet (for special Access messages that require the maximum possible payload

for parameters), 2 octets (for standard Access messages), or 3 octets (for vendor-specific Access
messages).

A total Access message size, including an opcode, is determined by the underlying transport layer, which
may use a SAR mechanism. To maximize performance and avoid the overhead of SAR, a design goal

is to fit Access messages in a single segment. The lower transport layer provides up to 11 octets for a
non-segmented message, leaving up to 10 octets that are available for parameters when using a 1-octet
opcode, up to 9 octets available for parameters when using a 2-octet opcode, and up to 8 octets available
for parameters when using a vendor-specific 3-octet opcode.

The lower transport layer provides a SAR mechanism capable of transporting up to 32 Access or
Transport Control message segments. The maximum Upper Transport Access PDU size when using

a SAR is 384 octets. This means that (excluding a TransMIC, see Section 3.9.7.1) up to 379 octets are
available for parameters when using a 1-octet opcode, up to 378 octets are available for parameters
when using a 2-octet opcode, and up to 377 octets are available for parameters when using a vendor-
specific 3-octet opcode. The maximum Transport Control message size when using a SAR is 257 octets
(including an opcode).

SAR effectively does not impose any extra overhead on the Access message per segment: a 10-octet
Access message is transported as an unsegmented message, and a 20-octet message is transported as
a segmented message that uses two segments.

Access message definitions contain tables of parameters. In a message payload, parameters follow an
opcode, and parameter offsets are in octets unless otherwise specified.

Access messages are defined as acknowledged or unacknowledged. An acknowledged message
requires a response whereas an unacknowledged message does not require a response.

Transport Control messages are associated with functionalities supported by the node. The Transport
Control messages are transmitted and received by the upper transport layer. A Transport Control
message is defined as having an opcode, associated parameters, and behavior. Transport Control
messages use single-octet opcodes.

The lower transport layer provides a mechanism of SAR that is capable of transporting up to 32 segments
of a Transport Control message.
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Transport Control message definitions contain tables of parameters. In a message payload, parameters
follow an opcode, and parameter offsets are in octets unless otherwise specified.

2.3.3.1 Aggregation of Access messages

The number of Access messages that need to be sent to set up complicated nodes can easily be more
than 100. Each response that acknowledges an Access message is delayed by a random value from
20 to 50 milliseconds (see Section 3.7.3). For 100 Access messages, this recommendation introduces
an average delay of 3.5 seconds. Additional delay is introduced by round-trip time for each request and
response message.

To speed up the configuration of a node on a mesh network, aggregation of Access messages

is introduced in this specification. The aggregation of messages mechanism can significantly lower
configuration time for a newly provisioned device, by reducing the number of Access messages that
need to be acknowledged and the round-trip time for each request and response message.

2.3.4 Elements

An element is an addressable entity on a node. Each node has at least one element, the primary element,
and may have up to 254 additional secondary elements. The number and structure of elements is static
and does not change throughout a term of a node (see Section 2.3.7).

The primary element is addressed using the first unicast address assigned to the node. Each additional
secondary element is addressed using the subsequent addresses assigned to the node. The unicast
element addresses allow nodes to identify which element on a node is transmitting or receiving a
message.

If the number and structure of elements changes, for example due to a firmware update or a functionality
being added by attaching a new physical component to the device, the current term of the node must end
and a new term for the node must start, as required by Section 4.2.2.1.

Messages are dispatched within models based on opcodes and element addresses.

An element is not allowed to contain multiple instances of models that use the same message in the
same way (for example, receive an “On” message). When multiple models within the same element use
the same message, the models are said to “overlap.” To implement multiple instances of overlapping
models within a single node (for example, to control multiple light fixtures that can be turned on and off),
the node is required to contain multiple elements.

For example, a light fixture may have two lamps, each implementing an instance of the Light Lightness
Server model and an instance of the Generic Power OnOff Server model. This requires that the node
contain two elements, one for each lamp. When it receives an "On" message, the node uses the unicast
address of the element to identify which instance of the Generic Power OnOff Server model the message
is addressed to.

In another example, a dual-socket power strip contains two independent energy measurement sensors
that can measure power consumed by an appliance connected to a socket. This would require that the
node have two Sensor Data states, each in a separate element. The first element, the primary element,
would be identified using the unicast address for the node and would include a state for the first energy
sensor as well as states representing the configuration of the node. The second element, a secondary
element, would be identified using a unicast element address and would include the state for the second
energy sensor.
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Each element has a GATT Bluetooth Namespace Descriptor [4] value that helps identify which part of the
node this element represents. These namespace descriptor values use the same definitions as GATT. For
example, the elements of the temperature sensor would use the values “inside” and “outside.”

2.3.5 Addresses

An address may be a unicast address, a virtual address, or a group address. There is also a special value
to represent an unassigned address that is not used in messages.

A unicast address is allocated to an element and always represents a single element of a node during a
term. There are 32767 unicast addresses per mesh network.

A virtual address is a multicast address and can represent multiple elements on one or more nodes.

Each virtual address logically represents a Label UUID, which is a 128-bit value that does not have to

be managed centrally. Each message sent to a Label UUID includes the full Label UUID in the message
integrity check value that is used to authenticate the message. To reduce the overhead of checking every
known Label UUID, a hash of the Label UUID is used. There are 16384 hash values, each of which
codifies a set of virtual addresses. While there are only 16384 hash values used in a virtual address, each
hash value can represent millions of possible Label UUIDs; therefore, the number of virtual addresses is
considered very large.

A group address is a multicast address and can represent multiple elements on one or more nodes.
There are 16384 group addresses per mesh network. There are a set of fixed group addresses that are
used to address a subset of all primary elements of nodes based on the functionality of those nodes. All
other group addresses are known as dynamically assigned group addresses. There are 256 fixed group
addresses and 16128 dynamically assigned group addresses.

2.3.6 Models

A model defines the basic functionality of a node. A node may include multiple models. A model
defines the required states (as described in Section 2.3.1), the messages that act upon those states
(as described in Section 2.3.3), and any associated behavior.

A mesh application is specified using a client-server architecture communicating with a publish-subscribe
paradigm. Due to the nature of mesh networks and the recognition that the configuration of behavior is
performed by a Configuration Manager, an application is not defined in a single end-to-end specification
such as a profile. Instead, an application is defined in a client model and a server model.

This specification defines two types of model: server models and client models:

» Server model: A server model is composed of one or more states spanning one or more elements.
The server model defines a set of mandatory messages that it can transmit or receive, the behavior
required of the element when it transmits and receives such messages, and any additional behavior
that occurs after messages are transmitted or received.

» Client model: A client model defines a set of messages (both mandatory and optional) that a client
uses to request, change, or consume corresponding server states, as defined by a server model. The
client model does not have states.

A single device may include server models and/or client models. In addition, some models may contain
both client and server functionality as described below.

This specification defines the following relationships among models:

» Extend. When a first model inherits all states, messages and procedures of a second model, and the
first model optionally contains additional states and supports additional messages and procedures not
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defined in the second model, the two models have an extend relationship (i.e., the first model extends
the second model). The extend relationship may be hierarchical (e.g., the first model may extend a
second model that extends a third model).

» Correspond. When models share state/procedure instances and work together to achieve some
functionality, they have a correspond relationship. Models that have a correspond relationship may
share either state instances or state bindings; however, they may have different messages and
uninherited procedures interacting with the states.

This specification defines the following types of models:

* Base. A model that is extended by another model is called a base model.

* Root. A model is defined as a root model if it does not extend any other models. A root model may
serve as a base model for other models.

+ Extending. A model that is extending another model is called an extending model.

» Corresponding. A model that has a correspond relationship with another model is called a
corresponding model.

* Main. A main model is a model at the end of an extension hierarchy that indicates an instance of
a functionality on a node. A main model is not extended by other models within the scope of the
functionality. A main model can be an extending model or a corresponding model.

For example, Figure 2.2 shows the element-model structure for a device that implements a server model
(Device C) with a state and supporting messages R, S, T, X, Y, Z; and two devices that implement a
client model, with Device A supporting messages X, Y, and Z and Device B supporting messages R, S, T,
and Z.

Client Model Server Model
‘ Message X
[ T1 [ 11
‘ Message Y
[T [T
‘ Message Z
|
Element
Device A
State
Client Model
‘ Message R
[T [T1
‘ Message S
[ T1 [T
‘ Message T
[T [T
‘ Message Z
I [
Element Element
Device B Device C

Figure 2.2: Client-server model communication
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In another example, Figure 2.3 shows the element-model structure of a device that implements a model
that is itself a server model and also a client of some other server models. Device C can communicate
with server models as a client (supporting messages X, Y, and Z and messages R, S, and T respectively)
and can communicate with client models as a server (supporting messages A, B, and C).

Server model Server model with control logic Server model
Message X Message R
[ ] I 1 dient LTI 111
State MessageY S Message S
functional
N — nctionailty — State
Message £ Message T
| L[ I 1]
Senver
Element fun ctionality Messagezl
Device A - I o Element
1l Device B
Element |<T||m@| |
D D ey I
oo = L= 3]
DeviceC |@|| @ i
£ @ ] a
=H=H=
Client model
Element
Device D

Figure 2.3: Control model communication

A lighting control model is an example of a model that includes server functionality, client functionality,
and control logic. A typical lighting control model needs to function as a client to sensors (e.g., to
determine occupancy and/or the ambient light level by receiving relevant sensor status messages) and to
function as a server to a settings client (such as a smartphone application that configures its parameters).
Control logic in such a model may then control the lighting via defined state bindings if the model is
included within a light source such as a lamp or other luminaire. In addition, if the lighting controller also
acts as a client for one or more light sources, the lighting controller can be implemented in a separate
node rather than necessarily being included within a light source.

Models can define functions of a device as a network node, such as key management, address
assignment, and relaying of messages. Models also define physical behaviors of a device built around a
network node, such as power control, lighting control, and sensor data collection. There may be nodes
implementing only network-related functions, such as Relay nodes or Proxy nodes, while the majority of
nodes are able to interact with the physical world by means of controlling electrical power, controlling light
emissions, or sensing environmental data.

A message can be used by multiple different models. Message behavior is the same in each model,
enabling a common understanding among client and server models because the behavior is consistent
regardless of the models that send and process the message.

9 Bluetooth SIG Proprietary Page 41 of 835



Mesh Protocol / Specification

Model specifications are designed to be very small and self-contained. A model may, at the specification
definition time, require other models to be instantiated within the same node. This is called extending,
which means a model can extend other models.

Models that do not extend other models are referred to as root models.

Model specifications are immutable: it is not possible to remove or add behavior to a model, whether the
desired behavior is optional behavior or mandatory. Models are not versioned and have no feature bits.
If additional behavior is required in a model, then a new extended model is defined that exposes the
required behavior and can be implemented alongside the original model.

Therefore, knowledge of the models supported by an element determines the exact behavior exposed by
that element.

Additionally, models may support metadata that provide additional information about a specific instance of
the model. For example, the lighting control model may expose information about the purpose of the light
source in the physical device.

Models may be defined and adopted by Bluetooth SIG and may be defined by vendors. Models defined
by Bluetooth SIG are known as SIG adopted models, and models defined by vendors are known as
vendor models. Models are identified by unique identifiers, which can be either 16 bits, for SIG adopted
models, or 32 bits, for vendor models.

For example, Figure 2.4 shows the element-model structure of a device that implements a root model
with two bound states and a set of messages operating on each state. The root model is within the
primary element and is extended by the extended model that adds another state on a secondary element.
Messages are not capable of differentiating among multiple instances of the same state on the same
element. Therefore, when more than one instance of a given state is present on a device, each instance
is required to be in a separate element. In this example, the second instance of State X is required to be
located on the second element because it is the same type of a state and thus has the same types of
messages serving it.
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Root Model
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Message C
State Binding
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Message C
Secondary Element
Device A

Figure 2.4: Element-model structure of a device

This example structure can be multiplied for a composite device. For example, a composite device can
have multiple instances of the same root model (or extended models), each on a separate element (or set
of elements). Also, if a model (root or extended) needs more than one instance of a particular state, the
states are distributed across several elements so that, at most, a single instance of any given state is on
an element.

Figure 2.5 illustrates how the element-model structure of the device in Figure 2.4 might be implemented
in a composite device. The element-model structure of the device is described by the Composition Data
(see Section 4.2.1) that is read by a Configuration Manager after provisioning (see Section 5), using the
Configuration Server model and the Configuration Client model (see Sections 4.4.1 and 4.4.2).
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Figure 2.5: Element-model structure of a composite device
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2.3.7 Terms

A term is a period in the lifetime of a node during which the structure of the node (i.e., the features, the
elements and models) and the unicast addresses of the node’s elements do not change.

Starting a new term may be necessary to support a change in the hardware configuration of a physical
device, such as the attachment of an auxiliary sensor, or to support a change in subsystem configuration
on the node, such as the attachment of a new gear to an intra-luminaire network. The changes are
indicated by the node by populating Composition Data Page 128 (see Section 4.2.2.4) and take effect
when a new term starts.

The initial term of a node on a network starts when the node is provisioned on the network.

A term ends and a new term starts when a Node Address Refresh procedure or a Node Composition
Refresh procedure is executed (see Section 3.11.8).

The last term of a node on a network ends when the node is removed from the network.
2.3.8 Example device

To help explain how the arrangement of models within elements determines the state and behavior of
a device, we will use a dual-socket smart power strip device (shown in Figure 2.6) as an example.

This device has a single radio that has the low energy feature of Bluetooth and two independent power
sockets, each capable of controlling the power output. This example includes states, messages, and
models defined in the Mesh Model specification [9].

Figure 2.6: Dual-socket smart power strip

The device has two elements (see Section 2.3.4) that represent each of the two power sockets. Each
element has a unicast address assigned to it.

The functionality of each element is defined by the Generic Power Level Server model. The model defines
a set of states on a server, as well as a set of messages that operate on the states.

A Generic Power Level Set message may be sent to the device to control the output power. The message
is addressed to an element and carries the element’s address in the DST field (see Section 2.3.9).

The sockets can also be controlled by generic devices (such as a dimmer) that implement the Generic
Level Client model (and do not know anything about power control). This model simply sets a desired
level to zero, a maximum value, or a value in between. Power to the sockets is controlled through state
binding. In each power socket, the Generic Power Actual state is bound to the Generic Level state. A
Generic Level Client sends Generic Level messages to the Generic Level Server. The Generic Level state
is changed, which in turn (via the defined binding) changes the Generic Power Actual state that controls
the power output.

Elements can report states. In our example, each socket may report power level as well as the energy
consumption of a device plugged into the socket. Energy consumption is reported using messages
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defined by the Sensor Server model. Each message has the element’s address, which identifies the
socket, in its SRC field (see Section 3.4.4.6).

Figure 2.7 illustrates the element-model structure for the dual-socket device. Functionally, both elements
of the device have identical features. The only difference is that the primary element handles the
Configuration Server model, which is used for network management, in addition to the other models.
Each element may have other models defined such as the Health Server model (see Section 4.4.4) or
models defined in the Mesh Model specification [9].

Dsmerio [Powsr Lanvsl M osd el Do Pow sr Lenvel Mod el

PFrimary Semeni (1" cooked) smnondary Bamend (2 wooked)

Dusl Booked Smart Powsr Etrip wih Powsr Condrol snd Enengy Mon Boring

Figure 2.7: Element-model structure for the example device

2.3.9 Publish-subscribe and message exchange

Publication and subscription of data within the mesh network is described as using a publish-subscribe
paradigm. Nodes that generate messages publish the messages to a unicast address, group address, or
virtual address. Nodes that are interested in receiving the messages will subscribe to these addresses.

Generated messages are sent to destination mesh addresses that can be unicast, pre-configured
group addresses, or virtual addresses. Messages can be sent as replies to other messages or can be
unsolicited messages. When an instance of a model is sending a reply message, it uses the incoming
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message originator’s source address as the destination address. When an instance of a model is sending
unsolicited messages, it uses a model publish address as the destination address. Each instance of a
model within a node has a single publish address.

On the receiving side, each instance of a model within a node can subscribe to one or more group
addresses or virtual addresses. Whenever a message that is addressed to a group address or a virtual
address on one of the model’s subscription lists arrives, it is processed by the node. A message is
also processed when its destination address is the unicast address of a receiving element or when its
destination address is a fixed group address that this device is a member of. If a node has multiple
elements, then the message is processed once on each of the addressed elements.

Publish addresses and subscription lists for models defined by higher layer specifications use the Model
Publication and Subscription List states that are managed by the Configuration Server Model.

A node can have multiple subscriptions per instance of a model’s element, although nodes may limit
the number of subscriptions that are supported. Using multiple subscription addresses allows a node to
respond to messages that are published to different groups. For example, a light may be subscribed to
messages sent to the bedside light group, the bedroom group, the upstairs group, and the house group.

Each message is sent from a single unicast address (an element address) and sequenced using a unique
sequence number to facilitate detection of and protection against replay attacks.

2.3.10 Security

All messages are encrypted and authenticated using two types of keys. One key type is for the network
layer communication, such that all communication within a mesh network would use the same network
key. The other key type is for application data. Separating the keys for networking and applications allows
different application keys for different purposes. This allows the creation of separate security domains for
separate applications (e.g., one domain for access control to a building and another domain for ambient
temperature sensing).

2.3.10.1 Application and network security

Encrypting and authenticating messages at the upper transport layer and network layer is designed to
secure communications within the mesh network against eavesdroppers and malicious attacks. Each
layer maintains distinct keys to allow separation between application and network entities.

Splitting application keys from network keys enables secure relay transmission of messages: Relay nodes
can authenticate messages at network level without accessing the application data. For example, a light
bulb acting as a Relay node should not be able to unlock doors.

The application key is used directly along with an associated application key identifier (AID) that is used
in certain contexts to identify the application used. However, the network key is always used through

a key derivation function to generate other keys that are used directly. Examples of such keys include
EncryptionKey and PrivacyKey. This allows a single network key to be changed and all the associated
values that are derived from that key to be quickly derived. As with the application key, the network key is
also used to derive a network key identifier (see Section 3.9.6).

The security model defines three separate keys (the device key (DevKey), the application key (AppKey),
and the network key (NetKey)) to secure the messages. When a node is given a key, it is authorized to
use that key. A key that is shared between multiple nodes enables any node with that key to transmit and
receive messages using that key.

The device key facilitates confidentiality and authentication of key material between a Configuration
Manager and a single node. The application key facilitates confidentiality and authentication of application
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data sent between intended nodes. The network key facilitates privacy, confidentiality, and authenticity of
network messages. A node may have knowledge of a single device key, multiple application keys, and
multiple network keys.

A device key is similar to an application key in that it is designed to secure information sent by an
application in the upper transport layer. However, a device key is known only by the Provisioner, the
Configuration Manager, and the single node. The Configuration Manager knows the device keys for all
nodes, which allows the Configuration Manager to securely distribute keys to a set of nodes by sending
these keys secured with the device key for each individual node, allowing a key distribution to be targeted
at only those nodes that need to know. Use of a device key is designed to protect against the “trash-can”
attack (a technique to retrieve information from a disposed device that can be used to carry out an attack
on a network) by allowing the distribution of new network and application keys to selected devices only.

The network key and the device keys for the nodes on the network constitute the ownership of the
network. Ownership of the network may be changed by executing any of the Node Provisioning Protocol
Interface procedures for every node on the network (see Section 3.11.8) and executing the Key Refresh
procedure (see Section 3.11.4).

An application key can only be used with a single network key on a node. This implies that a network key
has one or more application keys associated with it. This association is known as the key binding.

The granularity of access layer security is on a per-model basis. Each model defines whether a device
key, a set of application keys, or both can be bound to the model. The bound keys encrypt and
authenticate a message for the model to process, allowing multiple entities to operate certain node
functions. Up to 251 application keys can be bound to a model. For example, a Light Lightness Server
model has three keys bound to it because the admin, user, and guest can all switch on a light. However,
only the admin can configure the lamp, so the Light Lightness Setup Server model has only the admin
application key bound to it.

2.3.10.2 Obfuscation

The network security model utilizes a privacy mechanism called obfuscation that utilizes the Advanced
Encryption Standard (AES) to encrypt the source address, sequence numbers, and other header
information using a PrivacyKey. The intent for obfuscation is to make tracking nodes more difficult.

2.3.10.3 Network and application key identifiers
A node may have multiple network or application keys.

By using a key identifier, it is possible to identify which subset of keys are used to secure the message.
For example, instead of checking 20 keys, a node may only need to check two keys that have the same
least significant bits of the key identifier. If a message is received with a key identifier that is not known,
then the node can immediately discard it.

The key identifier is generated from the network or application key using a key derivation function.

This specification defines a separate identifier for the network key and application key. A network key
identifier is transmitted in each Network PDU using a 7-bit value, while the AID is transmitted in each
Lower Transport PDU using a 6-bit value.

2.3.10.4 Initialization vector index

A Network PDU contains a 24-bit sequence number that allows an element to transmit 16,777,216
Network PDUs. The sequence number is used in the security nonce to provide uniqueness; therefore,
the sequence number cannot wrap. If an element is transmitting a new message at 2 Hz, then these
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sequence numbers would be exhausted after 97 days. To enable a mesh network to operate for longer
periods of time than the sequence number space allows, an additional 4-octet value called the IV Index
is defined that is included in the security nonce. For example, using the same 2 Hz message frequency
would measure the lifetime of the network using the IV Index in billions of years.

To enable a gradual transition from one IV Index to the next, each Network PDU includes the least
significant bit of the IV Index that was used to transmit the message. A node can also use an |V Update
procedure to signal to peer nodes that it is updating the IV Index. This procedure takes a minimum of
eight days to transition from the old IV Index to the new IV Index, thereby limiting the frequency that a
node can transmit messages to 24 Hz. However, a node should not send more than 100 Network PDUs in
any 10 second window, so this would typically take approximately 19 days to exhaust.

2.3.11 Directed forwarding

Directed forwarding is designed to help improve performance of a multi-hop network by selecting only a
subset of nodes to relay a message from a source to a destination. This subset, including the source
node and the destination node(s), constitutes a path, as defined by directed forwarding. A path is
identified by a pair of addresses: a source address and a destination address. The destination address
may be a unicast address, a group address, or a virtual address.

The source node of a path is the Path Origin, and each destination node of a path is a Path Target (see
Section 3.6.8.1).

The Path Origin is configured to use managed flooding or directed forwarding when originating

a message (see Section 3.7.3.1). Managed flooding and directed forwarding use different security
materials, respectively the managed flooding security material and the directed security material, which
are obtained from the same network key (see Section 3.9.6.3.1).

A directed forwarding node uses a forwarding table to store pairs of source and destination addresses for
each path it is part of. There is a separate forwarding table for each subnet. When a message is received
by a node that is configured to relay messages using directed forwarding, the node compares the source
and destination addresses of the message against the entries in the table and retransmits the message
only if there is a match. That restricts message forwarding only to nodes along an established path.

Nodes forming a path may be explicitly configured by a Configuration Manager or a path may be
discovered and maintained following the request of a node that is originating messages. To help improve
reliability and resilience, a path may have multiple lanes between source node and destination node(s)
that take advantage of several relays overhearing a message relayed on each hop. Lanes of a path are
discovered sequentially. The path discovery and maintenance policy of an originator is configured by the
Configuration Manager and controls aspects such as path lifetime, verification and rediscovery cadence,
the number of redundant lanes, and whether the paths are unidirectional or bidirectional.

Directed forwarding nodes, known as supporting nodes, may act on behalf of Low Power nodes or
Proxy Client nodes, known as dependent nodes, to discover paths, to establish paths, and to provide
path updates when the network topology changes. For more information on node dependence, see
Section 3.6.8.3.

There is no limitation on the number of directed forwarding relays in a network (other than the total
number of nodes). When using directed forwarding, the message forwarding load may be distributed
among several nodes. Each node may function as a directed forwarding relay: the node will only relay a
portion of overall traffic.
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2.3.12 Friendship

Friendship is used by Low Power nodes to limit the amount of time that they need to listen. If a node
cannot receive continuously, then it is possible that it will not receive mesh messages that it should be
processing. This includes security updates required for maintaining the security of the network as well as
the normal mesh messages.

If the Low Power node does not receive such messages, then it may not operate as desired and it may
also fail to keep up-to-date with the latest security state of the network and eventually drop off the network
if this security is changed without its knowledge.

Friendship is a special relationship between a Low Power node and one neighboring Friend node.
These nodes must be within a single hop of each other and in the same subnet, as required by
Section 3.6.6.3.1.

Friendship is first established and initiated by the Low Power node; once established, the Friend node
performs a number of actions that help reduce the power consumption on the Low Power node. The
Friend node maintains a Friend Queue for the Low Power node, which stores all incoming messages
addressed to the Low Power node. The Friend node delivers those messages to the Low Power node
when requested by the Low Power node. Also, the Friend node delivers security updates to the Low
Power node.

When friendship is established between a Low Power node and one Friend node, the two nodes are
considered to be “friends”.

An example topology of a mesh network illustrating Friend nodes and Low Power nodes is shown and
described in Section 2.3.14.

2.3.13 Features and functionality

The capabilities of a node are determined by the features and functionality that the node supports. All
nodes have the ability to transmit and receive mesh messages. Nodes can also optionally support one or
more additional features, as defined by the Configuration Server model:

* Relay feature — the ability to receive and retransmit mesh messages over the advertising bearer to
enable larger networks.

» Proxy feature — the ability to receive and retransmit mesh messages between GATT and advertising
bearers.

» Low Power feature — the ability to operate within a mesh network at significantly reduced receiver duty
cycles only in conjunction with a node supporting the Friend feature.

+ Friend feature — the ability to help a node supporting the Low Power feature to operate by storing
messages destined for those nodes.

A node that supports a feature may have that feature enabled or disabled, and the feature, when enabled,
may be or may not be in use.

A node supporting the Relay feature may have this feature disabled, but it would still support the Relay
feature, it is just that it is not performing the functionality required by that feature. A node that supports the
Relay feature and has the Relay feature enabled is known as a Relay node.

Proxy functionality is supported by nodes that support relaying/forwarding of Network PDUs received by a
node between GATT and advertising bearers. A node supporting the Proxy feature may have this feature
disabled, but it would still support the Proxy feature, it is just that it is not performing the functionality
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required by that feature. A node that supports the Proxy feature and has the Proxy feature enabled is
known as a Proxy node.

A node supporting the Low Power feature cannot have this feature disabled and, as required by

Section 3.6.6.3, must establish a friendship with another node supporting the Friend feature before it

can use the Low Power feature to reduce receiver duty cycles. A node that supports the Low Power
feature and has a friendship with a node that supports the Friend feature is known as a Low Power node.

A node supporting the Friend feature may have this feature disabled, but it would still support the Friend
feature, it is just that it is not performing the functionality required by that feature. A node that supports the
Friend feature, has the Friend feature enabled, and has a friendship with a node that supports the Low
Power feature is known as a Friend node.

Other foundation models support additional functionality. For example, the Directed Forwarding
Configuration Server model (see Section 4.4.7) supports directed forwarding functionality. Directed
forwarding can be performed only among nodes in a subnet that have directed forwarding functionality
enabled. A node with directed forwarding functionality enabled in a subnet is known as a Directed
Forwarding node in that subnet.

Additional functionalities can be enabled or disabled in Directed Forwarding nodes:

« directed relay functionality — the ability to participate in finding paths and relaying messages along
paths

« directed proxy functionality — the ability to establish paths on behalf of a Proxy Client

« directed friend functionality — the ability to establish paths on behalf of a Low Power node

Directed relay functionality can be enabled or disabled in nodes that support directed forwarding. A
Directed Forwarding node with directed relay functionality enabled in a subnet is known as a Directed
Relay node in that subnet (see Section 3.6.8.1).

Directed proxy functionality is supported by nodes that support both the Proxy feature and directed
forwarding functionality; otherwise, it is not supported. When directed proxy functionality is supported, it
can be enabled or disabled. A Directed Forwarding node with directed proxy functionality enabled in a
subnet is known as a Directed Proxy node in that subnet (see Section 3.6.8.1).

Directed friend functionality is supported by nodes that support both the Friend feature and directed
forwarding functionality. When directed friend functionality is supported, it can be enabled or disabled. A
Directed Forwarding node with directed friend functionality enabled in a subnet is known as a Directed
Friend node in that subnet (see Section 3.6.8.1).

A Directed Forwarding node that supports the Low Power feature in a subnet can perform directed
forwarding in that subnet if the node is not in a friendship in the same subnet, because the node behaves
like a regular node while not in a friendship. If the node is in a friendship with a Directed Friend node,
then directed forwarding can be performed by the Directed Friend node. If the node is in a friendship
with a Friend node that does not have directed friend functionality supported and enabled, then directed
forwarding cannot be performed.

Subnet bridging can be performed only by a node that has subnet bridge functionality enabled. A node
with subnet bridge functionality enabled is known as a Subnet Bridge.

Private Proxy functionality is supported by nodes that support the Proxy feature, Private Network Identity
advertising (see Section 7.2.2.2.4), and Mesh Private beacons (see Section 3.10.4); otherwise, Private
Proxy functionality is not supported. When Private Proxy functionality is supported, it can be enabled or
disabled.
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On-Demand Private Proxy functionality is supported by nodes that support On-Demand Private Proxy
Server model (see Section 4.4.13) and Solicitation PDU with Identification Type equal to 0x00 (see
Section 6.9.1); otherwise, On-Demand Private Proxy functionality is not supported.

Node Identity functionality is supported by nodes that support exchange of Network PDUs between two
nodes connected via GATT; otherwise, Node Identity functionality is not supported.

Private Node Identity functionality is supported by nodes that support Node Identity functionality
and Advertising with Private Node Identity (see Section 7.2.2.2.5); otherwise, Private Node Identity
functionality is not supported.

2.3.14 Topology

Nodes that support the various features described above can be formed into a mesh network. An
illustration of a mesh network is shown in Figure 2.8 below.

< » ADV (Not Relayed)
< ----> ADV (Low Power)
<— ADV Bearer
<——> GATT Bearer

O Node

{ ) Low Power node

@ Relay node

¢ ") Friend node

z
~

{ ) Friend feature (not used)

Vi

Figure 2.8: Example topology of a mesh network

Figure 2.8 shows three Relay nodes: Q, R, and S. Although three nodes N, O, and P support the Friend
feature, node N does not have any friendships, and therefore, only O and P are Friend nodes. There are
five Low Power nodes: |, J, K, L, and M. Nodes |, J, and K have node P as their friend, while nodes L and
M have node O as their friend. Node T is connected to the mesh network using a GATT bearer; therefore,
node S retransmits all messages to and from node T.

For example, if a message is to be sent from T to L, then T will send the message to node S using

the GATT bearer. Node S will retransmit this message using the advertising bearer. Nodes H, R, N, and
O are within radio range of node S; therefore, they will receive this message. Node O, being the friend
of node L will store the message, and if the message was a segmented message, node O will respond
with an acknowledgment at the lower transport layer. Sometime later, L will poll node O to check for new
messages, such that O will forward the message originally sent by T to L.
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Figure 2.9: Example topology of a mesh network using directed forwarding between a source node M and a
destination node H.

Figure 2.9 shows the same topology in Figure 2.8, used in the context of directed forwarding between a
source node M and a destination node H. Node M is a Low Power node and is in friendship with node O.
Node O implements directed friend functionality and establishes a 2-lane path on behalf of node M toward
the destination node H. Nodes A, C, E, G, N, Q, R, and S support directed relay functionality, but only
node R and node S are in the path between node M and node H. Therefore, regardless of the number of
Directed Relay nodes, traffic is confined within the established paths. In this example, nodes E, G, N, and
Q do not relay messages from node M to node H, even if they overhear them.

2.4 Mesh gateway
A mesh gateway is a node that is able to translate messages between the mesh network and a non-

Bluetooth technology. A node may be able to send and receive mesh messages through a mesh gateway
while not in the range of any of the Relay nodes. This translation is out of scope for this specification.

2.5 Concurrency limitations and restrictions

There are no concurrency limitations or restrictions for nodes imposed by this specification.

2.6 Topology limitations and restrictions

There are no topology limitations or restrictions imposed by this specification when used with the LE
Physical Transport (see Vol 1, Part A, Section 3.2 in [24]).
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3 Mesh networking

This section is structured as in the layered architecture that is described in Section 2.1. In addition, there
are sections on mesh security and mesh network management.

3.1 Conventions
The following conventions apply to this specification.
3.1.1 Endianness and field ordering

For the network layer, lower transport layer, upper transport layer, mesh beacons, and Provisioning, all
multiple-octet numeric values shall be sent in big-endian, as described in Section 3.1.1.1.

For the access layer and foundation models, all multiple-octet numeric values shall be little-endian as
described in Section 3.1.1.2.

When a field is defined as bit field (see example in Table 3.1), all values are assigned to the defined bits
of the field. After the assignment, the field shall be processed as a number and transmitted using rules
defined for field's layer.

Table 3.1 shows an example bit field structure made up of multiple values.

Bit Definition

0 Value 1

1-3 Value 2

4-8 Value 3

9 Value 4

10-15 Reserved for Future Use

Table 3.1: Bit field example

For example, if a field is defined as in Table 3.1, and if the Value 1 is 0x1, Value 2 is 0x5, Value 3 is 0x12,
and Value 4 is 0x1, then the field size is 16 bits, the field value is 0x032B after assigning all values, and
the field will be transmitted as 0x2B, 0x03 when the layer uses little-endian.

Where network data structures are made of multiple fields, the fields are listed in the tables from top to
bottom and appear in the corresponding figures from left to right (i.e., the top row of the table corresponds
to the left of the figure). Table 3.2 shows a data structure example made up of multiple fields.

Field Size Field Content Description
(bits)
Field0 |4 The start of this field is in Octet 0 (left most octet in corresponding figure)
Field 1 12 The start of this field is in Octet 0 and ends in Octet 1
Field2 16 The start of this field is in Octet 2 and ends in Octet 3

Table 3.2: Field ordering example
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In order to convert the data structure defined in a table into a series of octets in the layer that uses
big-endian the following procedure is used. The binary number with N unassigned bits is created. The
number of bits N in the number is equal to the sum of the number of bits of every field in the table. The
most significant bits (MSbs) of the number are set to the value of Field O (first row of the table), then the
number’s unassigned MSbs are set to the value of Field 1. This procedure is continued for consecutive
fields of the table and ends when least significant bits (LSbs) of the number are set to value of last field of
the table. As a final step the number is transmitted in big-endian format (i.e., most significant octet first).
This is illustrated in Figure 3.1.

3 0111 0115 0
Field 0 Field 1 Field 2
77 T octetd  0[7" T octet1 = 0[7 T octet2 = 0[7 T octet3 0

Figure 3.1: Field ordering example: big-endian

For example, the field 0 is 4 bits wide and has value of 0x6, field 1 is 12 bits wide and has value 0x987,
and field 2 is 16 bits wide and has value of 0x1234. The value of the binary number is 0x69871234 and
shall be transmitted as 0x69, 0x87, 0x12, 0x34.

In order to convert the data structure defined in a table into a series of octets in the layer that uses
little-endian the following procedure is used. The binary number with N unassigned bits is created. The
number of bits N in the number is equal to the sum of the number of bits of every field in the table. The
LSbs of the number are set to the value of Field O (first row of the table), then the number’s unassigned
LSbs are set to the value of Field 1. This procedure is continued for consecutive fields of the table and
ends when MSbs of the number are set to the value of last field of the table. As a final step the number is
transmitted in little-endian format (i.e., least significant octet first). This is illustrated in Figure 3.2.

0 3]0 11]0 15
Field O Field 1 Field 2
0" " octetd  7[0 " octet1 = 7]0° " octet2 = 7[0" " octet3 7

Figure 3.2: Field ordering example: little-endian

For example, the field 0 is 4 bits wide and has a value of 0x6, field 1 is 12 bits wide and has a value
of 0x987, and field 2 is 16 bits wide and has a value of 0x1234. The value of the binary number is
0x12349876 and shall be transmitted as 0x76, 0x98, 0x34, 0x12.

3.1.1.1 Big-endian

When multiple-octet values are defined as sent in big-endian (also known as “network byte order”), the
conventions in this section apply. For example, the value 0x123456 shall be transmitted as 0x12, 0x34,
and 0x56 (most significant octet first).

3.1.1.2 Little-endian

When multiple-octet values are defined as sent in little-endian, the conventions in this section apply. For
example, the value 0x123456 shall be transmitted as 0x56, 0x34, and 0x12 (least significant octet first).
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3.1.2 One-shot timers

This specification establishes definitions for terminology related to one-shot timers. A one-shot timer
counts down from an initial value and when the counter reaches zero, the timer expires. The timer value
is defined as the current value of the counter.

Table 3.3 establishes the definitions for actions that can be performed on a timer.

Action Description

Start from the initial value The timer value is set to the initial value and the timer countdown is
immediately started.

Start from the current value The timer value is not changed and the timer countdown is immediately
started.

Stop The timer countdown is immediately stopped and the timer value is
stored.

Table 3.3: Definitions for actions that can be performed on a timer

When the timer value reaches zero, the timer countdown stops and the timer expires. The timer expiration
is an event that may have a behavior defined in this specification.

Table 3.4 establishes the definitions for checking timer status.

Timer Status Description
Is running The status beginning when the countdown timer starts until it stops.
Is not running The status when the timer countdown is stopped.

Table 3.4: Definitions for checking timer status

3.2 Features
This specification defines four optional features:

* Relay feature (see Section 3.4.6.1)
* Proxy feature (see Section 3.4.6.2)
 Friend feature (see Section 3.6.6.3)

* Low Power feature (see Section 3.6.6.4)

3.3 Bearers

This specification defines two mesh bearers over which mesh messages may be transported:

* An advertising bearer (see Section 3.3.1)
* A GATT bearer (see Section 3.3.2)

A node shall support the advertising bearer or the GATT bearer or both.

Bearers are identified by 2-octet indexes as described in Section 4.3.1.4.
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3.3.1 Advertising bearer

When using the advertising bearer, a mesh packet shall be sent in the ADV_NONCONN_IND PDU (see
[1]) using the Mesh Message AD type identified by «Mesh Message» as defined in [4].

The format of the Mesh Message AD type is defined in Table 3.5.

Field Size Description Req.
(octets)

Length 1 Length of the AD Type and Network PDU fields

AD Type 1 «Mesh Message»

Network PDU | variable Network PDU

Table 3.5: Mesh Message AD type

ADV_NONCONN_IND PDUs are used because there is no need to include the Flags AD Type in the
advertising packets, thereby enabling two additional octets to be allocated to the Network PDU (see [5]).

To lower the probability of packet collisions on all advertising channels, the gap between consecutive
packets within an Advertising Event (see [1]) and the sequence of the used primary advertising channels
within an Advertising Event (see [24]) should be randomized.

A device supporting only the advertising bearer should perform passive scanning with a duty cycle as
close to 100 percent as possible in order to avoid missing any incoming mesh messages or Provisioning
PDUs.

All devices shall support both the Observer and Broadcaster roles, which are defined in the Generic
Access Profile (GAP) [1].

3.3.2 GATT bearer

The GATT bearer is provided to enable devices that are not capable of supporting the advertising bearer
to participate in a mesh network. The GATT bearer uses the Proxy protocol (see Section 6) to transmit
and receive Proxy PDUs between two devices over a GATT connection.

The GATT bearer uses a characteristic to write to and receive notifications of mesh messages using the
attribute protocol.

The GATT bearer defines two roles: a GATT Bearer Client and a GATT Bearer Server.

The GATT Bearer Client shall be a GATT Client and shall support the Proxy Client role (see
Section 6.2.1). The GATT Bearer Server shall be a GATT Server and shall support the Proxy Server
role (see Section 6.2.1).

The GATT Bearer Server shall instantiate one and only one Mesh Proxy Service, as defined
in Section 7.2.

The GATT Bearer Client shall support the Mesh Proxy Service.

The GATT Bearer Client shall perform primary service discovery using either the GATT Discover All
Primary Services sub-procedure or the GATT Discover Primary Service by Service UUID sub-procedure
to discover the Mesh Proxy Service.
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As required by the GATT profile defined in Volume 3, Part G of the Core Specification [1], the GATT
Bearer Client must be tolerant of additional optional characteristics in the service records of services used
with the GATT profile.

The GATT Bearer Client shall use either the GATT Discover All Characteristics of a Service sub-
procedure or the GATT Discover Characteristics by UUID sub-procedure to discover the characteristics of
the service.

The GATT Bearer Client shall use the GATT Discover All Characteristic Descriptors sub-procedure to
discover the characteristic descriptors, which are described in the following sections.

The GATT Bearer Client shall discover the Mesh Proxy Data In characteristic, Mesh Proxy Data
Out characteristic and its Client Characteristic Configuration descriptor. Once the Client Characteristic
Configuration descriptor has been discovered, it shall enable notifications using this characteristic.

To send a Proxy PDU (see Section 6.3), the GATT Bearer Client shall use the Write Without Response
sub-procedure to write the Proxy PDU to the GATT Bearer Server by writing to the Mesh Proxy Data In
characteristic.

To receive a Proxy PDU, the GATT Bearer Client shall be able to receive multiple notifications of the
Mesh Proxy Data Out characteristic. Each notification contains a single Proxy PDU.

Figure 3.3 illustrates the GATT Bearer Server and network layer (see Section 3.4) interactions.
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Figure 3.3: GATT Bearer Server and network layer interactions

3.4 Network layer

The network layer defines the Network PDU format that allows Lower Transport PDUs to be transported

by the bearer layer. It decrypts and authenticates and forwards incoming Network PDUs received on input
interfaces to upper layers and/or output interfaces and encrypts and authenticates and forwards outgoing
Network PDUs delivering them to output network interfaces.

3.4.1 Endianness

All multiple-octet numeric values in this layer shall be sent in big-endian, as described in Section 3.1.1.1.
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3.4.2 Addresses

The network layer defines four basic types of addresses: unassigned, unicast, virtual, and group.

Addresses are 16 bits in length and are encoded as defined in Table 3.6 below.

Values Address Type
0b0000000000000000 Unassigned Address
0bOxxxxxxxxxxxxxxx (excluding 0b0000000000000000) Unicast Address

0b 1T OXXXXXXXXXXXXXX Virtual Address

0b 1T XXXXXXXXXXXXXX Group Address

Table 3.6: 16-bit address allocations

3.4.21 Unassigned address

An unassigned address is an address in which the element of a node has not been configured yet or no
address has been allocated. The unassigned address shall have the value 0x0000 as shown in Figure 3.4
below. This may be used, for example, to disable message publishing of a model by setting the publish
address of a model to the unassigned address.

7 octet O 017 octet 1 0

Figure 3.4: Unassigned address format

An unassigned address shall not be used in the SRC field or the DST field of a Network PDU.
3.4.2.2 Unicast address

A unicast address is a unique address allocated to each element. A unicast address has bit 15 set to 0.
The unicast address shall not have the value 0x0000, and therefore can have any value from 0x0001 to
Ox7FFF inclusive as shown in Figure 3.5 below.

A unicast address is allocated to each element of a node for a term of the node on the network. The
address allocation for the initial term is performed by a Provisioner during provisioning as described

in Section 5.4.2.5. The address may be changed by executing the Node Address Refresh procedure
(see Section 3.11.8.5) or the Node Composition Refresh procedure (see Section 3.11.8.6). The address
may be unallocated by a Provisioner to allow the address to be reused using the procedure defined in
Section 3.11.7.
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14 0

0 Unicast Address

7 octet0  0[7"

octet1 0

Figure 3.5: Unicast address format

A unicast address shall be used in the SRC field of a Network PDU and may be used in the DST field of a
Network PDU. A Network PDU sent to a unicast address shall be processed by at most one element.

3.4.2.2.1 Unicast address range format

A range of unicast addresses may be used in a message, for example, to communicate all the unicast
addresses used by a node. In this case, the unicast address range format can be used to efficiently
pack the range of unicast addresses. In the unicast address range format, the 15 least significant bits of
the starting unicast address of the range and the number of addresses in the range are formatted as in
Table 3.7.

Field Name Bits Description Req.
LengthPresent 1 Indicates the presence or absence of the RangelLength field. =M
RangeStart 15 15 least significant bits of the starting unicast address M
RangelLength 8 Number of addresses in the range (0x02 — OxFF) C.1

Table 3.7: Unicast address range format

C.1: Ifthe LengthPresent field value is 1, the RangelLength field shall be present; otherwise, the
RangelLength field shall not be present.

The LengthPresent field indicates whether the address range contains a single address or multiple
addresses. The LengthPresent field value shall be set to 1 when the number of addresses in the range of
unicast addresses is greater than 1; otherwise, the LengthPresent field value shall be set to 0.

The RangeStart field shall contain the 15 least significant bits of the starting unicast address of the range
of unicast addresses. The RangeStart field value shall not be 0.

If present, the RangeLength field shall contain the number of addresses in the range of unicast
addresses. The valid values for the RangeLength field are 0x02 to OxFF. The values of 0x00 and 0x01 are
prohibited.

The sum of the RangeStart field value and the RangeLength field value shall not exceed 0x8000.

3.4.2.2.2 Unicast address range list

A message may contain multiple unicast address range values. For example, a unicast address range list
can be used to communicate all the element addresses of Low Power nodes of a Friend node.

The values shall be serialized as shown in Figure 3.6. The length of each unicast address range value is
either 2 or 3 octets depending on the LengthPresent field value within each unicast address range value.
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Range Range

1 RangeStart Length 0 RangeStart |0 RangeStart 1( RangeStart Length

Oceto | ocetl Dctetz octeto | octtl Octeto | octet1 octeto | octt1 Ocetz
Address Range 0 Address Range 1 | Address Range 2 Address Range 3

Figure 3.6: Unicast address range list example

3.4.2.2.3 Matching an address to the unicast address range format

To check for the presence of a specific unicast address within the unicast address range format, the node
shall convert the RangeStart field to the range start address by setting the 15 least significant bits of the
range start address to the RangeStart field value and setting the most significant bit of the range start
address to 0. If the LengthPresent field value is 1, the node shall compute the range end address by
adding the RangelLength field value to the range start address; otherwise, the node shall increment the
range start address by 1 to derive the range end address. A unicast address is matched to the unicast
address range format if it is greater than or equal to the range start address and less than the range end
address.

3.4.2.2.4 Converting to and from the unicast address range format

This section specifies the derivation of the primary element address and the number of secondary
elements (i.e., the secondary elements count of a node) from the unicast address range format and,
conversely, the derivation of the unicast address range format from the primary element address and
secondary elements count.

Conversion to the unicast address range format

To derive the unicast address range format from the primary element address and the number of
secondary elements, the node shall use the following procedure:

* If the node has secondary elements, the LengthPresent field value shall be 1; otherwise, the
LengthPresent field value shall be 0.

* The RangeStart field shall be the 15 least significant bits of the primary element address of the node.

« If the node has secondary elements, the RangelLength field value shall be the number of secondary
elements plus 1; otherwise, the RangelLength field shall not be present.

For example, if a node has 5 secondary elements and the primary element address is 0x1234, then the
value of the binary number of the unicast address range of the elements of the node and the sequence of
octets for its transmission depend on the used endianness as follows:

* If big-endian is used (e.g., when sending a Transport Control message), the value of the binary number
is 0x923406 and is transmitted as 0x92, 0x34, 0x06.

* If little-endian is used (e.g., when sending an Access message), the value of the binary number is
0x062469 and is transmitted as 0x69, 0x24, 0x06.
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Conversion from the unicast address range format

To derive the primary element address and the number of secondary elements from the unicast address
range format, the node shall use the following procedure:

+ If the LengthPresent field value is 0, the number of secondary elements is 0; otherwise, the number of
secondary elements is equal to RangeLength — 1.

» The 15 least significant bits of the primary element address of the node are equal to the RangeStart
field. The most significant bit of the unicast address is always 0.

For example, if the unicast address range of a node is 0x1234, the node’s primary element address is
0x1234 and there are no secondary elements on the node.

3.4.2.3 Virtual address

A virtual address represents a set of destination addresses. Each virtual address logically represents a
Label UUID, which is a 128-bit value that does not have to be managed centrally. One or more elements
may be programmed to publish or subscribe to a Label UUID. The Label UUID is not transmitted and shall
be used as the Additional Data field of the message integrity check value in the upper transport layer (see
Section 3.9.7.1).

The virtual address is a 16-bit value that has bit 15 set to 1, bit 14 set to 0, and bits 13 to 0 set to the
value of a hash. This hash is a derivation of the Label UUID such that each hash represents many Label
UUIDs.

SALT=s1("vtad")

hash=AES-CMACs, 1 (Label UUID) mod 24

When an Access message is received to a virtual address that has a matching hash, each corresponding
Label UUID is used by the upper transport layer as additional data as part of the authentication of the
message until a match is found.

Transport Control messages cannot use virtual addresses.

Label UUIDs may be generated randomly as defined in [6]. A Configuration Manager may assign and
track virtual addresses; however, two devices can also create a virtual address using some out-of-band
(OOB) mechanism. Unlike group addresses, these could be agreed upon by the devices involved and
would not need to be registered in the centralized provisioning database, as they are unlikely to be
duplicated.

A disadvantage of virtual addresses is that a multi-segment message is required to transfer a Label UUID
to a publishing or subscribing node during configuration.

A virtual address can have any value from 0x8000 to OXxBFFF as shown in Figure 3.7 below.

13 0

110 Hash

octet 1 0

7 octet0 = 0]7’

Figure 3.7: Virtual address format
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Note: When factoring in a 32-bit MIC and the size of the hash, there is only
a 1/246=1.42x10""4 likelihood that two matching virtual addresses using the same
application key but different Label UUIDs will collide.

3.4.2.4 Group address

A group address is an address that is programmed into zero or more elements. A group address has
bit 15 set to 1 and bit 14 set to 1, as shown in Figure 3.8 below. Group addresses in the range OxFF00
through OxFFFF are reserved for Fixed Group addresses (see Table 3.8), and addresses in the range
0xCO000 through OXFEFF are generally available for other usage.

13 0

111 Group Address

7 octet0 0|7  octet1 0

Figure 3.8: Group address format

A group address shall only be used in the DST field of a Network PDU. A Network PDU sent to a group
address shall be delivered to all the instances of models that subscribe to this group address.

There are two types of group addresses; those that can be assigned dynamically and those that are fixed.
The fixed group addresses are defined in Table 3.8 below.

Values Fixed Group Address Name
OxFFF9 all-ipt-border-routers

OxFFFA all-ipt-nodes

OxFFFB all-directed-forwarding-nodes
OxFFFC all-proxies

OxFFFD all-friends

OxFFFE all-relays

OxFFFF all-nodes

Table 3.8: Fixed group addresses

This specification does not define any special behaviors related to values from OxFF0O to OxFFF8,
all-ipt-border-routers, and all-ipt-nodes fixed group addresses.
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3.4.3 Address validity

Table 3.9 shows which address types are valid for use in the SRC field and the DST field.

Address Type

Valid in SRC Field

Valid in DST Field

Segmented and

Messages

Unsegmented Control

(see Section 3.5.2)

Messages

Segmented and
Unsegmented Access

(see Section 3.5.2)

Unassigned Address No No No

Unicast Address Yes Yes Yes
Virtual Address No No Yes
Group Address No Yes Yes

Table 3.9: Address type and message field validity

A fixed group address defined as Reserved for Future Use in Section 3.4.2.4 is a valid group address for

the purposes of Table 3.9.

Table 3.10 shows which address types are valid for use with device keys and application keys.

Address Type Valid with Device Key Valid with Application Key
Unassigned Address No No

Unicast Address Yes Yes

Virtual Address No Yes

Group Address No Yes

Table 3.10: Address type and access layer key type validity

3.4.4 Network PDU

The mesh Network PDU format is defined in Table 3.11 and illustrated in Figure 3.9 below:

Field Name Bits Description Req.
VI 1 Least significant bit of IV Index M
NID 7 Value derived from the NetKey used to identify the Encryp- M
tionKey and PrivacyKey used to secure this PDU
CTL 1 Network Control M
TTL 7 Time To Live M
SEQ 24 Sequence number M
SRC 16 Source address M
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Field Name Bits Description Req.
DST 16 Destination address M
TransportPDU 8 to 128 | Transport Protocol Data Unit

NetMIC 32 or 64 | Message Integrity Check for Network

Table 3.11: Network PDU field definitions

Network PDUs are secured using keys derived from a single network key, as identified by the NID field.

obfuscated

6 0 6 01[23 ) |15 )
— |
> NID 5 TTL Sequence Number (SEQ) Source Address (SRC)
7 octet 0 olr octet 1 ol7 octet 2 o7 octet 3 o7 octet 4 olr octet 5 o7 octet 6 o
encrypted
"""" 15 0 63 or 31 0
Destination Address (DST) TransportPDU Network MIC (NetMIC)
....... 7 octet 7 o7 octet 8 0 7 o7 0] [7 0

Figure 3.9: Network PDU format

Certain functionalities defined in this specification may require that a Network PDU be tagged with
additional metadata. For example, tagging a Network PDU as relay is used to control the number of
retransmissions of the Network PDU by the Advertising Bearer Network Interface (see Section 3.4.5.4).

3441 VI

The VI field contains the least significant bit of the IV Index used in the nonce to authenticate and encrypt
this Network PDU (see Section 3.9.2.11).

3442 NID

The NID field contains a 7-bit network identifier that allows for an easier lookup of the EncryptionKey and
PrivacyKey used to authenticate and encrypt this Network PDU (see Section 3.9.6.3.1).

The NID value is derived from the network key in conjunction with the EncryptionKey and PrivacyKey. It
is derived differently for Network PDUs using managed flooding security material, Network PDUs using
directed security material, and Network PDUs using friendship security material (see Section 3.9.6.3.1).

3443 CTL

The CTL field is a 1-bit value that is used to determine if the Network PDU is part of a Transport Control
message or an Access message, as illustrated in Table 3.12.

If the CTL field is set to 0, the NetMIC is a 32-bit field and the Lower Transport PDU contains an Access
message.

If the CTL field is set to 1, the NetMIC is a 64-bit field and the Lower Transport PDU contains a Transport
Control message.
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CTL Field Message Type NetMIC Size (bits)
0 Access message 32
1 Transport Control message 64

Table 3.12: CTL field message types and NetMIC sizes

3.444 TTL

The TTL field is a 7-bit field. The TTL field values are defined in Table 3.13.

Value Description

0 Network PDU has not been relayed and will not be relayed.

1 Network PDU has been relayed and will not be relayed.

2-126 Network PDU has been relayed or Network PDU has not been relayed. Network
PDU can be relayed.

127 Network PDU has not been relayed and can be relayed.

Table 3.13: TTL field values

The initial value of this field is set by the transmitting layer (lower transport layer, upper transport layer,
access, foundation model, model) or an application and used by the network layer when operating as a
Relay node or as a Directed Relay node.

The use of the TTL value of zero allows a node to transmit a Network PDU that it knows will not be
relayed, and therefore the receiving node can determine that the sending node is a single radio link away.
The use of a TTL value of one or larger cannot be used for such a determination.

3.4.4.5 SEQ

The SEQ field is a 24-bit integer. The combined SEQ field, IV Index field, and SRC field (see
Section 3.4.4.6) shall be a unique value for each new Network PDU that this element originates.

3.4.4.6 SRC

The SRC field is a 16-bit value that identifies the element that originated this Network PDU. This address
shall be a unicast address.

The SRC field is set by the originating element and untouched by nodes operating as a Relay node or as
a Directed Relay node.

3.44.7 DST

The DST field is a 16-bit value that identifies the element or elements that this Network PDU is directed
towards. This address shall be a unicast address, a group address, or a virtual address.

The DST field is set by the originating node and is untouched by the network layer in nodes operating as
a Relay node or as a Directed Relay node.
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3.4.4.8 TransportPDU

The TransportPDU field, from a network layer point of view, is a sequence of octets of data. When the
CTL field value is 0, the TransportPDU field shall be a maximum of 128 bits. When the CTL field value is
1, the TransportPDU field shall be a maximum of 96 bits.

The TransportPDU field is set by the originating lower transport layer and shall not be changed by the
network layer.

3.4.4.9 NetMIC

The NetMIC field is a 32-bit or 64-bit field (depending on the value of the CTL field) that authenticates that
the DST and TransportPDU fields have not been changed.

When the CTL field value is 0, the size of the NetMIC field shall be 32 bits. When the CTL field value is 1,
the size of the NetMIC field shall be 64 bits.

The NetMIC field value is set by the network layer at each node that transmits or relays this Network
PDU.

3.4.5 Network interfaces

The network layer supports sending and receiving Network PDUs via multiple bearers. Multiple instances
of a bearer may be present. Each instance of a bearer is connected to the network layer via a network
interface. To allow sending Network PDUs between elements within the same node the local interface is
used.

For example, a node may have three interfaces: one used to send and receive Network PDUs via an
advertising bearer and two interfaces to a GATT bearer, one for each client connected via a GATT
connection.

Interfaces provide input and output filters. Filters may be configured using bearer-specific PDUs or
internally by services exposed on a node, such as the Mesh Proxy Service (see Section 7.2).

3.4.5.1 Interface input filter

The interface input filter determines whether an incoming Network PDU is delivered to the network layer
for further processing or it is dropped.

A feature or a protocol in this specification may define an input filter. For example, the Proxy Protocol
defines filters (see Section 6.4).

The input filter of the interface connected to the GATT bearer shall drop all Network PDUs that have been
secured using the friendship security credentials.

3.4.5.2 Interface output filter

The interface output filter determines whether an outgoing Network PDU is delivered to a bearer or it is
dropped.

A feature or a protocol in this specification may define an output filter. For example, the Proxy Protocol
defines filters (see Section 6.4).

The output filter of the interface connected to advertising or GATT bearers shall drop all Network PDUs
with the TTL field value set to 1 unless they contain a Network PDU that is tagged as relay.

9 Bluetooth SIG Proprietary Page 68 of 835



Mesh Protocol / Specification

The output filter of the interface connected to the GATT bearer shall drop all Network PDUs secured using
the friendship security credentials.

3.4.5.3 Local Network Interface
A Local Network Interface allows sending Network PDUs between elements within the same node.
A node shall implement a Local Network Interface.

Upon receiving a Network PDU by a Local Network Interface, the Network PDU shall be delivered to all
elements of the node.

3.4.5.4 Advertising Bearer Network Interface

When transmitting a Network PDU that is tagged as friendship, the Advertising Bearer Network Interface
shall transmit the Network PDU over the advertising bearer only once.

When transmitting a Network PDU that is not tagged as friendship, the Advertising Bearer Network
Interface shall transmit the Network PDU over the advertising bearer using the following configuration:

« If the Network PDU is not using directed security material, then the relay tag is checked:

- If the Network PDU is not tagged as relay, the number and timing of the transmissions shall be as
indicated by the Network Transmit state (see Section 4.2.20).

- If the Network PDU is tagged as relay, the number and timing of the transmissions shall be as
indicated by the Relay Retransmit state (see Section 4.2.21).

 If the Network PDU is using the directed security material, then the combination of relay tag and CTL
field is checked:

- If the Network PDU is not tagged as relay, and the CTL field value is equal to 0, then the number
and timing of the transmissions shall be as indicated by the Directed Network Transmit state (see
Section 4.2.32.2).

- If the Network PDU is not tagged as relay, and the CTL field value is equal to 1, then the number and
timing of the transmissions shall be as indicated by the Directed Control Network Transmit state (see
Section 4.2.39).

- If the Network PDU is tagged as relay, and the CTL field value is equal to 0, then the number
and timing of the transmissions shall be as indicated by the Directed Relay Retransmit state (see
Section 4.2.34).

- If the Network PDU is tagged as relay, and the CTL field value is equal to 1, then the number and
timing of the transmissions shall be as indicated by the Directed Control Relay Retransmit state (see
Section 4.2.40).

When transmitting a Network PDU that is tagged as relay, the start time of the transmission should be
randomized by a small interval to avoid collisions between multiple relays that have received the Network
PDU at the same time. If the DST field value of the Network PDU is the all-directed-forwarding-nodes
fixed group address (see Section 3.4.2.4), the start time of the transmission should be additionally
randomized by an interval from 0 to 100 milliseconds.
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3.4.6 Network layer behavior
3.4.6.1 Relay feature

The Relay feature is used to relay/forward Network PDUs received by a node over the advertising bearer.
This feature is optional and if supported can be enabled and disabled. If the Proxy feature is supported,
then both GATT and advertising bearers shall be supported.

3.4.6.2 Proxy feature

The Proxy feature is used to relay/forward Network PDUs received by a node between GATT and
advertising bearers. This feature is optional and if supported can be enabled and disabled. When this
feature is supported, the Advertising with Network ID (see Section 7.2.2.2.2) shall be supported and the
Mesh Proxy Service (see Section 7.2) shall be contained in the GATT Server on a node; otherwise, the
Mesh Proxy service may be contained in the GATT Server.

3.4.6.3 Receiving a Network PDU

A Network PDU is delivered from a bearer to the network layer via a network interface. The interface shall
apply filtering rules defined by its input filter (see Section 3.4.5.1). If the Network PDU passes through the
input filter, it is delivered to the network layer for further processing.

Upon receiving a Network PDU, the node shall check whether the NID field value matches one or more
known NIDs. If the NID field value does not match a known NID, then the Network PDU shall be ignored.
If the NID field value matches a known NID, the node shall attempt to authenticate the Network PDU
using the security credentials derived from each known network key that matched. If the Network PDU
does not authenticate against any known network key, then the Network PDU shall be ignored. If the
Network PDU does authenticate against a network key, and the SRC and DST fields are considered
valid (see Section 3.4.3), and an entry corresponding to the Network PDU is not in the Network Message
Cache (see Section 3.4.6.5), then the Network PDU shall be processed by the lower transport layer.

When the Network PDU is processed by the lower transport layer, and the TTL field has a value of 2 or
greater, and the destination is not a unicast address of an element on this node, then the Network PDU
shall be evaluated against retransmission conditions for incoming Network PDUs as defined in Table 3.14.
For a Network PDU, there may be more than one matching row in Table 3.14. If there is no row that
matches the retransmission conditions, then the Network PDU shall not be retransmitted.

For each row in Table 3.14, if the Network PDU is delivered from the bearer identified in the Inbound
Bearer column, and is secured using the security material identified in the Inbound Security Material
column, and all conditions in the Conditions column are met, then the actions in the Additional Actions
column, if present, shall be executed, and the Network PDU shall be retransmitted to network interface(s)
identified by the Outbound Bearers column using the security material identified in the Outbound Security
Material column. The IV Index used when retransmitting the Network PDU shall be the same IV Index

as in the received Network PDU. The TTL field value of the retransmitted Network PDU shall be equal

to the TTL field value of the received Network PDU decremented by 1. The network key used when
retransmitting the Network PDU depends on whether the node is a Subnet Bridge node.

If the node is not a Subnet Bridge node, the network key used when retransmitting the Network PDU shall
be the same network key used to secure the received Network PDU.

If the node is a Subnet Bridge node, the node shall check all the Bridging Table state entries to determine
whether the Network PDU is to be bridged to different subnets.
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For a given Bridging Table state entry (see Section 4.2.42), the Network PDU shall be retransmitted using
the NetKey identified by NetKeylndex2 of the entry if all the following conditions are met:

* The SRC field value in the Network PDU matches the address of the node in the first subnet that is
indicated in the Address1 field.

* The DST field value in the Network PDU matches the address of the node in the second subnet that is
indicated in the Address2 field.

* The received Network PDU was encrypted using the NetKey identified by NetKeylndex1 of the entry.

The Network PDU shall be retransmitted using the NetKey identified by NetKeylndex1 of the Bridging
Table state entry if all the following conditions are met:

* The SRC field value in the Network PDU matches the address of the node in the second subnet that is
indicated in the Address2 field.

* The DST field value in the Network PDU matches the address of the node in the first subnet that is
indicated in the Address1 field.

* The received Network PDU was encrypted using the NetKey identified by NetKeylndex2 of the entry.

* The Directions value of the entry is 0x02.

Inbound | Inbound | Conditions Additional Outbound | Outbound
Bearer Security Actions Bearers Security
Material Material
ADV flooding | Relay is enabled. Tag as relay ADV flooding
ADV flooding | Proxy is enabled. - GATT flooding
ADV flooding | Traffic is to be bridged. Create Path Ori- | all bearers | flooding
AND gin State Machine
Directed forwarding is enabled. AND
AND Update replay
protection list
DST is a valid path destination.
AND
Path from supporting node does
not exist.
ADV flooding | Traffic is to be bridged. Start Directed all bearers | flooding
AND Forwarding De-
pendents Update
Directed forwarding is enabled.
AND
AND
Update replay
Path from supporting node exists. | protection list
AND
Dependent node is not listed.
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Inbound | Inbound | Conditions Additional Outbound | Outbound
Bearer Security Actions Bearers Security
Material Material
ADV flooding | Traffic is to be bridged. Update replay path bear- | directed
AND protection list ers
Directed forwarding is enabled.
AND
Path from supporting node exists.
AND
Dependent node is listed.
ADV friend- Friend is enabled. - all bearers | flooding
ship AND
Directed friend is disabled.
ADV friend- Directed friend is enabled. Create Path Ori- | all bearers | flooding
ship AND gin State Machine
DST is a valid path destination.
AND
Path from supporting node does
not exist.
ADV friend- Directed friend is enabled. Start Directed all bearers | flooding
ship AND Forwarding De-
pendents Update
Path from supporting node exists.
AND
Dependent node is not listed.
ADV friend- Directed friend is enabled. - path bear- | directed
ship AND ers
Path from supporting node exists.
AND
Dependent node is listed.
ADV directed | Directed relay is enabled. Tag as relay path bear- | directed
AND ers
Path exists.
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Inbound | Inbound | Conditions Additional Outbound | Outbound
Bearer Security Actions Bearers Security
Material Material
ADV directed | Directed proxy is enabled. - GATT flooding
AND
Path to supporting node exists.
AND
Dependent node is listed.
ADV directed | Traffic is to be bridged. Create Path Ori- | all bearers | flooding
AND gin State Machine
Directed forwarding is enabled. AND
AND Updatg rep!ay
protection list
Path from supporting node does
not exist.
ADV directed | Traffic is to be bridged. Start Directed all bearers | flooding
AND Forwarding De-
pendents Update
Directed f ding i bled.
irected forwarding is enable AND
AND
Update replay
Path from supporting node exists. | protection list
AND
Dependent node is not listed.
ADV directed | Traffic is to be bridged. Update replay path bear- | directed
AND protection list ers
Directed forwarding is enabled.
AND
Path exists.
GATT flooding | Proxy is enabled. - all bearers | flooding
AND
Directed proxy is disabled.
GATT flooding | Directed proxy is enabled. - all bearers | flooding
AND
Directed forwarding is not selec-
ted.
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Inbound | Inbound | Conditions Additional Outbound | Outbound
Bearer Security Actions Bearers Security
Material Material
GATT flooding | Directed forwarding is selected. Create Path Ori- | all bearers | flooding
AND gin State Machine
DST is a valid path destination.
AND
Path from supporting node does
not exist.
GATT flooding | Directed forwarding is selected. Start Directed all bearers | flooding
AND Forwarding De-
pendents Update
Path from supporting node exists.
AND
Dependent node is not listed.
GATT flooding | Directed forwarding is selected. - path bear- | directed
AND ers
Path from supporting node exists.
AND
Dependent node is listed.
GATT directed | Directed relay is enabled. - path bear- | directed
AND ers
Path exists.
GATT directed | Traffic is to be bridged. Create Path Ori- | all bearers | flooding
AND gin State Machine
Directed forwarding is enabled. AND
AND Update replay
protection list
Path from supporting node does
not exist.
GATT directed | Traffic is to be bridged. Start Directed all bearers | flooding

AND
Directed forwarding is enabled.
AND

Path from supporting node exists.

AND

Dependent node is not listed.

Forwarding De-
pendents Update

AND

Update replay
protection list
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Inbound | Inbound | Conditions Additional Outbound | Outbound
Bearer Security Actions Bearers Security
Material Material

GATT directed | Traffic is to be bridged. Update replay path bear- | directed

AND protection list ers

Directed forwarding is enabled.

AND

Path exists.

Table 3.14: Network layer Network PDU retransmission requirements

The following paragraphs define the requirements associated with each column of Table 3.14.

Inbound Bearer. The entries in the Inbound Bearer column of Table 3.14 identify the type of bearer from
which the Network PDU was delivered:

* ADV: The inbound Network PDU is delivered from the advertising bearer.
* GATT: The inbound Network PDU is delivered from the GATT bearer.

Inbound Security Material. The entries in the Inbound Security Material column of Table 3.14 identify the
type of security material used to secure the incoming Network PDU (see Section 3.9.6.3.1):

« flooding: The inbound Network PDU is secured using managed flooding security material.

+ friendship: The inbound Network PDU is secured using friendship security material.

» directed: The inbound Network PDU is secured using directed security material.

Conditions.Table 3.15 defines the requirements for the conditions in the Conditions column of Table 3.14.

Condition

Requirements

Proxy is enabled

The Proxy feature is supported and enabled, or the Private Proxy functionali-
ty is supported and enabled or the On-Demand Private GATT Proxy state has
a value in the range 0x01 to OxFF (see Section 4.2.47).

Relay is enabled

The Relay feature is supported and enabled.

Directed proxy is ena-
bled

Directed proxy functionality is enabled in the subnet from which the Network
PDU is received.

Directed proxy is disa-
bled

Directed proxy functionality is not supported or is disabled for the subnet from
which the Network PDU is received.

Directed forwarding is
selected

The Use_Directed connection parameter is Enabled in the subnet from which
the Network PDU is received and the received Network PDU is not tagged
with immutable-credentials tag.

Directed forwarding is
not selected

The Use_Directed connection parameter is Disabled in the subnet from
which the Network PDU is received; or the Use_Directed connection parame-
ter is Enabled in the subnet from which the Network PDU is received and the
received Network PDU is tagged with immutable-credentials tag.
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Condition

Requirements

Traffic is to be bridged

Subnet bridge functionality is enabled, and the Network PDU is checked for
replay protection (see Section 3.9.8), and the conditions for retransmitting the
Network PDU in bridged subnets are met.

Path from supporting
node does not exist

The path for the Network PDU does not exist in the subnet where the Net-
work PDU is to be retransmitted as defined in Section 3.6.8.5.1, using the
primary element address of the node processing the Network PDU as the
source address, and using the DST field value of the Network PDU as the
destination address.

Path from supporting
node exists

The path for the Network PDU exists in the subnet where the Network PDU
is to be retransmitted, as defined in Section 3.6.8.5.1, by using the primary
element address of the node processing the Network PDU as the source
address and by using the DST field value of the Network PDU as the destina-
tion address.

Path to supporting node
exists

The path for the Network PDU exists in the subnet where the Network PDU
is to be retransmitted, as defined in Section 3.6.8.5.1, by using the primary
element address of the node processing the Network PDU as the destination
address and by using the SRC field value of the Network PDU as the source
address.

Path exists

The path for the Network PDU exists in the subnet where the Network PDU is
to be retransmitted as defined in Section 3.6.8.5.1, using the SRC field value
of the Network PDU as the source address and the DST field value of the
Network PDU as the destination address.

Directed forwarding is
enabled

Directed forwarding functionality is enabled in the subnet where the Network
PDU is to be retransmitted.

Directed friend is ena-
bled

Directed friend functionality is enabled in the subnet from which the Network
PDU is received.

Directed friend is disa-
bled

Directed friend functionality is not supported or is disabled in the subnet from
which the Network PDU is received.

Directed relay is ena-
bled

Directed relay functionality is enabled in the subnet from which the Network
PDU is received.

Dependent node is lis-
ted

The node is the Path Origin of the path for the Network PDU, and the SRC
field value of the Network PDU is present in the Dependent_Origin_List field
of the Forwarding Table entry that corresponds to the path; or the node is
the Path Target of the path for the Network PDU, and the path is a two-way
path, and the SRC field value of the Network PDU is present in the Depend-
ent_Target_List field of the Forwarding Table entry that corresponds to the
path; or the DST field value of the Network PDU is the all-directed-forward-
ing-nodes fixed group address.
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Condition Requirements

Dependent node is not | The SRC field value of the Network PDU is absent from the Dependent_Ori-
listed gin_List of the Forwarding Table entry that corresponds to the path for the
Network PDU.

DST is a valid path des- | The DST field value of the Network PDU is different from the all-nodes and
tination all-relays fixed group addresses.

Table 3.15: Conditions in the Condition column of Table 3.14

Additional Actions. The entries in the Additional Actions column of Table 3.14 define actions, if any, to
be taken in addition to retransmitting the inbound Network PDU:

Create Path Origin State Machine: If a Path Origin State Machine for the DST field value of the Network
PDU does not exist, and the DST field value of the Network PDU is not the all-directed-forwarding-
nodes fixed group address, the node shall instantiate a Path Origin State Machine in the Initial state for
that destination (see Section 4.4.7.2).

Start Directed Forwarding Dependents Update: The node shall start a Directed Forwarding Dependents
Update (see Section 3.6.8.2.5).

Tag as Relay: The retransmitted Network PDU shall be tagged as relay.

Update replay protection list: The node shall update the replay protection list for the subnet where the
Network PDU is to be retransmitted as defined in Section 3.9.8.

Outbound Bearers. The entries in the Outbound Bearers column of Table 3.14 define the network
interfaces to which the Network PDU will be retransmitted:

GATT: The Network PDU shall be retransmitted to all network interfaces connected to the GATT bearer.

ADV: The Network PDU shall be retransmitted to all network interfaces connected to the advertising
bearer.

all bearers: The Network PDU shall be retransmitted to all network interfaces.

path bearers: The Network PDU shall be retransmitted to all network interfaces connected to the
bearers indicated in all the Forwarding Table entries corresponding to the path (see Section 3.6.8.5.1).

Outbound Security Material. The entries in the Outbound Security Material column of Table 3.14 identify
the type of security material used to secure the retransmitted Network PDU:

flooding: The retransmitted Network PDU shall be secured using managed flooding security material.

directed: The retransmitted Network PDU shall be secured using directed security material.

Figure 3.10 illustrates an example of processing steps for an incoming Network PDU.
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Figure 3.10: Example of Network PDU processing steps

3.4.6.4 Transmitting a Network PDU

Network PDUs are transmitted by an element in the context of a mesh subnet, which is identified by a
unique network key.

The VI field shall be set to the least significant bit of the IV Index value being used to transmit for the
mesh subnet.

The NID field shall be set to the NID value associated with the EncryptionKey and PrivacyKey used for
encryption and obfuscation.

The CTL field shall be set by a higher layer.
The TTL field shall be set by a higher layer.

The SEQ field shall be set by the network layer to the sequence number of the element. The sequence
number shall then be incremented by one for every new Network PDU.

The SRC field shall be set by the network layer to the unicast address of the element that is sending this
Network PDU.
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The DST field shall be set to a unicast address, a group address, or a virtual address to identify the
destination element or elements and shall be set by the lower transport, upper transport, or access layer.

The TransportPDU field shall be set by a higher layer.
The NetMIC field shall be set as defined in Section 3.9.7.2.

If the Network PDU security material is not set by the network layer or any higher layer, the Network PDU
shall be secured using the managed flooding security credentials.

If the Network PDU is tagged with the immutable-credentials tag (see Section 3.7.3.1), and the Network
PDU is secured using the friendship security credentials, the Network PDU shall be delivered to the
advertising bearer network interface.

If the Network PDU is tagged with the immutable-credentials tag (see Section 3.7.3.1), and the Network
PDU is not secured using the friendship security credentials, the Network PDU shall be delivered to all
network interfaces.

If the Network PDU is not tagged with the immutable-credentials tag, and directed forwarding functionality
is supported and enabled in the subnet over which the Network PDU is transmitted, and the DST

field is set to a unicast address, and a path from the SRC field value to the DST field value

exists (see Section 3.6.8.5.1), then the Network PDU shall use the directed security credentials (see
Section 3.9.6.3.1) and shall be delivered to all network interfaces connected to the bearers indicated in all
the Forwarding Table entries corresponding to the path (see Section 3.6.8.5.1).

If the Network PDU is not tagged with the immutable-credentials tag, and directed forwarding functionality
is supported and enabled in the subnet over which the Network PDU is transmitted, and the DST field is
set to a group address or a virtual address, and a path from the SRC field value to the DST field value
exists (see Section 3.6.8.5.1), and the Path_Not_Ready field (see Section 4.2.29.2) in the Forwarding
Table entry for the path is set to 0, then the Network PDU shall use the directed security credentials (see
Section 3.9.6.3.1) and shall be delivered to all network interfaces connected to the bearers indicated in all
the Forwarding Table entries corresponding to the path (see Section 3.6.8.5.1).

Each network interface shall apply filtering rules defined by its output filter (see Section 3.4.5.2). If the
Network PDU passes through the output filter, it shall be transmitted on a bearer.

3.4.6.5 Network Message Cache

In order to reduce unnecessary security checks and excessive relaying, a node shall include a Network
Message Cache that stores details of all recently seen Network PDUs. If a Network PDU is received that
corresponds to an entry already in the Network Message Cache, then the Network PDU shall not be
processed (i.e., it shall be immediately discarded). If a Network PDU is received and that Network PDU
has no corresponding entry in the Network Message Cache, then the Network PDU can be processed
(e.g., checked against network security), and if it is a valid Network PDU, a corresponding entry for it shall
be added in the Network Message Cache.

The node is not required to store the entire Network PDU contents in a cache entry and may store only a
part of it for tracking. Values for the SRC, SEQ fields, and index of the NetKey used for decrypting PDU
contents should be stored in a cache entry. Other field values may be stored in a cache entry. However,
this is left to the implementation as long as the condition of not processing the same Network PDU more
than once is achieved within the limits of the device capabilities.

Because the TTL field value is decremented when a Network PDU is relayed, a node shall not consider
the TTL field value when determining whether the Network PDU already has a corresponding cache entry.
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Also, because the NetMIC field value is derived using the TTL field value, a node shall not consider the
NetMIC field value when determining whether the Network PDU already has a corresponding cache entry.

When the Network Message Cache is full and an entry for an incoming new Network PDU needs to be
cached, an entry for the incoming new Network PDU shall replace the entry for the oldest Network PDU
that is already in the Network Message Cache.

The Network Message Cache shall be able to store entries for at least two Network PDUs, although it
is highly recommended to have a Network Message Cache size appropriate to the anticipated network
density. The details of the incoming Network PDU processing procedure are left to the implementation.

3.4.6.6 Private Proxy functionality

The Private Proxy functionality is used to relay/forward Network PDUs received by a node between GATT
and advertising bearers. This functionality is optional and if supported can be enabled and disabled.
When this functionality is supported, the Proxy feature (see Section 3.4.6.2), the Private Network Identity
advertising (see Section 7.2.2.2.4), the Mesh Private Beacon Server model (see Section 4.4.11), and
Mesh Private beacons (see Section 3.10.4) shall be supported.

3.4.6.7 Node Identity functionality

The Node Identity functionality is used to exchange Network PDUs between two nodes connected via
GATT. This functionality is optional. When this functionality is supported, the Mesh Proxy Service (see
Section 7.2) shall be exposed and the Advertising with Node Identity (see Section 7.2.2.2.3) shall be
supported.

3.4.6.8 Private Node Identity functionality

The Private Node Identity functionality is used to exchange Network PDUs between two nodes connected
via GATT. This functionality is optional. When this functionality is supported, the Node Identity functionality
(see Section 3.4.6.7), the Mesh Private Beacon Server model (see Section 4.4.11), and the Advertising
with Private Node Identity (see Section 7.2.2.2.5) shall be supported.

3.4.6.9 On-Demand Private Proxy functionality

The On-Demand Private Proxy functionality is used to start Advertising with Private Network Identity
(see Section 7.2.2.2.4) using the Solicitation PDU (see Section 6.9.1). This functionality is optional.
When this functionality is supported, the Private Proxy functionality (see Section 3.4.6.6), On-Demand
Private Proxy Server model (see Section 4.4.13), Solicitation PDU RPL Configuration Server model
(see Section 4.4.17), and Solicitation PDU with Identification Type set to Proxy Solicitation with Replay
Protection (see Section 6.9.1) shall be supported.

3.5 Lower transport layer

The lower transport layer takes an Upper Transport PDU from the upper transport layer and transmits
those messages to a peer lower transport layer. These Upper Transport PDUs may fit into a single
Lower Transport PDU or they may be segmented into multiple Lower Transport PDUs. Upon receiving
messages, the lower transport layer processes Lower Transport PDUs, reassembling Upper Transport
PDUs from possibly multiple PDUs and sending these up to the upper transport layer once reassembly is
complete.

3.5.1 Endianness

All multiple-octet numeric values in this layer shall be sent in big-endian, as described in Section 3.1.1.1.
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3.5.2 Lower Transport PDU
The Lower Transport PDU is used to transmit Upper Transport PDUs to another node.

The most significant bit of the first octet of the Lower Transport PDU is the SEG field, which is used to
determine if the Lower Transport PDU is formatted as a segmented or unsegmented message.

There are four formats used, depending on the value of the CTL field in the Network PDU and the SEG
field in the Lower Transport PDU as defined in Table 3.16 below.

CTL Field SEG Field Lower Transport PDU Format
0 0 Unsegmented Access message
0 1 Segmented Access message
1 0 Unsegmented Control message
1 1 Segmented Control message

Table 3.16: Lower Transport PDU format types

The SEG field values are defined in the Table 3.17.

Value Description
0 Unsegmented Message
1 Segmented Message

Table 3.17: SEG field values

3.5.2.1 Unsegmented Access message

The Unsegmented Access message is used to transport an Upper Transport Access PDU that fits into
a single Network PDU. Figure 3.11 shows an illustration of an Unsegmented Access message, and
Table 3.18 shows the fields for this message.

5 0

0

AKF

AID Upper Transport Access PDU

7" “octetd  0[7" Toctet1 O] [77 Toctetn = 0

Figure 3.11: Unsegmented Access message

Field Size Description Req.
(bits)

SEG 1 Set to Unsegmented Message M

AKF 1 Application Key Flag M

AID 6 Application key identifier M

Upper Transport 40 to The Upper Transport Access PDU M

Access PDU 120

Table 3.18: Unsegmented Access message format
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The SEG field shall be set to Unsegmented Message.

The AKF and AID fields shall be set by the upper transport layer according to the application key or
device key used to encrypt the Access message (see Section 3.6.4.1).

The Upper Transport Access PDU is supplied by the upper transport layer.

This message does not have a SZMIC field. The TransMIC field in the upper transport layer shall be a
32-bit field, as if the SZMIC field has the value 0.

3.5.2.2 Segmented Access message

The Segmented Access message is used to transport a complete Upper Transport Access PDU or a
segment of an Upper Transport Access PDU. Figure 3.12 shows an illustration of a Segmented Access
message, and Table 3.19 shows the fields for this message.

5 of n2 014 0|4 0
O
N Q
1% AID §) SeqZero SegO | SegN Segment m
7" octet0  0[7 Toctet1 0[7 "octet2 0]7 Toctet3  0[7 " octetd O] [7" Toctetn 0

Figure 3.12: Segmented Access message

Field Size Description Req.
(bits)
SEG 1 Set to Segmented Message M
AKF 1 Application Key Flag M
AID 6 Application key identifier M
SZMIC 1 Size of the TransMIC field M
SeqgZero 13 Least significant bits of SeqAuth M
SegO 5 Segment Offset number M
SegN 5 Last Segment number M
Segment m 81096 | Segment m of the Upper Transport Access PDU M

Table 3.19: Segmented Access message format

The SEG field shall be set to Segmented Message.

The SZMIC field indicates the size of the TransMIC field in the Upper Transport Access PDU. If the
SZMIC field is set to 0, the TransMIC is a 32-bit field. If the SZMIC field is set to 1, the TransMIC is a
64-bit field.

The AKF and AID fields shall be set by the upper transport layer according to the application key or
device key used to encrypt the Access message (see Section 3.6.4.1).

The SeqgZero field shall be set by the upper transport layer.

The SegO field shall be set to the segment number (zero-based) of the segment m of this Upper
Transport PDU.
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The SegN field shall be set to the last segment number (zero-based) of this Upper Transport PDU.

The Segment m field, with the segment number m, shall be set to the subset of octets from the Upper
Transport Access PDU. For all segments except the last segment, Segment m is octet 12*m to 12*m+11.
In the last segment, Segment m is octet 12*m through the end of the message.

Every Segmented Access message for the same Upper Transport Access PDU shall have the same
values for AKF, AID, SZMIC, SeqgZero, and SegN fields.

3.5.2.3 Unsegmented Control message
The Unsegmented Control message is used to transport either a Segment Acknowledgment message or

an Upper Transport Control PDU. Figure 3.13 shows an illustration of an Unsegmented Control message,
and Table 3.20 shows the fields for this message.

6 0

0| Opcode Parameters

7 Toctetd  0[7" Toctet1 O] [7" Toctetn 0

Figure 3.13: Unsegmented Control message

Field Size Description Req.
(bits)

SEG 1 Set to Unsegmented Message M

Opcode 7 Set to Opcode of the Upper Transport Control PDU

Parameters 0to 88 | Parameters for the Upper Transport Control PDU M

Table 3.20: Unsegmented Control message format

The SEG field shall be set to Unsegmented Message.

The Opcode field values are defined in Table 3.21 and shall be set to the appropriate opcode defined in
the Assigned Numbers document [4].

Values Description
0x00 Reserved
0x01 - Ox7F Opcode of the Upper Transport Control PDU

Table 3.21: Opcode field of the Unsegmented Control message values

The Parameters field is set according to the requirements of the opcode.

3.5.2.3.1 Segment Acknowledgment message

The Segment Acknowledgment message is used by the lower transport layer to acknowledge segments
received by a peer lower transport layer. The Segment Acknowledgment message is illustrated in
Figure 3.14 and defined in Table 3.22.
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Figure 3.14: Segment Acknowledgment message

Field Size Description Req.
(bits)
SEG 1 Set to Unsegmented Message M
Opcode 7 Set to 0x00 M
OBO 1 Friend on behalf of a Low Power node M
SeqgZero 13 SeqgZero of the Upper Transport PDU M
RFU 2 Reserved for Future Use M
AckedSegments 32 Acknowledgment for segments M

Table 3.22: Segment Acknowledgment message format

The SEG field shall be set to Unsegmented Message.
The Opcode field shall be set to 0x00.

The OBO field shall be set to 0 by a node that is directly addressed by the received message and shall be
set to 1 by a Friend node that is acknowledging this message on behalf of a Low Power node.

The SeqZero field shall be set to the value of the SeqZero field of the upper transport layer message
being acknowledged.

The AckedSegments field shall be set to indicate the segments received. The least significant bit, bit O,
shall represent segment 0; and the most significant bit, bit 31, shall represent segment 31. If bit n is set to
1, then segment n is being acknowledged. If bit n is set to 0, then segment n is not being acknowledged.
Any bits for segments larger than the SegN field value of the upper transport layer message being
acknowledged shall be set to 0 and ignored upon receipt.

If the received segments were sent with the TTL field set to O, it is recommended that the corresponding
Segment Acknowledgment message is sent with the TTL field set to 0.

3.5.2.4 Segmented Control message

The Segmented Control message is used to transport a complete Upper Transport Control PDU or a
segment of an Upper Transport Control PDU when the Upper Transport Control PDU will not fit into a
single Network PDU. Figure 3.15 shows an illustration of a Segmented Control message, and Table 3.23
shows the fields for this message.
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Figure 3.15: Segmented Control message

Field Size Description Req.
(bits)
SEG 1 Set to Segmented Message M
Opcode 7 Opcode of the Upper Transport Control PDU M
RFU 1 Reserved for Future Use M
SeqgZero 13 Least significant bits of SeqAuth M
SegO 5 Segment Offset number M
SegN 5 Last Segment number M
Segment m 8to 64 | Segment m of the Upper Transport Control PDU M

Table 3.23: Segmented Control message format

The SEG field shall be set to Segmented Message.

The Opcode field shall be set by the upper transport layer as defined in Table 3.21 to indicate the format
of the Parameters field. The value 0x00 is Reserved and shall not be transmitted and ignored upon
receipt.

The SeqZero field shall be set by the upper transport layer.

The SegO field shall be set to the segment number (zero-based) of the Upper Transport PDU contained
within this message.

The SegN field shall be set to the last segment number (zero-based) of this Upper Transport PDU.

The Segment m field shall be set to the subset of octets from the Upper Transport Control PDU. Segment
m is octet 8*'m to 8*m+7, except for the last segment where it is octet 8*m to the end of the message.

Every Segmented Control message for the same Upper Transport Control PDU shall have the same
values for the Opcode, SeqZero, and SegN fields.

3.5.3 Segmentation and reassembly

To transmit Upper Transport Access PDUs larger than 15 octets, or shorter Upper Transport Access
PDUs to be sent as single segment, or Upper Transport Control PDUs larger than 11 octets, or shorter
Upper Transport Control PDUs to be sent as single segment, the lower transport layer segments and
reassembles Upper Transport PDUs. These segments are delivered to the peer lower transport layer
using a block acknowledgment scheme to minimize the number of messages that need to be transmitted
by the lower transport layer.
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Figure 3.16: Example of segmentation and reassembly for a two-segment PDU

Figure 3.16 illustrates an Access message being sent that has a single-octet opcode, 3 octets for the
NetKeylndexAndAppKeylndex field, and 16 octets for the AppKey. This means that when encrypted and
authenticated with an application key, the Upper Transport Access PDU is 24 octets. This is segmented
by the lower transport layer into two segments, Segment 0 and Segment 1. Each segment has a header
that identifies the segment number and is then passed to the network layer, where the complete Network
PDU is computed. The network layer then encrypts the Network PDU using the sequence number for that
Network PDU and then obfuscates those messages so that only the NID and VI fields are visible in clear
text. Therefore, the single Access message can be delivered securely using two Network PDUs.

The process of segmentation for Upper Transport Access PDUs and Upper Transport Control PDUs is
identical, and the description below considers these two PDU types to be identical except where explicitly
stated.

Note: The segment sizes are different for Upper Transport Access PDUs and Upper
Transport Control PDUs.

3.5.3.1 Segmentation

Segmentation is performed by the lower transport layer of the transmitting node. The lower transport layer
checks if an Upper Transport PDU fits into a single Lower Transport PDU. If the Upper Transport PDU
fits, it is sent in a single Lower Transport PDU. If the Upper Transport PDU doesn't fit, the lower transport
layer divides the Upper Transport PDU into two or more Lower Transport PDUs.

Delivery of a segmented message is acknowledged by the lower transport layer of the receiving node.
Delivery of an unsegmented message is not acknowledged. An Upper Transport PDU that fits into one
Lower Transport PDU can be sent as a single-segment segmented message when acknowledgment by
the lower transport layer is required.
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Example: Using a single-segment segmented message can decrease the air traffic, for example, in a
situation when a long multi-segment message (e.g., an Upper Transport PDU which was divided into
many Lower Transport PDUs) has been transmitted, but the application acknowledgment message sent
as a response to this multi-segment message was lost. Sending the application acknowledged message
as a single segmented message can improve the reliability of delivery and can remove the risk associated
with retransmitting the whole, long multi-segment message.

Each segment of an Upper Transport Access PDU shall be 12 octets long with the exception of the last
segment, which may be shorter.

Each segment of an Upper Transport Control PDU shall be 8 octets long with the exception of the last
segment, which may be shorter.

Example: When using a 32-bit TransMIC field, if an Upper Transport Access PDU is 42 octets long, then
the first 12 octets, octets 0 to 11, are in segment 0; the second set of 12 octets, octets 12 to 23, are in
segment 1; the third set of 12 octets, octets 24 to 35, are in segment 2; and the remaining 6 octets, octets
36 to 41, are in segment 3.

Example: If an Upper Transport Control PDU is 42 octets long, then the first 8 octets, octets 0 to 7, are in
segment 0; the second set of 8 octets, octets 8 to 15, are in segment 1; the third set of 8 octets, octets
16 to 23, are in segment 2; the fourth set of 8 octets, octets 24 to 31, are in segment 3; the fifth set of 8
octets, octets 32 to 39, are in segment 4; and the remaining 2 octets, octets 40 to 41, are in segment 5.

Each segment of an Upper Transport PDU is identified by the SegO field value. The total number of
segments is identified by the SegN field value. The SegO field value of the first segment equals 0. The
SegO field value of the last segment equals the SegN field value.

Lower Transport PDUs derived from the same Upper Transport PDU are linked together by the common
SegAuth value. The SegAuth value is composed of the IV Index and the sequence number of the first
segment. The size of the SeqAuth value is 7 octets, where the IV Index is the four most significant octets
and the sequence number is the three least significant octets. All Lower Transport PDUs from the same
Upper Transport PDU shall be sent using the same IV Index from the common SeqAuth.

The least significant 13 bits of the SegAuth value constitute the SeqZero field value. The SeqgZero field

is included in the segmented message and Segment Acknowledgment message to identify the Upper
Transport PDU. Upon reassembling a complete Upper Transport PDU from the segments, the SegAuth
value can be retrieved from the IV Index, SeqZero, and SEQ fields included in any of the segments. The
common SeqgAuth value is the largest SegAuth value for which the SeqZero field value is between SEQ —
8191 and SEQ inclusive, and the IV Index is the same.

Example: If the SEQ field value of a received message was 0x647262, the IV Index was 0x58437AF2,
and the received SeqZero field value was 0x1849, then the SegAuth value is 0x58437AF2645849.

Example: If the SEQ field value of a received message was 0x647262 and the received SeqgZero field
value was 0x1263, then the SeqAuth value is 0x58437AF2645263. For an Upper Transport PDU, the
SeqAuth value is used to identify it.

Because of the limited size of the SeqZero field, it is not possible to send a segmented message when
the SEQ field value is 8192 greater than the SeqAuth value. If a segmented message has not been
acknowledged by the time that the SEQ field value is 8192 greater than the SegAuth value, then the
transmission of the Upper Transport PDU shall be canceled. Lower Transport PDUs are delivered to the
network layer.
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3.5.3.2 Reassembly

Reassembly is performed by the lower layer of the receiving node. When the Low Power node feature is
in use, reassembly is performed by a Friend node and the Low Power node does not send any Segment
Acknowledgment messages.

Upon receiving a segment from a Segmented message, the lower transport layer retrieves the SeqgAuth
value from the IV Index, SeqZero, and SEQ fields of this segment to check if the Upper Transport PDU
has already been received.

The lower transport layer stores upcoming segments to complete the whole Upper Transport PDU. The
value of the SegO field is used to determine the offset of the Lower Transport PDU within the Upper
Transport PDU. The maximum size of the complete Upper Transport PDU is determined by the value of
the SegN field and the size of the segment.

The lower transport layer sends Segment Acknowledgment messages to either report missing segments
or report complete delivery of the Upper Transport PDU.

When all segments of the Upper Transport PDU for a given SegAuth have been received, the Upper
Transport PDU is delivered to the upper transport layer.

3.5.3.3 Segmentation behavior

3.5.3.3.1  Transmission of segments

The lower transport layer shall not transmit segmented messages for more than one Upper Transport
PDU to the same destination at the same time. The lower transport layer should start to transmit
segmented messages for a new Upper Transport PDU for the same destination when the transaction
for the last Upper Transport PDU is completed or the message transmission has been canceled.

If the Upper Transport PDU can fit into a single Lower Transport PDU using an Unsegmented Message
format and has not been tagged with the send-segmented tag, then the lower transport layer should use
an unsegmented message to transmit this Upper Transport PDU.

If the Upper Transport PDU can fit into a single Lower Transport PDU using a Segmented Message
format and has not been tagged with the send-segmented tag, then the lower transport layer may use a
single segmented message to transmit this Upper Transport PDU.

If the Upper Transport PDU can fit into a single Lower Transport PDU using a Segmented Message
format and has been tagged with the send-segmented tag, then the lower transport layer shall use a
single segmented message to transmit this Upper Transport PDU.

Otherwise, two or more segmented messages shall be used.

For each transmission to a unicast address, the lower transport layer stores the destination address,

the derived SeqAuth of the segmented message, the remaining number of retransmissions value, and
the remaining number of retransmissions without progress value. The initial value of the retransmissions
for a unicast address is the value indicated by the SAR Unicast Retransmissions Count state (see
Section 4.2.48.2). The initial value of the retransmissions without progress is the value indicated by the
SAR Unicast Retransmissions Without Progress Count state (see Section 4.2.48.3).

For each transmission to a group address or a virtual address, the lower transport layer stores the
destination address, the derived SegAuth of the segmented message, and the remaining number of
retransmissions value. The initial value of the number of retransmissions for a group or a virtual address
is the value indicated by the SAR Multicast Retransmissions Count state (see Section 4.2.48.6).
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When the lower transport layer starts a new transfer of an Upper Transport PDU, it shall divide the Upper
Transport PDU into segments and shall start transmitting the segments. Segments shall be sent in order
of SegO field value, starting with the segment with the lowest value in the SegO field.

Transmission of segments shall be separated by the segment transmission interval indicated by the value
of the SAR Segment Interval Step state (see Section 4.2.48.1).

When the lower transport layer starts a new transfer of an Upper Transport PDU that is destined to
a unicast address, the lower transport layer shall mark all of the segments as unacknowledged, shall
set the remaining number of retransmissions to the initial value, and shall set the remaining number
of retransmissions without progress to the initial value. The lower transport layer expects a Segment
Acknowledgment message from the destination or from a Friend node on behalf of the destination.

When the lower transport layer starts a new transfer of an Upper Transport PDU that is destined
to a group address or a virtual address, the lower transport layer shall set the remaining number of
retransmissions to the initial value. Segment Acknowledgment messages are not sent by the destination.

When the last segment marked as unacknowledged is transmitted and the destination is a unicast
address, the lower transport layer shall start a SAR Unicast Retransmissions timer. If the value of the TTL
field of the message is greater than 0, the initial value of the timer shall be set according to the following
formula:

[unicast retransmissions interval step + unicast retransmissions interval increment * (TTL - 1)]

If the value of the TTL field of the message is 0, the initial value of the timer shall be set to the unicast
retransmissions interval step.

The values of the unicast retransmissions interval step and the unicast retransmissions interval increment
are indicated by the SAR Unicast Retransmissions Interval Step state (see Section 4.2.48.4) and the SAR
Unicast Retransmissions Interval Increment state (see Section 4.2.48.5), respectively.

When the last segment is transmitted and the destination is a group address or a virtual address, then
the lower transport layer shall start a SAR Multicast Retransmissions timer with the initial value set to
the multicast retransmissions interval. The multicast retransmissions interval is indicated by the SAR
Multicast Retransmissions Interval Step state (see Section 4.2.48.7).

The SAR Unicast Retransmissions timer or the SAR Multicast Retransmissions timer shall be started
when the last segment marked as unacknowledged has been transmitted by all bearers. If it is not
possible to determine when the last segment marked as unacknowledged will be transmitted, the timer
shall be started at an estimated time of the end of the transmission of the last segment marked as
unacknowledged.

For example, assume the segment transmission interval is 10 milliseconds and a mobile application
needs to send 32 unacknowledged segments of a message over a GATT interface. In this case, if

the GATT connection interval is 100 milliseconds and each connection interval can fit an average of 4
segments of a message, then the estimated time to send the entire message would be 800 milliseconds.
Therefore, the timer is started after 800 milliseconds.

3.5.3.3.2 Reception of Segment Acknowledgment messages

When a Segment Acknowledgment message that is a valid acknowledgment (i.e., it meets all conditions
in the Table 3.24) for the segmented message is received, then the lower transport layer shall mark as
acknowledged the segments that are reported as delivered in the AckedSegments field of the Segment
Acknowledgment message (see Section 3.5.2.3.1).
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When a valid Segment Acknowledgment message for the segmented message is received (i.e., it meets
all conditions in Table 3.24) and the SAR Unicast Retransmissions timer is running, and the Segment
Acknowledgment message does not acknowledge all segments of the segmented message, and both
the remaining number of retransmissions and the remaining number of retransmissions without progress
are greater than 0, then the lower transport layer shall stop the SAR Unicast Retransmissions timer,
shall repeat the transmission of all segments that are marked as unacknowledged, shall decrement

the remaining number of retransmissions by 1, and shall start the SAR Unicast Retransmissions timer.

If at least one segment is newly marked as acknowledged as a result of receiving the Segment
Acknowledgment message, the lower transport layer shall set the remaining number of retransmissions
without progress to the initial value. If no segment is newly marked as acknowledged, the lower transport
layer shall decrement the remaining number of retransmissions without progress by 1.

When a valid Segment Acknowledgment message for the segmented message is received (i.e., it meets
all conditions in Table 3.24) and the Segment Acknowledgment message acknowledges all segments

of the segmented message, then the transmission of the Upper Transport PDU is complete. After
completion, if the SAR Unicast Retransmissions timer is running, then it shall be stopped, the number
of retransmissions shall be deleted, and the number of retransmissions without progress shall be
deleted. The lower transport layer shall remove the destination address and the SegAuth stored for this
segmented message. The lower transport layer shall notify the higher layer that the transmission of the
Upper Transport PDU has been completed.

When a Segment Acknowledgment message that is a valid acknowledgment for a segmented message
with the AckedSegments field set to 0x00000000 is received, then the transmission of the Upper
Transport PDU shall be immediately canceled, and the upper transport layer shall be notified that the
transmission of the Upper Transport PDU has been canceled. The lower transport layer shall remove the
destination address and the SeqAuth stored for this segmented message.

Condition

SegAuth derived from the SeqZero field of the Segment Acknowledgment message matches the value
stored by the lower transport layer

Either the source address of the Segment Acknowledgment message matches the destination address
value stored by the lower transport layer, or the value of the OBO field of the Segment Acknowledgment
message is 1.

For the SegAuth derived from the SeqZero field of the message, there is at least one unacknowledged
segment that the AckedSegments field of the message reports as delivered

The message was secured using the same NetKey that was used to secure the segmented message

Table 3.24: Conditions to validate a segment acknowledgment message

Note: The reception of a Segment Acknowledgment message with the OBO field set to 1
does not mean that the segmented message has been delivered to the final destination,
but only that the segmented message has been delivered to the Friend of that Low Power
node. The message is stored in the Friend Queue, but the message can be discarded if
other messages are received for that Low Power node or the Friendship is terminated.

3.5.3.3.3 Retransmission of segments

When the SAR Unicast Retransmissions timer expires, if both the remaining number of retransmissions
and the remaining number of retransmissions without progress are greater than 0, then the lower
transport layer shall repeat the transmission of all segments marked as unacknowledged and shall
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decrement both the remaining number of retransmissions and the remaining number of retransmissions
without progress by 1.

When the last segment marked as unacknowledged is transmitted and the destination is a unicast
address, the lower transport layer shall start a SAR Unicast Retransmissions timer. If the value of the TTL
field of the message is greater than 0, the initial value of the timer shall be set according to the following
formula:

[unicast retransmissions interval step + unicast retransmissions interval increment * (TTL - 1)]

If the value of the TTL field of the message is 0, the initial value of the timer shall be set to the unicast
retransmissions interval step.

The unicast retransmissions interval step value and the unicast retransmissions interval increment value
are indicated by the SAR Unicast Retransmissions Interval Step state (see Section 4.2.48.4) and the SAR
Unicast Retransmissions Interval Increment state (see Section 4.2.48.5), respectively.

When the SAR Unicast Retransmissions timer expires and either the remaining number of
retransmissions or the remaining number of retransmissions without progress is 0, the lower transport
layer shall cancel the transmission of the Upper Transport PDU, shall delete the number of
retransmissions value and the number of retransmissions without progress value, shall remove the
destination address and the SeqgAuth stored for this segmented message, and shall notify the upper
transport layer that the transmission of the Upper Transport PDU has timed out.

When the SAR Multicast Retransmissions timer expires and the remaining number of retransmissions

value is greater than 0, then the lower transport layer shall repeat the transmission of all the segments
of the of the Upper Transport PDU. The lower transport layer shall decrement the remaining number of
retransmissions value by 1.

When the last segment is transmitted and the destination is a group or a virtual address, the lower
transport layer shall start a SAR Multicast Retransmissions timer with the initial value set to the multicast
retransmissions interval. The multicast retransmissions interval is indicated by the SAR Multicast
Retransmissions Interval Step state (see Section 4.2.48.7).

When the SAR Multicast Retransmissions timer expires and the remaining number of retransmissions
value is 0, then the lower transport layer shall cancel the transmission of the Upper Transport PDU,
shall delete the number of retransmissions value, shall remove the destination address stored for this
segmented message, and shall notify the higher layer that the transmission of the Upper Transport PDU
has been completed.

If an Upper Transport PDU is tagged with additional metadata (see Sections 3.6.5, 3.6.8.2, and 3.7.3.1)
and is segmented, each Lower Transport PDU of the segmented Upper Transport PDU shall be tagged
with the same metadata.

3.5.3.4 Reassembly behavior

This section only applies when the Low Power feature is not in use.

The lower transport layer stores one or more pairs of values, consisting of an AckedSegments value,
which indicates segments that have already been received for a particular SeqAuth, and a Sequence
Authentication value. Each such pair is associated with a source address and a destination address. The

initial value for the AckedSegments is a value that indicates that no segments have been received. The
initial value for the Sequence Authentication value is 0.
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When the lower transport layer receives a segment of a segmented message, it shall process the
segment message against the conditions in Table 3.25. Conditions are evaluated one by one starting
from the first line in the table. When the condition is met, the processing ends with the Processing Result
corresponding to the value in the Condition column.

When the Processing Result is Message Rejected and the message is destined to a unicast address, the
lower transport layer shall respond with a Segment Acknowledgment message with the AckedSegments
field set to 0x00000000.

When the Processing Result is Single Segment and the destination is a group address or a virtual
address, the transfer of the segmented message is complete. If another reassembly is pending for the
same source address and the same destination address, then the pending reassembly shall be discarded
and the SAR Discard timer shall be stopped. Then, the segment shall be processed as a Last Segment.

When the Processing Result is Single Segment and the destination is a unicast address, the transfer

of the segmented message is complete. If another reassembly is pending for the same source address
and the same destination address, then the pending reassembly shall be discarded and the SAR Discard
timer and SAR Acknowledgment timer shall be stopped. Then, the segment shall be processed as a Last
Segment.

When the Processing Result is First Segment and the destination is a group address or a virtual address,
the reassembly of a new segmented message is initiated. If another reassembly is pending for the same
source address and for the same destination address, the pending reassembly shall be discarded and
the SAR Discard timer shall be stopped. The lower transport layer shall set the Sequence Authentication
value to the SegAuth derived from this message and shall start the SAR Discard timer for this SeqAuth
from the initial value. The initial value of the SAR Discard timer is the discard timeout value indicated by
the SAR Discard Timeout state (see Section 4.2.49.4).

When the Processing Result is First Segment and the destination is a unicast address, the reception of

a new segmented message is initiated. If another reassembly is already pending for the same source
address and for the same destination address, the pending reassembly shall be discarded and the SAR
Discard timer and SAR Acknowledgment timer shall be stopped. The lower transport layer shall set the
Sequence Authentication value to the SegAuth derived from this message. The lower transport layer shall
set the AckedSegments value for this SeqgAuth to indicate that only this segment has been received and
shall start the SAR Discard timer and SAR Acknowledgment timer for this SegAuth from the initial values.
The initial value of the SAR Discard timer is the discard timeout value indicated by the SAR Discard
Timeout state (see Section 4.2.49.4). The initial value of the SAR Acknowledgment timer is calculated
using the following formula:

[min(SegN + 0.5, acknowledgment delay increment) * segment reception interval]

The acknowledgment delay increment value and the segment reception interval value are indicated by
the SAR Acknowledgment Delay Increment state (see Section 4.2.49.2) and the SAR Receiver Segment
Interval Step state (see Section 4.2.49.5), respectively.

When the Processing Result is Next Segment and the destination is a group address or a virtual address,
the lower transport layer shall store the received segment and shall start the SAR Discard timer from the
initial value.

When the Processing Result is Next Segment and the destination is a unicast address, the lower
transport layer shall store the received segment, shall start the SAR Acknowledgment timer and the

SAR Discard timer from the initial values, and shall set the AckedSegments value for the SeqAuth derived
from this message to indicate that the segment identified by the SegO field has been received.
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When the Processing Status is SeqAuth Error, Repeated Segment, or Late Segment, the lower transport
layer shall ignore the message.

When the Processing Result is Most Recent SegAuth, the lower transport layer shall send a Segment
Acknowledgment message with the AckedSegments field set to indicate that all segments have already
been delivered for that SeqAuth. The lower transport layer shall not send more than one Segment
Acknowledgment message for the same SeqAuth in a period of:

[acknowledgment delay increment * segment reception interval] milliseconds

The acknowledgment delay increment and the segment reception interval are indicated by the SAR
Acknowledgment Delay Increment state (see Section 4.2.49.2) and the SAR Receiver Segment Interval
Step state (see Section 4.2.49.5), respectively.

When the Processing Result is Last Segment and the destination is a group address or a virtual address,
the transfer of the segmented message is complete. The lower transport layer shall stop the SAR Discard
timer and shall send the reassembled message to the upper transport layer.

When the Processing Result is Last Segment and the destination is a unicast address, the transfer of
the segmented message is complete. The lower transport layer shall send a Segment Acknowledgment
message with the AckedSegments field set to indicate that all segments have been delivered for the
Sequence Authentication value. The Segment Acknowledgment message shall use the same NetKey as
the most recently received segment of the segmented message, and the DST field shall have the same
value as the SRC field of the first received segment of the segmented message. The lower transport layer
shall stop the SAR Discard timer and the SAR Acknowledgment timer and shall send the reassembled
message to the upper transport layer. The lower transport layer may receive segments of segmented
messages in the context of multiple netkeys. In that case, the lower transport layer should keep track of
all netkeys that any segment of a multi-segment message is received on, and should provide information
about these netkeys to the upper transport layer along with reassembled message. The lower transport
layer shall store the SeqAuth and the AckedSegments value for complete transactions to be able to
acknowledge a transaction when repeated segments are received. The values for the most recent
transaction shall be stored, and an implementation may store the values for other recent transactions.
The number of additional transactions for which values are stored is an implementation detail.

If the segments are Segmented Access messages, then the reassembled message shall be processed as
defined in Section 3.6.4.2.

If the segments are Segmented Control messages, then the reassembled message shall be processed as
defined in Section 3.6.5.

Condition Processing Result

The SeqAuth calculated for the message is less than the Sequence Authenti- | SeqAuth Error
cation value and the segmented message has not been received

The SeqAuth calculated for the message is less than the Sequence Authenti- | Repeated Segment
cation value and the whole message has already been received

The SeqAuth calculated for the message is equal to the Sequence Authenti- | Most Recent SegAuth
cation value and the whole message has already been received

The lower transport layer cannot accept the segment message because itis | Message Rejected
currently out of resources

9 Bluetooth SIG Proprietary Page 93 of 835



Mesh Protocol / Specification

Condition Processing Result

The SeqAuth value calculated for the segment message is greater than Se- | Single Segment
quence Authentication value and SegN is equal to 0

The SeqAuth value calculated for the segment message is greater than Se- | First Segment
quence Authentication value

The AckedSegments value for the SeqAuth calculated for the message indi- | Repeated Segment
cates that the segment has already been received

The SAR Discard timer is expired and the reassembly for this SegAuth is Late Segment
considered failed

The received segment message is not the first, nor the last missing segment | Next Segment
for the SeqAuth

The received segment message is the last missing segment for the SeqAuth | Last Segment

Table 3.25: Conditions for segment message processing

When the SAR Acknowledgment timer expires, the lower transport layer shall send a Segment
Acknowledgment message with the AckedSegments field set to the AckedSegments value for the
identified SegAuth to indicate the segments have been delivered (see Section 3.5.2.3.1). The Segment
Acknowledgment message shall use the same NetKey as the first received segment of the segmented
message, and the DST field shall have the same value as the SRC field of the first received segment of
the segmented message.

If the number of segments in the transmission indicated by the value of SegN field is greater than

the value of the SAR Segments Threshold state (see Section 4.2.49.1), the lower transport layer
shall retransmit Segment Acknowledgment messages using the value of the SAR Acknowledgment
Retransmissions Count state (see Section 4.2.49.3). Each retransmitted message shall include a new
value for the SEQ field. Between retransmissions, the lower transport layer shall introduce a delay
indicated by the value of the SAR Receiver Segment Interval Step state (see Section 4.2.49.5).

When the SAR Discard timer expires, the reassembly of the Upper Transport PDU being received is
considered failed. For the SegAuth derived from this message, the lower transport layer shall stop the
SAR Acknowledgment timer, stop the SAR Discard timer, remove the AckedSegments value and discard
all stored segments.

The Segment Acknowledgment message shall use the same NetKey as the first received segment of
a multi-segment message, and the DST field shall have the same value as the SRC field of the first
received segment of a multi-segment message.

If the device is acting as a Friend node for a Low Power node, then it shall reassemble segmented
messages destined for the Low Power node and act as described, except that it shall set the OBO field to
1 in the Segment Acknowledgment message. Otherwise, the OBO field shall be set to 0.

3.5.3.5 Low Power feature reassembly behavior
This section only applies when the Low Power feature is in use.

For each source address, the lower transport layer stores an AckedSegments value which indicates
segments that have already been received for a particular SeqAuth and a Sequence Authentication
value. The initial value for the AckedSegments is a value that shall indicate that no segments have been
received. The initial value for the Sequence Authentication is 0.
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When the lower transport layer receives a segment of a segmented message, it shall process the
segment against the conditions in Table 3.25. Conditions are evaluated one by one starting from the
first line in the table. When the condition is met, the processing ends with the Processing Result
corresponding to the value in the Condition column.

When the Processing Result is Single Segment, the transfer of the segmented message is complete. If
another reassembly is already pending for the same source address, then the pending reassembly shall
be discarded. Then, the lower transport layer shall set the Sequence Authentication value to the SeqAuth
derived from this message and shall send the reassembled message to the upper transport layer.

When the Processing Result is First Segment, the reassembly of a new segmented message is initiated.
If another reassembly is already pending for the same source address, the pending reassembly shall be
discarded. Then, the lower transport layer shall set the Sequence Authentication value to the SegAuth
derived from this message and for this SeqAuth shall set the AckedSegments value to indicate that only
this segment has been received.

When the Processing Result is Next Segment, the lower transport layer shall store the received segment
and set the AckedSegments value for the SeqAuth derived from this message to indicate that this
segment has been received.

When the Processing Status is SegAuth Error, Repeated Segment, or Most Recent SeqAuth, the lower
transport layer shall ignore the message.

When the Processing Result is Last Segment, the transfer of the segmented message is complete. The
lower transport layer shall discard the AckedSegments value and shall send the reassembled message to
the upper transport layer.

If the segments are Segmented Access messages, then the reassembled message shall be processed as
defined in Section 3.6.4.2.

If the segments are Segmented Control messages, then the reassembled message shall be processed as
defined in Section 3.6.5.

If the friendship is terminated (see Section 3.6.6.4.2), then any previous partially received multi-segment
message shall be cancelled.

3.5.4 Lower transport layer behavior
3.5.4.1 Transmitting a Lower Transport PDU

The Lower Transport PDU shall be delivered to the network layer for processing (see Section 3.4.6.4).
TransportPDU field of the Network PDU shall be set to the Lower Transport PDU value.

3.5.4.2 Receiving a Lower Transport PDU

If the Lower Transport PDU is a Segmented Access message, a Segmented Control message or a
Segment Acknowledgment message, then it shall be processed as defined in Section 3.5.3.2.

If the Lower Transport PDU is an Unsegmented Access message or an Unsegmented Control message,
then the Upper Transport PDU shall be processed as defined in Section 3.6.4.2.

3.5.4.3 Message error procedure

When the lower transport layer receives a Segment Acknowledgment message that is not understood,
then the Segment Acknowledgment message shall be ignored. A Segment Acknowledgment message
that is not understood includes messages that have incorrect size.
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3.5.5 Friend Queue

The Friend node shall have a Friend Queue for each friend Low Power node. The Friend Queue stores
Lower Transport PDUs for a Low Power node. No field of the Lower Transport PDU shall be changed due
to the message being in the Friend Queue. The CTL, TTL, SEQ, SRC, and DST fields shall be stored with
the associated Lower Transport PDU.

When a Friend node receives a message on a subnet that was used for friendship establishment and

that is destined for a Low Power node (i.e., the destination of the message is a unicast address of an
element of the Low Power node or in the Friend Subscription List), and the TTL field has a value of 2 or
greater, then the message shall be processed as follows: If the Friend Queue already contains a message
with the same SEQ and SRC field values as in the received message, or if the SRC field of the received
message is a unicast address of an element of the Low Power node, then the message shall not be
stored in the Friend Queue. Otherwise, the TTL field value shall be decremented by 1, and the message
shall be stored in the Friend Queue.

If the message is a Segmented Access message or a Segmented Control message, then the message
shall only be stored into the Friend Queue after the complete Upper Transport PDU has been
successfully reassembled and the Friend node has acknowledged the reception of all segments.

If the Friend Queue is full and a new message needs to be stored that is not a Friend Update message,
the oldest entries other than a Friend Update message shall be discarded to make room for the new
message.

Note: An implementation may have to discard multiple messages to fit the new message
into the Friend Queue.

If the message that is being stored is a Segment Acknowledgment message and the Friend Queue
contains another Segment Acknowledgment message that has the same source and destination
addresses, and the same SeqAuth value, but a lower IV Index or sequence number, then the older
Segment Acknowledgment message shall be discarded.

When a Friend node becomes aware of a security update, for example by receiving a valid Secure
Network beacon or a Mesh Private beacon, or as a result of a change in the Key Refresh Phase state, the
Friend node shall add a Friend Update message to the Friend Queue.

When the Low Power node requests a message from the Friend Queue, the oldest entry shall be sent.
Once that message has been acknowledged by the Low Power node, that entry shall be discarded.

If the Friend node is polled for a message from a Low Power node using a Friend Poll, and the Friend
Queue for that node is empty, then the Friend node shall generate a new Friend Update message and
add that message to the Friend Queue before sending the response, so that this Friend Update message
can be sent in response to the Friend Poll message.

3.6 Upper transport layer

The upper transport layer takes an Access message from the access layer or an internally generated
Transport Control message and transmits the message to a peer upper transport layer.

The Upper Transport Access PDU contains a message from the access layer. The encryption and

authentication of the message is performed using an application key or device key. This allows the
receiving upper transport layer to authenticate received messages.
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The Upper Transport Control PDU contains a message that is internally generated by the upper transport
layer. The message is only encrypted and authenticated at the network layer.

The Upper Transport Access PDU and the Upper Transport Control PDU are collectively known as Upper
Transport PDUs.

3.6.1 Endianness
All multiple-octet numeric values in this layer shall be sent in big-endian, as described in Section 3.1.1.1.
3.6.2 Upper Transport Access PDU

The Upper Transport PDU is called the Upper Transport Access PDU, when the CTL field in the Network
PDU is 0. The Upper Transport Access PDU contains an Access message.

The Access message is encrypted using an application key or device key, and the encrypted Access
message and associated message integrity check value are combined into an Upper Transport Access
PDU. The Upper Transport Access PDU fields are shown in Table 3.26 and illustrated in Figure 3.17.

Field Name Octets | Description Req.
EncAccessMessage 110 380 | The encrypted Access message M
TransMIC 40r8 The message integrity check value for the Access message M

Table 3.26: Upper Transport Access PDU fields

310r63 0

EncAccessMessage TransMIC

[ [7 octetn 0

Figure 3.17: Upper Transport Access PDU format

3.6.2.1 EncAccessMessage

The Access message is supplied by the access layer. The EncAccessMessage is an Access message
encrypted and authenticated as defined in Section 3.9.7.1. If the TransMIC is a 32-bit field, the Access
message can be from a single octet to 380 octets in length. If the TransMIC is a 64-bit field, the Access
message can be from a single octet to 376 octets in length. At the upper transport layer, this field is
opaque and no information within this field may be used.

3.6.2.2 TransMIC

The Message Integrity Check for Transport (TransMIC) is a 32-bit or 64-bit field that authenticates that the
Access message has not been changed. For a Segmented Access message, where the SEG field is set
to 1, the size of the TransMIC field is determined by the value of the SZMIC field in the Lower Transport
PDU. For Unsegmented Access messages, the TransMIC field is a 32-bit field.

Note: Transport Control messages do not have a TransMIC field.
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3.6.3 Upper Transport Control PDU

The Upper Transport PDU is called the Upper Transport Control PDU when the CTL field in the Network
PDU is 1. The Upper Transport Control PDU contains a Transport Control message (see Section 3.6.5).
A Transport Control message has a 7-bit opcode that determines the format of the parameters. This
Opcode field is not included in the parameters field, but is included in the Unsegmented Control message
or in each Segmented Control message.

The Upper Transport Control PDU is not authenticated at the upper transport layer and instead relies
upon the authentication performed by the network layer. All Upper Transport Control PDUs use a 64-bit
NetMIC field.

The lower transport layer may segment messages into smaller PDUs for delivery over the network layer. It
is therefore recommended to keep Transport Control PDU payload size as reflected in Table 3.27, where
the values represent the maximum useful parameter field sizes depending on the number of packets.

Number of Packets Transport Control PDU Payload Size
1 11 (Unsegmented)

1 8 (Segmented)

2 16

3 24

n n*8

32 256

Table 3.27: Maximum Useful Transport Control PDU payload sizes

The maximum size of an Upper Transport Control PDU is 256 octets.
3.6.4 Upper transport layer behavior
3.6.4.1 Transmitting an Upper Transport PDU

All Access messages are sent in the context of an application key or a device key. The Access message
shall be encrypted using this application key or device key, and the TransMIC field shall be set to the
message integrity check value, as defined in Section 3.9.6. The Upper Transport Access PDU shall then
be delivered to the lower transport layer for processing as defined in Section 3.5.3.3

A sequence number shall be allocated to this message. In the context of a message segmented in the
lower transport layer, this sequence number corresponds to the 24 lowest bits of SeqAuth, the sequence
number used for authenticating and decrypting the Access message by the receiver, as defined in
Section 3.5.3.1.

The AKF and AID fields of the Lower Transport PDU shall be set according to the application key or
device key used to encrypt and authenticate the Upper Transport Access PDU. If an application key is
used, then the AKF field shall be set to 1 and the AID field shall be set to the AID. If the device key is
used, then the AKF field shall be set to 0 and the AID field shall be set to 0b000000.

An Upper Transport Control PDU shall be delivered to the lower transport layer for processing as defined
in Section 3.5.3.3.

9 Bluetooth SIG Proprietary Page 98 of 835



Mesh Protocol / Specification

The upper transport layer shall not transmit a new segmented Upper Transport PDU to a given
destination until the previous Upper Transport PDU to that destination has been either completed or
cancelled.

3.6.4.2 Receiving an Upper Transport PDU

Upon receiving an Upper Transport Access PDU, the Access message shall be decrypted, and the
TransMIC field shall be authenticated against the device key or the Device Key Candidate (see

Section 3.11.8.1) or the known application keys for which the AKF and AID fields match. If the Upper
Transport Access PDU authenticates and it has been checked for replay attacks (see Section 3.9.8) then
it is delivered to the access layer with the contextual information of this message such as the source
address, destination addresses, and the keys used for decryption and authentication.

When the Device Key Candidate is available, and an Access message is decrypted using the Device Key
Candidate that was delivered to the access layer, then the node shall revoke the device key, the Device
Key Candidate shall become the device key, and the Device Key Candidate shall become unavailable.

Upon receiving an Upper Transport Access PDU, this PDU shall be delivered to the Access layer for
processing (see Section 3.7.3.2).

Upon receiving an Upper Transport Control PDU, the destination address of the PDU shall be checked.
The PDU shall be processed according to the Transport Control opcode (as defined in Sections 3.6.6,
3.6.7, and 3.6.8) if one of the following conditions is met:

* The destination address matches a unicast address of an element of the node

» The destination address matches a fixed group destination address specified in Table 3.28 and the
corresponding condition (if any) is satisfied

Destination Address Condition

all-directed-forwarding-nodes Directed forwarding functionality is enabled
all-proxies Proxy functionality is enabled

all-friends Friend functionality is enabled

all-relays Relay functionality is enabled

all-nodes -

Table 3.28: Fixed group destination addresses and conditions

3.6.4.3 Message error procedure

When the upper transport layer receives a message that is not understood, then the message shall be
ignored. A message that is not understood includes messages that met one or more conditions listed
below:

» The Transport Control message opcode is unknown by the receiving node.

» The Transport Control message size for the Transport Control opcode is incorrect.

» The Transport Control message parameters contain values that are Prohibited.

Messages that are not following segmentation requirements (see Section 3.5.3.1) are also not understood
and are ignored.
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3.6.5 Transport Control messages

Transport Control messages are transmitted using Upper Transport Control PDUs that can be transmitted
either as a single Unsegmented Control message or as a sequence of Segmented Control messages.
Unsegmented Control messages or Segmented Control messages have a 7-bit opcode field that
determines the format of the parameters field. Each Transport Control message shall be sent using the
smallest number of Lower Transport PDUs possible.

Opcode 0x00 is terminated at the lower transport layer as defined in Section 3.5.3 and shall not be sent
by the upper transport layer. All other Transport Control messages are terminated at the upper transport
layer.

When transmitting a Friend Poll, Friend Update, Friend Request, Friend Offer, Friend Subscription List
Add, Friend Subscription List Remove, or Friend Subscription List Confirm message, the message shall
be tagged as a friendship PDU.

The list of Transport Control messages, and their opcodes are defined in the Assigned Numbers
document [4].

3.6.5.1 Friend Poll

A Friend Poll message is sent by a Low Power node to ask the Friend node to send a message that it has
stored for the Low Power node.

The Friend Poll message parameters are defined in Table 3.29.

Field Size Description Req.
(bits)
Padding 7 0b0000000. All other values are Prohibited.
FSN 1 Friend Sequence Number, used to acknowledge receipt of previous M
messages from the Friend node to the Low Power node

Table 3.29: Friend Poll message parameters

The FSN field indicates the Friend Sequence Number that is used as defined in Section 3.6.6.4.2.
3.6.5.2 Friend Update

A Friend Update message is sent by a Friend node to a Low Power node to inform the Low Power node
that the security parameters (see Section 3.6.6.1) for the network have changed or are changing, or that
the Friend Queue is empty.

The Friend Update message parameters are defined in Table 3.30.

Field Size Description Regq.
(octets)

Flags 1 Contains the IV Update Flag and the Key Refresh Flag

IV Index 4 The current IV Index value known by the Friend node

MD 1 Indicates whether the Friend Queue is empty or not.

Table 3.30: Friend Update message parameters
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The Flags field format is defined in Table 3.31.

Bit Definition

0 Key Refresh Flag
0: Not-In-Phase2
1: In-Phase2

1 IV Update Flag

0: Normal Operation

1: IV Update in Progress

2—7 Reserved for Future Use

Table 3.31: Flags field format

The Key Refresh Flag indicates whether the Key Refresh procedure is in progress (see Section 3.11.4).
The IV Update Flag indicates whether the IV Update procedure is in progress (see Section 3.11.5).
The IV Index field contains the current IV Index.

The MD field indicates whether the Friend Queue is empty or not, as defined in Table 3.32.

Value Description

0 Friend Queue is empty

1 Friend Queue is not empty
2-255 Prohibited

Table 3.32: MD field format

3.6.5.3 Friend Request

A Friend Request message is sent to the all-friends group address by a Low Power node to start to find a
friend.

The Friend Request message parameters are defined in Table 3.33.

Field Size Description Req.
(octets)
Criteria 1 The criteria that a Friend node should support in order to M

participate in friendship negotiation

ReceiveDelay 1 Receive Delay requested by the Low Power node

PollTimeout 3 The initial value of the PollTimeout timer set by the Low Pow- M
er node

PreviousAddress 2 Unicast address of the primary element of the previous friend

NumElements 1 Number of elements in the Low Power node M

9 Bluetooth SIG Proprietary Page 101 of 835



Mesh Protocol / Specification

Field Size Description Req.
(octets)
LPNCounter 2 Number of Friend Request messages that the Low Power M
node has sent
Table 3.33: Friend Request message parameters
The Criteria field format is defined in Table 3.34 and in Figure 3.18.
Field Size Description Req.
(bits)
RFU 1 Reserved for Future Use
RSSIFactor 2 The contribution of the received signal strength indicator
(RSSI) measured by the Friend node used in the Friend Offer
Delay calculation
ReceiveWindowFactor |2 The contribution of the supported Receive Window used in M
the Friend Offer Delay calculation
MinQueueSizelLog 3 The minimum number of messages that the Friend node can | M
store in its Friend Queue

Table 3.34: Criteria field format

RN
o

RFU
RSSI
Factor
Factor

Receive Window
Min Cache

Size Log

o

"octet 0

~

0

Figure 3.18: Criteria field format

The RSSIFactor field indicates the contribution of the RSSI measured by the Friend node in the Friend
Offer Delay calculation (see Section 3.6.6.3.1).

The RSSIFactor field values are defined in Table 3.35.

Value RSSI Factor
0b00 1

0b01 1.5

0b10 2

0b11 2.5

Table 3.35: RSSIFactor field values

The ReceiveWindowFactor field indicates the contribution of the supported Receive Window used in the
Friend Offer Delay calculation (see Section 3.6.6.3.1).
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The ReceiveWindowFactor field values are defined in Table 3.36.

Value Receive Window Factor
0b00 1

0b01 1.5

0b10 2

0b11 25

Table 3.36: ReceiveWindowFactor field values

The MinQueueSizelog field is defined as log,(N), where N is the minimum number of maximum size
Lower Transport PDUs that the Friend node can store in its Friend Queue.

The MinQueueSizelog field values are defined in Table 3.37.

Value Description
0b000 Prohibited
0b001 N=2

0b010 N=4

0b011 N=8

0b100 N=16

0b101 N=32

0b110 N=64

0b111 N=128

Table 3.37: MinQueueSizel og field values

The ReceiveDelay field indicates the Receive Delay requested by the Low Power node.

The ReceiveDelay field values are defined in Table 3.38.

Value Description
0x00-0x09 Prohibited
0x0A-OxFF Receive Delay in units of 1 millisecond

Table 3.38: ReceiveDelay field values

The PollTimeout field indicates the initial value of the Poll Timeout timer set by the Low Power node.

The PollTimeout field values are defined in Table 3.39.
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Value Description

0x000000-0x000009 Prohibited

0x00000A—0x34BBFF PollTimeout in units of 100 milliseconds
0x34BCO0-0xFFFFFF Prohibited

Table 3.39: PollTimeout field values

The PreviousAddress field indicates the previous Friend’s unicast address or the unassigned address if
no previous friendship was established.

The NumElements field indicates the number of elements of the Low Power node. The value is used by
the Friend node to calculate the range of unicast addresses assigned to the Low Power node using the
SRC field value of the Network PDU of this message.

The NumElements field values are defined in Table 3.40.

Value Description
0x00 Prohibited
0x01-OxFF Number of elements

Table 3.40: NumElements field values

The LPNCounter field indicates the number of Friend Request messages that the Low Power node has
sent to date.

3.6.5.4 Friend Offer
A Friend Offer message is sent by a Friend node to a Low Power node to offer a friendship.

The Friend Offer message parameters are defined in Table 3.41.

Field Size Description Req.
(octets)

ReceiveWindow 1 Receive Window value supported by the Friend node
QueueSize 1 Size of the Friend Queue available on the Friend node
SubscriptionListSize 1 Size of the Subscription List that can be supported by a

Friend node for a Low Power node
RSSI 1 RSSI measured by the Friend node M
FriendCounter 2 Number of Friend Offer messages that the Friend node

has sent

Table 3.41: Friend Offer message parameters

The ReceiveWindow field indicates the Receive Window value supported by the Friend node.

The ReceiveWindow field values are defined in Table 3.42.
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Value Description
0x00 Prohibited
0x01-0xFF Receive Window in units of 1 millisecond

Table 3.42: ReceiveWindow field values

The QueueSize field indicates the number of messages that the Friend node can store for the Low Power
node.

The SubscriptionListSize field indicates the number of entries in the Subscription List that the Friend node
can support for the Low Power node.

The RSSI field contains a signed 8-bit value, and is interpreted as an indication of received signal
strength measured in decibels above 1 milliwatt (dBm). This is measured by the Friend node upon
receiving the Friend Request message. The value shall be 0x7F (127 dBm) if the received signal strength
indication is not available.

The FriendCounter field represents the number of Friend Offer messages that the Friend node has sent.
3.6.5.5 Friend Clear

A Friend Clear message is an acknowledged message sent to the previous Friend node of a Low Power
node to inform the Friend node of the removal of a friendship. This message is sent by the current Friend
node of the Low Power node.

The Friend Clear message parameters are defined in Table 3.43.

Field Size Description Req.
(octets)

LPNAddress |2 The unicast address of the Low Power node being removed

LPNCounter |2 Value of the LPNCounter of the new friendship

Table 3.43: Friend Clear message parameters

The LPNAddress field contains the unicast address of the Low Power node that is being removed.

The LPNCounter field contains the LPNCounter value of the latest Friend Request used to establish the
relationship.

3.6.5.6 Friend Clear Confirm

A Friend Clear Confirm message is sent by the previous Friend node in response to the Friend Clear
message to confirm that the friendship has been terminated.

The Friend Clear Confirm message parameters are defined in Table 3.44.
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Field Size Description Req.
(octets)
LPNAddress |2 The unicast address of the Low Power node being removed
LPNCounter |2 The value of the LPNCounter of the corresponding Friend Clear M
message

Table 3.44: Friend Clear Confirm message parameters

The LPNAddress field contains the unicast address of the Low Power node that was removed.
The LPNCounter field contains the LPNCounter value of the corresponding Friend Clear message.
3.6.5.7 Friend Subscription List Add

A Friend Subscription List Add message is sent by a Low Power node to a Friend node to add group
addresses and virtual addresses to the Friend Subscription list (see Section 3.6.6).

The Friend Subscription List Add message parameter is defined in Table 3.45.

Field Size Description Req.
(octets)
TransactionNumber | 1 The number for identifying a transaction
AddressList 2*N List of group addresses and virtual addresses where N is M
the number of group addresses and virtual addresses in
this message

Table 3.45: Friend Subscription List Add message parameters

The TransactionNumber field is used to distinguish each individual transaction (see Section 3.6.6.4.3).

The AddressList field contains a list of group addresses and virtual addresses to add to the Friend
Subscription List.

3.6.5.8 Friend Subscription List Remove

A Friend Subscription List Remove message is sent by a Low Power node to a Friend node to remove
group addresses and virtual addresses from the Friend Subscription List (see Section 3.6.6).

The Friend Subscription List Remove message parameters are defined in Table 3.46.

Field Size Description Req.
(octets)
TransactionNumber | 1 The number for identifying a transaction
AddressList 2*N List of group addresses and virtual addresses where N is M
the number of group addresses and virtual addresses in
this message

Table 3.46: Friend Subscription List Remove message parameters

The TransactionNumber field is used to distinguish each individual transaction (see Section 3.6.6.4.3).
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The AddressList field contains a list of group addresses and virtual addresses to remove from the Friend
Subscription List.

3.6.5.9 Friend Subscription List Confirm

A Friend Subscription List Confirm message is sent by a Friend node to a Low Power node in response to
a Friend Subscription List Add message or a Friend Subscription List Remove message.

The Friend Subscription List Confirm message parameters are defined in Table 3.47.

Field Size Description Req.
(octets)
TransactionNumber 1 The number for identifying a transaction M

Table 3.47: Friend Subscription List Confirm message parameters

The TransactionNumber field is used to distinguish each individual transaction (see Section 3.6.6.4.3).
3.6.5.10 Heartbeat
A Heartbeat message is sent by a node to let other nodes determine topology of a subnet.

The Heartbeat message parameters are defined in Table 3.48.

Field Size Description Req.
(bits)

RFU 1 Reserved for Future Use M

InitTTL 7 Initial TTL used when sending the message

Features 16 Bit field of currently active features of the node

Table 3.48: Heartbeat message parameters

The InitTTL field contains the initial TTL field value used when sending the message.

The InitTTL field values are defined in Table 3.49.

Value Description

0x00-0x7F Initial TTL when sending a message

Table 3.49: InitTTL value definitions

The Features field contains a bit field indicating the features the node currently uses, as defined in
Section 3.1.

The Features field format is defined in Table 3.50.
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Bit Feature Description

0 Relay Relay feature (see Table 3.51)

1 Proxy Proxy feature (see Table 3.51)

2 Friend Friend feature (see Table 3.51)

3 Low Power Low Power feature (see Table 3.51)
4-15 RFU Reserved for Future Use

Table 3.50: Features field format

Features field bits values are defined in Table 3.51.

Bit Value Description
0 The feature indicated by the bit is not in use
1 The feature indicated by the bit is in use

Table 3.51: Features field bit values

3.6.5.11 PATH_REQUEST

A PATH_REQUEST message is sent by a Path Origin or by a Directed Relay node to discover a path to a

destination.

The PATH_REQUEST message parameters are defined in Table 3.52.

Field Size Description Req.
(bits)
On_Behalf_Of Dependent_Origin 1 Transmitted on behalf of a dependent M
node of the Path Origin
Path_Origin_Path_Metric_Type 3 Path metric type used to calculate the M
path metric
Path_Origin_Path_Lifetime 2 Path lifetime associated with the path M
Path_Discovery_Interval 1 Path discovery interval M
Prohibited 1 Prohibited M
Path_Origin_Forwarding_Number 8 Forwarding number generated by the M
Path Origin
Path_Origin_Path_Metric 8 Path metric associated with the path M
Destination 16 Destination address of the path
Path_Origin_Unicast_Addr_Range variable Path Origin unicast address range M
(16 or 24)
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Field Size Description Req.
(bits)

Dependent_Origin_- variable Unicast address range of the dependent | C.1

Unicast_Addr_Range (16 or 24) | node of the Path Origin

Table 3.52: PATH_REQUEST message parameters

C.1:  Ifthe On_Behalf _Of Dependent_Origin field is 1, the Dependent_Origin_Unicast_Addr_Range
field shall be present; otherwise, the Dependent_Origin_Unicast_Addr_Range field shall not be
present.

The On_Behalf_Of Dependent_Origin field indicates whether or not the PATH_REQUEST message is
originated by the Path Origin on behalf of a dependent node.

The Path_Origin_Path_Metric_Type field contains the value of the Path Metric Type state of the Path
Origin that is stored in the Discovery Table (see Section 3.6.8.6.1).

The Path_Origin_Path_Lifetime field contains the value of the Path Lifetime state of the Path Origin that is
stored in the Discovery Table (see Section 3.6.8.6.1).

The Path_Discovery_Interval field contains the value of the Path Discovery Interval state of the Path
Origin that is stored in the Discovery Table (see Section 3.6.8.6.1).

The Path_Origin_Forwarding_Number field indicates the last forwarding number generated by the Path
Origin, as defined in Section 3.6.8.4.

The Path_Origin_Path_Metric field indicates the path metric calculated starting from the Path Origin.

The Destination field indicates the intended destination. The value of the Destination field shall not be the
unassigned address nor the all-directed-forwarding-nodes, all-nodes, or all-relays fixed group addresses.

The Path_Origin_Unicast_Addr_Range field indicates the unicast address range (see Section 3.4.2.2.1)
of the Path Origin.

If present, the Dependent_Origin_Unicast_Addr_Range field indicates the unicast address range (see
Section 3.4.2.2.1) of the dependent node of the Path Origin.

3.6.5.12 PATH_REPLY

A PATH_REPLY message is sent by a Path Target or by a Directed Relay node to establish a path from a
Path Origin to a Path Target.

The PATH_REPLY message parameters are defined in Table 3.53.

Field Size Description Req.
(bits)
Unicast_Destination 1 Flag indicating whether the PATH_RE- M

PLY message was transmitted in re-
sponse to a PATH_REQUEST mes-
sage with a unicast address in the
Destination field
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Field Size Description Req.
(bits)
On_Behalf_Of _Dependent_Target 1 Flag indicating whether the PATH_RE- | M

PLY message was transmitted on be-
half of a dependent node of the Path

Target
Confirmation_Request 1 Confirmation requested
Prohibited 5 Prohibited
Path_Origin 16 Primary element address of the Path
Origin
Path_Origin_Forwarding_Number 8 Forwarding number generated by the M
Path Origin
Path_Target_Unicast_Addr_Range variable | Path Target unicast address range C.1
(16 or
24)

Dependent_Target Unicast_Addr_Range variable | Unicast address range of the depend- | C.2
(16 or ent node of the Path Target
24)

Table 3.53: PATH_REPLY message parameters

C.1:  Ifthe Unicast_Destination field is 1, the Path_Target Unicast_Addr_Range field shall be present;
otherwise, the Path_Target Unicast Addr_Range field shall not be present.

C.2: Ifthe Unicast Destination field and the On_Behalf_Of Dependent_Target field both are
1, the Dependent_Target_Unicast_Addr_Range field shall be present; otherwise, the
Dependent_Target_Unicast_Addr_Range field shall not be present.

The Unicast_Destination field indicates whether or not the PATH_REPLY message is originated by a Path
Target in response to a PATH_REQUEST message with a unicast address in the Destination field.

The On_Behalf_Of Dependent_Target field indicates whether or not the PATH_REPLY message is
originated by a Path Target on behalf of a dependent node.

The Confirmation_Request field indicates the Two Way Path state of the Path Target (see Section 4.2.31),
if the Unicast_Destination field is 1.

The Path_Origin field indicates the primary element address of the Path Origin.

The Path_Origin_Forwarding_Number field indicates the forwarding number generated by the Path
Origin, as defined in Section 3.6.8.4.

If present, the Path_Target Unicast Addr_Range field indicates the unicast address range (see
Section 3.4.2.2.1) of the Path Target.

If present, the Dependent_Target_Unicast_Addr_Range field indicates the unicast address range (see
Section 3.4.2.2.1) of the dependent node of the Path Target.
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3.6.5.13 PATH_CONFIRMATION

A PATH_CONFIRMATION message is sent by a Path Origin or by a Directed Relay node to confirm that a
two-way path has been established from the Path Origin to a Path Target.

The PATH_CONFIRMATION message parameters are defined in Table 3.54.

Field Size Description Req.
(bits)

Path_Origin 16 Primary element address of the Path Origin

Path_Target 16 Primary element address of the Path Target

Table 3.54: PATH_CONFIRMATION message parameters

The Path_Origin field indicates the primary element address of the Path Origin.
The Path_Target field indicates the primary element address of the Path Target.
3.6.5.14 PATH_ECHO_REQUEST

A PATH_ECHO_REQUEST message is sent by a Path Origin to validate a path from the Path Origin to a
destination. The response to a PATH_ECHO_REQUEST message is a PATH_ECHO_REPLY message.

The PATH_ECHO_REQUEST message has no parameters.
3.6.5.15 PATH_ECHO_REPLY

A PATH_ECHO_REPLY message is sent by a Path Target in response to a PATH_ECHO_REQUEST
message in order to confirm that a path exists from a Path Origin to the destination.

The PATH_ECHO_REPLY message parameters are defined in Table 3.55.

Field Size Description Req.
(bits)
Destination 16 Destination address of the path M

Table 3.55: PATH_ECHO_REPLY message parameters

The Destination field indicates the intended destination. The value of the Destination field shall not be the
unassigned address nor the all-directed-forwarding-nodes, all-nodes, or all-relays fixed group addresses.

3.6.5.16 DEPENDENT_NODE_UPDATE

A DEPENDENT_NODE_UPDATE message is sent by a Path Origin or by a Directed Relay node to notify
nodes in a subnet that element addresses of a dependent node of the Path Origin are to be added or
removed from the Forwarding Table state.

A DEPENDENT_NODE_UPDATE message is also sent by a Path Target or by a Directed Relay node to
notify nodes in a subnet that element addresses of a dependent node of the Path Target are to be added
or removed from the Forwarding Table state.

The DEPENDENT_NODE_UPDATE message parameters are defined in Table 3.56.
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Field Size Description Req.
(bits)
Type 1 Type of update
Prohibited 7 Prohibited
Path_Endpoint 16 Path endpoint, either the Path Origin or
the Path Target
Dependent_Node - variable Unicast address range of the dependent M
Unicast_Addr_Range (16 or 24) | node of the path endpoint

Table 3.56: DEPENDENT_NODE_UPDATE message parameters

The Type field indicates whether the dependent node address is added or removed. The values of the
Type field are defined in Table 3.57.

Value Description
0 The dependent node address is removed
1 The dependent node address is added

Table 3.57: Type field values

The Path_Endpoint indicates the primary element address of the Path Origin or of the Path Target that
notified the nodes about the update.

The Dependent_Node_Unicast_Addr_Range field indicates the unicast address range (see
Section 3.4.2.2.1) of the dependent node.

3.6.5.17 PATH_REQUEST_SOLICITATION

A PATH_REQUEST_SOLICITATION message is sent by a Directed Forwarding node or a Configuration
Manager to solicit the discovery of paths from other Directed Forwarding nodes.

The PATH_REQUEST_SOLICITATION message parameter is defined in Table 3.58.

Field Size Description Req.
(octets)
Addr_List 2*N List of N destination addresses M

Table 3.58: PATH_REQUEST_SOLICITATION message parameter

The Addr_List field is a list of unicast addresses, group addresses, and virtual addresses that are
destinations for the requested Directed Forwarding Initialization. The all-directed-forwarding-nodes, all-
nodes, and all-relays fixed group addresses are Prohibited for the Addr_List field.

3.6.6 Friendship

When a Friend node is in friendship with a Low Power node, it stores Lower Transport PDUs for the Low
Power node.
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A Friend node may be friends with multiple Low Power nodes. A Low Power node can only be in a
friendship with a single Friend node in a given subnet at a time. If a Low Power node is on multiple
subnets, it can be in a friendship on each subnet with the same or a different Friend node.

3.6.6.1 Functional overview

In order to optimize the power consumption of a Low Power node, a polling mechanism is used to
minimize the Low Power node’s receive window. This allows a Low Power node to receive updates from a
Friend node by indicating when it is available to receive messages.

Friendship defines timing parameters that are static for the duration of a friend relationship between a
Low Power node and a Friend node.

The following timing parameters are used in a friendship:

* ReceiveDelay
* ReceiveWindow
* PollTimeout

The ReceiveDelay is the time between the Low Power node sending a request and listening for a
response. This delay allows the Friend node time to prepare the response.

The ReceiveWindow is the time that the Low Power node listens for a response. When the Low Power
node receives a message from its Friend node, it can stop listening for additional messages.

The request can be a Friend Poll message, a Friend Subscription List Add message, or a Friend
Subscription List Remove message. The response to a Friend Poll message can be a Friend Update
message or a stored message. The response to a Friend Subscription List Add message or a Friend
Subscription List Remove message is a Friend Subscription List Confirm message.

The timing parameters are illustrated in Figure 3.19.

[ Low Power ] [ Friend node ]
node
(sleep) : Request .
: I ReceiveDelay I ReceiveDelay
A4
| Response } < ReceiveWindow
ReceiveWindowJ‘
A
(sleep) :

Figure 3.19: Friendship timing parameters

PollTimeout timer is used to measure time between two consecutive requests sent by the Low Power
node. If no requests are received by the Friend node before the PollTimeout timer expires, then the
friendship is considered terminated. This is illustrated in Figure 3.20.
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Low Power

Friend node
node
Friend Poll >
[ Reset timer J
< Friend Update

[ Out of the network ]

[ Friendship terminated ]

Figure 3.20: Poll Timeout timer illustration

To establish a friendship, a node that supports the Low Power feature sends a Friend Request to the
all-friends address. The message is picked up by all nodes within radio range of this node that support the
Friend feature.

The Friend Request message includes a number of parameters that define the requirements that this
node requires any future Friend node to support. Each of the nodes that support the Friend feature
and that can support the requirements of the Friend Request message responds by sending back a
Friend Offer message to the requesting node. The offers also include additional information about the
capabilities of each of the offering nodes. This allows the Low Power node to determine which of these
offers it will accept.

The Low Power node then sends a Friend Poll message to its chosen Friend node, and the Friend node
responds with a Friend Update message. At this point, the friendship is established, as illustrated in
Figure 3.21.
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Low Power

Friend node
node
Friend Request >
< Friend Offer
Friend Poll >
< Friend Update
[ Friendship established J

Figure 3.21: Establishment of a friendship

If the Low Power node was previously a friend of another Friend node, then the new Friend node informs
the old Friend node that it is now the current friend of this Low Power node (see Section 3.6.6.3.1).

After a friendship is established, the Friend node stores a Friend Subscription List for the Low Power
node, which is a collection of group and virtual addresses to which the Low Power node is subscribed.
This list allows the Friend node to store the messages that the Low Power node is subscribed to.

The values of the IV Index, IV Update Flag, and Key Refresh Flag for a given NetKey are known as
security parameters. Whenever at least one of the values of the security parameters is changed, the new
security parameters are known as security updates.

The Friend node stores all messages for the Low Power node, and also the most recent security updates
for the Low Power node, in the Friend Queue. Collectively these are known as stored messages.

To obtain stored messages, the Low Power node sends Friend Poll messages and the Friend node
replies with stored messages.

Messages stored in the Friend Queue are delivered to the Low Power node with acknowledgment and
in order. To enable this, a Boolean Friend Sequence Number is used. This value is stored on the Low
Power node and is sent in each Friend Poll message. When the Low Power node receives a message
in response to a Friend Poll, and this message has been successfully authenticated using the friendship
security credentials, the Low Power node shall change this Friend Sequence Number. The next time this
Low Power node polls, the Friend node can send the next message. If there was no response to the
Friend Poll message, then the Low Power node does not change the Friend Sequence Number and the
Friend node can then determine that the last message it sent was not received and resends it.

3.6.6.2 Friendship security

When a friendship has been established between a Friend node and a Low Power node, all Network
PDUs from the Friend node to the Low Power Node are secured using the friendship security material
derived from the friendship security credentials (see Section 3.9.6.3.1). The friendship security credentials
are exchanged during the Low Power Establishment procedure (see Section 3.6.6.4.1).
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The Friend Poll, Friend Update, and Friend Subscription List Add/Remove/Confirm messages, as well as
stored messages that the Friend node delivers to the Low Power node, are always secured using the
friendship security material. If the Friend node is a Directed Friend node (see Section 2.3.13), friendship
security credentials are used for messages that the Low Power node sends to the Friend node to be
forwarded along a path (see Section 3.6.8.3). The Friend Clear and Friend Clear Confirm messages are
always secured using the managed flooding security material.

Depending on the value of the Publish Friendship Credentials Flag (see Section 4.2.3.4), the Low Power
node model publishes messages using either the friendship security credentials or the managed flooding
security credentials (see Section 3.9.6.3.1).

All other Network PDUs are sent using the managed flooding security credentials.

Figure 3.22 illustrates messages sent using the friendship security material (dashed lines) and using

the managed flooding security material (solid lines). The Low Power node starts by sending the Friend
Request message using the managed flooding security credentials. A Friend node responds with a Friend
Offer message, again using the managed flooding security credentials. Both the Low Power node and the
Friend node are using the managed flooding security credentials as neither device is in a friendship with
the other and therefore cannot use the friendship security credentials. The Low Power node accepts the
offer of friendship and sends a Friend Poll to confirm this using the friendship security credentials. The
Friend node will respond to this using a Friend Update message. The Low Power node can now configure
the friend subscription list by using the Friend Subscription List Add message, confirmed using the Friend
Subscription List Confirm message from the Friend node. Both of these messages are sent using the
friendship security credentials.

Sometime later, the Friend node receives a message (InMsg) from another device that needs to be
delivered to the Low Power node, so it will store this message in the Friend Queue. The Low Power node
sends a Friend Poll message, secured using the friendship security material, to which the Friend node will
reply with the stored InMsg.

The Low Power node then decides to send two messages: OutMsg1 and OutMsg2. OutMsg1 is sent
secured using the friend security material and therefore only the Friend node will receive and relay

this message. When the Friend node relays OutMsg1, the message will be retransmitted using the
managed flooding security credentials. OutMsg2 is sent using the managed flooding security credentials
and therefore the Friend node and any other Relay node within range of the Low Power node can relay
the message. OutMsg2, when it is relayed, will be retransmitted using the managed flooding security
credentials.
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‘ Low Power | ‘ Friend node |
node

Friend Request >
< Friend Offer
___________ Friend Poll
« . Friend Update |
_____ Friend Subscription ListAdd ___
« - -Friend Subscription List Confirm___ |
< InMsg
___________ Friend Poll___
€ InMsg ]
| _._____OutMsgl ________ >
OutMsg1 >
< OutMsg2 OutMsg2 >
OutMsg2

Figure 3.22: Messages secured with friendship and managed flooding security material

3.6.6.3 Friend feature

The Friend feature defines three mandatory procedures: friend establishment, friend messaging, and
friend management.

The Friend Update, Friend Offer, Friend Clear, Friend Clear Confirm, and Friend Subscription List Confirm
messages originated by a Friend node shall be sent as Unsegmented Control messages with the SRC
field set to the unicast address of the primary element of the Friend node.

3.6.6.3.1 Friend establishment

A node that supports the Friend feature and has the feature enabled, and that receives a Friend
Request message (see Section 3.6.5.3), that fulfills the minimum requirements specified by the message
parameters shall respond with a Friend Offer message (see Section 3.6.5.4).
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If the source address of the Friend Request message is an address of a Low Power node that is currently
in a friendship with the Friend node on the subnet over which the message was received, then the Friend
node shall also consider the existing friendship with that Low Power node on that subnet terminated.

In the Network PDU of a Friend Offer message, the TTL field shall be set to 0 and the DST field shall be
set to the SRC value in the Network PDU of the Friend Request message.

The Friend Offer message shall be sent using the managed flooding security credentials and shall be
tagged with the immutable-credentials tag.

The node shall keep a Friend node counter (FriendCounter), which is a 2-octet value initialized to O.
This value shall be sent in the Friend Offer message and shall be used to derive the friendship security
material if a friendship is established as a result of the Friend Offer message. After each Friend Offer
message is sent, the FriendCounter value shall be incremented by 1. The FriendCounter may wrap.

The time between receiving the Friend Request message and sending the Friend Offer message

is called the Friend Offer Delay and shall be computed based on the RSSIFactor field and the
ReceiveWindowFactor field as defined in the Friend Request message on the supported ReceiveWindow
and on the RSSI measured by the Friend node for the Friend Request message.

The Friend Offer Delay allows a Low Power node to receive Friend Offer messages from potential

Friend nodes in order to determine how large the offered ReceiveWindow is, and how important the
signal quality is. Some Low Power nodes will prefer Friend nodes with a very small ReceiveWindow and
therefore set the ReceiveWindowFactor to be more important than the RSSIFactor. Other Low Power
nodes will prefer Friends with a very good signal strength and therefore set the RSSIFactor to be more
important than the ReceiveWindowFactor. This means that the Low Power node should receive Friend
Offers from Friends quicker for those nodes that match the Low Power nodes requirements, reducing the
power consumed by the Low Power node when searching for a Friend node.

To optimize power consumption by the LPN, the Friend Node should provide the smallest possible
ReceiveWindow.

A Local Delay is computed with the formula:

Local Delay=ReceiveWindowFactorxReceiveWindow-RSSIFactorxRSSI/

Where:

ReceiveWindowFactor is a number from the Friend Request message
ReceiveWindow is the value to be sent in the corresponding Friend Offer message
RSSIFactor is a number from the Friend Request message

RSSI is the received signal strength of the received Friend Request message on the Friend
node

If the Local Delay value is greater than 100, then the Friend Offer Delay value in milliseconds shall be set
to the Local Delay value. Otherwise, the Friend Offer Delay shall be set to 100 milliseconds.

If the node receives a Friend Poll message within 1 second after sending the Friend Offer message, the

friendship is established and it shall save the FSN field value from this Friend Poll message; otherwise,
the establishment has failed.

9 Bluetooth SIG Proprietary Page 118 of 835



Mesh Protocol / Specification

The Friend node shall respond with a Friend Update message after a minimum of ReceiveDelay
milliseconds and before a maximum of the sum of ReceiveDelay and ReceiveWindow milliseconds, from
the reception of the Friend Poll message from the Low Power node.

In the Network PDU of a Friend Update message, the TTL field shall be set to 0.

This Friend Update message shall be sent using the friendship security credentials and shall be tagged
with the immutable-credentials tag.

Figure 3.23 illustrates a friendship establishment where multiple nodes with the Friend feature enabled
receive the same Friend Request message.

LPN ] [ Friend 1 ] [ Friend 2 ] [ Friend 3 ]

LPN needs friend
| Friend Request |
[ Delay = f(RSSI, ReceiveWindow) ]

P Friend Offer

P Friend Offer

P Friend Offer
Choose Friend2

Friend Poll

\ 4

Friend Update

A

[Friendship established]
No friendship
No friendship

Figure 3.23: Friend establishment example

After a friendship is established, the Friend node shall initialize a Friend Subscription List to a zero-length
(empty) list and start storing messages for the Low Power node in the Friend Queue.

After a friendship has been established, if the PreviousAddress field of the Friend Request message
contains a valid unicast address that is not the Friend node’s own unicast address, then the Friend node
shall begin sending Friend Clear messages (see Section 3.6.5.5) to that unicast address according to the
procedure below:

1. In the Network PDU of the Friend Clear message, the TTL field shall be set to Ox7F.

2. The Friend Clear message shall be sent using the managed flooding security credentials and shall be
tagged with the immutable-credentials tag.
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3. The first Friend Clear message shall be sent as soon as the friendship is established; at the same
time, a Friend Clear Repeat timer shall be started with the period set to 1 second, and a Friend Clear
Procedure timer shall be started with the period equal to two times the Friend Poll Timeout value.

4. |If a Friend Clear Confirm message (see Section 3.6.5.6) is received in response to the Friend Clear
message, both timers shall be stopped and the procedure is complete.

5. If the Friend Clear Repeat timer expires, a new Friend Clear message shall be sent and the timer
shall be started from the initial value that is double the previous Friend Clear Repeat timer initial
value. For example, after the first expiration, the period shall be set to two seconds; on the next
expiration, it shall be set to four seconds, and so on.

6. If the Friend Clear Procedure timer expires, then the Friend Clear Repeat timer shall be stopped and
the procedure is complete.

An example of this procedure is illustrated in Figure 3.24.

Once friendship has been established the Friend node shall communicate with the Low Power node
as defined in friend messaging (see Section 3.6.6.3.2), and may be managed as defined in Friend
Management (see Section 3.6.6.3.3).
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Friend 2

LPN Friend 1
I i
[ Friendship Established }
Friend Poll N
o Friend Update
[ Turns Off J
Friend Poll
Friend Poll
Friend Poll
[Friendship TerminatedJ
Friend Request o
[ Frienc:J Offer
Frienfd Poll o
B Friend Update
[Friendship Established]
o Friend Clear
[ Turns On J
» Friend Clear
(Friendship Terminated]
Friend Clear Confirm X
- Friend Clear
Friend Clear Confirm

[Friendship EstablishedJ

Figure 3.24: Friend Clear procedure example

3.6.6.3.2 Friend messaging

\ 4

When the Friend node receives a Friend Poll message from a friend Low Power node that has the same
FSN field value as the last Friend Poll message received from the Low Power node, the Friend node shall
respond with exactly the same message it has previously sent, unless that message has been discarded.
If the previously sent message has been discarded, then the oldest entry in the Friend Queue shall be

sent.

When the Friend node receives a Friend Poll message from a friend Low Power node that has a different
FSN field value as the last Friend Poll message from the Low Power node, then it shall send the oldest

message from the Fri

end Queue.
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When sending a stored message to the Low Power node, it shall be sent unchanged and shall be
tagged as friendship PDU. If the IV Index on the Friend node has changed, for example the node is now
transmitting with a new IV Index, the messages sent to the Low Power node shall still be sent in the
context of the IV Index that the Friend node received for those messages.

Note: The above requirement implies that a Low Power node should collect all stored
messages at least once every 96 hours, otherwise the Friend node may discard the stored
messages before the Low Power node can receive them.

Each message shall be sent after a minimum of ReceiveDelay milliseconds and before a maximum of the
sum of ReceiveDelay and ReceiveWindow milliseconds, from the reception of the Friend Poll message
from a friend Low Power node.

If no Friend Poll, Friend Subscription List Add, or Friend Subscription List Remove messages are
received by the Friend node before the PollTimeout timer expires, the friendship is terminated and the
Friend node shall discard all entries in the Friend Queue.

The Friend Subscription List Confirm message shall be sent after a minimum of ReceiveDelay
milliseconds and before a maximum of the sum of ReceiveDelay and ReceiveWindow milliseconds,
from the reception of the Friend Subscription List Add message or the Friend Subscription List Remove
message.

In the Network PDU of a Friend Subscription List Confirm message, the TTL field shall be set to 0.

The Friend Subscription List Confirm message shall be sent using the friendship security credentials and
shall be tagged with the immutable-credentials tag.

When a Friend node receives a valid Friend Clear message where the LPNAddress field contains the
address of a friend Low Power node, and the message is received within the Poll Timeout of the
friendship with that Low Power node, the friendship is terminated, and the Friend node shall discard all
related entries in the Friend Queue, and the Friend node should respond with a Friend Clear Confirm
message.

A Friend Clear message is considered valid if the result of the subtraction of the value of the LPNCounter
field of the Friend Request message (the one that initiated the friendship) from the value of the
LPNCounter field of the Friend Clear message, modulo 65536, is in the range 0 to 255 inclusive.

If the Friend Clear message was received with a TTL field value of 0, the Network PDU of the Friend
Clear Confirm message should be set to 0 as well.

The Friend Clear Confirm message shall be sent using the managed flooding security credentials and
shall be tagged with the immutable-credentials tag.

3.6.6.3.3 Friend management

If the Friend node receives a Friend Subscription List Add message (see Section 3.6.5.7) from the Low
Power node, it shall add the address or list of addresses contained in the message into the Friend
Subscription List and shall respond with a Friend Subscription List Confirm message (see Section 3.6.5.9)
setting the value of the TransactionNumber field to the same value as in the received Friend Subscription
List Add message. If the Friend node is a Directed Friend node, the Friend node initiates a Directed
Forwarding Solicitation procedure (see Section 3.6.8.3).

If the Friend node receives a Friend Subscription List Remove message (see Section 3.6.5.8) from the
Low Power node, it shall remove the address or list of addresses contained in the message from the
Friend Subscription List and shall respond with a Friend Subscription List Confirm message setting the
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value of the TransactionNumber field to the same value as in the received Friend Subscription List
Remove message.

The Friend node shall respond with a Friend Update message after a minimum of ReceiveDelay
milliseconds and before a maximum of the sum of ReceiveDelay and ReceiveWindow milliseconds, from
the reception of the Friend Poll message from the Low Power node.

3.6.6.4 Low Power feature

A node that supports the Low Power feature shall support the three mandatory procedures: Low Power
establishment, Low Power messaging, and Low Power management.

The Friend Poll, Friend Request, Friend Subscription List Add, and Friend Subscription List Remove
messages originated by a Low Power node shall be sent as Unsegmented Control messages with the
SRC field set to the unicast address of the primary element of the node that supports the Low Power
feature.

3.6.6.4.1 Low Power establishment

The Low Power establishment procedure is used to establish friendship between a node supporting the
Low Power feature and a node supporting the Friend feature.

This procedure is started by sending a Friend Request message.

In the Network PDU of a Friend Request message, the TTL field shall be set to 0 and the DST field shall
be set to the all-friends address. The node shall keep a Low Power node counter (LPNCounter), which is
a 2-octet value initialized to 0. This value shall be sent in the Friend Request message and used to derive
the friendship security material if a friendship is established as a result of the Friend Request message.
After each Friend Request message is sent, this value shall be incremented by 1. The LPNCounter may
wrap. The Friend Request message shall be sent using the managed flooding security credentials and
shall be tagged with the immutable-credentials tag.

After 100 milliseconds have passed from the Friend Request, the node should listen for up to 1 second for
the Friend Offer messages sent by potential Friend nodes, and it may select one of the Friend nodes to
establish a friendship. The Low Power node may accept a received Friend Offer or continue to listen for
other Friend Offer messages for comparison.

If no acceptable Friend Offer message is received, the node may send a new Friend Request message.
The time interval between two consecutive Friend Request messages shall be greater than 1.1 seconds.

To establish a friendship with a potential Friend that has sent a Friend Offer message, the node shall set
the Friend Sequence Number to zero and shall send a Friend Poll message to the selected Friend node
within 1 second after the reception of the Friend Offer message. If a Friend Update message is received
in response, the friendship is established, the Low Power feature of the node supporting it is in use and
the Friend feature of the node supporting it is in use.

In the Network PDU of a Friend Poll message, the TTL field shall be set to 0.

This Friend Poll message shall be sent using the friendship security credentials and shall be tagged with
the immutable-credentials tag.

The node should restart the Low Power Establishment procedure if it does not receive a Friend Update
message after several attempts (e.g., 6 attempts).
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Multiple failures of the Low Power Establishment procedure may be an indication that the Low Power
node no longer has a valid IV Index and it should initiate the IV Index Recovery procedure (see
Section 3.11.6).

Once friendship has been established the Low Power node shall communicate with the Friend node as
defined in Low Power messaging (see Section 3.6.6.4.2) and may manage the friendship as defined in
Low Power management (see Section 3.6.6.4.3).

If the Low Power node supports directed forwarding functionality when the friendship is established in
a subnet, the Low Power node shall store the current value of the Directed Forwarding state and shall
set the state to 0x00 (see Section 4.2.26.1) for that subnet. When that friendship is terminated, the Low
Power node shall set the Directed Forwarding state to the stored value.

3.6.6.4.2 Low Power messaging

The Low Power messaging procedure is executed by a Low Power node to receive stored messages and
security updates from the Friend node.

The procedure consists of asynchronous requests from the Low Power node to the Friend node and
timed responses from the Friend node to the Low Power node.

A Low Power node that is in a friendship with a Friend node shall send a Friend Poll message to the
Friend node before the PollTimeout timer expires.

As a general rule, the Low Power node should continue sending Friend Poll messages until it receives a
Friend Update message with the MD field set to 0. This is illustrated in Figure 3.25.

The Low Power node may terminate friendship with a Friend by sending a Friend Clear. The Friend Clear
message should be sent using a TTL field value set to 0.
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Figure 3.25: Friend Update with security updates

The FSN field shall be set to the value of the Friend Sequence Number.

If the Low Power node receives a response from the Friend node, and the response is not a duplicate
of the last received Lower Transport PDU, then the Low Power node shall toggle the Friend Sequence

Number.

If the Low Power node does not receive a response within the ReceiveWindow, it should resend the
Friend Poll message. It is recommended to resend this message 3 times, which assures a good balance

between reliability and power consumption.

If no response has been received to multiple Friend Poll messages before the PollTimeout timer expires,
the friendship is terminated. The Low Power node may repeat the Low Power establishment procedure.
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If the Low Power node receives a Friend Update message, it shall process the Flags and IV Index fields
using the same rules as if they had been received in a Secure Network beacon (see Sections 3.10.3.1,
3.11.4, and 3.11.5) or in a Mesh Private beacon (see Section 3.10.4).

3.6.6.4.3 Low Power management

The Low Power management procedure is used to manage the subscription list in a Friend node.

The Low Power node may send one or more Friend Subscription List Add messages to the Friend node
containing lists of group addresses or virtual addresses to which the Low Power node is subscribed. This
type of message may be sent at any time by the Low Power node when its subscriptions change.

In the Network PDU of a Friend Subscription List Add message, the TTL field shall be set to 0.

The Friend Subscription List Add message shall be sent using the friendship security credentials and shall
be tagged with the immutable-credentials tag.

The Low Power node may send one or more Friend Subscription List Remove messages to the Friend
node containing lists of group addresses or virtual addresses to which the Low Power node is no longer
subscribed. This type of message may be sent at any time by the Low Power node when its subscriptions
change.

In the Network PDU of a Friend Subscription List Remove message, the TTL field shall be set to 0.

The Friend Subscription List Remove message shall be sent using the friendship security credentials and
shall be tagged with the immutable-credentials tag.

The Low Power node shall start with a TransactionNumber value set to 0x00. It shall increment the
TransactionNumber for each new Friend Subscription List Add or Friend Subscription List Remove such
that the TransactionNumber can be matched with the TransactionNumber field of the Friend Subscription
List Confirm message.

3.6.6.5 Examples of segmentation and reassembly

The segmentation and reassembly behaviors defined in Sections 3.5.3.3 and 3.5.3.4 also apply to
segmented messages sent to and from a Low Power node. The only difference is that since the Low
Power node relies on the Friend Queue for all incoming messages, including segments and segment
acknowledgments, the Friend node will acknowledge segmented transactions for the Low Power node.

This section provides two examples of segmentation and reassembly on the Low Power node.

3.6.6.5.1 Incoming segmented message

The message sequence chart (MSC) in Figure 3.26 is an example of a segmented message directed
toward a Low Power node. The Friend node performs the reassembly separately and sends the
acknowledgments needed until it receives all segments, at which point the Friend node places the
segments in the Friend Queue so that they can be delivered to the Low Power node. An unsegmented
message from another source is received in the middle of the transaction and is handled independently.
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e I ‘ Friend node I [ Node A I { Node B ]
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Figure 3.26: Example of incoming segmented message directed to a Low Power node

3.6.6.5.2 Outgoing segmented message

The MSC illustrated in Figure 3.27 shows an example of a segmented message sent by the Low Power
node. Since the Low Power node relies on the Friend Queue for all incoming messages, it needs to poll
for the acknowledgment as well. An unsegmented message from another source is received in the middle
of the transaction and is handled independently.
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Figure 3.27: Example of outgoing segmented message sent by a Low Power node

3.6.7 Heartbeat

Heartbeat is used to monitor nodes on a network and discover how far nodes are apart from each other.
3.6.7.1 Functional overview

In order to determine if a node is still present and active within a mesh network, it is necessary to receive
a message from this node. Sending a message to each and every node in the mesh network to elicit a
response would be very wasteful of energy, and therefore each node can be configured to send a single
message periodically. This message is called the Heartbeat message.

The Heartbeat message can be used for three main functions. The first function is the determination that
a node is still active within a mesh network. The second function is the determination of how far a node is
away. The third function is the determination that a feature of the node has been enabled or disabled.

Publishing of the Heartbeat messages is configured by the Configuration Server model. Periodic
Heartbeat messages can be sent a limited number of times or they can be sent indefinitely. Heartbeat
messages are sent to a configured destination, and it is recommended that a group address is used for
sending Heartbeat messages. The messages can also be configured with a specific TTL value.
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When Heartbeat messages are received, they are counted. The number of Heartbeat messages received
can help determine the reliability of the mesh network for delivering messages from the node sending
Heartbeat messages.

Each Heartbeat message includes the initial TTL value used when sending the original Heartbeat
message. This allows a receiving device to determine the number of times this message was
retransmitted, known as the number of hops, and a record of the minimum and maximum number of
hops can also be used to determine how reliable the mesh network is.

The use of Heartbeat messages can therefore be used to determine the best TTL value to use to address
a given node.

Heartbeat messages also include the features of a node that are currently in use. A node can be
configured to publish a triggered Heartbeat message when various features are enabled or disabled. This
allows the features available on various nodes within a mesh network to be determined.

3.6.7.2 Publishing Heartbeat messages
Publishing of Heartbeat messages is controlled by the Heartbeat Publication state (see Section 4.2.18).

When the Heartbeat Publication Destination (see Section 4.2.18.1) address is set to an unassigned
address, Heartbeat messages shall not be published. When the value of the Heartbeat Publication Count
state (see Section 4.2.18.2) is 0x0000, periodic Heartbeat messages shall not be published.

Heartbeat messages shall be published with the DST field set to the value of the Heartbeat Publication
Destination state and with the TTL field set to the value of the Heartbeat Publication TTL state (see
Section 4.2.18.4).

Periodic publishing of Heartbeat messages is enabled by the Heartbeat Publication Count state (see
Section 4.2.18.2). After publishing a periodic Heartbeat message, if the Heartbeat Publication Count
counter is less than OxFFFF, the Heartbeat Publication Count counter shall be decreased by 1. The
counter shall stop at 0x0000. The first periodic Heartbeat message shall be published as soon as
possible after the Heartbeat Publication Period state (see Section 4.2.18.3) has been configured for
periodic publishing. The next periodic Heartbeat message shall be published after the number of seconds
defined by the Heartbeat Publication Period state (see Section 4.2.18.3).

Triggered publishing of Heartbeat messages is enabled by the Heartbeat Publication Features state (see
Section 4.2.18.5):

 If the Relay bit is set to 1, a triggered Heartbeat message shall be published when the Relay state of a
node (see Section 4.2.9) changes.

« If the Proxy bit is set to 1, a triggered Heartbeat message shall be published when the GATT Proxy
state of a node (see Section 4.2.12) changes.

« If the Friend bit is set to 1, a triggered Heartbeat message shall be published when the Friend state of a
node (see Section 4.2.14) changes.

 If the Low Power bit is set to 1, a triggered Heartbeat message shall be published when the Low Power
node establishes or loses Friendship (see Section 3.6.6.1).

3.6.7.3 Receiving Heartbeat messages

Receiving of Heartbeat messages is controlled by the Heartbeat Subscription state (see Section 4.2.19).
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The Heartbeat Subscription Period state is a countdown timer identifying the number of seconds
remaining for the period when Heartbeat messages are received. When the timer expires, the receiving of
Heartbeat messages shall be disabled.

Heartbeat messages with the SRC field set to a value other than the Heartbeat Subscription Source state
(see Section 4.2.19.1) or the DST field set to a value other than the Heartbeat Subscription Destination
state (see Section 4.2.19.2) shall not be processed.

Upon receiving a Heartbeat message, the value of the Heartbeat Subscription Count state (see
Section 4.2.19.3) shall be increased. The counter does not wrap. It stops counting at OxFFFF.

Upon receiving the Heartbeat message, a hops value shall be calculated using the InitTTL value from the
message, and the received Network PDU TTL field value, known as RxTTL, as follows:

hops=InitTTL-RxTTL+1

Note: If the message is received directly (for example, the InitTTL value and the received
Network PDU TTL field value are the same), then the hops value would be 0x01. If the
message has been delivered using the maximum length path, then InitTTL would be 0x7F
and the received Network PDU TTL field value would be 0x01, and therefore hops would
Ox7F.

If the hops value is lower than the Heartbeat Subscription Min Hops state, it shall be set as the new value
of the Heartbeat Subscription Min Hops state. If the hops value is higher than the Heartbeat Subscription
Max Hops state, it shall be set as the new value of the Heartbeat Subscription Max Hops state.

3.6.8 Directed forwarding

Directed forwarding is used to establish paths between Directed Forwarding nodes as described in
Section 2.3.11. Paths are established between a source node, known as the Path Origin, and one or more
destination nodes, known as Path Targets, with Directed Relay nodes forwarding messages along the
paths.

3.6.8.1 Functional overview of directed forwarding

In order to initiate the discovery of a path, a Path Origin sends a PATH_REQUEST message indicating
its intended destination address. This procedure is named Directed Forwarding Initialization (see
Section 3.6.8.2.1).

Directed Relay nodes discover the path by re-generating and broadcasting the PATH_REQUEST
message until it reaches all Path Targets. When a node receives a PATH_REQUEST, it stores information
about discovered paths temporarily in the Discovery Table (see Section 3.6.8.6). This procedure is named
Directed Forwarding Discovery (see Section 3.6.8.2.2).

The path is made available by unicasting, hop by hop, a PATH_REPLY from each Path Target back

to the Path Origin. Each Directed Forwarding node that receives the PATH_REPLY message stores
path information in the Forwarding Table state (see Section 3.6.8.5). This procedure is named Directed
Forwarding Establishment (see Section 3.6.8.2.3).

A PATH_REPLY may trigger the Path Origin to send a PATH_CONFIRMATION message that is
propagated, hop by hop, along the path from the Path Origin to a Path Target to confirm that the path
is a two-way path. This procedure is named Directed Forwarding Confirmation (see Section 3.6.8.2.4).
A two-way path can be used to forward messages from the Path Origin to the Path Target (along the
Forward Path) and from the Path Target to the Path Origin (along the Backward Path).
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A dependent node (see Section 3.6.8.3) can use a Path Origin or a Path Target to perform directed
forwarding on its behalf. By sending a DEPENDENT_NODE_UPDATE message, a Path Origin or a Path
Target notifies each node along the paths either to add the dependent node addresses to its Forwarding
Table entry or to remove them. This procedure is named Directed Forwarding Dependents Update (see
Section 3.6.8.2.5).

A path from a Path Origin to a Path Target can be monitored by using a PATH_ECHO_REQUEST
message. The Path Target responds with a PATH_ECHO_REPLY message. This procedure is named
Directed Forwarding Echo (see Section 3.6.8.2.6).

A Directed Forwarding node or a Configuration Manager can solicit the discovery of paths toward
unicast addresses, group addresses, or virtual addresses by using a PATH_REQUEST_SOLICITATION
message. This procedure is named Directed Forwarding Solicitation (see Section 3.6.8.2.7)

Directed forwarding functionality uses a control sequence number known as the forwarding number to
distinguish Transport Control messages sent by a node in the context of different Directed Forwarding
Initialization procedures. The forwarding number is separate from the sequence numbers used for the
message caching and the replay protection procedures (that is, the SEQ field defined in Section 3.4.4.5).
The forwarding number is increased when a node initiates the discovery of a new path to any destination
(see Section 3.6.8.4).

3.6.8.1.1 Multilane paths

To help improve reliability and resilience, paths may have multiple lanes that take advantage of several
relays overhearing a message relayed on each hop. The number of lanes to be established is defined by
the Wanted Lanes state (see Section 4.2.30). Each additional lane in a path is discovered by transmitting
a PATH_REQUEST message with the same forwarding number as in the previous PATH_REQUEST after
a duration of Lane Discovery Guard Interval (see Section 4.2.38.4) after the Path Discovery timer expires
(see Section 3.6.8.2.1).

3.6.8.1.2 Path metrics

Path metrics are used to measure, rank, and select the best lane of a path (for example, the lane with the
lowest number of hops) that messages will traverse.

This specification uses a path metric based on the hop count between the Path Origin and the Path
Target. The path metric also takes into account the number of lanes that traverse the node. In this
way, a longer but disjointed lane (i.e., the lane uses different intermediate nodes than other lanes in
that path) might be preferred to a shorter lane using one or more of the same intermediate nodes (see
Section 4.2.27.1).

Figure 3.28 shows an example of a network composed a Path Origin (PO), a Path Target (PT), and
Directed Relay nodes (identified by capital letters from A to J). The Path Origin initiates a path discovery
toward the Path Target and is configured to discover two lanes (Figure 3.28 (a), (b) and (c)). In the
Figure 3.28 (b) and Figure 3.28 (c), white circles represent nodes that are not chosen to be part of the
path between the Path Origin and the Path Target, and blue circles represent nodes that are chosen to
be part of the path. The transmission of a PATH_REQUEST message from a node is represented by
arrows that connect the node with its neighbors. Before transmitting a PATH_REQUEST message, every
node (say A) sets the Path_Origin_Path_Metric field in the message to the path metric value (POPM,)
that the node calculates as defined in Section 4.2.27.1, based on the Path_Origin_Path_Metric field in
the Discovery Table (see Section 3.6.8.6), and the Lane_Counter field value (LC,), if a Forwarding Table
entry corresponding to the message exists. Figure 3.28 (a) and (b) show the lowest path metric values
calculated by the nodes during the discovery of the first and second lanes, respectively. During the first
lane discovery illustrated in Figure 3.28 (a), nodes PO, A, and B are selected as members of the lane.
During the second lane discovery illustrated in Figure 3.28 (b), nodes PO, C, D, and E are selected as
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members of the lane. If the Path Origin is configured to discover three lanes, nodes PO, A, and B are

selected again as members of the lane during the third discovery attempt that is illustrated in Figure 3.28
(c); this suggests that, in this example network topology and using the metric defined in this specification,
using two lanes is a good compromise between path redundancy and traffic generated for path discovery.
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Figure 3.28: Example of network with the discovery of two path lanes

3.6.8.1.3 Network interfaces and bearers

The network layer supports sending and receiving messages via multiple bearers, and each instance

of a bearer is connected to the network layer via a network interface. To be able to support additional
bearers that introduce different costs to be evaluated by the path metric, the Forwarding Table entries are
associated with path bearers over which the messages are transmitted (see Section 4.2.29).

PATH_REQUEST messages may be sent over multiple bearers. The Discovery Table contains

an indicator of the selected bearers over which the PATH_REPLY is expected to be sent (see

Section 3.6.8.6). The Forwarding Table entries are only considered valid in the context of those bearers.
Therefore, when forwarding a message along a path, the message is sent over the path bearers indicated
by the Forwarding Table.

3.6.8.1.4 Group destinations

Directed forwarding supports group addresses.

During configuration of a mesh node, models of elements within the node can be subscribed to one or
more group addresses. A message sent to a group address using directed forwarding is processed by the
subscribed nodes that support directed forwarding (see Section 3.6.8.1).

In the Directed Forwarding Initialization procedure toward a group address, a Path Origin broadcasts a
PATH_REQUEST message in which the intended destination is the group address. Each node that is
subscribed to the group address behaves as a Path Target and responds with a PATH_REPLY message.
Intermediate Directed Relay nodes can uniquely associate the received PATH_REPLY with the forwarded
PATH_REQUEST by looking for matching entries in the Discovery Table (see Section 3.6.8.6).

Within the Directed Forwarding Establishment procedure, a lane of the path is considered established
if at least one PATH_REPLY from a node that is subscribed to the group address is received (see
Section 3.6.8.2.1). The Path Origin receives at most a single PATH_REPLY for the primary element of
each node that is subscribed to the group address.
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3.6.8.1.5 Virtual destinations

Directed forwarding supports virtual addresses, which are treated as group addresses.

If a PATH_REQUEST message is sent to an intended destination that is a virtual address, every Directed
Forwarding node that authenticates the PATH_REQUEST at the network layer, and that is subscribed

to a Label UUID from which the virtual address can be derived, is considered a valid Path Target and
responds with a PATH_REPLY message.

There is potential for establishing paths toward nodes that are subscribed to a different Label UUID
associated with the same virtual address. In this case, some messages are forwarded also toward
destinations that are not subscribed to the original Label UUID.

3.6.8.1.6 Friendship and directed forwarding

To enable directed forwarding procedures for a Low Power node that does not support directed
forwarding functionality, the Low Power node establishes friendship with a Directed Friend node and
uses the friendship security credentials for outgoing messages. After receiving a message secured with
friendship security credentials from the Low Power node, the Directed Friend node can form a node
dependence (see Section 3.6.8.3).

A Directed Friend node provides discovery, management, and message forwarding for a dependent Low
Power node.

3.6.8.1.7 Proxy and directed forwarding

To enable directed forwarding procedures for a Proxy Client that does not support directed forwarding
functionality, the Proxy Client connects to a Directed Proxy node. The Proxy Client configures the
accept list filter instantiated by the Proxy Server to let the Proxy Server determine the Proxy Client
element addresses, group addresses, and virtual addresses to which the Proxy Client is subscribed (see
Section 6.7).

A Directed Proxy node provides discovery, management, and message forwarding for a Proxy Client as a
dependent node (see Section 3.6.8.3).

3.6.8.1.8 Fixed paths and non-fixed paths

A Configuration Manager configures Directed Forwarding nodes to enable them to establish and maintain
paths dynamically using directed forwarding procedures (see Section 3.6.8.2). These paths are known
as non-fixed paths. In addition, a Configuration Manager can establish and maintain a path by statically
selecting nodes and configuring them through the Directed Forwarding Configuration Server model (see
Section 4.4.7). Paths established in this way are known as fixed paths.

Non-fixed paths have a limited lifetime set by the Configuration Manager, whereas a fixed path persists
until removed by the Configuration Manager.

3.6.8.1.9 Path resilience

In directed forwarding, only nodes constituting a path participate in relaying a message from a source to
a destination. The Path Origin follows the path discovery and maintenance policy. The policy is configured
by a Configuration Manager and controls aspects such as path lifetime, verification and re-discovery
cadence, the number of additional lanes, and whether the paths are unidirectional or bidirectional.

A path is assumed to be valid at the time of its establishment, but it could be difficult to estimate its
stability. Network topologies change, and a path can become broken at any time. Increasing the number
of lanes reduces the risk of a path being broken. Detecting that a path has been broken requires the
exchange of additional messages.
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Paths can be broken temporarily for short periods of time. Message delivery along a lane within a path
can fail because a Directed Relay node was busy transmitting messages and could not listen to the
incoming traffic, or because there was a temporary local interference. Multiple lanes within a path can
help reduce the probability of paths being temporarily broken.

To help balance the traffic across the network, paths are distributed by randomly selecting Directed
Relay nodes among candidates that are considered equally good based on the path metric (see
Section 3.6.8.2.2).

The Configuration Manager configures the network by balancing the following strategies:

» Establish multiple lanes for each path. More lanes help provide redundancy, but they generate more
traffic.

» Validate paths by using the Directed Forwarding Echo procedure. Faster cadence of path validation
reduces the time it takes to detect a broken path, but it increases network traffic overhead.

The Configuration Manager can also set the RSSI Margin (see Section 4.2.35.2) to prevent Directed
Relay nodes that receive PATH_REQUEST messages at an RSSI level close to their Default RSSI
Threshold (see Section 4.2.35.1) from propagating these messages and becoming part of a path.

3.6.8.1.10 Coexistence of multiple subnets

A Directed Forwarding node maintains separate tables to store information about paths discovered (see
Section 3.6.8.6) and established (see Section 4.2.29) in different subnets. Some states associated with
directed forwarding support multiple subnets (see Sections 4.2.26 to 4.2.32), and some other states are
common to all the subnets to which the node belongs (see Sections 4.2.33 to 4.2.40). For example, a
node that supports directed forwarding can have such functionality enabled in one subnet and disabled in
another subnet, while the control of timing for path discovery is independent of the subnet over which the
path discovery is performed.

3.6.8.1.11 Subnet Bridge and Directed Forwarding

A Subnet Bridge node provides discovery, management, and message forwarding in the subnets where
traffic from a source to a destination is bridged and where directed forwarding functionality is enabled.
The source node in the first of the subnets is treated as a dependent node of the Subnet Bridge node
in the second of the subnets, and the destination node in the second of the subnets is treated as a
dependent node of the Subnet Bridge node in the first of the subnets (see Section 3.6.8.3).

3.6.8.2 Directed forwarding procedures
This section defines the requirements for the directed forwarding procedures.

If the Directed Forwarding state (see Section 4.2.26.1) is disabled at a node in a subnet while a directed
forwarding procedure is being executed in the context of that subnet, the procedure is canceled.

3.6.8.2.1 Directed Forwarding Initialization

The Directed Forwarding Initialization procedure is executed by a Path Origin to discover a new path or to
add nodes to an existing path toward a destination in a given subnet.

Figure 3.29 shows the flow chart of the Directed Forwarding Initialization procedure.
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Figure 3.29: Directed Forwarding Initialization procedure

First, the Path Origin shall check whether or not the number of executed Directed Forwarding Initialization
procedures (i.e., the number of Discovery Table entries that store the primary element address of the
node in their Path_Origin field) is equal to the Max Concurrent Init state value (see Section 4.2.28.2).
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If the number of executed Directed Forwarding Initialization procedures is equal to the Max Concurrent
Init state value, then the Directed Forwarding Initialization procedure shall fail. Otherwise, a new entry
shall be added to the Discovery Table according to Section 3.6.8.6.1, a new instance of the Path
Discovery timer shall be started from the initial value set to the duration indicated by the Path Discovery
Interval state value (see Section 4.2.38.3), and a PATH_REQUEST message shall be prepared and sent.

The new PATH_REQUEST shall have the following field values:

« If the PATH_REQUEST is originated on behalf of a dependent node of the Path Origin
(see Section 3.4.6.3), the On_Behalf_Of Dependent_Origin field shall be set to 1, and the
Dependent_Origin_Unicast_Addr_Range field shall be set to the unicast address range of the
dependent node; otherwise, the On_Behalf _Of Dependent_Origin field shall be set to 0.

» The Path_Origin_Path_Metric_Type field shall be set to the Path_Origin_Path_Metric_Type field value
in the Discovery Table (see Section 3.6.8.6).

» The Path_Origin_Path_Lifetime field shall be set to the Path_Origin_Path_Lifetime field value in the
Discovery Table (see Section 3.6.8.6).

» The Path_Discovery_Interval field shall be set to the Path_Discovery_Interval field value in the
Discovery Table (see Section 3.6.8.6).

» The Path_Origin_Forwarding_Number field shall be set according to Section 3.6.8.4.
» The Path_Origin_Path_Metric field shall be set to 0.

» The Destination field shall be set to the unicast address, group address, or virtual address of the
destination.

+ The Path_Origin_Unicast_Addr_Range field shall be set to the unicast address range (see
Section 3.4.2.2.1) of the Path Origin.

The Network PDU for the new PATH_REQUEST message shall have the following configuration:

« The DST field shall be set to the all-directed-forwarding-nodes fixed group address (see
Section 3.4.2.4).

 The TTL field shall be set to 0.

The Path Origin shall send the message using the directed security credentials of the subnet over which
the message is sent and shall tag the message with the immutable-credentials tag.

When the Path Discovery timer associated with a Discovery Table entry expires, the Path Origin shall
perform the following actions:

« If the value of the Path_Not_Ready field (see Section 4.2.29.2) in the corresponding Forwarding Table
state entry is 1, then the Path_Not_Ready field in the entry shall be set to 0.

« If the Lane Counter value in the corresponding Forwarding Table state entry has been instantiated or
incremented and is less than the Wanted Lanes state value (see Section 4.2.30), a Lane Discovery
Guard timer shall be started from the initial value indicated by Lane Discovery Guard Interval state (see
Section 4.2.38.4).

- When the Lane Discovery Guard timer expires, a new PATH_REQUEST message shall be prepared
and sent, and the Path Discovery timer shall be started from the initial value indicated by the Path
Discovery Interval state value (see Section 4.2.38.3). All the fields in the new PATH_REQUEST
message shall be copied from the previous PATH_REQUEST message.

+ If the Lane Discovery Guard timer is not running, the Discovery Table entry shall be removed, and the
Directed Forwarding Initialization procedure shall complete with a success or a failure based on the
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comparison between the Lane Counter field value in the corresponding Forwarding Table state entry
and the Wanted Lanes state value:

- If the Lane Counter field value is greater than 0 and less than the Wanted Lanes state value (i.e.,
at least one lane of the path had already been established), the Directed Forwarding Initialization
procedure is successful.

- If the Lane Counter field value is equal to the Wanted Lanes state value (i.e., the last lane of the path
has been established), the Directed Forwarding Initialization procedure is successful.

- If the Lane Counter field value is O (i.e., no lane of the path had been established), the Directed
Forwarding Initialization procedure fails.

3.6.8.2.2 Directed Forwarding Discovery

The Directed Forwarding Discovery procedure shall be executed by any Directed Forwarding node that
receives a PATH_REQUEST message.

Figure 3.30 shows the flow chart of the Directed Forwarding Discovery procedure.
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Figure 3.30: Directed Forwarding Discovery procedure
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When a Directed Forwarding node receives a PATH_REQUEST message, the node shall check whether
to process or discard the message.

The PATH_REQUEST message shall be discarded if any of the following conditions is met:

The RSSI value measured for the PATH_REQUEST message is less than the sum of the Default RSSI
Threshold state value (see Section 4.2.35.1) and the RSSI Margin state value (see Section 4.2.35.2).

The node does not support the path metric type that is indicated in the PATH_REQUEST message
Path_Origin_Path_Metric_Type field (see Section 4.2.27.1).

A non-fixed Forwarding Table entry corresponding to the PATH_REQUEST message exists
(see Section 3.6.8.5.2), and the Path_Origin_Forwarding_Number field value in the message
is less than the Forwarding_Number value in the table entry. The comparison between the
Path_Origin_Forwarding_Number and the Forwarding_Number shall follow the definitions in
Section 3.6.8.4.

Directed relay, directed friend, and directed proxy functionalities are all disabled, and the Destination
field value of the PATH_REQUEST message is not an element address of the node or a group address
or a virtual address that the node is subscribed to.

Directed relay functionality is disabled; and either directed friend functionality, directed proxy
functionality, or both are enabled; and the Destination field value of the PATH_REQUEST message
is not an element address of the node or of a dependent node; and the Destination field value of the
PATH_REQUEST message is not a group address or a virtual address that the node or a dependent
node is subscribed to.

A Discovery Table entry corresponding to the PATH_REQUEST message does not exist (see
Section 3.6.8.6.2), and the number of Directed Forwarding Discovery procedures that are being
executed in the subnet from which the PATH_REQUEST message is received (i.e., the number of
non-empty Discovery Table entries in the subnet) is equal to the Max Discovery Table Entries Count
state value (see Section 4.2.28.1) for the subnet.

A Discovery Table entry corresponding to the PATH_REQUEST message exists, and the
Path_Origin_Path_Metric field value in the message is not less than the Path_Origin_Path_Metric value
in the table entry.

If the PATH_REQUEST message can be processed, and a Discovery Table entry corresponding to
the PATH_REQUEST message does not exist, a new Discovery Table entry shall be added according
to Section 3.6.8.6.2, and the corresponding instance of the Path Discovery timer shall be started.

The Path Discovery timer initial value shall be set to the duration indicated by the value of the
Path_Discovery_Interval field (see Section 4.2.38.3) in the PATH_REQUEST message.

If the PATH_REQUEST message can be processed, and a Discovery Table entry corresponding
to the PATH_REQUEST message exists, the Discovery Table entry shall be updated according to
Section 3.6.8.6.2. The corresponding instance of the Path Discovery timer is not restarted.

If the PATH_REQUEST message can be processed, the node checks whether it is or is not a Path Target
for the PATH_REQUEST message.

The node shall be a Path Target for a PATH_REQUEST message if one of the following conditions is met:

The Destination field value of the PATH_REQUEST message is either an element address of the node
or one of the group addresses or virtual addresses that the node is subscribed to.

The node has a list of dependent nodes, and the Destination field value of the PATH_REQUEST
message is either an element address of one of the dependent nodes or is one of the group addresses
or virtual addresses that any of the dependent nodes is subscribed to.
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If the node is a Path Target for the PATH_REQUEST message, and the corresponding Discovery Table
entry is added, the node shall start the Path Reply Delay timer for this entry. If the Destination field value
in the PATH_REQUEST message is a unicast address, the Path Reply Delay timer initial value shall be
set to the Path_Reply_Delay value. If the Destination field value in the PATH_REQUEST message is a
group address or a virtual address, the Path Reply Delay timer initial value shall be set to the sum of the
Path_Reply_Delay value and a random delay of 0 milliseconds to 500 milliseconds.

The node processing the PATH_REQUEST message shall start a Path Request Delay timer for the
corresponding Discovery Table entry if all the following conditions are met:
» The Path Request Delay timer for the corresponding Discovery Table entry is inactive.
» The node is a Directed Relay node.
» One of the following conditions is met:
- The node is not a Path Target for the PATH_REQUEST message.
- The node is a Path Target for the PATH_REQUEST message, and the Destination field value in the
PATH_REQUEST message is a group address or a virtual address.

When a Path Request Delay timer is started, it shall start from the initial value set to a random value in
the interval [Path_Request_Delay, Path_Request _Delay + 30 ms].

When a Path Request Delay timer expires, the node shall prepare and send a new PATH_REQUEST
message with the following field values:

* The On_Behalf _Of Dependent_Origin, Path_Origin_Path_Metric_Type, Path_Origin_Path_Lifetime,
Path_Discovery_Interval, Path_Origin_Forwarding_Number, Destination, and
Path_Origin_Unicast_Addr_Range fields shall have the values of the corresponding Discovery Table
entry (see Section 3.6.8.6.2).

» The Path_Origin_Path_Metric field value in the message shall be calculated from the
Path_Origin_Path_Metric_Type and Path_Origin_Path_Metric values of the corresponding Discovery
Table entry, according to Section 4.2.27.1.

» If the On_Behalf_Of Dependent_Origin value in the corresponding Discovery Table entry is 1, the
Dependent_Origin_Unicast_Addr_Range field shall be derived from the Dependent_Origin value
and the Dependent_Origin_Secondary_Elements_Count value of the Discovery Table entry (see
Section 3.4.2.2.4).

The Network PDU for the new PATH_REQUEST message shall have the following configuration:

» The DST field shall be set to the all-directed-forwarding-nodes fixed group address (see
Section 3.4.2.4).

* The TTL field shall be set to 0.

The node shall send the message using the directed security credentials of the subnet over which the
message is sent and shall tag the message with the immutable-credentials tag.

When a Path Discovery timer expires, the corresponding Discovery Table entry shall be removed.

3.6.8.2.3 Directed Forwarding Establishment

The Directed Forwarding Establishment procedure shall be executed by a Path Target when a Path Reply
Delay timer expires; the procedure also shall be executed by any Directed Forwarding node that receives
a PATH_REPLY message.

Figure 3.31 illustrates the Directed Forwarding Establishment procedure.
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Figure 3.31: Directed Forwarding Establishment procedure

When a Path Reply Delay timer for a Discovery Table entry expires, the Path Target shall update the
Forwarding Table state according to Section 3.6.8.5.3. If a new Forwarding Table entry is added, the node
shall also start a Path Lifetime timer for the table entry. The Path Lifetime timer initial value shall be set to
the Path_Origin_Path_Lifetime value in the Discovery Table entry.
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After updating the Forwarding Table state, the node shall prepare and send a PATH_REPLY message
with the following field values:

« If the Destination value in the Discovery Table entry is a unicast address, the Unicast_Destination field
shall be set to 1, and the Path_Target _Unicast_Addr_Range field shall be set to the unicast address
range (see Section 3.4.2.2.1) of the Path Target. Otherwise, the Unicast_Destination field shall be set to
0 and the Path_Target _Unicast_Addr_Range field shall not be present.

+ If the Destination value in the Discovery Table entry is a unicast address, and
the PATH_REPLY message is originated on behalf of a dependent node of the
Path Target, the On_Behalf Of Dependent_Target field shall be set to 1, and the
Dependent_Target_Unicast_Addr_Range field shall be set to the unicast address range of the
dependent node. Otherwise, the On_Behalf_Of Dependent_Target field shall be set to 0, and the
Dependent_Target_Unicast_Addr_Range field shall not be present.

« If the Destination value in the Discovery Table entry is a unicast address, and a Forwarding Table entry
corresponding to a path from the primary element address of the node to the Path_Origin value in the
Discovery Table entry does not exist (see Section 3.6.8.5.1), the Confirmation_Request field shall be
set to the Two Way Path state value (see Section 4.2.31); otherwise, it shall be set to 0.

« The Path_Origin field shall be set to the Path_Origin value in the Discovery Table entry.

» The Path_Origin_Forwarding_Number field shall be set to the Path_Origin_Forwarding_Number value
in the Discovery Table entry.

The Network PDU for the PATH_REPLY message shall have the following configuration:

» The DST field shall be set to the Next_Toward_Path_Origin value in the Discovery Table entry.
+ The TTL field shall be set to 0.

The node shall send the message using the directed security credentials of the subnet over which the
message is sent and shall tag the message with the immutable-credentials tag.

When a node receives a PATH_REPLY message, the node checks whether to process or discard the
message. If a Discovery Table entry that corresponds to the received PATH_REPLY message exists (see
Section 3.6.8.6.3), the received PATH_REPLY message shall be processed; otherwise, the PATH_REPLY
message shall be discarded.

If the PATH_REPLY message is processed, the node shall update the Forwarding Table state according
to Section 3.6.8.5.4. If the Path Lifetime timer for the Forwarding Table entry corresponding to the
processed PATH_REPLY message is not running, the node shall start it. The Path Lifetime timer initial
value shall be set to the Path_Origin_Path_Lifetime value in the Discovery Table entry.

If this is the first PATH_REPLY processed after the Path Discovery timer of the corresponding Discovery
Table entry started, and the Path_Origin field value in the PATH_REPLY message is the primary element
address of the node, then a lane of the path is considered established for the purpose of the Directed
Forwarding Initialization procedure (see Section 3.6.8.2.1).

If this is the first PATH_REPLY processed after the Path Discovery timer of the corresponding Discovery
Table entry started, and the Path_Origin field value in the PATH_REPLY message is the primary element
address of the node, and the Confirmation_Request field value of the PATH_REPLY message is 1, then

the node shall execute a Directed Forwarding Confirmation procedure (see Section 3.6.8.2.4).

If this is the first PATH_REPLY processed after the Path Discovery timer of the corresponding Discovery
Table entry started, the Path_Origin field value in the PATH_REPLY message is the primary element
address of the node, the Unicast_Destination field value in the PATH_REPLY message is 1, and the
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Unicast Echo Interval state is greater than 0 (see Section 4.2.32.1), then the node checks whether or not
a Path Echo timer for the corresponding Forwarding Table entry is running. If the Path Echo timer is not
running, the node shall start the Path Echo timer from the initial value set as defined in Section 4.2.32.1.

If this is the first PATH_REPLY processed after the Path Discovery timer of the corresponding Discovery
Table entry started, the Path_Origin field value in the PATH_REPLY message is the primary element
address of the node, the Unicast_Destination field value in the PATH_REPLY message is 0, and the
Multicast Echo Interval state is greater than 0 (see Section 4.2.32.2), then the node checks whether or not
a Path Echo timer for the corresponding Forwarding Table entry is running. If the Path Echo timer is not
running, the node shall start the Path Echo timer from the initial value set as defined in Section 4.2.32.2.

If this is the first PATH_REPLY processed after the Path Discovery timer of the corresponding Discovery
Table entry started, and the Path_Origin field value in the PATH_REPLY message is not the primary
element address of the node, then the node shall prepare and send a new PATH_REPLY message in
which the field values are copied from the received PATH_REPLY message.

The Network PDU for the new PATH_REPLY message shall have the following configuration:

* The DST field shall be set to the Next_Toward_Path_Origin value in the Discovery Table entry
corresponding to the received PATH_REPLY message.
* The TTL field shall be set to 0.

The node shall send the message using the directed security credentials of the subnet over which the
message is sent and shall tag the message with the immutable-credentials tag.

When a Path Lifetime timer for a Forwarding Table entry expires, the Forwarding Table entry shall be
removed and all timers corresponding to the entry shall be stopped.

3.6.8.2.4 Directed Forwarding Confirmation

The Directed Forwarding Confirmation procedure shall be executed:

* By a node that is the Path Origin indicated by the Path_Origin field in a received PATH_REPLY
message with the Confirmation_Request field value of 1 after receiving the first PATH_REPLY message
after the Path Discovery timer of the corresponding Discovery Table entry started.

* By any Directed Forwarding node that receives a PATH_CONFIRMATION message.

Figure 3.32 is a flow chart illustrating the Directed Forwarding Confirmation procedure.
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Figure 3.32: Directed Forwarding Confirmation procedure

If the Path Origin receives a PATH_REPLY message with the Confirmation_Request field value of 1, the
node shall prepare and send a PATH_CONFIRMATION message with the following field values:

+ The Path_Target field shall be set to the Destination value in the Forwarding Table entry corresponding
to the received PATH_REPLY message (see Section 3.6.8.5.4).
» The Path_Origin field shall be set to the primary element address of the Path Origin.

The Network PDU for the new PATH_CONFIRMATION message shall have the following configuration:
» The DST field shall be set to the all-directed-forwarding-nodes fixed group address (see

Section 3.4.2.4).
* The TTL field shall be set to 0.

The Path Origin shall send the message using the directed security credentials of the subnet over which
the message is sent and shall tag the message with the immutable-credentials tag.

When a Directed Forwarding node receives a PATH_CONFIRMATION message, the node checks
whether to process or discard the message.

The PATH_CONFIRMATION message shall be discarded if any of the following conditions is met:
* A non-fixed Forwarding Table entry corresponding to the PATH_CONFIRMATION message does not

exist (see Section 3.6.8.5.5).

» The Backward_Path_Validated value in the Forwarding Table entry corresponding to the
PATH_CONFIRMATION message is 1, and the node is the Path Target indicated by the Path_Target
field in the PATH_CONFIRMATION message.

* The node has already sent a PATH_CONFIRMATION message after starting the Path Discovery timer
for the Discovery Table entry that has the same Path_Origin and Path_Origin_Forwarding_Number

9 Bluetooth SIG Proprietary Page 145 of 835



Mesh Protocol / Specification

values as the Forwarding Table entry that corresponds to the PATH_CONFIRMATION message. Once
true, this condition shall persist until the Path Discovery timer expires.

If the received PATH_CONFIRMATION message can be processed, and the Backward_Path_Validated
value in the corresponding Forwarding Table entry is 0, the table entry shall be updated as

defined in Section 3.6.8.5.5. Then, if the node is not the Path Target indicated by the Path_Target

field in the received PATH_CONFIRMATION message, the node shall prepare and send a

new PATH_CONFIRMATION message in which the field values are copied from the received
PATH_CONFIRMATION message.

A random delay from 0 to 30 milliseconds should be introduced between preparing and sending the
PATH_CONFIRMATION message, to avoid collisions with messages being sent by other nodes at the
same time.

The Network PDU for the new PATH_CONFIRMATION message shall have the following configuration:

» The DST field shall be set to the all-directed-forwarding-nodes fixed group address (see
Section 3.4.2.4).
* The TTL field shall be set to 0.
The node shall send the message using the directed security credentials of the subnet over which the
message is sent and shall tag the message with the immutable-credentials tag.
3.6.8.2.5 Directed Forwarding Dependents Update
The Directed Forwarding Dependents Update procedure is executed in the following contexts:
* The procedure is executed by a Path Origin to notify the nodes along paths from that Path Origin

that unicast addresses of its dependent nodes are to be added or removed from the corresponding
Forwarding Table entries (see Section 3.6.8.3).

* The procedure is executed by a Path Target to notify the nodes along paths to that Path Target
that unicast addresses of its dependent nodes are to be added or removed from the corresponding
Forwarding Table entries (see Section 3.6.8.3).

The conditions that trigger the Forwarding Dependents Update procedure in the contexts above are
defined in Section 3.6.8.3.

The procedure shall also be executed by any Directed Forwarding node that receives a
DEPENDENT_NODE_UPDATE message.

Figure 3.33 is a flow chart of the Directed Forwarding Dependents Update procedure.
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Figure 3.33: Directed Forwarding Dependents Update procedure

When the Directed Forwarding Dependents Update procedure starts, the node shall update all the
Forwarding Table entries that correspond to paths with the node as a Path Origin or Path Target, as
defined in Section 3.6.8.5.8.

If any Forwarding Table entries are updated, the node shall also prepare and send a
DEPENDENT_NODE_UPDATE message with the following configuration:

* The Type field shall be set to 1 if one or more addresses of a dependent node are to be added to the
Forwarding Table state. If one or more addresses of a dependent node are to be removed from the
Forwarding Table state, the Type field shall be set to 0.

« The Path_Endpoint field shall be set to the primary element address of the Path Origin if the node is
the Path Origin of any updated Forwarding Table entry. If the node is the Path Target of any updated
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Forwarding Table entry, the Path_Endpoint field shall be set to the primary element address of the Path
Target.

* The Dependent_Node Unicast_Addr_Range field shall be set to the unicast address range (see
Section 3.4.2.2.1) of the dependent node that is to be added to or to be removed from the Forwarding
Table state.

The Network PDU for the DEPENDENT_NODE_UPDATE message shall have the following
configuration:

* The DST field shall be set to the all-directed-forwarding-nodes fixed group address (see
Section 3.4.2.4).
* The TTL field shall be set to 0.

The node shall send the message using the directed security credentials of the subnet over which the
message is sent and shall tag the message with the immutable-credentials tag.

When a node receives a DEPENDENT_NODE_UPDATE message, the node shall check
whether the Forwarding Table state contains at least one entry that corresponds to the
DEPENDENT_NODE_UPDATE message (see Section 3.6.8.5.8).

Each entry that corresponds to the DEPENDENT_NODE_UPDATE message shall be updated as defined
in Section 3.6.8.5.8. The node shall then send a new DEPENDENT_NODE_UPDATE message in which
the field values are copied from the received DEPENDENT_NODE_UPDATE message.

The Network PDU for the new DEPENDENT_NODE_UPDATE message shall have the following
configuration:

* The DST field shall be set to the all-directed-forwarding-nodes fixed group address (see
Section 3.4.2.4).

* The TTL field shall be set to 0.

The node shall send the message using the directed security credentials of the subnet over which the
message is sent and shall tag the message with the immutable-credentials tag.

If there is no Forwarding Table entry that corresponds to the DEPENDENT_NODE_UPDATE message,
the message shall be discarded.

3.6.8.2.6 Directed Forwarding Echo

The Directed Forwarding Echo procedure shall be executed by a Path Origin when an instance of the
Path Echo timer expires or by a Path Target when it receives a PATH_ECHO_ REQUEST message in
order to validate a path between the two nodes.

Figure 3.34 is a flow chart of the Directed Forwarding Echo procedure.
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Figure 3.34: Directed Forwarding Echo procedure

When the Path Echo timer corresponding to a Forwarding Table entry expires, the Path Origin shall send
a PATH_ECHO_REQUEST message to the Destination value of the Forwarding Table entry in order to
validate the path.
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The Network PDU for the PATH_ECHO_REQUEST message shall have the following configuration:

» The DST field shall be set to the Destination value of the Forwarding Table entry.
* The TTL field shall be set to Ox7F.

The Path Origin shall send the message using the directed security credentials of the subnet over which
the message is sent and shall tag the message with the immutable-credentials tag.

When the message is sent, an instance of the Path Echo Reply Timeout timer corresponding to the
Forwarding Table entry shall be started from the initial value indicated by the default value of the Path
Discovery Interval state (see Section 4.2.38.3).

When a Path Target receives a PATH_ECHO_REQUEST message, the node shall check whether a
Forwarding Table entry that corresponds to the PATH_ECHO_ REQUEST message exists as defined in
Section 3.6.8.5.6.

If a Forwarding Table entry that corresponds to the PATH_ECHO_REQUEST message does not
exist, the message shall be discarded. Otherwise, the Path Target shall prepare and send a
PATH_ECHO_REPLY message to the Path Origin with the Destination field set to the DST field value
of the PATH_ECHO_REQUEST message.

The Network PDU for the PATH_ECHO_REPLY message shall have the following configuration:

* The DST field shall be set to the primary element address of the Path Origin.
* The TTL field shall be set to Ox7F.

If the Backward_Path_Validated value in the Forwarding Table entry is 0, the Path Target shall send the

message using the managed flooding security credentials of the subnet over which the message is sent;
otherwise, the Path Target shall send the message using the directed security credentials of the subnet

over which the message is sent.

When the Path Origin receives the PATH_ECHO_REPLY message, the node shall check whether a
Forwarding Table entry that corresponds to the PATH_ECHO_REPLY message exists as defined in
Section 3.6.8.5.7.

If the Forwarding Table entry that corresponds to the PATH_ECHO_REPLY message does not exist;
or if the Forwarding Table entry that corresponds to the PATH_ECHO_REPLY message exists, and the
corresponding Path Echo Reply Timeout timer is not running, then the PATH_ECHO_REPLY message
shall be discarded.

If the Forwarding Table entry that corresponds to the PATH_ECHO_REPLY message exists, and the
corresponding Path Echo Reply Timeout timer is running, then the Path Echo Reply Timeout timer shall
be stopped, and the Directed Forwarding Echo procedure succeeds. In addition, if the destination is a
unicast address and the Unicast Echo Interval state is greater than 0 (see Section 4.2.32.1), or if the
destination is a group address or a virtual address and the Multicast Echo Interval state is greater than
0 (see Section 4.2.32.2), then the node shall start an instance of the Path Echo timer for the Forwarding
Table entry from the initial value set as defined in Section 4.2.32.

When the Path Echo Reply Timeout timer expires, the Directed Forwarding Echo procedure fails.
When the Directed Forwarding Echo procedure fails, the Forwarding Table entry corresponding to the

failed Directed Forwarding Echo procedure shall be deleted and the Forwarding Table Update Identifier
state (see Section 4.2.29.1) shall be changed.
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3.6.8.2.7 Directed Forwarding Solicitation

The Directed Forwarding Solicitation procedure is executed by a Directed Forwarding node or by a
Configuration Manager to solicit the discovery of paths toward unicast addresses, group addresses, or
virtual addresses.

The Directed Forwarding Solicitation procedure shall be executed by a Directed Forwarding node in any
of the following contexts:

* The Subscription List state of the Directed Forwarding node has been updated with new addresses.
* The Directed Forwarding node receives a PATH_REQUEST_SOLICITATION message.

The procedure is also executed if the Directed Forwarding node is a supporting node, and it is notified of
new group addresses or virtual addresses to which its dependent node is subscribed. The conditions that
trigger the Directed Forwarding Solicitation procedure in this case are listed in Section 3.6.8.3.

The Directed Forwarding Solicitation procedure should be executed by a Path Target that may no longer
be reachable via existing paths (e.g., because the device has been physically moved).

Figure 3.35 is a flow chart of the Directed Forwarding Solicitation procedure.

Directed Forwarding PATH_REQUEST_
Solicitation start SOLICITATION received

Prepare and send
PATH _REQUEST _
SOLICITATION

Forwarding Table entry exists?

< End ) .
— Discard
CI‘EE;EL:E :ﬂﬂthhpﬂg'” PATH_REQUEST_
ate Machines SOLICITATION

Figure 3.35: Directed Forwarding Solicitation procedure

When the Directed Forwarding Solicitation procedure starts, a PATH_REQUEST_SOLICITATION
message shall be prepared and sent with the following configuration:

* The Addr_List field shall contain a list of unicast addresses, group addresses, and virtual addresses
that are intended destinations of the path discovery.
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The Network PDU for the PATH_REQUEST_SOLICITATION message shall have the following
configuration:

* The DST field shall be set to the all-directed-forwarding-nodes fixed group address (see
Section 3.4.2.4).

* The TTL field shall be set to Ox7F.

The Network PDU shall be sent using the directed security credentials of the subnet over which the
message is sent and shall be tagged with the immutable-credentials tag.

When a node receives a PATH_REQUEST_SOLICITATION message, the node checks whether a non-
fixed path entry in the Forwarding Table state that corresponds to the PATH_REQUEST_SOLICITATION
message exists as defined in Section 3.6.8.5.9.

If a Forwarding Table entry that corresponds to the PATH_REQUEST_SOLICITATION message exists,
the node shall delete the entry from the Forwarding Table state and shall create a Path Origin

State Machine (see Section 4.4.7.2) for each of the destinations in the Addr_List field of the
PATH_REQUEST_SOLICITATION message.

If a Forwarding Table entry that corresponds to the PATH_REQUEST_SOLICITATION message does not
exist, the message shall be discarded.

3.6.8.2.8 Examples of Transport Control message exchange and updates to the Forwarding
Table state

Figure 3.36 shows an example of the Transport Control message exchange and updates to the
Forwarding Table state that are reported during Directed Forwarding Initialization, Directed Forwarding
Discovery, and Directed Forwarding Establishment procedures between two nodes (Nodes A and

B). Node A creates a Discovery Table entry for the path from Node A to Node B and transmits a
PATH_REQUEST message. Node B receives the message, creates a Discovery Table entry for the path,
and stores the address of Node A in the Next_Toward_Path_Origin field. After the Path Reply Delay timer
expires, Node B creates a Forwarding Table entry for the path and transmits a PATH_REPLY message to
Node A. When Node A receives the PATH_REPLY message, it creates a Forwarding Table entry for the
path and starts using directed forwarding to transmit messages.
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Figure 3.36: Example of directed forwarding procedures during the establishment of a path between two nodes

Similarly, Figure 3.37 shows an example of the exchange of Transport Control messages and updates
to Forwarding Table states that are reported during the Directed Forwarding Initialization, Directed
Forwarding Discovery, and Directed Forwarding Establishment procedures.

In this example, the Transport Control messages are exchanged among Node A and two other nodes
(Nodes C and D), which are subscribed to group address G, via an intermediate node (Directed Relay B)
in the following sequence:

1. Node A creates a Discovery Table entry for the path to group address G and transmits a
PATH_REQUEST message.

2. Directed Relay B receives the message, creates a Discovery Table entry for the path, stores the
address of Node A in the Next_Toward_Path_Origin field, and then forwards the PATH_REQUEST
message.

3. Both Node C and Node D receive the PATH_REQUEST message and create a Forwarding Table
entry associated with the path to group address G.

4. When the Path Reply Delay timer at Node C expires, Node C creates a Forwarding Table entry and
transmits a PATH_REPLY message to Directed Relay B.

5. Directed Relay B creates a Forwarding Table entry and transmits a PATH_REPLY message to Node
A.

6. When the Path Reply Delay timer at Node D expires, Node D creates a Forwarding Table entry and
transmits a PATH_REPLY message to Directed Relay B.

Directed Relay B does not perform additional actions because it already stores a Forwarding Table entry
for the path to group G.
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Figure 3.37: Example of directed forwarding procedures for the establishment of paths via a Directed Relay node to
two nodes that are subscribed to a group address

3.6.8.3 Node dependence in directed forwarding

In directed forwarding, node dependence is a relationship between two nodes in a subnet, a dependent
node and a supporting node. A supporting node performs the following actions on behalf of a dependent

node:

» Performs directed forwarding procedures.

» Uses directed security credentials to forward messages generated by the dependent node.

A supporting node can have many dependent nodes.
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Node dependence within a subnet includes the following scenarios:

* A Low Power node has established a friendship with a Friend node that is functioning as a Directed
Friend node and has sent at least one message using the friendship security credentials. The
Low Power node is the dependent node. The Directed Friend node is the supporting node. Node
dependence is terminated when the friendship is terminated or when directed friend functionality in the
Friend node is disabled.

* A Proxy Client is connected to a Proxy Server, and the Proxy_Client_Type parameter of the connection
is Proxy Client, and the Use_Directed parameter of the connection is set to Enabled for the subnet
(see Section 6.7.1), and the Proxy Client sent at least one Network PDU via the GATT connection.

The Proxy Client is a dependent node. The Directed Proxy node is the supporting node. The
node dependence is terminated when the proxy filter type is set to reject list, when directed proxy
functionality in the Proxy Server is disabled, or when the Proxy Client disconnects.

* A Proxy Client is connected to a Directed Proxy Server, and the Proxy_Client_Type parameter of
the connection is Directed Proxy Client, and the Use_Directed parameter of the connection is set to
Enabled for the subnet (see Section 6.7.1). The Directed Proxy Client is a dependent node for the
subnet. The Directed Proxy node is the supporting node. The node dependence is terminated when the
proxy filter type is set to reject list, when directed proxy functionality in the Proxy Server is disabled,
when the Directed Proxy Client sets the Use_Directed parameter of the connection to Disabled, or
when the Direct Proxy Client disconnects.

* A node’s address is included in the Bridging Table state of a Subnet Bridge in the Address1 field or
in the Address2 field (see Section 4.2.42) and directed forwarding functionality is enabled in at least
one of the bridged subnets. The nodes identified by the addresses included in the Bridging Table state
are dependent nodes (see Section 3.6.8.1.11). The Subnet Bridge node is the supporting node in the
subnets where directed forwarding is enabled and only for addresses from which traffic is bridged or
toward which traffic is bridged. Node dependence is terminated when the address of the dependent
node is removed from the Bridging Table state, or subnet bridge functionality is disabled, or directed
forwarding functionality of the Subnet Bridge is disabled in both subnets of the Bridging Table state
entry.

Directed forwarding procedures at a supporting node can be initiated when a Network PDU is received
from the dependent node, as described in Section 3.4.6.3.

If a Network PDU received from a dependent node is retransmitted by a supporting node (see
Section 3.4.6.3), and a path to the destination does not exist (see Section 3.6.8.5.1), the supporting
node shall create a Path Origin State Machine (see Section 4.4.7.2).

If the supporting node is a Directed Friend node, the following behaviors apply:

* If one or more group addresses, which are different from the all-directed-forwarding-nodes, all-nodes,
and all-relays fixed group addresses, or one or more virtual addresses are added to the Friend
Subscription List of the supporting node (see Section 3.6.5.7), then the supporting node shall execute
a Directed Forwarding Solicitation procedure (see Section 3.6.8.2.7) for a set of group addresses and
virtual addresses that contains addresses that are in the Friend Subscription List and are not in the
Destination field of any Forwarding Table entry for the subnet.

« If the node dependence is terminated, and the element addresses of the dependent node are listed in
at least one Forwarding Table entry of the supporting node for the subnet, then the supporting node
shall execute a Directed Forwarding Dependents Update procedure for the unicast address range of
the dependent node.
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If the supporting node is a Directed Proxy node, the following behaviors apply:

If one or more group addresses, which are different from the all-directed-forwarding-nodes, all-nodes,
and all-relays fixed group addresses, or one or more virtual addresses are added to the accept list filter
of the supporting node (see Section 6.7), then the supporting node shall execute a Directed Forwarding
Solicitation procedure (see Section 3.6.8.2.7) for a set of group addresses and virtual addresses that
contains addresses that are in the accept list filter and are not in the Destination field of any Forwarding
Table entry for the subnet.

If the node dependence is terminated, and the Proxy_Client_Type parameter of the connection is
Directed Proxy Client, and at least one element address of the dependent node is listed in at least one
Forwarding Table entry of the supporting node for the subnet, then the supporting node shall execute
a Directed Forwarding Dependents Update procedure for the unicast address range of the dependent
node for the subnet.

If the node dependence is terminated, and the Proxy_Client_Type parameter of the connection is Proxy
Client, and at least one element address of the dependent node is listed in at least one Forwarding
Table entry of the supporting node for the subnet, then the supporting node shall execute a Directed
Forwarding Dependents Update procedure for each known unicast address of the dependent node for
the subnet.

If the supporting node is a Subnet Bridge node, the following behaviors apply:

If one or more group addresses, which are different from the all-directed-forwarding-nodes, all-nodes,
and all-relays fixed group addresses, or one or more virtual addresses are added to the Bridging Table
state of the supporting node (see Section 4.2.42), and directed forwarding functionality is enabled in the
subnet identified by NetKeylndex1 of the added Bridging Table state entries, then the supporting node
shall execute a Directed Forwarding Solicitation procedure (see Section 3.6.8.2.7) for a set of group
addresses and virtual addresses that contains addresses that are in the Bridging Table state and are
not in the Destination field of any Forwarding Table entry in that subnet.

If the node dependence is terminated, and the element addresses of the dependent node are listed
in at least one Forwarding Table entry of the supporting node for the associated subnet, then the
supporting node shall execute a Directed Forwarding Dependents Update procedure for the unicast
address range of the dependent node.

3.6.8.3.1 MSC example

The MSC in Figure 3.38 illustrates message sequencing for a Directed Friend interacting with a Low
Power Node. The friendship is established over subnet 1, and the illustrated Directed Friend is configured
as a supporting node for the dependent node on the subnet 1.
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Figure 3.38: Directed Friend and Low Power Node interaction

9 Bluetooth SIG Proprietary

example

Page 157 of 835



Mesh Protocol / Specification

3.6.8.4 Forwarding number

Each node manages a forwarding number for each subnet. The forwarding number is used to distinguish
Transport Control messages sent by a node in the context of different Directed Forwarding Initialization
procedures. This enables discarding of outdated messages (with an old forwarding number), discovery of
new lanes (with the same forwarding number), and creation of new paths (with a new forwarding number).

When a node is added to a subnet, the forwarding number for that subnet shall be set to 255. Before a
Directed Forwarding Initialization procedure is executed, the forwarding number shall be set according to
the following equation:

next forwarding number=(forwarding number+1) modulo 256

The following comparison shall be performed to determine whether one forwarding number is less than,
equal to, or greater than another forwarding number:

» Forwarding number a is equal to forwarding number b if a equals b.

» Forwarding number b is greater than forwarding number a if b is one of the 127 numbers succeeding a,
taking the wrap into account.

» Forwarding number b is less than forwarding number a if b is one of the 128 numbers preceding a,
taking the wrap into account.

For example, forwarding numbers 1 to 127 are greater than forwarding number 0, but forwarding numbers
128 to 255 are less than forwarding number 0.

3.6.8.5 Forwarding Table processing

A Forwarding Table stores pairs of source and destination addresses for each path that a Directed
Forwarding node is part of. The node is part of a path if it is the Path Origin, the Path Target, or any
intermediate Directed Relay node. The Forwarding Table is represented by the Forwarding Table state
(see Section 4.2.29). The Directed Forwarding node stores a separate Forwarding Table for each subnet
it belongs to. The Forwarding Table initially is empty when the node is added to a new subnet.

Each Directed Forwarding node filters Network PDUs to be retransmitted using the directed security
credentials based on its Forwarding Table state (see Section 3.4.6.3). The Forwarding Table state can
be updated by directed forwarding procedures that the node executes (see Section 3.6.8.1) and by
configuration messages received from a Configuration Manager (see Section 4.3.5).

Section 3.6.8.5.1 defines the correspondence between a Forwarding Table entry and a path. This
definition is valid for both fixed paths (i.e., the Fixed_Path value in the Forwarding Table entry is 1)
and non-fixed paths (i.e., the Fixed_Path value in the Forwarding Table entry is 0).

Sections 3.6.8.5.2 through 3.6.8.5.9 describe how the processing of Transport Control messages and
expiration of timers in directed forwarding results in the addition, modification, or deletion of non-fixed
path entries in the Forwarding Table state.

3.6.8.5.1 Forwarding Table entry corresponding to a path

A Forwarding Table entry corresponds to a path from a source address to a destination address if one of
the following conditions is met:

» The source address is equal to any address in the range specified in the Originator Address Range
entry for any row in Table 3.59, and the destination address is equal to any address in the range
specified in the Destination Address Range entry for that row.
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* The Backward_Path_Validated value in the table entry is 1, and the source address is equal to any
address in the range specified in the Destination Address Range entry for any row in Table 3.59, and
the destination address is equal to any address in the range specified in the Originator Address Range

entry for that row.

Moreover, a path shall exist for a destination address that is the all-directed-forwarding-nodes fixed group

address (see Section 3.4.2.4).

Originator Address Range

Destination Address Range

Path_Origin to (Path_Origin + Path_Origin_-
Secondary_Elements_Count),

where:
» Path_Origin and Path_Origin_-

Secondary_Elements_Count are field values of
the table entry

Destination to (Destination + Path_Target_-
Secondary_Elements_Count),

where:
* Destination and Path_Target_-

Secondary_Elements_Count are field values of
the table entry

Path_Origin to (Path_Origin + Path_Origin_-
Secondary_Elements_Count),

where:
* Path_Origin and Path_Origin_-

Secondary_Elements_Count are field values of
the table entry

DependentTarget to (DependentTarget + Depend-
entTargetSecondaryElementsCount),

where:

» DependentTarget is an address in the Depend-
ent_Target_List field of the table entry

* DependentTargetSecondaryElementsCount is
the value of the Dependent_-
Target_Secondary_Elements_Count_List field of
the table entry that corresponds to the Depend-
entTarget

DependentOrigin to (DependentOrigin + Depend-
entOriginSecondaryElementsCount),

where:

* DependentOrigin is an address in the Depend-
ent_Origin_List field of the table entry

* DependentOriginSecondaryElementsCount is
the value of the Dependent_Origin_-
Secondary_Elements_Count_List field of the ta-
ble entry that corresponds to the DependentOri-

gin

Destination to (Destination + Path_Target_-
Secondary_Elements_Count),

where:
* Destination and Path_Target_-

Secondary_Elements_Count are field values of
the table entry
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Originator Address Range

Destination Address Range

DependentOrigin to (DependentOrigin + Depend-
entOriginSecondaryElementsCount),

where:

* DependentOrigin is an address in the Depend-
ent_Origin_List field of the table entry

* DependentOriginSecondaryElementsCount is
the value of the Dependent_Origin_-
Secondary_Elements_Count_List field of the ta-
ble entry that corresponds to the DependentOri-

gin

DependentTarget to (DependentTarget + Depend-
entTargetSecondaryElementsCount),

where:

* DependentTarget is an address in the Depend-
ent_Target_List field of the table entry

* DependentTargetSecondaryElementsCount is
the value of the Dependent_Target -
Secondary_Elements_Count_List field of the ta-
ble entry that corresponds to the DependentTar-
get

Table 3.59: Address ranges used to find correspondence of a Forwarding Table entry to a path

3.6.8.5.2 PATH_REQUEST message received

When a PATH_REQUEST message (see Section 3.6.5.11) is received, the node derives the
primary element address of the Path Origin from the Path_Origin_Unicast_Addr_Range field (see
Section 3.4.2.2.4) in the message, and the node checks whether the Forwarding Table contains a
non-fixed entry corresponding to the PATH_REQUEST message.

A Forwarding Table entry corresponds to the PATH_REQUEST message when all of the following

conditions are met:

» The Fixed_Path value of the Forwarding Table entry is 0.

« The primary element address of the Path Origin is equal to the Path_Origin value of the Forwarding

Table entry.

» The Destination field value of the message is equal to any address in the range specified in the
Destination Address Range entry in the first or second row of Table 3.59.

The Forwarding Table state is not updated when a PATH_REQUEST message is received.

3.6.8.5.3 Path Reply Delay timer expired

When a Path Reply Delay timer for a Discovery Table entry expires, the node checks whether the
Forwarding Table contains a non-fixed entry corresponding to the Discovery Table entry.

A Forwarding Table entry corresponds to a Discovery Table entry when all of the following conditions are

met:

» The Fixed_Path value of the Forwarding Table entry is 0.

» The Path_Origin value of the Discovery Table entry is equal to the Path_Origin value of the Forwarding

Table entry.

* The Path_Origin_Forwarding_Number value of the Discovery Table entry is equal to the
Forwarding_Number value of the Forwarding Table entry.

No existing Forwarding Table entry. If the Forwarding Table does not already contain an entry that
corresponds to the Discovery Table entry, then the Forwarding Table Update Identifier shall be changed
(see Section 4.2.29.1), and a new entry shall be added to the Forwarding Table state.
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The new Forwarding Table entry shall have the following values:

» Fixed_Path, Backward_Path_Validated, and Path_Not_Ready: Set to 0.

» Path_Origin, Path_Origin_Secondary_Elements_Count, Forwarding_Number, and
Bearer_Toward_Path_Origin: Set to the corresponding Path_Origin,
Path_Origin_Secondary_Elements_Count, Forwarding_Number, and Bearer_Toward_Path_Origin
values of the Discovery Table entry.

» Dependent_Origin_List: Initialized with the Dependent_Origin value of the Discovery Table entry if
the Dependent_Origin value is not the unassigned address; otherwise, the Dependent_Origin_List is
empty.

» Dependent_Origin_Secondary_Elements_Count_List: Initialized with the
Dependent_Origin_Secondary_Elements_Count value of the Discovery Table entry if
the Dependent_Origin value is not the unassigned address; otherwise, the
Dependent_Origin_Secondary_Elements_Count_List is empty.

» Destination: Set to the Destination value of the Discovery Table entry if it is a group address or a virtual
address; otherwise, set to the primary element address of the Path Target.

» Path_Target_Secondary_Elements_Count: Set to the number of secondary element addresses of the
Path Target if the Destination value of the Discovery Table entry is a unicast address; otherwise, set to
0.

* Dependent_Target_List: Initialized with the primary element address of a dependent node if the
Destination value of the Discovery Table entry is an element address of that dependent node;
otherwise, the Dependent_Target_List is empty.

* Dependent_Target_Secondary_Elements_Count_List: Initialized with the number of secondary element
addresses of a dependent node if the Destination value of the Discovery Table entry is an element
address of that dependent node; otherwise, the Dependent_Target Secondary Elements Count_List
is empty.

» Bearer_Toward_Path_Target: Set to the unassigned bearer index (see Section 4.3.1.4).
* Lane_Counter: Set to 1.

If the Forwarding Table contains other non-fixed path entries with the same Path_Origin and Destination
values as in the added Forwarding Table entry, these other entries shall be removed.

Existing Forwarding Table entry. If the Forwarding Table already contains an entry that corresponds
to the Discovery Table entry, then the Forwarding Table Update Identifier shall be changed (see
Section 4.2.29.1), and the Forwarding Table entry shall be updated with the following values:

» Bearer_Toward_Path_Origin: The bit representing the bearer in the Bearer_Toward_Path_Origin value
of the Discovery Table entry shall be set to 1 (see Section 4.3.1.4). All the other bits shall be left
unchanged.

» Lane_Counter: Incremented by 1.

3.6.8.5.4 PATH_REPLY message received

When a PATH_REPLY message (see Section 3.6.5.12) is received, the node checks whether an existing
Forwarding Table entry corresponds to the PATH_REPLY message.

A Forwarding Table entry corresponds to the PATH_REPLY message when both of the following
conditions are met:

* The Path_Origin field value in the message is equal to the Path_Origin value in the table entry.
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The Path_Origin_Forwarding_Number field value in the message is equal to the Forwarding_Number
value in the table entry.

No existing Forwarding Table entry. If the Forwarding Table does not already contain an entry that
corresponds to the PATH_REPLY message, the Forwarding Table Update Identifier shall change (see
Section 4.2.29.1), and a new entry shall be added to the Forwarding Table state, based on values in the
Discovery Table entry that corresponds to the PATH_REPLY message (see Section 3.6.8.6.3).

The new Forwarding Table entry shall have the following values:

3

Fixed_Path and Backward_Path_Validated: Set to 0.

Path_Not_Ready: Set to 1 if the node is the Path Origin and the Unicast_Destination field value in the
PATH_REPLY message is 0; otherwise, set to 0.

Path_Origin, Path_Origin_Secondary_Elements_Count, and Forwarding_Number: Set to the
Path_Origin, Path_Origin_Secondary_Elements_Count, and Path_Origin_Forwarding_Number values
of the Discovery Table entry.

Bearer_Toward_Path_Origin: Set to the Bearer_Toward_Path_Origin value of the Discovery Table entry
if the node is not the Path Origin; otherwise, set to the unassigned bearer index (see Section 4.3.1.4).

Dependent_Origin_List: Initialized with the Dependent_Origin value of the Discovery Table entry if that
value is not the unassigned address; otherwise, Dependent_Origin_List is empty.

Dependent_Origin_Secondary_Elements_Count_List: Initialized with the
Dependent_Origin_Secondary_Elements_Count value of the Discovery Table entry if the
Dependent_Origin value in the Discovery Table entry is not the unassigned address; otherwise,
Dependent_Origin_Secondary_Elements_Count_List is empty.

Destination: Set to the Destination value of the Discovery Table entry if the Destination value is a group
address or virtual address; otherwise, Destination is set to the primary element address derived from
the Path_Target_Unicast_Addr_Range field in the PATH_REPLY message (see Section 3.4.2.2.4).

Path_Target Secondary Elements_Count: Set to the Path_Target_Secondary_ Elements_Count value
derived from the Path_Target Unicast_Addr_Range field in the PATH_REPLY message (see

Section 3.4.2.2.4) if the Unicast_Destination field value in the PATH_REPLY message is 1; otherwise,
set to 0.

Dependent_Target_List: Initialized with the Dependent_Target value derived from the
Dependent_Target_Unicast_Addr_Range field in the PATH_REPLY message (see Section 3.4.2.2.4)
if the Unicast_Destination and On_Behalf_Of Dependent_Target field values in the PATH_REPLY
message both are 1; otherwise, Dependent_Target List is empty.

Dependent_Target Secondary Elements Count_List: Initialized with the
Dependent_Target Secondary Elements_Count value derived from the
Dependent_Target_Unicast_Addr_Range field in the PATH_REPLY message (see Section 3.4.2.2.4)
if the Unicast_Destination and On_Behalf_Of Dependent_Target field values in the PATH_REPLY
message both are 1; otherwise, Dependent_Target _Secondary_Elements_Count_List is empty.

Bearer_Toward_Path_Target: The bit representing the bearer from which the Network PDU of the
PATH_REPLY message was received shall be set to 1 (see Section 4.3.1.4). All other bits shall be set
to 0.

Lane_Counter: Set to 1.

If the Forwarding Table contains other non-fixed path entries with the same Path_Origin and Destination
values as in the added Forwarding Table entry, these other entries shall be removed.

Existing Forwarding Table entry. If the Forwarding Table already contains an entry that corresponds to
the PATH_REPLY message, the Forwarding Table Update Identifier shall change (see Section 4.2.29.1),
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and the entry shall be updated based on values in the Discovery Table entry that corresponds to the
PATH_REPLY message (see Section 3.6.8.6.3).

The updated Forwarding Table entry shall have the following values:

» Bearer_Toward_Path_Origin: If the node is not the Path Origin, the bit representing the bearer in the
Bearer_Toward_Path_Origin value of the Discovery Table entry shall be set to 1. All other bits shall be
left unchanged.

» Bearer_Toward_Path_Target: The bit representing the bearer from which the Network PDU of the
PATH_REPLY message was received shall be set to 1. All other bits shall be left unchanged.

» Lane_Counter: Shall be incremented by 1 if this is the first PATH_REPLY received after the Path
Discovery timer of the corresponding Discovery Table entry started; otherwise, left unchanged.

3.6.8.5.5 PATH_CONFIRMATION message received

When a PATH_CONFIRMATION message (see Section 3.6.5.13) is received, the node checks whether

an existing non-fixed Forwarding Table entry corresponds to the PATH_CONFIRMATION message.

A Forwarding Table entry corresponds to a PATH_CONFIRMATION message when the following
conditions are met:

» The Fixed_Path value of the table entry is 0.

» The Path_Origin field value in the message is equal to the Path_Origin value in the table entry.

» The Path_Target field value in the message is equal to the Destination value in the table entry.

If a Forwarding Table entry that corresponds to the PATH_CONFIRMATION message exists, the
Backward_Path_Validated field in the table entry shall be set to 1, and the Forwarding Table Update
Identifier shall change (see Section 4.2.29.1).

3.6.8.5.6 PATH_ECHO_REQUEST message received

When a PATH_ECHO_REQUEST message (see Section 3.6.5.14) is received, the node checks whether
an existing non-fixed Forwarding Table entry corresponds to the PATH_ECHO_REQUEST message.

A Forwarding Table entry corresponds to a PATH_ECHO_REQUEST message when the following
conditions are met:

* The Fixed_Path value of the table entry is 0.

» The SRC field value of the Network PDU of the message is equal to the Path_Origin value in the table
entry.

» The DST field value of the Network PDU of the message is equal to the Destination value in the table
entry.

The Forwarding Table state is not updated when a PATH_ECHO_REQUEST message is received.

3.6.8.5.7 PATH_ECHO_REPLY message received

When a PATH_ECHO_REPLY message (see Section 3.6.5.15) is received, the node checks whether an
existing non-fixed Forwarding Table entry corresponds to the PATH_ECHO_REPLY message.

A Forwarding Table entry corresponds to a PATH_ECHO_REPLY message when the following conditions
are met:

» The Fixed_Path value of the table entry is O.
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» The DST field value in the Network PDU of the message is equal to the Path_Origin value in the table
entry.

» The Destination field value of the message is equal to the Destination value in the table entry.

* The message was secured using the directed security material and the Backward_Path_Validated
value in the table entry is 1; or the message was secured using the managed flooding security material
and the Backward_Path_Validated value in the table entry is 0.

The Forwarding Table state is not updated when a PATH_ECHO_REPLY message is received.

3.6.8.5.8 DEPENDENT_NODE_UPDATE message received

When a DEPENDENT_NODE_UPDATE message is received (see Section 3.6.5.16), the node derives
the primary element address and the number of secondary elements of a dependent node from the
Dependent_Node Unicast_Addr_Range field (see Section 3.4.2.2.4) in the message. (In this discussion,
the primary element address and the number of secondary elements of the dependent node are referred
to as the DependentNode and the DependentNodeSecondaryElementsCount, respectively.)

Then, the node checks whether one or more of the non-fixed existing Forwarding Table entries
correspond to the DEPENDENT_NODE_UPDATE message.

A non-fixed Forwarding Table entry corresponds to a DEPENDENT_NODE_UPDATE message if one of
the following conditions is met:

» The Path_Endpoint field value in the message is equal to the Path_Origin value of the table entry, the
Type field value in the message is 0, and the DependentNode is included in the Dependent_Origin_List
field of the table entry.

» The Path_Endpoint field value in the message is equal to the Path_Origin value of the table
entry, the Type field value in the message is 1, and the DependentNode is not included in the
Dependent_Origin_List field of the table entry.

« The Path_Endpoint field value in the message is equal to the Destination value of the table entry, the
Type field value in the message is 0, and the DependentNode is included in the Dependent_Target_List
field of the table entry.

« The Path_Endpoint field value in the message is equal to the Destination value of the table entry, the
Type field value in the message is 1, the Backward_Path_Validated value of the table entry is 1, and
the DependentNode is not included in the Dependent_Target_List field of the table entry.

Path endpoint is the Path Origin: If the Path_Endpoint field value in the message is equal to the
Path_Origin value of the table entry, and the Type field value in the message is 0, then the node shall
remove the DependentNode from the Dependent_Origin_List field of the table entry, and shall remove the
corresponding value from the Dependent_Origin_Secondary_Elements_Count_List field of the table entry.

If the Path_Endpoint field value in the message is equal to the Path_Origin value of the

table entry, and the Type field value in the message is 1, then the node shall add the

DependentNode to the Dependent_Origin_List field of the table entry, and shall add the
DependentNodeSecondaryElementsCount to the Dependent_Origin_Secondary_Elements_Count_List
field of the table entry.

Path endpoint is the Path Target: If the Path_Endpoint field value in the message is equal to the
Destination value of the table entry, and the Type field value in the message is 0, then the node shall
remove the DependentNode from the Dependent_Target_List field of the table entry, and shall remove
the corresponding value from the Dependent_Target_Secondary_Elements_Count_List field of the table
entry.
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If the Path_Endpoint field value in the message is equal to the Destination value of the table
entry, and the Backward_Path_Validated value of the table entry is 1, and the Type field value
in the message is 1, then the node shall add the DependentNode to the Dependent_Target_List
field of the table entry, and shall add the DependentNodeSecondaryElementsCount to the
Dependent_Target Secondary Elements_Count_List field of the table entry.

If the Forwarding Table is updated when a DEPENDENT_NODE_UPDATE message is received, the
Forwarding Table Update Identifier shall change (see Section 4.2.29.1).

3.6.8.5.9 PATH_REQUEST_SOLICITATION message received

When a PATH_REQUEST_SOLICITATION message (see Section 3.6.5.17) is received, the node
checks whether an existing non-fixed path entry in the Forwarding Table state corresponds to the
PATH_REQUEST_SOLICITATION message. If a non-fixed path entry in the Forwarding Table state
corresponding to the PATH_REQUEST_SOLICITATION message exists, the node shall delete the entry.
If any of the Forwarding Table entries are deleted, the Forwarding Table Update |dentifier shall change
(see Section 4.2.29.1).

A Forwarding Table entry corresponds to the PATH_REQUEST_SOLICITATION message when the
following conditions are met:
* The Fixed_Path value in the table entry is equal to 0b0.

» The Path_Origin value in the table entry is equal to the primary element address of the node (i.e., the
node is the Path Origin of the path corresponding to the table entry).

« The Destination value in the table entry is equal to at least one of the addresses in the Addr_List field of
the message.

3.6.8.6 Discovery Table processing

Each node manages a Discovery Table containing a list of temporary entries created during a path
discovery. If the node belongs to multiple subnets, then a Discovery Table is maintained for each subnet.

The format of Discovery Table entries is defined in Table 3.60.

Field Description

Path_Origin Primary element address of the Path Origin
Path_Origin_Secondary_Elements_Count Number of secondary elements of the Path Origin
Dependent_Origin Primary element address of a dependent node of

the Path Origin, if the path is discovered on behalf
of that dependent node; otherwise, the unassigned
address.

Dependent_Origin_Secondary_Elements_Count Number of secondary elements of the dependent
node of the Path Origin, if the path is discovered
on behalf of that dependent node; otherwise, 0.

Path_Origin_Forwarding_Number Forwarding number generated by the Path Origin
for the path discovery

Path_Origin_Path_Metric_Type Path metric type used to calculate the Path_Ori-
gin_Path_Metric field value
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Field Description

Path_Origin_Path_Lifetime Path lifetime specified by the Path Origin
Path_Discovery_Interval Path discovery interval specified by the Path Origin
Path_Origin_Path_Metric Path metric value for the path

Destination The unicast address, group address, or virtual ad-

dress of the destination

Next_Toward_Path_Origin Primary element address of the node selected as
the next hop toward the Path Origin

Bearer_Toward_Path_Origin Index of the bearer from which a PATH_REQUEST
was received.

Table 3.60: Fields of a Discovery Table entry

The Discovery Table initially is empty. A Path Origin updates its Discovery Table when a Directed
Forwarding Initialization procedure is executed. A Path Target or a Directed Relay node updates its
Discovery Table when a PATH_REQUEST message is received and processed.

3.6.8.6.1 Directed Forwarding Initialization procedure executed

When a Path Origin executes a Directed Forwarding Initialization procedure, the node shall add a new
entry with the following format to the Discovery Table:

» Path_Origin: Set to the primary element address of the node.

» Path_Origin_Secondary_Elements_Count: Set to the number of secondary elements of the node.

» Dependent_Origin: Set to the primary element address of the dependent node of the Path Origin if the
Directed Forwarding Initialization procedure is executed on behalf of that dependent node; otherwise,
set to the unassigned address.

* Dependent_Origin_Secondary_Elements_Count: Set to the number of secondary elements of the
dependent node of the Path Origin if the Directed Forwarding Initialization procedure is executed on
behalf of that dependent node; otherwise, set to 0.

» Path_Origin_Forwarding_Number: Set to the forwarding number (see Section 3.6.8.4) of the Path
Origin.

+ Destination: Set to the destination of the path.
» Path_Origin_Path_Metric_Type: Set to the Path Metric Type state value (see Section 4.2.27.1).

» Path_Origin_Path_Lifetime: Set to the time interval derived from the Path Lifetime state (see
Section 4.2.27.2).

» Path_Discovery_Interval: Set to the Path Discovery Interval state (see Section 4.2.38.3).
» Path_Origin_Path_Metric: Set to 0.
* Next_Toward_Path_Origin: Set to the unassigned address.

» Bearer_Toward_Path_Origin: Set to the unassigned bearer index (see Section 4.3.1.4).

3.6.8.6.2 PATH_REQUEST message received

When a PATH_REQUEST message (see Section 3.6.5.11) is received, the node checks whether an
existing Discovery Table entry corresponds to the PATH_REQUEST message.
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A Discovery Table entry corresponds to the PATH_REQUEST message if both of the following conditions
are met:

+ The Path_Origin field value in the message is equal to the Path_Origin value of the table entry.

» The Path_Origin_Forwarding_Number field value in the message is equal to the
Path_Origin_Forwarding_Number value of the table entry.

If no existing Discovery Table entry corresponds to the PATH_REQUEST message, a new entry shall be
added to the Discovery Table in the following format:

» Path_Origin: Set to the Path_Origin value derived from the Path_Origin_Unicast_Addr_Range field
value in the PATH_REQUEST message (see Section 3.4.2.2.4).

» Path_Origin_Secondary_Elements_Count: Set to the Path_Origin_Secondary_Elements_Count value
derived from the Path_Origin_Unicast_Addr_Range field value in the PATH_REQUEST message (see
Section 3.4.2.2.4).

» Dependent_Origin: Set to the Dependent_Origin value derived from the
Dependent_Origin_Unicast_Addr_Range field value in the PATH_REQUEST message (see
Section 3.4.2.2.4) if the On_Behalf_Of _Dependent_Origin field value in the message is 1; otherwise,
set to the unassigned address.

» Dependent_Origin_Secondary_Elements_Count: Set to the
Dependent_Origin_Secondary_Elements_Count value derived from the
Dependent_Origin_Unicast_Addr_Range field value in the PATH_REQUEST message (see
Section 3.4.2.2.4) if the On_Behalf_Of Dependent_Origin field value in the message is 1; otherwise,
setto 0.

» Path_Origin_Forwarding_Number, Destination, Path_Origin_Path_Metric_Type,
Path_Origin_Path_Metric, Path_Origin_Path_Lifetime, and Path_Discovery_Interval: Set to the values
of the corresponding fields in the PATH_REQUEST message.

* Next_Toward_Path_Origin: Set to the SRC field value of the Network PDU of the PATH_REQUEST
message.

» Bearer_Toward_Path_Origin: The bit representing the bearer from which the Network PDU of the
PATH_REQUEST message was received shall be set to 1 (see Section 4.3.1.4). All other bits shall be
setto 0.

If a Discovery Table entry corresponds to the PATH_REQUEST message, and the
Path_Origin_Path_Metric value in the PATH_REQUEST message is less than the
Path_Origin_Path_Metric value of the table entry, then the following values of the table entry shall be
updated:

« Path_Origin_Path_Metric: Set to the Path_Origin_Path_Metric field value of the message.

* Next_Toward_Path_Origin: Set to the SRC field value of the Network PDU of the PATH_REQUEST
message.

» Bearer_Toward_Path_Origin: The bit representing the bearer from which the Network PDU of the
PATH_REQUEST message was received shall be set to 1 (see Section 4.3.1.4). All other bits shall be
setto 0.

3.6.8.6.3 PATH_REPLY message received

When a PATH_REPLY message (see Section 3.6.5.12) is received, the node checks whether an existing
Discovery Table entry corresponds to the PATH_REPLY message.
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A Discovery Table entry corresponds to a PATH_REPLY message when all the following conditions are
met:

* The Path_Origin field value in the message is equal to the Path_Origin value of the table entry.

» The Path_Origin_Forwarding_Number field value in the message is equal to the
Path_Origin_Forwarding_Number value of the table entry.

* The Destination value of the table entry is a group address, a virtual address, or one of the following
addresses:

- A unicast address in the range [PathTarget, PathTarget + PathTargetSecondaryElementsCount] (i.e.,
an element address of the Path Target node) if the On_Behalf_Of_Dependent_Target field value in
the message is 0. The PathTarget and PathTargetSecondaryElementsCount values are derived from
the Path_Target_Unicast_Addr_Range field value in the message (see Section 3.4.2.2.4).

- A unicast address in the range [DependentTarget, DependentTarget +
DependentTargetSecondaryElementsCount] (i.e., an element address of the dependent node of
the Path Target node) if the On_Behalf_Of Dependent_Target field value in the message is 1.

The DependentTarget and DependentTargetSecondaryElementsCount values are derived from the
Dependent_Target Unicast_Addr_Range field value in the message (see Section 3.4.2.2.4).

If a Discovery Table entry corresponds to a PATH_REPLY message, field values of the table entry shall
be copied into the Forwarding Table state according to Section 3.6.8.5.4.

3.6.8.7 Directed forwarding constants
The following constants are defined for use in directed forwarding procedures:

* Path_Reply_Delay: Minimum delay that a Path Target waits between the reception of a
PATH_REQUEST message and the transmission of a PATH_REPLY message. The Path_Reply_Delay
is 500 milliseconds.

* Path_Request_Delay: Minimum delay that a Directed Relay node waits between the reception of a
PATH_REQUEST message and the transmission of a new PATH_REQUEST message for the same
path discovery. The Path_Request Delay is 150 milliseconds.

3.7 Access layer

The access layer defines how higher-layer applications can use the upper transport layer. It defines the
format of the application data; it defines and controls the application data encryption and decryption
performed in the upper transport layer; and it checks whether the incoming application data has been
received in the context of the right network and application keys before forwarding it to the higher layer.
3.7.1 Endianness

All multiple-octet numeric values in this layer shall be little-endian as described in Section 3.1.1.2.

3.7.2 Access message

The Access message is logically composed of the fields shown in Table 3.61.
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Field Name Size Description Req.
(octets)

Opcode 1,2, or | Operation code M
3

Parameters 0 to 379 | Parameters of the operation M

Table 3.61: Access message fields

An Access message may be sent in up to 32 segments of 12 octets each. This implies that the maximum
number of octets is 384 including the TransMIC field.

With a 32-bit TransMIC field, the maximum size of the Access message is 380 octets, and therefore
with a single-octet opcode, the parameters field can be up to 379 octets. With a 2-octet opcode, the
parameters field can be up to 378 octets. With a 3-octet opcode, the parameters field can be up to 377
octets.

The lower transport layer may segment messages into smaller PDUs for delivery over the network layer.
Table 3.62 shows the maximum useful application packet size depending on the number of packets and
the size of the TransMIC field.

Number of Packets Maximum useful Access message size (octets)
32-bit TransMIC 64-bit TransMIC
1 11 (unsegmented) n/a
1 8 (segmented) 4 (segmented)
2 20 16
3 32 28
n (nx12)-4 (nx12)-8
32 380 376

Table 3.62: Maximum useful Access message sizes for various sizes of TransMIC

3.7.21 Opcode field

The Opcode field contains an operation code (opcode). The opcode is an array of octets comprising 1, 2,
or 3 octets. The first octet of the opcode determines the number of octets of the opcode thus defining the
size of the Opcode field.

If the most significant bit of the first octet of the opcode is zero, then the opcode contains a single octet.
If the two most significant bits of the first octet are Ob10, then the opcode contains two octets. If the two
most significant bits of the first octet are Ob11, then the opcode contains three octets. This is shown in
Table 3.63.

Opcode Format Description
Oxxxxxxx (excluding 01111111) 1-octet Opcodes
01111111 Reserved for Future Use
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Opcode Format Description
TOXXXXXX XXXXXXXX 2-octet Opcodes
11XXXXXX 2zZzzZz7Z 2272727777 3-octet Opcodes

Table 3.63: Opcode formats

The 1-octet opcodes are used for Bluetooth SIG defined models. There are 127 1-octet opcodes that can
be defined and allocated by the Bluetooth SIG. Opcode Ox7F is reserved for future possible extension.

The 2-octet opcodes are used for Bluetooth SIG defined models. There are 16384 2-octet opcodes that
can be defined and allocated by the Bluetooth SIG.

The 3-octet opcodes are used for manufacturer-specific opcodes. There are 64 3-octet opcodes available
per company identifier. These opcodes are identified using "x” in Table 3.63, although a company may
further sub-class opcodes if desired. The company identifiers are 16-bit values defined by the Bluetooth
SIG and are coded into the second and third octets of the 3-octet opcodes, identified using "z” in

Table 3.63, using endianness as defined in Section 3.7.1. The company-specific opcodes are managed

by the company associated with the identifier.

For example, when the manufacturer-specific opcode is equal to 0x23 and the company identifier is equal
to 0x0136 [4], then the 3-octet opcode is equal to O0xE3 0x36 0x01.

3.7.2.2 Parameters field

The Parameters field is defined individually for each opcode. The specific parameters are defined within
the message definitions in Section 4.3 or in other compatible specifications (for example see [9]). The
Parameters field can be zero octets in length.

3.7.3 Access layer behavior
3.7.3.1 Transmitting an Access message

There are four contexts in which an Access message is transmitted, as illustrated in Figure 3.39: the
message is published by a model (arrow 1a); the message is transmitted by a model (arrow 2a) in
response to message that the model received (arrow 2b); the message is transmitted as a message
originated by a model (arrow 3a); or the message is transmitted as a message originated by an
application (arrow 4a).

Receipt of the message may trigger a message sent back in response (arrows 1b and 4b). Each context
is discussed in more detail in this section.
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Figure 3.39: Transmitting an Access message

The message is published by a model. In this case, the model is configured to publish a message in
response to a local state change, to periodically indicate state value (see Section 3.7.5.1.3), to indicate
the progress of a transition to a new state, or to indicate that a state transition has completed (see
Section 3.7.5.1.2). If the state transition is caused by a user action, the model should publish the status
message as soon as possible.

When the publication of a message is the result of a power-up, a state transition progress update, or
completion of a state transition, multiple nodes may be reporting the state change at the same time.
To reduce the probability of a message collision, these messages should be sent with a random delay
between 20 and 500 milliseconds.

When the publication of a message is the result of periodic publishing, multiple nodes may be publishing
at the same time. To reduce the probability of a message collision, these messages should be sent with a
random delay between 20 and 50 milliseconds.
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The parameters of the message are determined by the Model Publication state (see Section 4.2.3):

» The DST field shall be set to the value of the Publish Address state (see Section 4.2.3.1).
» The TTL field shall be set to the value of the Publish TTL state (see Section 4.2.3.5).

» The use of friendship security material shall be determined by the Publish Friendship Credentials Flag
state (see Section 4.2.3.4). The Low Power node using friendship security credentials can become a
dependent node of a Directed Friend node (see Section 3.6.8.3).

» The AppKey and NetKey to be used for securing the message shall be determined by the Publish
AppKey Index state (see Section 4.2.3.3) and the NetKey that the AppKey is bound to.

» The access layer retransmissions are determined by the Publish Retransmit Count state (see
Section 4.2.3.6) and the Publish Retransmit Interval Steps state (see Section 4.2.3.7).

If directed forwarding functionality is supported, and the Directed Publish Policy state value for the
publishing model is Directed Forwarding (see Section 4.2.37), then the message shall be tagged with
the use-directed tag. If directed forwarding functionality is supported, and the Directed Publish Policy
state value for the publishing model is Managed Flooding, then the message shall be tagged with the
immutable-credentials tag.

The message is transmitted by a model in response to a message that it has received.
The response message shall be configured as follows:

» The DST field shall be set to the value of the SRC field of the received message.

+ If the TTL field of the received message is greater than 0, the TTL field shall be set to the value of the
Default TTL state (see Section 4.2.8).

+ If the TTL field of the received message is equal to 0, the TTL field shall be set to 0 or to the value of
the Default TTL state (see Section 4.2.8). The TTL field should be set to 0.

» The AppKey or DevKey and the NetKey values to be used for securing the response message shall be
the AppKey or DevKey and the NetKey used to secure the received message.

* The response message shall use managed flooding security credentials. However, the security
credentials may be changed by a lower layer unless the received message uses the managed flooding
security credentials. If the received message uses managed flooding security credentials, then the
response message shall be tagged with the immutable-credentials tag, and the security credentials
will not be changed by any lower layer (see Section 3.4.6.4). If the received message uses friendship
security credentials, a Low Power node may use friendship security credentials for the response
message; however, only a Friend node can process these response messages (see Section 3.4.6.3
and Section 3.6.8.3).

For a node that is not a Low Power node with an established friendship, the response message should be
transmitted within 5 seconds after receiving the acknowledged message.

To reduce the probability of multiple nodes responding to the received message at exactly the same
time, and therefore increase the probability of message delivery rather than message collisions, the node
should transmit the response message with a random delay:

« If the received message was sent to a unicast address, the node should transmit the response
message with a random delay between 20 and 50 milliseconds.

« If the received message was sent to a group address or a virtual address, the node should transmit the
response message with a random delay between 20 and 500 milliseconds.

The message is transmitted as an unsolicited message originated by a model, which may trigger a
response message.
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The parameters of the message are determined by the model:

» The DST field shall be set by the model.

» The TTL field should be set by the model; if not set, the Default TTL state (see Section 4.2.8) shall be
used.

» The use of managed flooding security material or friendship security material shall be determined by
the model. The Low Power node in friendship should use friendship security material.

» The model shall determine the keys to be used to secure the message using either of the following:
- An AppKey and the NetKey that the AppKey is bound to
- A DevKey and a NetKey

The model may tag a message with additional metadata to allow or prevent lower layers from changing
the security credentials of the message:

« If the model does not add any tag to the message, the security credentials of the Access message may
be changed in lower layers.

« If directed forwarding functionality is supported, the model may indicate the preference to use directed
forwarding by adding the use-directed tag to the message.

+ If the model adds the immutable-credentials tag to the message, the security credentials of the Access
message shall not be changed in lower layers.

The message is transmitted as an unsolicited message originated by an application, which may
trigger a response message.

The parameters of the message are determined by the application:

» The DST field shall be set by the application.

» The TTL field should be set by the application; if not set, the Default TTL state (see Section 4.2.8) shall
be used.

» The use of managed flooding security material or friendship security material shall be determined by
the application. The Low Power node in friendship should use friendship security material.

» The application shall determine the keys to be used to secure the message using either of the
following:

- An AppKey and the NetKey that the AppKey is bound to
- A DevKey and a NetKey

The application may tag a message with additional metadata to allow or prevent lower layers from
changing the security credentials of the message:

« If the application does not add any tag to the message, the security credentials of the Access message
may be changed in lower layers.

« If directed forwarding functionality is supported, the application may indicate the preference to use
directed forwarding by adding the use-directed tag to the message.

+ If the application adds the immutable-credentials tag to the message, the security credentials of the
Access message shall not be changed in lower layers.

All Access messages.
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The SRC field shall be set to the unicast address of the element within the node that is originating the
message and shall be delivered to the upper transport layer for processing (see Section 3.6.4.1).

The message may be tagged with the send-segmented tag.

If directed forwarding functionality is supported and enabled in the subnet over which the message is
transmitted, and the friendship security credentials have not been selected, and the destination is different
from the all-nodes and all-relays fixed group addresses, and the TTL field has the value 2 or greater,

and the message is tagged with the use-directed tag, then the element checks whether a Path Origin
State Machine associated with the destination exists (see Section 4.4.7.2). If there is no existing Path
Origin State Machine and no existing Forwarding Table entry for a path from the source address to

the destination address (see Section 3.6.8.5.1), then the element shall instantiate a Path Origin State
Machine in the Initial state for that destination.

Due to limited bandwidth available that is shared among all nodes and other Bluetooth devices, it is
important to observe the volume of traffic a node is originating. A node should originate less than 100
Lower Transport PDUs in a moving 10-second window.

3.7.3.2 Receiving an Access message

A message shall be delivered to each instance of a model for processing if all the following conditions are
met:

» The Opcode indicates the message is supported by the model instance available on an element on the
device.

« Either the access layer security of the model instance is using application keys, and the model instance
is bound to the AppKey and binding exists for a corresponding NetKey used to secure the message, or
the access layer security of the model is using the DevKey, and the DevKey was used to secure the
message.

» The destination address is set to any one of the following:

- Afixed group address that is defined in Table 3.64 and meets the corresponding condition. When the
fixed group address meets the corresponding condition, the message shall be delivered only to the
model instance on the primary element.

- A group address (including any of the fixed group addresses mentioned in Table 3.8, except the
all-nodes address) or a virtual address that the instance of the model is subscribed to.

- The unicast address of the element of the model instance.
Note: A message with a fixed group address can be delivered to model instances on any

element of the device, irrespective of any condition defined in Table 3.63, because the
model subscription lists can contain one or more fixed group addresses.

Destination Address Condition

all-directed-forwarding-nodes Directed forwarding functionality is enabled
all-proxies Proxy functionality is enabled

all-friends Friend functionality is enabled
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Destination Address Condition
all-relays Relay functionality is enabled
all-nodes -

Table 3.64: Fixed group destination addresses and conditions

Figure 3.40 illustrates an example of processing steps for an incoming Access message.

9 Bluetooth SIG Proprietary Page 175 of 835



Mesh Protocol / Specification

Message
received from

Transport layer

Identify
models
based on the
Opcode of
the message

Is the model
bound to the
AppKey/DevKey
of the
message?

yes

Is DSTa fixed

group
address?

Is acceptance
condition for
fixed group

address

satisfied?

Is the model yes
subscribed to
DST?

no

yes

Y

Is DSTan
element
address of the

node yes
AND
does the
element
support the
model?

\4
Deliver the

message to
the model

no v

End

\ 4
Discard the
message

A4

End
Figure 3.40: Example of Access message processing steps

3.7.3.3 Security considerations

A message is encrypted and authenticated by the upper transport layer. Messages originated by a node
shall use either the AppKey configured for the Model or the DevKey.
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A response message shall always use the same DevKey or AppKey and NetKey combination used by the
corresponding request message.

3.7.3.4 Message error procedure

When receiving a message that is not understood by an element, it shall ignore the message.
Note: A message can be falsely identified as a valid message, passing the NetMIC and
TransMIC fields authentication using a known network key and application key even
though that message was sent using different keys. The decryption of that message using

the wrong keys would result in a message that is not understood by the element. The
probability of such a situation occurring is small but not insignificant.

A message that is not understood includes messages that have one or more of the following conditions:

* The opcode field of the Access message is unknown by the receiving element.
» The Access message size for the identified opcode is incorrect.

» The parameters field of the Access message contains values that are Prohibited.

Note: An element that sends an acknowledged message that is not understood by a peer
node will not receive any response message.

3.7.4 Unacknowledged and acknowledged messages

At the access layer, a message is defined as unacknowledged or acknowledged.

3.7.41 Unacknowledged message

An unacknowledged message is transmitted when a response is not required.

For example, a message is published by a model when a state changes, or an unacknowledged message
may be sent to a group address to change the states of the group members without causing multiple

messages to be sent back.

There is no response to an unacknowledged message, therefore it is not possible for the sending element
to determine if that message has been delivered or processed.

3.7.4.2 Acknowledged message

An acknowledged message is transmitted and acknowledged by each receiving element by responding to
that message. The response is typically a status message.

If a response is not received within an arbitrary time period, the message originator may retransmit the
message. The time period used is application specific.

If an element transmits a message to more than one element, for example it has set the destination
address to a group address, the element may not know how many elements may respond to the
message. It is not recommended to send an acknowledged message to the all-nodes address. To
increase the probability of successful delivery of messages, the sending element should determine how
many message retransmissions are required before it considers that all the nodes that should have
received the message have actually received it.
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If the element does not receive a response within a period of time known as the acknowledged message
timeout, then the element may consider the message has not been delivered, without sending any
additional messages.

The acknowledged message timeout should be set to a minimum of 30 seconds. The exact value is
application specific.

When an acknowledged message is delivered to the model, it shall send the associated response
message to acknowledge that message. The response message may include information such as state
information. The response message is an unacknowledged message.

3.7.5 Publish and subscribe

A higher layer specification can describe messages containing data as being published by a model or
subscribed to by a model’s element.

Publishing and subscribing is performed using destination addresses.

The configuration of the destination addresses used for publishing and subscribing is managed by the
foundation models (see Section 4).

3.7.5.1 Publish

A model publishes data if it transmits an unsolicited message to a destination address. Messages can
be transmitted to destination addresses that can be unicast, group, or virtual, known as the publish
addresses. Each model within a node has a single publish address.

3.7.5.1.1 State transitions

States within an element either can change instantaneously or can transition over time to a new state, as
illustrated in Figure 3.41. The time from the initial state to the target state is the transition time. The time
from the current state to the target state is the remaining time. When a message is received to set a new
state value, this new value may not be immediately applied, but may instead be stored as a target state.
The state will transition from the initial state to the target state. A status message can be sent at any time
and will always include the current state even if the transition time has not elapsed. This status message
may include the remaining time between the current state and the target state. When the current state
reaches the target state, the state transition ends.
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Figure 3.41: State transition

3.7.5.1.2 State change publishing

Publishing a message on a state change is enabled by setting a Model Publication state (see

Section 4.2.3) for a model. When publishing is enabled for a model, unless specified otherwise by a
higher layer specification, a corresponding status message shall be published immediately after the state
transition ends. For transitions that take more than 2 seconds, it is recommended to publish an additional
status message within 1 second from the start of the state transition.

3.7.5.1.3 Periodic publishing

A model may be configured to send status messages periodically regardless of whether the state has
changed or not. This is done by using a Publish Period (see Section 4.2.3.2). When the Publish Period
is set to a non-zero value, unless specified otherwise by a higher layer specification, a status message
shall be published at least once every Publish Period. When the Publish Period is set to 0, the status
messages shall only be published on a state change when enabled.

3.7.5.1.4 Publish retransmissions

When a new message is being published by a model instance, all pending retransmissions of the
previous message published by the model instance shall be canceled, and the model instance shall
retransmit the new message as specified by the Publish Retransmit Count and Publish Retransmit
Interval Steps states.

3.7.5.2 Subscribe

Each model may have one or more subscription lists (see Section 4.2.4) of one or more addresses
that determines which destination addresses this model’s element subscribes to. These subscription
addresses can be a group address or a virtual address.

Note: A model is, in effect, always subscribed to its element unicast address as described
in Section 3.7.3.2.
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3.7.6 Example message sequence charts
This section shows typical message sequence charts.
3.7.6.1 Acknowledged get

Figure 3.42 shows a client getting a state of a peer element using an acknowledged get message. The
server responds with the associated status message.

= )

XYZ Get

XYZ Status

<
¥

Figure 3.42: Acknowledged get message

3.7.6.2 Acknowledged set

Figure 3.43 shows a client setting a state of a peer element with an acknowledged set message. The
server responds with the associated status message. The server then publishes a status message to
the model’s publish address according to the publishing rules (see Section 3.7.5.1.2). If the client is
subscribed to this model’s publish address, then it will receive both status messages.

[ Client ] Server ] Publish Group

XYZ Set

v

XYZ Status
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XYZ Status
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Figure 3.43: Acknowledged set message

3.7.6.3 Unacknowledged set

Figure 3.44 shows a client setting a state of a peer element with an unacknowledged set message.

No response is sent, but the server publishes the new state information to the model’s publish address
according to the publishing rules (see Section 3.7.5.1.2). If the client is subscribed to this model’s publish
address, then it will receive the status message.
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XYZ Set Unacknowledged

XYZ Status

\ 4

Figure 3.44: Unacknowledged set message
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3.7.6.4 Acknowledged set with periodic publishing

Figure 3.45 shows a client setting a state of a peer element with an acknowledged set message.
The server responds with the associated status message. The server then periodically publishes the
new state information to the model’s publish address, according to the periodic publishing rules (see
Section 3.7.5.1.2).
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Figure 3.45: Acknowledged set message with periodic publishing

3.8 Model layer

Models are used to define certain functionalities supported by a node.
The model layer specifies the rules for allocating models on elements within a node.

The model layer also includes models which are defined in the Mesh Model specification [9] or in other
higher-layer specifications.

3.8.1 Endianness

All multiple-octet numeric values in this layer shall be little-endian as described in Section 3.1.1.2.
3.8.2 Model identifier

A model is identified by a unique identifier. The identifier can be 16 bits in length for a Bluetooth
SIG adopted model (SIG Model ID) or 32 bits in length for a Vendor Model (Vendor Model ID). See
Section 4.4.23 for additional information on SIG Model IDs.

The Vendor Model ID is composed of two fields: a 16-bit Company Identifier [4] assigned by the Bluetooth
SIG and a 16-bit Vendor Model Identifier assigned by the vendor. The format of each Vendor Model ID is
defined in Table 3.65.
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Field Size Description Req.
(octets)
Company Identifier 2 16-bit Company Identifier, see [4]
Vendor Model Identifier 2 16-bit Vendor Model Identifier assigned M
by the vendor

Table 3.65: Vendor Model ID format

3.8.3 Functionalities

Models are grouped together in order to support functionalities (such as dimmable light or occupancy
sensing).

Message dispatch from the access layer (see Section 3.7.3.2) to the model layer is based on the
destination address (see Section 3.4.4.7) and the opcode of the message (see Section 3.7.2.1). Given
that unicast addresses are assigned to each element on a node, an element cannot have instances of
models with overlapping opcodes. Therefore, a functionality may require a set of models that must be
located on different elements within a node, as required by Section 3.7.3.

To exchange messages with a Bluetooth SIG adopted model, a Vendor Model shall use the Access
message defined for the Bluetooth SIG model (see Section 3.7.2).

A node supports a functionality by instantiating the main model for that functionality, which may require a
set of base, extending, and corresponding models:

* A main model may require one or more base models. A node can include multiple instances of a main
model to implement the same functionality multiple times. A main model may be instantiated on either
the primary element or a secondary element of a node.

+ Base models must be instantiated with the extending models and corresponding models for a
functionality and must be indicated in the Composition Data of a node (see Section 4.2.2), as required
in Section 3.8.4.

A base model might be extended by multiple models if unambiguous message dispatch is preserved by
this extension.

For a more detailed description and examples see Section 1.4.4 in [9].
3.8.4 Model instantiation

The following rules apply to all models instantiated within a node:
+ All models shall be instantiated on a node by using the smallest number of elements to achieve the
desired functionality (i.e., by using the smallest possible element index).

» Corresponding models that cannot be instantiated on the same element as the main model, as a result
of message dispatch limitations, shall be instantiated on an element with a larger element index.

» Multiple instances of the same main model shall not interleave their corresponding models on
subsequent elements. All the corresponding models for the main model shall be instantiated before
the next instance of the main model.

3.9 Mesh security

This section describes how mesh security is implemented.
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3.9.1 Endianness

All multiple-octet numeric values in this layer shall be marshalled in big-endian, as described in
Section 3.1.1.1.

3.9.2 Security toolbox
This section describes functions that together provide a security toolbox for mesh networking.
3.9.2.1 Encryption function

The same encryption function e, as defined in Volume 3, Part H, Section 2.2.1 of the Core Specification
[1], shall be used. This can be summarized as:

ciphertext=e(key,plaintext)

3.9.2.2 CMAC function

RFC4493 [7] defines the Cipher-based Message Authentication Code (CMAC) function that uses
AES-128 as the block cipher function, also known as AES-CMAC.

The inputs to AES-CMAC are:

k is the 128-bit key

m is the variable-length data to be authenticated

The 128-bit message authentication code (MAC) is generated’ as follows:

MAC=AES-CMAC,(m)

A node can implement AES functions in the host or can use the HCI_LE_Encrypt command (see
Volume 2, Part E, Section 7.8.22 of the Core Specification [1]) in order to use the AES function in the
controller.

3.9.2.3 AES-CCM function

The AES-CCM function provides encryption and authentication using Counter with Cipher Block
Chaining-Message Authentication Code (CCM), which shall be implemented consistent with the algorithm
as defined in IETF RFC 3610 [8] in conjunction with the AES-128 block cipher as defined in NIST
Publication FIPS-197 [28].

Note: A description of the CCM algorithm can also be found in the NIST Special
Publication 800-38C [29].

This specification defines AES-CCM as a function that takes four inputs and results in two outputs.
The inputs to AES-CCM are:

k is the 128-bit key

This is using the same notation used in other Bluetooth specifications. This is functionally the same as the notation
in RFC 4493, where MAC=AES-CMAC(k, m).
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n is a 104-bit nonce
m is the variable-length data to be encrypted and authenticated — also known as “plaintext”

a is the variable-length data to be authenticated — also known as “Additional Data”

The ciphertext and mic are generated as follows:

ciphertext,mic=AES-CCM,(n,m,a)

Where:
ciphertext is the variable-length data after it has been encrypted

mic is the message integrity check value of m and a — also known as the “Message Authentication
Code” or the encrypted authentication value U in RFC3610 [8].

If only the k, n, and m parameters are provided to the AES-CCM, then the additional data shall be zero
length.

3.9.24 HMAC-SHA-256 function
RFC 2104 [26] defines HMAC, a mechanism for message authentication using cryptographic hash
functions. FIPS 180-4 [27] defines the SHA-256 secure hash algorithm. The SHA-256 algorithm is used
as a hash function for the HMAC mechanism for the HMAC-SHA-256 function. This specification defines
HMAC-SHA-256 as a function that takes two inputs and results in one output.
The inputs to HMAC-SHA-256 are:

k is the 256-bit key

m is the variable-length data to be authenticated

The HMAC-SHA-256 function generates a 256-bit message authentication code (MAC) defined in [26] as
follows:

HMAC-SHA-256,(m)=SHA-256((k,®opad) || SHA-256((k,®ipad) || m))

Where:
SHA-256 is the secure hash algorithm defined in [27]
kg is the k with the 0x00 octet appended 32 times to the end
opad is the 0x5C octet repeated 64 times

ipad is the 0x36 octet repeated 64 times
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3.9.2.5 s1 SALT generation function
The input to function s1 is:

M is a non-zero length octet array or ASCII encoded string

If M is an ASCII encoded string, it shall be converted into an octet array by replacing each string character
with its ASCII code preserving the order. For example, if M is the string “MESH?”, this is converted into the
octet array: 0x4d, 0x45, 0x53, 0x48.

ZERO is the 128-bit value:

0x0000 0000 0000 0000 0000 0000 0000 0000

The output of the salt generation function s1 is as follows:

s1(M)=AES-CMACzero(M)

3.9.2.6 s2 SALT generation function
The input to function s2 is:

M is a non-zero length octet array or ASCII encoded string

ZERO is the 256-bit value:

0x0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000

The output of the salt generation function s2 is as follows:

$2(M)=HMAC-SHA-256 7£r0(M)

3.9.2.7 k1 derivation function

The network key material derivation function k1 is used to generate instances of IdentityKey, BeaconKey,
and PrivateBeaconKey.

The definition of this key generation function makes use of the MAC function AES-CMACt with a 128-bit
key T.

The inputs to function k1 are:

N is 0 or more octets
SALT is 128 bits

P is 0 or more octets

The key (T) is computed as follows:

T=AES-CMACsu,7(N)
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The output of the key generation function k1 is as follows:

k1(N, SALT, P)=AES-CMAC(P)

3.9.2.8 k2 network key material derivation function
The network key material derivation function k2 is used to generate instances of EncryptionKey,
PrivacyKey, and NID for use as managed flooding security material, friendship security material, and

directed security material.

The definition of this key generation function makes use of the MAC function AES-CMACT with a 128-bit
key T.

The inputs to function k2 are:

N is 128 bits

P is 1 or more octets

The key (T) is computed as follows:

T=AES-CMA CSALT(N)

SALT is the 128-bit value computed as follows

SALT=s1("smk2")

The output of the key generation function k2 is as follows:
TO=empty string (zero length)
T1=AES-CMAC+ (TO || P || 0x01)
T2=AES-CMAC+ (T1|| P || 0x02)
T3=AES-CMAC+ (T2 || P|| 0x03)

k2(N, P)=(T1 || T2 || T3) mod 2263

3.9.2.9 k3 derivation function

The derivation function k3 is used to generate a public value of 64 bits derived from a private key.

The definition of this derivation function makes use of the MAC function AES-CMAC+ with a 128-bit key T.
The input to function k3 is:

N is 128 bits

The key (T) is computed as follows:

T=AES-CMACsu,7(N)
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SALT is a 128-bit value computed as follows:

SALT=S1("smk3")

The output of the derivation function k3 is as follows:

k3(N)=AES-CMAC+("id64" || 0x01) mod 264

3.9.2.10 k4 derivation function

The derivation function k4 is used to generate a public value of 6 bits derived from a private key.

The definition of this derivation function makes use of the MAC function AES-CMAC+ with a 128-bit key T.
The input to function k4 is:

N is 128 bits

The key (T) is computed as follows:

T=AES-CMACs,7(N)

SALT is a 128-bit value computed as follows:

SALT=s1("smk4")

The output of the derivation function k4 is as follows:

k4(N)=AES-CMAC+{("id6" || 0x01) mod 26)

3.9.2.11 kS5 provisioning material derivation function
The provisioning material derivation function k5 is used to generate the 256-bit key used in provisioning.

The definition of this derivation function makes use of the MAC function HMAC-SHA-256 with a 256-bit
key T.

The inputs to function k5 are:

N is 32 or more octets
SALT is 256 bits

P is 1 or more octets

The key (T) is computed as follows:

T=HMAC-SHA-25654,7(N)

The output of the derivation function k5 is as follows:

k5(N, SALT, P)=HMAC-SHA-256(P)
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3.9.3 Sequence number

The sequence number, a 24-bit value contained in the SEQ field of the Network PDU, is primarily
designed to protect against replay attacks. Elements within the same node may or may not share the
sequence number space with each other. Having a different sequence number in each new Network PDU
for every message source (identified by the unicast address contained in the SRC field) is critical for the
security of the mesh network.

With a 24-bit sequence number, an element can transmit 16,777,216 messages before repeating a
nonce. If an element transmits a message on average once every five seconds (representing a fairly
high frequency message for known use cases), the element can transmit for 2.6 years before the nonce
repeats.

Each element shall use strictly increasing sequence numbers for the Network PDUs it generates. Before
the sequence number approaches the maximum value (OxFFFFFF), the element shall update the IV
Index using the IV Update procedure (see Section 3.11.5). This is done to ensure that the sequence
number will never wrap around.

3.9.4 IV Index

The IV Index is a 32-bit value that is a shared network resource (i.e., all nodes in a mesh network share
the same value of the IV Index and use it for all subnets they belong to).

The IV Index starts at 0x00000000 and is incremented during the IV Update procedure as described in
Section 3.11.5. The timing when the value is incremented does not have to be exact, since the least
significant bit is communicated within every Network PDU. Since the IV Index value is a 32-bit value, a
mesh network can function approximately 5 trillion years before the 1V Index will wrap.

The IV Index is shared within a network via Secure Network beacons (see Section 3.10.3) or Mesh
Private beacons (see Section 3.10.4). IV updates received on a subnet are processed and propagated

to that subnet. The propagation happens by the device transmitting Secure Network beacons or Mesh
Private beacons with the updated IV Index for that particular subnet. If a device on a primary subnet
receives an update on the primary subnet, it shall propagate the IV update to all other subnets. If a device
on a primary subnet receives an IV update on any other subnet, the update shall be ignored.

If a node is absent from a mesh network for a period of time, it can scan for Secure Network beacons
(see Section 3.11.1) or for Mesh Private beacons, or it can use the IV Index Recovery procedure (see
Section 3.11.6), and therefore set the IV Index value autonomously.

3.9.5 Nonce

The nonce is a 13-octet value that is unique for each new message encryption. There are four different
nonces that are used, as shown in Table 3.66. The type of the nonce is determined by the first octet of the
nonce, referred to as the Nonce Type.

Nonce Type Nonce Description

0x00 Network nonce Used with an EncryptionKey for network authentication and
encryption

0x01 Application nonce | Used with an application key for upper transport authentica-
tion and encryption
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Nonce Type Nonce Description

0x02 Device nonce Used with a device key for upper transport authentication and
encryption

0x03 Proxy nonce Used with an EncryptionKey for proxy authentication and en-
cryption

0x04 Proxy solicitation Used with an EncryptionKey for Proxy solicitation authentica-

nonce tion and encryption
0x05-0xFF RFU Reserved for Future Use

Table 3.66: Nonce types

The TTL field value is used within the network nonce but not within the application nonce, device nonce,
or proxy nonce. This means that when a message is relayed and the TTL field value is decremented, the
application nonce or device nonce does not change; however, the network nonce does change, allowing
the authentication of the TTL field value.

The DST field value is used within the application nonce and device nonce but not in the network nonce.
This means that the destination of the message is authenticated, but at the network layer the destination
address is encrypted.

3.9.5.1 Network nonce

The network nonce is defined in Table 3.67 and illustrated in Figure 3.46.

Field Size Description
(octets)

Nonce Type 1 0x00
CTL and TTL 1 See Table 3.68
SEQ 3 Sequence number
SRC 2 Source address
Pad 2 0x0000
IV Index 4 IV Index
Table 3.67: Network nonce format
Field Size Description

(bits)
CTL 1 See Section 3.4.4.3
TTL 7 See Section 3.4.4.4

Table 3.68: CTL and TTL field format
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7 0 6 0|23 015 0
-
0x00 5 TTL Sequence Number (SEQ) Source Address (SRC)
7T T ooteto 017 Toctet1 07T Toctetz | O17T T octets 0177 T octeta  Ol7T T octets 017 T octet O
....... - -
0x00 0x00 IV Index
"""" 7T T octet7 017 T octets 0177 Toctets  O17 Toctet10 017 Toctettt 0177 Toctet12 O

Figure 3.46: Network nonce format

The network nonce is used with an EncryptionKey for network data authentication and encryption (see
Section 3.9.7.2).

3.9.5.2 Application nonce

The application nonce is defined in Table 3.69 and illustrated in Figure 3.47.

Field Size Description
(octets)
Nonce Type 1 0x01
ASZMIC and Pad 1 See Table 3.70
SEQ 3 Sequence number of the Access message (24 lowest bits of
SeqgAuth in the context of segmented messages)
SRC 2 Source address
DST 2 Destination address
IV Index 4 IV Index

Table 3.69: Application nonce format

Field Size Description
(bits)
ASZMIC 1 SZMIC field value if a Segmented Access message or 0 for all other

message formats

Pad 7 0b0000000

Table 3.70: ASZMIC and Pad field format
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Figure 3.47: Application nonce format

The application nonce is used with an application key for application data authentication and encryption

(see Section 3.9.6).

3.9.5.3 Device nonce

The device nonce is defined in Table 3.71 and illustrated in Figure 3.48.

Field Size Description
(octets)

Nonce Type 1 0x02

ASZMIC and Pad 1 See Table 3.72

SEQ 3 Sequence number of the Access message (24 lowest bits of
SeqgAuth in the context of segmented messages)
SRC 2 Source address
DST 2 Destination address
IV Index 4 IV Index
Table 3.71: Device nonce format
Field Size Description
(bits)
ASZMIC 1 SZMIC field value if a Segmented Access message or 0 for all other
message formats
Pad 7 0b0000000

Table 3.72: ASZMIC and Pad field format
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Figure 3.48: Device nonce format

The device nonce is used with a device key for application data authentication and encryption specific to
a given device (see Section 3.9.6).

3.9.5.4 Proxy nonce

The proxy nonce is defined in Table 3.73 and illustrated in Figure 3.49.

Field Size Description
(octets)
Nonce Type 1 0x03
Pad 1 0x00
SEQ 3 Sequence number
SRC 2 Source address
Pad 2 0x0000
IV Index 4 IV Index
Table 3.73: Proxy nonce format
7 0[7 0[23 015 o]
0x03 0x00 Sequence Number (SEQ) Source Address (SRC)
[P T T S ERR s St AR onep S EAIPONTT Sh] EMon ) S ENponey S E ooy S
"""" 7 o[7 031 0
0x00 0x00 IV Index
"""" T ootet7 017 T ootets 017 ootetd 017 octet1o 017 octettt 017 octet12 O

Figure 3.49: Proxy nonce format

The proxy nonce is used with an EncryptionKey for proxy configuration message authentication and

encryption (see Section 6.5).
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3.9.5.5 Proxy solicitation nonce

The proxy solicitation nonce is defined in Table 3.74 and illustrated in Figure 3.50.

Field Size Description
(octets)
Nonce Type 1 0x04
Pad 1 0x00
SSEQ 3 Solicitation sequence number
SSRC 2 Solicitation source
Pad 6 0x000000000000

Table 3.74: Proxy solicitation nonce format

7 07 023 015 0
0x04 0x00 Solicitation Sequence Number (SSEQ) Source Source (SSRC)
T ot O oetn | 017 owetz | 01 cowa 017 oweta 017 cams 01 ocets 0
"""" 7 0]o 717 0]0 717 0[7 0
0x00 0x00 0x00 0x00 0x00 0x00
...... 7 octet 7 ol7 octet 8 ol octet 9 oL octet 10 ol7 octet 11 of7 octet 12 0

Figure 3.50: Proxy solicitation nonce format

The proxy solicitation nonce is used with an EncryptionKey for Solicitation PDU authentication and
encryption (see Section 6.8).

3.9.6 Keys

This specification defines three types of keys: device keys (DevKey), application keys (AppKey) and
network keys (NetKey). AppKeys are used to secure communications at the upper transport layer and
NetKeys are used to secure communications at the network layer. The keys are shared between nodes.
There is also a device key (DevKey), which is a special key that is unique to each node, is known only to
the node and a Configuration Manager, and is used to secure communications between the node and a
Configuration Manager.

Application keys are bound to network keys. This means application keys are only used in a context of
a network key they are bound to. An application key shall be bound to a single network key on a single
node. An application key may be bound to different network keys on different nodes. A device key is
implicitly bound to all network keys.

An example of binding application keys to network keys and models is illustrated in Figure 3.51.
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DevKey e
NetKey 0
A
0x0000 AppKey O | ...- » Model 0
0x0000
NetKey 1 AppKey 1
emmm ] > Model 1
0x0013 0x0022
AppKey 2
__________ ‘A
NetKey 2 0x0027 - ~: Model 2
0x001a \ AppKey 3 ,—"/

0x002e

Figure 3.51: Application key binding example

3.9.6.1 Device key

The device key (DevKey) is an access layer key known only to the node, the Provisioner and a
Configuration Manager. The device key shall be bound to every network key known to the node. Those
bindings cannot be changed. An illustration of the device key derivation is shown in Figure 3.52.

ProvisioningSalt )
[ Private Value

[ 1 Public Value

y
@D < ECDHSecret

Y

DevKey

Figure 3.52: Device key derivation

The DevKey shall be derived from the ECDHSecret and ProvisioningSalt as described by the
formula below:

DevKey=k1(ECDHSecret, ProvisioningSalt, “prdk”)

The ProvisioningSalt is defined in Section 5.4.2.5 and the ECDHSecret is defined in Section 5.4.2.3.
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3.9.6.2 Application key

The application key (AppKey) shall be generated using a random number generator compatible with the
requirements in Volume 2, Part H, Section 2 of the Core Specification [1].

The AID is used to identify the application key. An illustration of the AID derivation is shown in
Figure 3.53.

AlD=k4(AppKey)

[ Private Key
[ Public Value

k4

v
>
O

Figure 3.53: AID derivation

3.9.6.3 Network key

The network key (NetKey) shall be generated using a random number generator compatible with the
requirements in Volume 2, Part H, Section 2 of the Core Specification [1]. An illustration of the network
key hierarchy is shown in Figure 3.54.

[ Private Key
1 Public Value

k1

k1

k2

NID

Y

k3

Network ID

Y

k1

4

Figure 3.54: Network key hierarchy
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3.9.6.3.1 NID, EncryptionKey, and PrivacyKey

Each Network PDU is secured using security material that is composed of the NID, the EncryptionKey,
and the PrivacyKey.

The NID is a 7-bit value that identifies the security material that is used to secure this Network PDU.

Note: There are up to 212! possible keys for each NID; therefore, the NID value can only
provide an indication of the security material that has been used to secure this Network
PDU.

The NID, EncryptionKey, and PrivacyKey are derived using the k2 function with security credentials as
inputs.

The managed flooding security material is derived from the managed flooding security credentials using
the following formula:

NID || EncryptionKey || PrivacyKey=k2(NetKey, 0x00)

The friendship security material is derived from the friendship security credentials using the following
formula:

NID || EncryptionKey || PrivacyKey=k2(NetKey, 0x01 || LPNAddress || FriendAddress || LPNCounter ||
FriendCounter)

Where:

The LPNAddress value is the unicast address set as source address in the Friend Request
message that set up the friendship.

The FriendAddress value is the unicast address set as source address in the Friend Offer
message that set up the friendship.

The LPNCounter value is the value from the LPNCounter field of the Friend Request message
that set up the friendship.

The FriendCounter is the value from the FriendCounter field of the Friend Offer message that
set up the friendship.

For Network PDUs that are sent between a Low Power node and Friend node that have a friendship
relationship, the friendship security material is used.

The directed security material is derived from the directed security credentials using the following formula:

NID || EncryptionKey || PrivacyKey=k2(NetKey, 0x02)

For Network PDUs that are transmitted according to directed forwarding functionality, the directed security
material is used.

For all other Network PDUs, the managed flooding security material is used.

3.9.6.3.2 Network ID

The Network ID is derived from the network key such that each network key generates one Network ID.
This identifier becomes public information.
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Network ID=k3(NetKey)
3.9.6.3.3 IdentityKey
The IdentityKey is derived from the network key such that each network key generates one IdentityKey.
salt=s1("nkik")
P="id128" || 0x01
IdentityKey=k1(NetKey, salf, P)
3.9.6.3.4 BeaconKey
The BeaconKey is derived from the network key such that each network key generates one BeaconKey.
salt=s1("nkbk")
P="id128" || 0x01
BeaconKey=k1(NetKey, salt, P)

3.9.6.3.5 PrivateBeaconKey

The PrivateBeaconKey is derived from the network key such that each network key generates a unique
PrivateBeaconKey.

salt=s1("nkpk")
P="id128" || 0x01

PrivateBeaconKey=k1(NetKey, salt, P)

3.9.6.4 Global key indexes

Network and application keys are organized within the mesh network into two lists, maintained by a
Configuration Manager: a list of network keys and a list of application keys. Each list is a shared mesh
network resource and can accommodate up to 4096 keys. Keys are referenced using global key indexes:
the NetKey Index and the AppKey Index. The key indexes are 12-bit values ranging from 0x000 to OxFFF
inclusive. A network key at index 0x000 is called the primary NetKey.

3.9.7 Message security
Messages are secured using AES-CCM at two different layers. Messages are encrypted and

authenticated at the network layer and at the upper transport layer. Each message is also obfuscated
to hide possible identifying information from the packets. This is illustrated in Figure 3.55.
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LowerTransportPDU
>125|E SEQ SRC DST | TransportPDU |
; Network layer encryption and authentication ;
> 12[5|E SEQ SRC | EncDST EncTransportPDU | NetMIC
; Network layer obfuscation ; ;
> %I Obfuscated | Encrypted NetMIC |

Transmitted message

Figure 3.55: Example of network layer encryption, authentication, and obfuscation

Every message has a minimum of 64 bits of authentication information associated with it. This
authentication information may be split between the network layer and upper transport layer.

Some messages, known as Transport Control messages, are not authenticated at the upper transport
layer and therefore have a 64-bit NetMIC field. Access messages are authenticated at the upper transport
layer and therefore have a 32-bit NetMIC field. Access messages that are sent in a single unsegmented
message have a 32-bit TransMIC field. Access messages that are segmented over multiple Network
PDUs can have either a 32-bit or 64-bit TransMIC field. This allows a higher layer to determine the level
of authentication required to securely deliver the Access message and therefore apply the appropriate

size for the TransMIC field.

3.9.7.1 Upper transport layer authentication and encryption

Authentication and encryption of the Access message is performed by the upper transport layer.

The Access message is encrypted and authenticated using AES-CCM. This is identical to the way that
Bluetooth low energy encryption and authentication works. An illustration of the upper transport layer

encryption is shown in Figure 3.56.
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Access message

octet 0 [ octet 1 I

Application nonce ——{ )
AES-CCM
AppKey  |—»
....... — s
EncAccessMessage TransMIC
"""" octet 0 [ octet 1 | [

Figure 3.56: Upper Transport layer encryption

If the Access message is secured using the application key, then the Access message is encrypted using
the application nonce and the application key.

If the Access message is secured using the device key, then the Access message is encrypted using the
device nonce and the device key.

The nonce uses the sequence number and the source address, ensuring that two different nodes cannot
use the same nonce. The IV Index is used to provide significantly more nonce values than the sequence
number can provide for a given node. Management of the IV Index is described in Section 3.11.5.

Note: The authentication and encryption of the Access message is not dependent on the

TTL field value, meaning that as the Access message is relayed through a mesh network,
the Access message does not need to be re-encrypted at each hop.

When using an application key and the destination address is a virtual address:

EncAccessMessage, TransMIC=AES-CCMppkey (application nonce, Access message, Label UUID)

When using an application key and the destination address is a unicast address or a group address:

EncAccessMessage, TransMIC=AES-CCMppkey (application nonce, Access message)

When using a device key and the destination address is a unicast address:

EncAccessMessage, TransMIC=AES-CCMpe,key (device nonce, Access message)

The concatenation of the encrypted Access message and the TransMIC is called the Upper
Transport Access PDU:

Upper Transport Access PDU=EncAccessMessage || TransMIC
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3.9.7.2 Network layer authentication and encryption

The DST and the TransportPDU fields are encrypted and authenticated using AES-CCM. This is identical
to the way that Bluetooth low energy encryption and authentication works.

All Network PDUs are encrypted using an EncryptionKey that is derived from a network key (see
Section 3.9.6.3.1).

An illustration of the network layer encryption is shown in Figure 3.57.

15 0

DST Transport PDU

Network nonce

Encryptionkey t+—» —  }o

63 or 31 0

EncDST || EncTransportPDU NetMIC

octet 0 [ octet 1 | |

Figure 3.57: Network layer encryption

The following defines how this is performed:

EncDST || EncTransportPDU, NetMIC=AES-CCMEgncryptionkey (N€twork nonce, DST || TransportPDU)

3.9.7.3 Network layer obfuscation

In order to obfuscate the Network Header (CTL, TTL, SEQ, and SRC fields), these field values shall be
combined with a result of a single encryption function e, designed to prevent a passive eavesdropper from
determining the identity of a node by listening to Network PDUs.

The obfuscation occurs after the Message Integrity Check value for Network (NetMIC) has been
calculated. The obfuscation is calculated using information available from within the Network PDU. This
obfuscation is designed only to help prevent a simple passive eavesdropper from tracking nodes. A
determined attacker could still discover patterns within this obfuscation that can lead to the revealing of
the source address or sequence number of a node. Critically, obfuscation does not enforce that inputs to
the encryption function are unique.

Obfuscation does not protect the PrivacyKey from compromise, and given the above design
considerations for protection against only passive eavesdroppers, it is considered that the PrivacyKey
could be compromised with sufficient time. The design of obfuscation includes the IV Index, such that
when the IV Index changes, any obfuscation attacks would have to start again.

To obfuscate the Network PDU, the first seven octets of the Network PDU that have already been
encrypted are combined with the 1V Index and a PrivacyKey.
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These first seven octets of the Network PDU that have been encrypted include both the EncDST and
five octets of either the EncTransportPDU or the EncTransportPDU concatenated with the NetMIC field.
These octets are known as the PrivacyRandom value.

The PrivacyKey is derived using a key derivation function from the network key (see Section 3.9.6.3.1) to
protect the network key even if the PrivacyKey is compromised.

The IV Index is concatenated with the PrivacyRandom value and used along with the PrivacyKey as
inputs to the encryption function e. The output of this is known as the PECB value.

The first six octets of the PECB value are then exclusive-ORed with the CTL, the TTL, the SEQ, and the
SRC fields, and then become the ObfuscatedData.

The Network PDU is transmitted as the concatenation of the NID, the VI, the ObfuscatedData, the
EncDST, the EncTransportPDU, and the NetMIC fields.

An illustration of the network layer obfuscation is shown in Figure 3.58.

6 023 015 0
E TTL Sequence Number (SEQ) Source Address (SRC) EncDST || EncTransportPDU || NetMIC
"7 octetd 07 octet2  0]7  octet3  0[7  octetd  0]7 octet5  0]7  octeté 07  octet7 0| [7 octet1id o]
31 0
0x00 0x00 0x00 0x00 0x00 IV Index Privacy Random
7 octet 0 ol 7 octet 4 o7 octet 5 [ I octet 8 o7 octet 9 o7 octet15 0

PrivacyKey

Obfuscated Data

7 octet 1 o7 octet 2 o7 octet 3 o7 octet 4 0f7 octet 5 017 octet 6 o]

Figure 3.58: Network layer obfuscation

Privacy Random=(EncDST || EncTransportPDU || NetMIC)[0-6]
Privacy Plaintext=0x0000000000 || IV Index || Privacy Random
PECB=e (PrivacyKey, Privacy Plaintext)
ObfuscatedData=(CTL || TTL || SEQ || SRC)®PECB[0-5]
When reversing this, the following operations are performed:
Privacy Random=(EncDST || EncTransportPDU || NetMIC)[0-6]

Privacy Plaintext=0x0000000000 || IV Index || Privacy Random
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PECB=e (PrivacyKey, Privacy Plaintext)

(CTL || TTL || SEQ || SRC)=ObfuscatedData® PECB[0-5]

3.9.8 Message replay protection

A message sent by a legitimate originating element can be passively received by an attacker and then
replayed later without modification. This is called a replay attack.

Since the originating element has encrypted and authenticated the message using the correct keys, the
receiver cannot determine whether it is under a replay attack solely by performing the message integrity
checks (i.e., on the NetMIC and, if applicable, on the TransMIC).

The IVISeq value is composed of the IV Index and the sequence number of the message. The size of the
IVISeq value is 7 octets, where the IV Index is the four most significant octets and the sequence number
is the three least significant octets.

To increase protection against replay attacks, each element increases the IVISeq value for each new
message that it sends. If a valid message has been received from an originating element with a specific
IVISeq value, any future messages from the same originating element that contain an IVISeq value that
is lower than or equal to the last valid 1VISeq value are very likely replayed messages and shall be
discarded. Therefore, messages are delivered to the access layer in ascending 1VISeq value order.

If a message encrypted and authenticated with a lower 1V Index value from the same originating element
has been received, the message shall be discarded.

A node shall implement replay protection for all Access and Transport Control messages that are
received from other elements and processed, as well as for proxy configuration messages, if applicable.
A node shall be able to determine if a certain message is being replayed. If the node is not able to
determine if a certain message is being replayed, the node shall ignore the message.

The check for replay protection involves checking whether the received message from an originating
source address with the IVISeq value is a numerically higher number than the last valid IVISeq value from
that source address. The check for replay protection is done above the network layer. If the check for
replay protection reveals that a message is being replayed, the message shall be discarded; otherwise
the message shall be processed.

Replay protection is organized based on a list, known as the replay protection list. This list consists of
multiple entries and each entry has two fields:

» A source address, which is the SRC field of an incoming message

* An IVISeq value, which is composed as defined by a row in Table 3.75

IVISeq Label IVISeq Value

Unsegmented The IV Index used to decrypt the incoming message and the SEQ field of the
incoming message for unsegmented messages

Last Segment The IV Index used to decrypt the incoming message and the SEQ field of the
incoming last segment of an Upper Transport PDU
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IVISeq Label IVISeq Value

Proxy The IV Index used to decrypt the incoming message and the SEQ field of the
incoming message for proxy configuration messages

Table 3.75: IVISeq values for replay protection

The following list is a non-exhaustive list of the conditions that shall trigger checking if a message is being
replayed.

» The lower transport layer receives a Lower Transport PDU

» The lower transport layer reassembles an Upper Transport PDU

» A Proxy Server or a Proxy Client receives a proxy configuration message

Table 3.76 is a non-exhaustive list of the conditions that shall trigger adding a new entry to the replay
protection list or updating an existing entry, using the corresponding 1VISeq value defined in Table 3.75.

Condition IVISeq Label

A received Segment Acknowledgement message is a valid message (see Unsegmented
Section 3.5.3.3.2)

A received proxy configuration message is a valid message for a Proxy Proxy
Server (see Section 6.7) or for a Proxy Client (see Section 6.8)

A received Transport Control message is a valid unsegmented message for | Unsegmented
the upper transport layer (see Section 3.6.4.2)

A received Access message is a valid unsegmented message and has been | Unsegmented
delivered to a model (see Section 3.7.3.2)

The Processing Result of lower transport reassembly is Last Segment (see Last Segment
Section 3.5.3.4) and the Transport Control message is a valid segmented
message for the upper transport layer (see Section 3.6.4.2)

The Processing Result of lower transport reassembly is Last Segment (see Last Segment
Section 3.5.3.4) and the message is a valid Access message and has been
delivered to a model (see Section 3.7.3.2)

Table 3.76: Conditions for adding an entry to the replay protection list

In addition, a Subnet Bridge node shall implement replay protection for all Access and Transport Control
messages that are sent to bridged subnets.

A Subnet Bridge node shall maintain the most recent IVISeq value for each source address authorized
to send messages to bridged subnets. Messages received by the Subnet Bridge node with the 1VISeq
value less than or equal to the last stored value from that source address shall be discarded immediately
upon reception. When a message is retransmitted to a bridged subnet, the stored 1VISeq value shall be
updated. In this way, bridged subnets are protected against replay attacks from other subnets.

If a node does not have enough resources to perform replay protection for a given source address, then
the node shall discard the message immediately upon reception.
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An implementation may perform the replay protection at any layer and in any order with respect to the
message authentication steps (the network layer decryption and the transport layer decryption), in order
to optimize the message processing flow, the number of cryptographic operations or the memory usage.

Figure 3.59 illustrates an example of a replay protection list implementation that handles a multi-segment
message transaction which is under a replay attack. The sequence number of the last segment that has
been received for this message is stored for that peer node in the replay protection list.

Replay
[ Node A ] ‘ Node B ] [ Attacker I

Msg 0 Unseg (SEG=10)

[ Update Replay Protection (A : 10) J

Msg 1 Seg 0/2 (SeqAuth=11, SEQ=11)_ |

Msg 1 Seg 1/2 (SeqAuth=11, SEQ=1§)

Msg 1 Seg 2/2 (SeqAuth=11, SEQ=13)_ |

Ack (SeqAuth=11, Ack=0,2)

Msg 1 Seg 1/2 (SeqAuth=11, SEQ=14)_

Update Replay Protection (A : 14)
SavelastAck (A: SeqAuth=11, Ack=0,1,2)

% Ack (SegAuth=11, Ack=0,1,2)

_Msg 1 Seg 1/2 (SeqAuth=11, SEQ=14)

[ Drop since SEQ is old ]

Msg 1 Seg 1/2 (SeqAuth=11, SEQ=15)

[ Update Replay Protection (A : 15) ]

Ack (SegAuth=11, Ack=0,1,2)

Figure 3.59: Example of updating replay protection list for segmented messages

3.10 Mesh beacons

Mesh beacons are packets advertised periodically by nodes and unprovisioned devices.

Mesh beacons are contained in a Mesh Beacon AD type. The first octet of the Mesh Beacon AD type
(Beacon Type field) determines the type of beacon. Mesh beacons are forwarded to other bearers using
the Proxy protocol (see Section 6).

The format of the Mesh Beacon AD type is defined in Table 3.77.
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Field Size Description Req.
(octets)

Length 1 Length of the AD Type, Beacon Type, and Beacon Data fields M

AD Type 1 «Mesh Beacon» M

Beacon Type 1 Mesh Beacon Type M

Beacon Data variable | Mesh Beacon Data M

Table 3.77: Mesh Beacon AD type

The format of the Mesh Beacon AD type is shown in Figure 3.60.

--__.-"'_ Langh amd A0 Ty -’_,..-"'_ T ADDua - —\-\
Length AD Type Beacon Type Beacon Data
octetD ocEet 1 odetd

Figure 3.60: Mesh Beacon AD type format

The Beacon Type values are defined in the Assigned Numbers document [4].
Mesh beacons shall be advertised using ADV_NONCONN _IND PDUs.

3.10.1 Endianness

All multiple-octet numeric values in mesh beacons shall be sent in big-endian, as described in
Section 3.1.1.1.

3.10.2 Unprovisioned Device beacon

The Unprovisioned Device beacon is used by devices that are unprovisioned to allow them to be
discovered by a Provisioner.

The format of this beacon is illustrated in Figure 3.61 and defined in Table 3.78.

7 01127 0
0x00 Device UUID
A Y A AP P Rt AT S LA T S ™ omette 01
"""" 15 0]31 0
OOB Information URI Hash

||||||||||||||

7 octet 17 oT7 octet 18 ol7 octet 19 of7 octet 20 ol7 octet 21 of7 octet 22 0f

Figure 3.61: Unprovisioned device beacon format
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Field Size Description Req.
(octets)
Beacon Type 1 Unprovisioned Device beacon type (0x00)
Device UUID 16 Device UUID uniquely identifying this device (see Sec- M
tion 3.11.3)
OOB Information 2 See Table 3.79
URI Hash 4 Hash of the associated URI advertised with the URI AD Type O

Table 3.78: Unprovisioned Device beacon format

The OOB Information field shown in Table 3.79 is a uint16 value and is used to help drive the provisioning
process by indicating the availability of OOB data, such as a public key of the device.

Bit Description

0 Other

1 Electronic / URI

2 2D machine-readable code

3 Bar code

4 Near Field Communication (NFC)
5 Number

6 String

7 Support for certificate-based provisioning
8 Support for provisioning records
9 Reserved for Future Use

10 Reserved for Future Use

11 On box

12 Inside box

13 On piece of paper

14 Inside manual

15 On device

Table 3.79: OOB Information field

Along with the Unprovisioned Device beacon, the unprovisioned device may also advertise a separate
non-connectable advertising packet with a URI data type (as defined in [5]) that points to OOB information
such as a public key. To allow the association of the advertised URI with the Unprovisioned Device

beacon, the beacon may contain an optional 4-octet URI Hash field.
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The value of the URI Hash field is calculated using the following formula:

URI Hash=s1(URI Data)[0~3]

The URI Data is a buffer containing the URI data type, as defined in [5].

If a device supports provisioning records (see Section 5.4.2.6), it shall set bit 8 of the OOB Information
field of the Unprovisioned Device beacon to indicate this.

If a Device Certificate (as defined in Section 5.5.1) has been issued for the device and made available
for retrieval (see Sections 5.4.2.6 and 5.6), the device shall also support provisioning records. The device
shall set bit 7 of the OOB Information field of the Unprovisioned Device beacon to indicate the device’s
support for certificate-based provisioning, and shall set bit 8 to indicate support for provisioning records.

3.10.3 Secure Network beacon

The Secure Network beacon is used by nodes to identify the subnet and its security state.

The format of this beacon is illustrated in Figure 3.62 and defined in Table 3.80.

7 07 0]63 ol
0x01 Flags Network ID
7 octet 0 017 octet 1 ol7 octet 2 0] [7 octet 9 o
....... — 0763 0
IV Index Authentication Value
"""" 7 Toctet10 017 Toctet1t 0177 Toctet12 017 Toctet13 0177 Toctet1a Ol 77 "octetz1 0

Figure 3.62: Secure Network beacon

Field Size Description Req.
(octets)

Beacon Type 1 Secure Network beacon (0x01) M

Flags 1 Contains the Key Refresh Flag and IV Update Flag M

Network 1D 8 Contains the value of the Network ID M

IV Index 4 Contains the current IV Index M

Authentication Value 8 Authenticates security network beacon M

Table 3.80: Secure Network beacon format

The Flags field is defined in Table 3.81 as:

Bits Definition

0 Key Refresh Flag
0: False
1: True
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Bits Definition

1 IV Update Flag
0: Normal Operation

1: IV Update in Progress

2—7 Reserved for Future Use

Table 3.81: Flags field definition

The Network ID field contains the Network ID of this network.
The IV Index field contains the current IV Index of this mesh network.
The Authentication Value field is computed as defined below:

Authentication Value=AES-CMACageaconkey (Flags || Network ID || IV Index)[0-7]

The generation of the Secure Network beacon is illustrated in Figure 3.63.

Flags Network ID IV Index

octet 8 octetd 0 octet 10 T octet 11~ 70 octet 12

0x01 Flags Network ID IV Index Authentication Value

octet 0 octet 1 1

octet 0 octet 1 octet 2 1 [ octet 9 octet 10~ 0T octet 11 I octet 12 0T octet 13 octet 14 0T octet 15 1 octet 21

Figure 3.63: Secure Network beacon generation

3.10.3.1 Secure Network beacon behavior

When a Secure Network beacon is received on a known subnet and authenticated, the node shall
monitor for IV Index updates (see Section 3.11.5) and Key Refresh procedures (see Section 3.11.4).
To authenticate a Secure Network beacon, a node calculates the Authentication Value as defined in
Section 3.10.3 and checks if it is equal to the Authentication Value field in the received Secure Network
beacon.

A Secure Network beacon may be sent for each subnet that a node is a member of to identify the
subnet and inform about IV Index updates (see Section 3.11.5) and Key Refresh procedures (see
Section 3.11.4).

Relay and Friend nodes should send beacons and other nodes may send beacons. The time between
sending two consecutive beacons is called the Beacon Interval. An implementation may define the
Beacon Interval together with a back-off procedure to prevent other nodes from overloading the network
with too many beacons. The expected behavior is that each node receives one beacon for a given subnet
approximately every 10 seconds.
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For each subnet, to determine the Beacon Interval, the node should continuously observe beacons and
keep a rolling count of the number of beacons for the subnet over a given observation period. The
Beacon Interval should be determined using the formula below:

(Observation Period)x(Observed Number of Beacons+1)
Expected Number of Beacons

Beacon Interval =
If the computed Beacon Interval is less than 10 seconds, it should be set to 10 seconds. If the computed
Beacon Interval is greater than 600 seconds, it should be set to 600 seconds.

The Observation Period in seconds should typically be double the typical Beacon Interval. Each of the
subnets has a separate Secure Network beacon, and therefore, the Expected Number of Beacons,
Observed Number of Beacons, and Observation Period may be different for each subnet.

The Observed Number of Beacons is the number of beacons observed for this subnet over the
Observation Period.

The Expected Number of Beacons is the Observation Period divided by 10 seconds.
3.10.4 Mesh Private beacon

The Mesh Private beacon is used by the nodes to identify the Key Refresh Flag (see Table 3.81), IV
Update Flag (see Table 3.81), and IV Index (see Section 3.9.4) of the subnet.

The format of the beacon is shown in Figure 3.64 and defined in Table 3.82.

7 0103 o]
0x02 Random
7 octet 0 017 octet 1 017 octet 2 0] 7 octet13 0
BN EE) 0]63 0
Obfuscated_Private_Beacon_Data Authentication_Tag
T Toctet 14 017 octet1s | 017 octet1s 017 octet17 017 octet1s 017  octet1s Ol [ Toctet26 0

Figure 3.64: Mesh Private beacon format

Field Size Description Req.
(octets)

Beacon Type 1 Mesh Private beacon (0x02) M

Random 13 Random number used as an entropy for obfusca-

tion and authentication of the Mesh Private beacon

Obfuscated Private Bea- 5 Obfuscated Private Beacon Data M
con_Data
Authentication_Tag 8 Authentication tag for the beacon M

Table 3.82: Mesh Private beacon format

The Random field contains a 13-octet random number that changes periodically or when the Flags or the
IV Index of the network changes (see Section 3.10.4.2). Flags are defined in Table 3.81.

9 Bluetooth SIG Proprietary Page 209 of 835



Mesh Protocol / Specification

The Obfuscated_Private_Beacon_Data field contains the obfuscated value of the Private Beacon Data.
The Private Beacon Data format is defined in the Table 3.83.

Field Size Description Req.
(octets)

Flags 1 Flags as defined in Table 3.81 M

IV Index 4 Current value of the IV Index of the mesh network

Table 3.83: Private Beacon Data format

The Authentication_Tag field contains the tag for authenticating the Private Beacon Data.

The Authentication_Tag generation and packet obfuscation are described in Section 3.10.4.1.
3.10.4.1 Private beacon generation

The Flags and IV Index in the Mesh Private beacon are obfuscated and authenticated using the
PrivateBeaconKey. The PrivateBeaconKey is derived from the network key. The Random field in the
Mesh Private beacon provides the entropy for obfuscation and authentication.

The obfuscation and authentication procedure is shown in Figure 3.65.

Private Beacon Data

Flags IV Index
octet 0 octet 1 | octet 2 | octet 3 | octet 4
v
. Private beacon Random
PrivateBeaconKey . .
security function (13 octets)
_______________ ___ ¥
Obfuscated_Private_Beacon_Data Authentication_Tag

octet0 | octetl | octetz | octet3 | octet4 octet5 | octet6 | [ octet12

Figure 3.65: Mesh Private beacon generation

Section 3.10.4.1.1 defines the needed security operations for obfuscation and authentication of Mesh
Private beacons.

3.10.4.1.1 Private beacon security function
The private beacon security function is used for obfuscation and authentication of Mesh Private beacons.
The private beacon security function uses a 13-octet random number for entropy in obfuscation and

authentication. In the Mesh Private beacon, the 13-octet random number is contained in the Random field
(see Table 3.82). The Random field is transmitted in plain text in the Mesh Private beacon.
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To create the Flags field (see Table 3.83), the IV Update state of the network and the Key Refresh state of
the network are formatted as defined in the Table 3.81. The Flags value is concatenated with the IV Index
of the network to create the Private Beacon Data (see Table 3.83).

Private Beacon Data (5 octets)=Flags || IV Index

The Private Beacon Data is obfuscated and authenticated using the PrivateBeaconKey for the subnet
before it is transmitted in the Mesh Private beacon.

PrivateBeaconKey is the Private beacon key for the subnet, which is generated from the network key (see
Section 3.9.6.3.5).

For Authentication_Tag generation and data obfuscation, the inputs are formatted as follows:
B0=0x19 || Random || 0x0005
C0=0x01 || Random || 0x0000
C1=0x01 || Random || 0x0001

P=Private Beacon Data || 0x0000000000000000000000 (11 octets of Zero padding)

The computations for Authentication_Tag generation and obfuscation use the Encryption function e,
described in Section 3.9.2.1.

The Authentication_Tag is generated using the following computations:
TO=e (PrivateBeaconKey, B0)
T1=e (PrivateBeaconKey, TO®P)
T2=T1®e (PrivateBeaconKey, C0)

Authentication_Tag=T2[0-7]

The Private Beacon Data is obfuscated as follows:
S=e (PrivateBeaconKey, C1)

Obfuscated Private_Beacon Data=(S[0—4])® (PrivateBeaconData)

The Mesh Private beacon is generated from the Obfuscated_Private_Beacon_Data and
Authentication_Tag as follows:

Mesh Private Beacon = 0x02 || Random || Obfuscated_Private_Beacon_Data || Authentication_Tag

When a Mesh Private beacon is received, S shall be computed from Random in the Mesh Private beacon,
and obfuscation shall be reversed as follows to recover the IV Update Flag, the Key Refresh Flag, and the
IV Index of the network:

Private Beacon Data (S [0—4])® (Obfuscated_Private Beacon_Data)
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To authenticate the Mesh Private beacon, the Authentication_Tag shall be computed from the Private
Beacon Data and checked against the Authentication_Tag field in the Mesh Private beacon that was
received.

3.10.4.2 Mesh Private beacon behavior

When a Mesh Private beacon is received, Private Beacon Data is authenticated against each known
PrivateBeaconKey to identify the network. A node may cache the Random field or the Authentication_Tag
field or both fields for use in filtering duplicate Mesh Private beacons.

For the identified network, the node shall monitor for IV Index updates (see Section 3.11.5) and Key
Refresh procedures (see Section 3.11.4).

If the Private Beacon state (see Section 4.2.44.1) is Enable (0x01), a Mesh Private beacon shall be

sent for each subnet that a node is a member of to identify the subnet and indicate IV Index updates
(see Section 3.11.5) and Key Refresh procedures (see Section 3.11.4). The Random field in the Mesh
Private beacon shall be regenerated as defined by the Random Update Interval Steps state (see

Section 4.2.44.2). If the Flags field (see Table 3.81) or the IV Index field in the Mesh Private beacon for
the subnet are different from the corresponding fields in the previously transmitted Mesh Private beacon
for the subnet, then the Random field in the Mesh Private beacon shall be regenerated. Each time a
Mesh Private beacon for a subnet is sent to a Proxy Client, the Random field in the Mesh Private beacon
shall be regenerated. When a Mesh Private beacon is advertised, the Mesh Private beacon shall use a
resolvable private address or a non-resolvable private address in the AdvA field of the advertising PDU.
The address used for the AdvA field shall be regenerated whenever the Random field is regenerated. The
address used for the AdvA field shall be different for each subnet.

A node supporting the Relay feature or the Friend feature should send Mesh Private beacons. The time
between sending two consecutive Mesh Private beacons is called the Private Beacon Transmit Interval.
An implementation may define the Private Beacon Transmit Interval together with a back-off procedure
to help prevent other nodes from overloading the network with too many Mesh Private beacons. The
expected behavior is that each node receives one Mesh Private beacon for a given subnet approximately
every 10 seconds.

For each subnet, to determine the Private Beacon Transmit Interval, the node should continuously
observe Mesh Private beacons and keep a rolling count of the number of Mesh Private beacons for

the subnet over a given observation period. The Private Beacon Transmit Interval should be determined
using the following formula:

(Private Beacon Observation Period)x(Observed Number of Mesh Private Beacons+1)
(Expected Number of Mesh Private Beacons)

Private Beacon Transmit Interval =

If the computed Private Beacon Transmit Interval is less than 10 seconds, it should be set to 10 seconds.
If the computed Private Beacon Transmit Interval is greater than 600 seconds, it should be set to 600
seconds.

The Private Beacon Observation Period (in seconds) should be double the typical Private Beacon
Transmit Interval. Each of the subnets has a separate Mesh Private beacon, and, therefore, the Expected
Number of Mesh Private Beacons, Observed Number of Mesh Private Beacons, and Private Beacon
Observation Period may differ for each subnet.

The Observed Number of Mesh Private Beacons is the number of Mesh Private beacons observed for
this subnet over the Private Beacon Observation Period.

The Expected Number of Mesh Private Beacons is the Private Beacon Observation Period divided by 10
seconds.
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3.11 Mesh network management

3.11.1 Mesh Network Creation procedure

To create a mesh network, a Provisioner is required. A Provisioner shall generate a network key, provide
an IV Index, and allocate a unicast address.

The network key shall be generated using a random number generator, which shall be compatible with
the requirements in Volume 2, Part H, Section 2 of the Core Specification [1].

The IV Index shall be set to 0x00000000.
The unicast address shall be set to a unicast address that is allocated by the Provisioner.
The mesh network is created using the above information.

The Provisioner can then find unprovisioned devices by scanning for Unprovisioned Device beacons
using the Remote Provisioning Server model (see Section 4.4.5) and active or passive scanning. The
Provisioner can then provision these unprovisioned devices to become nodes within the mesh network.
Once these nodes have been provisioned, a node that implements the Configuration Client model

(see Section 4.4.2) can start acting as a Configuration Manager when the Provisioner provides the
Configuration Manager with the device keys of the nodes. The Configuration Manager can then configure
the nodes by providing them application keys and setting publish and subscribe addresses so that the
nodes can communicate with each other.

Note: The Configuration Manager’s device key is used only when another Configuration
Manager is interacting with server models that require using the device key for the access
layer security.

3.11.2 Temporary guest access

It is possible to provide a node with temporary guest access to a mesh network. This is done by creating
a separate guest subnet by providing a separate network key to the guest and to the nodes the guest will
have access to.

Separate application keys are also provided to the guest to restrict the models that the guest has access
to at the access layer.

The guest never obtains application keys or network keys used by nodes and models that are excluded
from guest access. Only nodes that belong to the guest subnet will communicate with the guest node;
within these nodes, only models bound to the guest application keys can be used by the guest. This
allows guest access to be very finely controlled down to specific nodes and functionalities.

Guests cannot initiate IV Index updates on the primary subnet. This protects the IV Index, which is a
network shared resource, from a potentially malicious behavior.

Guest access is configured by a Configuration Manager using the Configuration Server model that is
secured by device keys. Multiple guests may be provided with guest access, each within their own guest
subnet and model domain.

Guest access is revoked by refreshing application and network keys through the Key Refresh procedure

(see Section 3.11.4).
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3.11.3 Device UUID

To decrease the complexity of deploying devices, a unique Bluetooth BD_ADDR is not required for mesh
operations. Instead, each device shall be assigned a unique 128-bit UUID known as the Device UUID.
The standard UUID format and the associated generation procedures are defined in [6]. The Device UUID
shall not change throughout the lifetime of the physical or software product.

3.11.4 Key Refresh procedure

This procedure is used when the security of one or more network keys and/or one or more of the
application keys has been compromised or could be compromised.

For example, when a node is removed from the network, all remaining nodes would have their keys
changed such that the removed node would not have knowledge of the new security credentials being
used if that node was compromised after being disposed. This is known as the "trash-can attack.”

The procedure allows the forced exclusion from the network of some nodes that are considered
compromised or posing a security risk by not sharing the new key(s) with them. Forced exclusion
is possible because the distribution of the new key(s) is based on device keys established during
provisioning between a Provisioner and each node.

The procedure consists of changing the network keys, the application keys, and all the derived
credentials, with a minimal disruption to the operation of the network.

Each key index within a node holds either one or two keys. If two keys are being held, then the most
recently added key is referred to as the new key and the other key is referred to as the old key.

The Key Refresh procedure manages the process of changing from one key to another key for a NetKey
and its associated AppKeys. AppKeys that have not been given a new key value shall not be changed
when their associated NetKey is updated.

The Key Refresh procedure is independent of the IV Update procedure. Both procedures can be
performed at the same time, interleaved, or at different times. The behavior of the IV Update procedure
has no impact on the Key Refresh procedure, and the Key Refresh procedure has no impact on the IV
Update procedure.

The Key Refresh procedure uses three phases to move a network from the current state, using only old
keys, to the new state, using only new keys, as illustrated in Figure 3.66:

» The first phase involves distributing new keys to each node. The nodes will continue to transmit using
the old keys but can receive using the old keys and new keys.

» The second phase involves transmitting a Secure Network beacon or a Mesh Private beacon that
signals to the network that all nodes have the new keys. The nodes will then transmit using the new
keys but can receive using the old keys and the new keys.

» The third phase involves transmitting another Secure Network beacon or Mesh Private beacon that
signals to the network that all nodes should revoke the old keys. The nodes will transmit and receive
using only the new keys.

It is possible to update each NetKey independently of all other NetKeys. A Key Refresh procedure for one
NetKey can be in a different phase to another Key Refresh procedure for other NetKeys. If an AppKey

is bound to different NetKeys on different nodes, the Configuration Manager should execute Key Refresh
procedures for all involved NetKeys so that the Key Refresh procedures are in the same phase, in order
to achieve minimal disruption to network operation.
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Figure 3.66: Key Refresh diagram
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Figure 3.67: Key Refresh procedure overview
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As illustrated in Figure 3.67, nodes in normal operation only know a single key, Key A4. This key is used
for transmitting and receiving packets. When Phase 1 (Key Distribution) is performed, each node will
receive a new key that is stored in the same key index. The nodes will continue to transmit using the old
key, Key A4, but will additionally receive using the new key, Key A,. Once all nodes have been informed
of the new key, Phase 2 (Use New Keys) can start. This sends a signal around the network that the new
key should now be used. The nodes will therefore start to transmit using the new key, Key A,, but will
also receive from the old and new keys. Finally, Phase 3 (Revoke Old Keys) will revoke the old keys
meaning that nodes will only transmit and receive using a single key, Key A,. After the old keys have
been revoked, the nodes are back to normal operation.

To increase robustness of the Key Refresh procedure, the following requirements apply.
Processing a Config NetKey Update message.

The node shall successfully process a Config NetKey Update message for a valid NetKeyIndex if one of
the following conditions is met:

+ The Key Refresh procedure has not been started and the received NetKey value is different from the
current NetKey value.

» The Key Refresh procedure is in Phase 1 and the received NetKey value is the same as the new
NetKey value.

Otherwise, the Config NetKey Update message shall generate an error.
Processing a Config AppKey Update message.

The node shall successfully process a Config AppKey Update message for a valid AppKeylndex if the
Key Refresh procedure for the NetKey corresponding to the NetKeylndex associated with the AppKey is
in Phase 1 and one of the following conditions is met:

* The received AppKey value is different from the current AppKey value.

* The received AppKey value is the same as the new AppKey value.
Otherwise, the Config AppKey Update message shall generate an error.
3.11.4.1 Phase 1 — distribution of the new keys

The procedure is triggered by a Configuration Manager. A Configuration Manager shall determine the set
of nodes that will receive the new NetKey and the new AppKeys bound to it. Any node not receiving the
new keys will effectively be removed from the network in Phase 3.

The Configuration Manager shall send the new keys to each node that is selected to receive them. New
keys are distributed using the Config NetKey Update message and the Config AppKey Update message,
see Sections 4.3.2.32 and 4.3.2.38.

Upon receiving the new keys, the node shall store them. During this phase, the node shall transmit using
the old keys and receive using both the old keys and the new keys.

The Configuration Manager should be aware that Low Power nodes may have a very high latency, and
therefore new keys may take additional time to be delivered to those nodes. On receiving Segment
Acknowledgments with the OBO field set to 1 to key update messages sent to a Low Power node, a
Configuration Manager may perform a PollTimeout List procedure to the Low Power node's Friend node
(identifying the Friend node using the value of SRC field of the Segment Acknowledgment) in order to
obtain the current value of the PollTimeout timer, and schedule retries of NetKey or AppKey updates
based on this value.
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Upon receiving a Secure Network beacon or a Mesh Private beacon with the Key Refresh Flag set to
0 using the new NetKey in Phase 1, the node shall immediately transition to Phase 3, which effectively
skips Phase 2.

When a Configuration Manager determines that all nodes that are selected to receive the new keys have
received them, Phase 1 is complete and it shall transition to Phase 2.

Note: The Mesh Proxy Service advertising depends on the NetKey value and will be
updated upon transition from Phase 1 (see Section 7.2.2.2.1).

3.11.4.2 Phase 2 - switching to the new keys

The Configuration Manager shall either start sending a Secure Network beacon or a Mesh Private beacon
with the Key Refresh Flag set to 1, secured using the new NetKey, see Section 3.10.3, or initiate the

Key Refresh Phase transition by sending a Config Key Refresh Phase Set message with the Transition
parameter set to 0x02 to one or more nodes.

A Relay node or Friend node, when it is in Phase 2 for a given NetKey, shall send Secure Network
beacons or Mesh Private beacons for the new NetKey with the Key Refresh Flag set to 1 and it shall stop
sending Secure Network beacons or Mesh Private beacons for the old NetKey.

Upon receiving a Secure Network beacon or a Mesh Private beacon or a Friend Update message with
the Key Refresh Flag set to 1, or a Config Key Refresh Phase Set message with the Phase parameter
set to 0x02, the node shall set the Key Refresh Phase for this NetKey to Phase 2. When in Phase 2,

the node shall only transmit messages and Secure Network beacons or Mesh Private beacons using the
new keys, shall receive messages using the old keys and the new keys, and shall only receive Secure
Network beacons or Mesh Private beacons secured using the new NetKey.

The Configuration Manager should be aware that Low Power nodes may have a very high latency, and
therefore Low Power nodes may take additional time to receive the Key Refresh Flag information from a
Friend node.

When a Configuration Manager determines that all nodes that have received the new keys are in Phase
2, Phase 2 is complete and it shall transition to Phase 3.

3.11.4.3 Phase 3 —revoking old keys

The Configuration Manager shall either start sending a Secure Network beacon or a Mesh Private beacon
with the Key Refresh Flag set to 0, secured using the new NetKey (see Section 3.10.3), or initiate

Key Refresh Phase transition by sending a Config Key Refresh Phase Set message with the Transition
parameter set to 0x03 on one or more nodes. The Configuration Manager shall revoke the old keys.

Note: When a device has been recently provisioned and does not have the old keys, it will
not know the old keys and therefore will not be able to revoke the old keys.

A Relay node or Friend node, when it is in Phase 3 for a given NetKey, shall send Secure Network
beacons or Mesh Private beacons for the new NetKey with the Key Refresh Flag set to 0.

Upon receiving a Secure Network beacon or a Mesh Private beacon or a Friend Update message with
the Key Refresh Flag set to 0 or a Config Key Refresh Phase Set message with the Transition parameter
set to 0x03, the node shall revoke the old keys and shall send Secure Network beacons or Mesh Private
beacons for the new NetKey with the Key Refresh Flag set to 0. The node will only transmit and receive
using the new keys. It shall ignore Secure Network beacons, Mesh Private beacons, and Friend Update
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messages secured using the new NetKey with the Key Refresh Flag set to 1. After old keys are revoked,
the Key Refresh state will be 0.

The Configuration Manager should be aware that Low Power nodes may have a very high latency, and
therefore Low Power nodes may take additional time to receive the Key Refresh Flag information from a
Friend node.

3.11.5 IV Update procedure

The IV Index and sequence number are used for the nonce, which is used for the authenticated
encryption (AES-CCM) in both the application and network layers. To allow unique nonce values
throughout the lifetime of the network, the 1V Index is changed using this procedure. Therefore, it must
be changed often enough to avoid repeated use of sequence numbers in the nonce. The IV Update
procedure is initiated by any node that is a member of a primary subnet. This may be done when the
node believes it is at risk of exhausting its sequence numbers, or it determines another node is close
to exhausting its sequence numbers. The node changes its IV Index and sends an indication to other
nodes in the mesh that the IV Index is being updated. This is then followed by a change back to normal
operation by the same or some other node in the mesh.

Note: Nodes that send messages less frequently are less likely to initiate the IV Update
procedure.

On a subnet with a key index different from 0x000, at least one node shall meet all of the following
conditions:

+ Either the Secure Network Beacon state is set to 1 or the Private Beacon state is set to Enable (0x01).
» The node is a member of the primary subnet.

» The node is receiving Secure Network beacons or Mesh Private beacons on the primary subnet.
The IV Update procedure defines two states of operation:

* Normal Operation

» IV Update in Progress

The IV Update Flag values are defined in Table 3.84.

IV Update Flag IV Update Procedure State of Operation

0 Normal Operation

1 IV Update in Progress

Table 3.84: 1V Update Flag values

During the Normal Operation state, the IV Update Flag in the Secure Network beacon, in the Mesh
Private beacon, and in the Friend Update message shall be set to 0. When this state is active, a node
shall transmit using the current IV Index and shall process messages from the current IV Index and also
the current IV Index - 1.

For example, when IV Update Flag is set to 0, and the current IV Index is equal to 0x00101847, then

the node shall transmit using the IV Index 0x00101847 and accept messages received using the IV Index
0x00101847 when the VI field in the network layer is set to 1, and 0x00101846 when the VI field in the
network layer is set to 0.
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If a node in Normal Operation receives a Secure Network beacon or a Mesh Private beacon with an IV
index less than the last known IV Index or greater than the last known IV Index + 42, the Secure Network
beacon or the Mesh Private beacon shall be ignored.

Note: This requirement allows a node to be away from the network for 48 weeks. When

a node is away from a network for longer than 48 weeks and the network increases the

IV Index more than the node’s last known IV Index + 42, the node will not be able to
communicate with the other nodes. The Provisioner can reprovision this node to restore its
communication with the network.

If this node is a member of a primary subnet and receives a Secure Network beacon or a Mesh Private
beacon on a secondary subnet with an IV Index greater than the last known IV Index of the primary
subnet, the Secure Network beacon or the Mesh Private beacon shall be ignored.

A node shall not start an IV Update procedure more often than once every 192 hours.

After 96 hours of operating in Normal Operation, a node may initiate the IV Update procedure by
transitioning to the IV Update in Progress state. When a node transitions from the Normal Operation
state to the IV Update in Progress state, the IV Index on the node shall be incremented by one.

The transition from Normal Operation state to IV Update in Progress state must occur at least 96 hours
before the sequence numbers are exhausted, as required by Section 3.9.3.

A node that is in Normal Operation state that receives and accepts a Secure Network beacon or a Mesh
Private beacon with the IV Update Flag set to 1 (indicating the IV Update in Progress state) should
transition to the IV Update in Progress state as soon as possible.

During the IV Update in Progress state, the IV Update Flag in the Secure Network beacon, in the Mesh
Private beacon, and in the Friend Update message shall be set to 1. When this state is active, a node
shall transmit using the current IV Index - 1 and shall process messages from the current IV Index - 1 and
also the current IV Index.

For example, if the IV Index was 0x00101847 before transitioning from the Normal Operation state to the
IV Update in Progress state, after transitioning, the IV Update Flag will be 1, the current IV Index will be
0x00101848, and the node shall transmit using the IV Index 0x00101847 and accept messages received
using the IV Index 0x00101847 when the IVI field in the network layer is set to 1 and 0x00101848 when
the IVI field in the network layer is set to 0. This allows all nodes that are in the Normal Operation state
using the old IV Index to send messages to this node, and this node sends messages to those nodes that
have not yet transitioned.

After at least 96 hours and before 144 hours of operating in IV Update in Progress state, the node shall
transition back to the IV Normal Operation state and not change the IV Index. At the point of transition,
the node shall reset its sequence numbers to 0x000000.

For example, when transitioning back to the Normal Operation state, the IV Update Flag will be 0, the
current IV Index will be 0x00101848, the node shall transmit using the IV Index 0x00101848 and accept
messages received using the IV Index 0x00101847 when the IVI field in the network layer is set to 1 and
0x00101848 when the VI field in the network layer is set to 0. This allows the node to send messages

to all nodes in the network whether they are also in the Normal Operation state or in the IV Update

in Progress state. It also allows the node to receive messages from all nodes that are in the Normal
Operation state or the IV Update in Progress state. A summary of the IV Update procedure is provided in
Table 3.85 below.
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IV Index IV Update Flag IV Update IV Index IV Index
Procedure State | Accepted used when
transmitting
n 0 Normal n-1,n n
m (m=n+1) 1 In Progress m-1, m m-1
m (m=n+1) 0 Normal m-1, m m

Table 3.85: IV Update procedure summary

A node that is in the IV Update in Progress state that receives and accepts a Secure Network beacon or
a Mesh Private beacon with the IV Update Flag set to 0 (indicating the Normal Operation state) should
transition into the Normal Operation state as soon as possible.

A node shall defer state change from IV Update in Progress to Normal Operation, as defined by this
procedure, when the node has transmitted a Segmented Access message or a Segmented Control
message without receiving the corresponding Segment Acknowledgment messages. The deferred
change of the state shall be executed when the appropriate Segment Acknowledgment message is
received or the timeout for the delivery of this message is reached.

Note: This requirement is necessary because upon completing the IV Update procedure
the sequence number is reset to 0x000000 and the SeqAuth value would not be valid.

When a node is added to a network, the node is given an IV Index. If the node is added to a network
when the network is in Normal operation, then it shall operate in Normal operation for at least 96 hours. If
a node is added to a network while the network is in the IV Update in Progress state, then the node shall
be given the new IV Index value and operate in IV Update in Progress operation without the restriction of
being in this state for at least 96 hours.

3.11.5.1 IV Update test mode

To enable efficient testing of the IV Update procedure, a node shall support the IV Update test mode.
The activation of the test mode shall be carried out locally (via a hardware or software interface). The IV
Update test mode only removes the 96-hour limit; all other behavior of the device shall be unchanged.

Two signals are defined in the IV Update test mode:

+ Transit to IV Update in Progress signal

 Transit to Normal signal

When the Transit to IV Update in Progress signal is received, the node shall transition to the IV Update in
Progress state, ignoring the 96-hour limit.

When the Transit to Normal signal is received, the node shall transition to the Normal state, ignoring the
96-hour limit.

3.11.6 IV Index Recovery procedure

The IV Index Recovery procedure conditionally observes Secure Network beacons and Mesh Private
beacons.
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The IV Index Recovery procedure shall start observing Secure Network beacons and Mesh Private
beacons when one of the following conditions is true:

« If the node can determine that the IV Index Recovery procedure was not completed in the previous 192
hours

OR

+ If the node cannot determine that at least 192 hours have passed since the last IV Index Recovery
procedure has completed

The observed Secure Network beacon or Mesh Private beacon is accepted for processing by the IV Index
Recovery procedure, if the beacon is successfully authenticated and one of the following conditions is
met:

» The node is a member of the primary subnet and the beacon was authenticated using the primary
NetKey

» The node is not a member of the primary subnet and the beacon was authenticated using a secondary
NetKey

If the observed IV Index in an accepted beacon is greater than the Current IV Index but less than or equal
to the Current IV Index + 42, then the IV Index Recovery procedure shall execute the action from a row

in Table 3.86 based on the values of the IV Update Procedure state, Current IV Index, observed IV Index,
and observed IV Update flag, and then the procedure shall stop observing beacons and the procedure
completes.

IV Update Observed IV Index Observed IV | Action

Procedure Update Flag

State

Normal Current IV Index + 1 1 Accept IV Index and IV Update flag

Normal Current IV Index + 1 0 Accept IV Index and IV Update flag, and
reset sequence numbers to 0x000000

In Progress Current IV Index + 1 Oor1 Accept IV Index and IV Update flag, and
reset sequence numbers to 0x000000

Normal or In | Any value from Oor1 Accept IV Index and IV Update flag, and

Progress Current IV Index + 2 to reset sequence numbers to 0x000000

Current IV Index + 42

Table 3.86: Possible actions for the IV Index Recovery procedure

After the IV Index Recovery procedure completes, the 96-hour time limits for changing the IV Update
procedure state, as defined in the IV Update procedure, shall not apply.

This restriction on the frequency with which the IV Index Recovery procedure can be run is designed

to help protect against an IV Index runaway resulting from misbehaving nodes. IV Index is a shared
network resource and is designed to enable a mesh network to run for a very long period of time (see
Section 3.9.4). But if not protected, it may be exhausted prematurely. The IV Index is protected by a
consensus of nodes monitoring the Secure Network beacons and performing the IV Update procedure
(see Section 3.11.5). In particular, Secure Network beacons containing out of order or bumped ahead
values of IV Index are ignored by nodes that follow the 1V Update procedure. This procedure triggers a
node to run the IV Index Recovery procedure when out of sequence IV Index value is received, at which
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time the node accepts any value for the 1V Index, and once it happens, the node is not allowed to accept
an out of order value for the IV Index again for at least 192 hours.

Because of the infrequency with which IV Index Recovery is performed on a node, a device that stays
away from the mesh network for extended periods (for example, a battery-powered doorbell button) either
should be configured as a Low Power node so that it receives IV Index updates from a Friend node (see
Section 3.6.6.4) or should have the Proxy Client role (see Section 6.2) so that it receives IV Index updates
from a Proxy Server when it reconnects with the mesh network.

3.11.7 Node Removal procedure

In some cases, it may be necessary to remove a node from a network (e.g., for security reasons or due to
the hardware and/or software failure of the node).

When the Node Removal procedure is started, the node shall delete all stored security credentials, all
stored security material, the device key, and the provisioning data. If the node supports provisioning, the
node shall become an unprovisioned device.

After a node is removed from a network, its unicast addresses may be reused by a Provisioner. A
Provisioner shall only reuse these addresses after the current IV Index (at the time of removal) has been
updated (see Section 3.11.5) in order to enable the sequence numbers to be reused.

3.11.8 Node Provisioning Protocol Interface procedures

This section defines the Node Provisioning Protocol Interface and three procedures that can be executed
using the Node Provisioning Protocol Interface. The Device Key Refresh, Node Address Refresh, and
Node Composition Refresh procedures are collectively known as the Node Provisioning Protocol Interface
procedures. The Provisioner may use information from Composition Data Page 0 and Composition Data
Page 128 (see Section 4.2.2.3) to decide whether executing any of the Node Provisioning Protocol
Interface procedures is needed.

3.11.8.1 Node Provisioning Protocol Interface
The Node Provisioning Protocol Interface is an interface used by the node to route the Provisioning PDUs
between the Provisioner and the layer that is executing the provisioning protocol. The Node Provisioning

Protocol Interface is used when a Node Provisioning Protocol Interface procedure is executed.

Figure 3.68 illustrates how the Provisioner executes the Device Key Refresh procedure over PB-Remote
provisioning bearer (see Section 5.2.3) to change the Device Key Candidate of the node.

Provisioner Target node
PB-Remote Mesh node(s) PB-Remote m
Remote Re_nTotsz Layer executing
Provisioning Provisioning provisioning
Client Mesh Relay Server protocol
Mesh layers Mesh layers Mesh layers

Bluetooth LE <:::> Bluetooth LE <:> Bluetooth LE

Figure 3.68: Devices patrticipating in changing the Device Key Candidate using the Device Key Refresh procedure
over PB-Remote
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If PB-Remote is supported on a node, the Node Provisioning Protocol Interface procedures shall be
supported. The Provisioner shall execute Node Provisioning Protocol Interface procedures over the
PB-Remote provisioning bearer.

No more than one Node Provisioning Protocol Interface procedure shall be active on a node at any time.
3.11.8.2 Device Key Candidate

The Device Key Candidate is a key that can replace the device key when activated. The Device

Key Candidate may be delivered to the node by using an OOB mechanism or may be generated by
successfully executing the Device Key Refresh procedure. When the Device Key Candidate is available, it
can be activated, and replaces the device key, as described in Section 3.6.4.2.

The Device Key Candidate delivery using an OOB mechanism can be used by models or other elements
of the mesh stack and should use at least the same security level as device key generation as defined in
this specification (see Section 5.4).

3.11.8.3 Common Node Provisioning Protocol Interface behaviors

This section defines common behaviors of the Node Provisioning Protocol Interface when executing the
Node Provisioning Protocol Interface procedures.

At power-up, the Node Provisioning Protocol Interface shall be in a closed state. When the Node
Provisioning Protocol Interface is in a closed state, it shall not pass Provisioning PDUs.

The node opens the Node Provisioning Protocol Interface when it receives a Remote Provisioning Link
Open message indicating the Remote Provisioning Server itself as a destination (see Section 4.4.5.5.3.2).
When the Node Provisioning Protocol Interface opens, the Provisioning PDUs received over PB-Remote
are delivered over the Node Provisioning Protocol Interface to the layer that is executing the provisioning
protocol on the node. The provisioning protocol processes and generates Provisioning PDUs as defined
in Section 5.4.2.

The Node Provisioning Protocol Interface can be closed by the Provisioner or by the layer executing

the provisioning protocol on the node. The Provisioner can close the open Node Provisioning Protocol
Interface at any time by sending a Remote Provisioning Link Close message (see Section 4.3.4.12). The
Reason Code received in the Remote Provisioning Link Close message shall be passed over the Node
Provisioning Protocol Interface. When the layer that is executing the provisioning protocol encounters a
protocol timeout error, it shall close the Node Provisioning Protocol Interface, and the node shall delete
the Device Key Candidate.

3.11.8.4 Device Key Refresh procedure

The Device Key Refresh procedure is used to change the device key (DevKey) without reprovisioning a
node and without a need to reconfigure the node. The Device Key Refresh procedure does not transfer
a device key to the device over the air; instead, it uses the provisioning protocol to compute the Device
Key Candidate (see Section 3.11.8.1). The device key value change that results from this procedure is
thus performed at the same security level as is provisioning of the unprovisioned device. The Address,
NetKey, NetKey Index, and IV Index that are provided using the provisioning protocol must match the
values stored on the node as required by Section 3.11.8.4.1; the value of the Flags field is ignored.

Because of the time required to propagate Secure Network beacons in the network, the Flags values on
the Provisioner might differ from the Flags values stored on the node. The Node Provisioning Protocol
Interface procedures execute successfully in such temporarily incoherent networks.

The Device Key Refresh procedure starts with opening the Node Provisioning Protocol Interface.
Then Provisioning PDUs are exchanged, and the provisioning protocol is executed. Finally, the Node
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Provisioning Protocol Interface is closed. The result of the Device Key Refresh procedure is the
generation of a Device Key Candidate.

3.11.8.4.1 Node Provisioning Protocol Interface behavior

When the Provisioner closes the Node Provisioning Protocol Interface with the Reason Code equal to
Success after delivering a Provisioning Data PDU (see Section 5.4.1.8) that can be accepted within
the context of the Device Key Refresh procedure (see Table 3.87) over the Node Provisioning Protocol
Interface, then the Device Key Refresh procedure succeeds, and the node shall assume that the new
value of the device key is known to the Provisioner and shall store the key value as the Device Key
Candidate.

When the Node Provisioning Protocol Interface receives a Provisioning Data PDU with provisioning data
that cannot be accepted (see Table 3.87), then the node shall respond with a Provisioning Failed PDU
(see Section 5.4.1.10) with its Error Code parameter set to Invalid Data.

When the Provisioner closes the Node Provisioning Protocol Interface with the Reason Code not equal
to Success after delivering a Provisioning Data PDU (see Section 5.4.1.8) that can be accepted (see
Table 3.87) over the Node Provisioning Protocol Interface, the Device Key Refresh procedure has failed,
and the node shall delete the Device Key Candidate.

Table 3.87 defines the values of the Provisioning Data PDU that are required in order for the PDU to
be accepted by the Node Provisioning Protocol Interface during the Device Key Refresh procedure. The
Device Key Refresh procedure ignores the values of the Flags field.

Provisioning Data PDU Node Provisioning Protocol Interface acceptance criterion
field
Network Key The Network Key field value is equal to the stored value of a NetKey

identified by the Key Index field.

Key Index The key identified by the Key Index field is valid for this device.
IV Index The IV Index field value is equal to the current value of the IV Index.
Unicast Address The Unicast Address field value is equal to the unicast address of the

primary element.

Table 3.87: Node Provisioning Protocol Interface acceptance criteria for Provisioning Data PDU field values during
the Device Key Refresh procedure

3.11.8.5 Node Address Refresh procedure

The Node Address Refresh procedure is used to change the node’s device key and unicast address
without reprovisioning.

Executing this procedure ends the current term of the node and starts a new term.

The NetKeys and AppKeys stored in the node are not removed during the procedure. Other configuration
states may change (e.g., the Composition Data state may change upon successful procedure completion
if features are added or removed [see Section 3.2]).

The unicast addresses that have been unallocated as a result of executing the Node Address Refresh
procedure may be reused by a Provisioner. A Provisioner shall reuse these addresses only after the
current IV Index (used for sending messages during the Node Address Refresh procedure) has been
updated (see Section 3.11.5) in order to enable the sequence numbers to be reused.
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The Node Address Refresh procedure starts with opening the Node Provisioning Protocol Interface.

Then Provisioning PDUs are exchanged, and the provisioning protocol is executed. Finally, the Node
Provisioning Protocol Interface is closed. The results of the Node Address Refresh procedure are to
generate a new device key, which replaces the current DevKey, and to change the address of the primary
element of the node and the address of each secondary element of the node if the node supports
secondary elements.

3.11.8.5.1 Node Provisioning Protocol Interface behavior

The Provisioning Capabilities PDU (see Section 5.4.1.2) shall set the Number of Elements field to the
number of elements after the Node Address Refresh procedure completes successfully.

When the Provisioner closes the Node Provisioning Protocol Interface with the Reason Code equal to
Success after delivering a Provisioning Data PDU (see Section 5.4.1.8) that can be accepted within the
context of the Node Address Refresh procedure (see Table 3.88) executed over the Node Provisioning
Protocol Interface, then the Node Address Refresh procedure succeeds, and the node shall store the new
value of the device key as the DevKey and shall assign unicast addresses to all the node’s elements,
starting with the primary element, and assigning a consecutive range of addresses that begins with the
provided unicast address value (see Section 5.4.2.5).

When the node does not complete address assigning successfully, the behavior defined in Section 5.4.2.5
is executed, sending a Provisioning Failed PDU with the Error Code parameter set to Cannot Assign
Addresses, and the provisioning protocol fails on the node side.

The Provisioner executing the Node Address Refresh procedure may reuse addresses of removed nodes,
as defined in Section 3.11.7.

When the Node Address Refresh procedure succeeds, the node shall preserve the value of the NetKey
List state and AppKey List state and may change values of other Configuration Server states (see
Table 4.311).

Additionally, the node shall set its states to their default values, including execution of the following steps
as applicable:

+ Set the sequence number to its lowest initial value.

» Cancel all transmission and reception of segmented messages.

» Delete all entries in the message replay protection mechanism (see Section 3.9.8) associated with
unicast addresses of all elements of the node.

» Set the states to their default values when the default values are specified.

» Terminate all active friendships, if applicable.

» Copy Composition Data Page 128 to Composition Data Page O, if applicable.

When the Node Provisioning Protocol Interface receives a Provisioning Data PDU with provisioning data

that cannot be accepted (see Table 3.88), then the node shall respond with a Provisioning Failed PDU
(see Section 5.4.1.10) with the Error Code parameter set to Invalid Data.

When the Provisioner closes the Node Provisioning Protocol Interface with the Reason Code not equal
to Success after delivering a Provisioning Data PDU (see Section 5.4.1.8) that can be accepted (see
Table 3.88) over the Node Provisioning Protocol Interface, the Node Address Refresh procedure has
failed.
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Table 3.88 defines the values of the Provisioning Data PDU that are required in order for the PDU to be
accepted by the Node Provisioning Protocol Interface for the Node Address Refresh procedure. The Node
Address Refresh procedure ignores the values of the Flags field.

Provisioning Data PDU Node Provisioning Protocol Interface acceptance criteria
field
Network Key The Network Key field value is equal to the stored value of a NetKey

identified by the Key Index field.

Key Index The key identified by the Key Index field is valid for this device.
IV Index The IV Index field value is equal to the current value of the IV Index.
Unicast Address The Unicast Address field value shall be selected such that there is no

overlap between the old and new address space of the node.

Table 3.88: Node Provisioning Protocol Interface acceptance criteria for Provisioning Data PDU field values during
the Node Address Refresh procedure

3.11.8.6 Node Composition Refresh procedure

The Node Composition Refresh procedure is used to change the device key of the node and to add or
delete models or features of the node without reprovisioning.

Executing this procedure ends the current term of the node and starts a new term.

Almost all states of the node do not change during this procedure, as defined in Section 3.11.8.6.1. The
Composition Data state of the node is changed.

The Node Composition Refresh procedure starts with opening the Node Provisioning Protocol Interface.
Then Provisioning PDUs are exchanged, and the provisioning protocol is executed. Finally, the Node
Provisioning Protocol Interface is closed. The results of the Node Composition Refresh procedure are to
generate a Device Key Candidate, which replaces the current DevKey, and to change the Composition
Data state of the node.

3.11.8.6.1 Node Provisioning Protocol Interface behavior

When the Provisioner closes the Node Provisioning Protocol Interface with the Reason Code equal to
Success after delivering a Provisioning Data PDU (see Section 5.4.1.8) that can be accepted within the
context of the Node Composition Refresh procedure (see Table 3.89) over the Node Provisioning Protocol
Interface, then the Node Composition Refresh procedure succeeds, and the node shall store the key
value as the Device Key Candidate and shall copy Composition Data Page 128 to Composition Data
Page 0. When a model is removed as a result of the Node Composition Refresh procedure, the node
shall remove all references to the deleted model. When a model is added, the node shall set the new
states to default values. The values of all other states shall not change.

When the Node Provisioning Protocol Interface receives a Provisioning Data PDU with provisioning data
that cannot be accepted (see Table 3.89), then the node shall respond with a Provisioning Failed PDU
(see Section 5.4.1.10) with the Error Code parameter set to Invalid Data.

When the Provisioner closes the Node Provisioning Protocol Interface with the Reason Code not equal
to Success after delivering a Provisioning Data PDU (see Section 5.4.1.8) that can be accepted (see
Table 3.89) over the Node Provisioning Protocol Interface, the Node Composition Refresh procedure has
failed, and the node shall delete the Device Key Candidate.
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Table 3.89 defines the values of the Provisioning Data PDU that are required in order for the PDU to be
accepted by the Node Provisioning Protocol Interface for the Node Composition Refresh procedure. The
Node Composition Refresh procedure ignores the values of the Flags field.

Provisioning Data PDU Node Provisioning Protocol Interface acceptance criterion
field
Network Key The Network Key field value is equal to the stored value of a NetKey

identified by the Key Index field.

Key Index The key identified by the Key Index field is valid for this device.
IV Index The IV Index field value is equal to the current value of the IV Index.
Unicast Address The Unicast Address field value is equal to the unicast address of the

primary element.

Table 3.89: Node Provisioning Protocol Interface acceptance criteria for Provisioning Data PDU field values during
the Node Composition Refresh procedure

3.12 Message processing flow
The flow of messages through the layers defined by this specification, along with key decision points, is

illustrated by Figure 3.69 (upper layers), Figure 3.70 (upper transport and lower transport layers), and
Figure 3.71 (bearer and network layers).
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Message Flow Diagram — Upper Layers
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Figure 3.69: Message flow diagram — upper layers
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Message Flow Diagram — Transport Layers
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Figure 3.70: Message flow diagram — Transport layers
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Message Flow Diagram — Bearer and Network Layers
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Figure 3.71: Message flow diagram — Bearer and Network layers

The flow of messages through the access layer defined by this specification, along with key decision

points, is illustrated by Figure 3.72.
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Figure 3.72: Message flow diagram — access layer

8 Bluetooth SIG Proprietary

Page 231 of 835



Mesh Protocol / Specification

4 Foundation models

The foundation models define the access layer states, messages, and models required to configure and

manage a mesh network.
4.1 Conventions

411 Endianness

All multiple-octet numeric values in this layer shall be little-endian, as described in Section 3.1.1.2.

41.2 Log field transformation

In order to compress two-octet values into one-octet fields, the following logarithmic transformation is
used: any two-octet value is mapped onto a one-octet field value representing the largest integer n, where

2(1) s less than or equal to the two-octet value.

This transformation is represented in Table 4.1.

Log Field Value

2-octet Value

0x01 0x0001

0x02 0x0002—-0x0003
0x03 0x0004—-0x0007
0x04 0x0008-0x000F
0x05 0x0010-0x001F
0x06 0x0020-0x003F
0x07 0x0040-0x007F
0x08 0x0080—-0x00FF
0x09 0x0100-0x01FF
0x0A 0x0200-0x03FF
0x0B 0x0400-0x07FF
0x0C 0x0800—-0xOFFF
0x0D 0x1000-0x1FFF
Ox0E 0x2000—-0x3FFF
OxOF 0x4000-0x7FFF
0x10 0x8000-0xFFFF
0x11 0x10000

Table 4.1: Log field values
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4.1.3 Error handling

When a model processes an incoming message, the defined behavior may require the model to check
one or more error conditions from a table of conditions (for example, see Table 4.316). These error
conditions shall be checked in order, from top to bottom, starting from the first row of the table. The model
shall stop checking after encountering a failed condition. Or, after not encountering a failed condition, the
model shall stop checking after finishing the last row in the table.

4.2 State definitions

The state of a node is defined using one or more state definitions. This section defines states used
throughout this specification.

State definitions that are not required as part of this specification are defined in the Mesh Model
specification [9] and follow the same format and architecture as mesh state definitions.

If a default value is defined for a state, it represents the value of the state of the node immediately after
the node is provisioned.

4.2.1 State instances for multiple subnets
If a node belongs to multiple subnets and supports a state that controls or provides information about a

functionality of the node depending on the subnet, the node shall have an instance of the state for each
subnet. Each state instance shall be referenced using the NetKey Index of the associated subnet.

4.2.2 Composition Data
The Composition Data state contains information about a node, the elements it includes, and the
supported models. The Composition Data is composed of a number of pages of information. All

Composition Data Pages not defined in this specification are reserved for future use.

The Composition Data state can be accessed by the Configuration Server model and, if the Large
Composition Data Server model is supported, by that model also.

If the node does not support the Large Composition Data Server model, the size of each page shall not
exceed the maximum useful Access message size (Table 3.62).

4.2.21 Composition Data Page 0

Composition Data Page 0 shall be present on a node. Composition Data Page 0 shall not change during
a term of a node on the network.

The initial term of a node on the network shall start when the node is provisioned on the network.

A term shall end and a new term shall start when a Node Address Refresh procedure or a Node
Composition Refresh procedure is successfully completed (see Section 3.11.8).

The last term of a node on the network shall end when the node is removed from the network.

The format of Composition Data Page 0 is defined in Table 4.2.
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Field Size Description Req.
(octets)
CID 2 Contains a 16-bit company identifier assigned by the Bluetooth SIG M

(the list is available at [4]) that shall not change throughout the
lifetime of the physical or software product

PID 2 Contains a 16-bit vendor-assigned product identifier that shall not M
change throughout the lifetime of the physical or software product

VID 2 Contains a 16-bit vendor-assigned product<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>