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LL/CON/CEN/BV-117-C [PHY Update Procedure — Central Requests Asymmetrical, Peripheral

SYMIMEITICAI] ..ottt e oottt e ekt e e et e e et bt e e et e e e e e e e et e e e e 4.3-399
LL/CON/CEN/BI-02-C [Central T_Terminate Timer] .........couiiiiiiiiiiiieee ettt e e e 4.3-400
LL/CON/CENY/BI-04-C [Central Connection Control TIMer]..........ccuiiiiiiiiiiiiie e 4.3-401
LL/CON/CENY/BI-05-C [Initiating Connection Parameter Request — TIMEOUL]........cccccuveeriiireiiiee e 4.3-403
LL/CON/CENY/BI-06-C [Accepting Connection Parameter Request — illegal parameters] ............cccccceeenee. 4.3-404
LL/CON/CEN/BV-134-C [Change the Subrate of an Existing Connection] ............cccocoviiiiiiiiiiic i 4.3-405
LL/CON/CEN/BV-135-C [Accept an Incoming Subrate Change Request]...........cccccvveiieiiiiiiiiiiiie e 4.3-408
LL/CON/CEN/BI-10-C [Reject an Invalid Incoming Subrate Change Request]..........ccccccooiiiiiiiiiniinccnnn 4.3-410
LL/CON/CEN/BV-136-C [Feature Exchange Before a Subrate Request] ...........ccccoeiiiiiiicniiiiee e 4.3-413
LL/CON/CEN/BV-137-C [Set the Default Subrate Factor] ..o 4.3-414
LL/CON/CEN/BV-138-C [Central Retransmission on Old and New Subrated Connection Events when
Connection Subrate Update Not ACKNOWIEAGEA] ........ccoiiiuiiiieie e e e e 4.3-417
LL/CON/CEN/BV-139-C [Subrate Set to 1 After Requesting Connection Interval Change].............cc..c....... 4.3-420
LL/CON/CEN/BV-140-C [Reject Subrate Request When Feature Bitis not set]..........ccccceevviiiiiiiciiiiinenn. 4.3-423
LL/CON/CEN/BV-141-C [Subrate Factor, Event Counter Wrapping]..........ccceeeirireeirinieeniieee e 4.3-424
LL/CON/CEN/BV-142-C [Change the Subrate of an Existing Connection, Verify Sending Data,

ContinUAtioN NUMDET EVENES]......iiiiiiiiiiiii ittt e e e e e ettt e e e e e e st b eaeaeeesssssnneeaeeesanses 4.3-426
LL/CON/CEN/BV-143-C [Reject Subrate Request when Peripheral Feature Bitis not set] .............cc..c...... 4.3-428
LL/CON/CEN/BI-14-C [INVAIIA LLID] ...ceeiititieiiiee ettt et e e e e e e e 4.3-430
LL/CON/CEN/BV-150-C [Reject Constant Tone Extension Request Procedure for LE Coded PHY, IUT
Responding, AOA, CENEFAI].........eiie ettt ettt e e et e e et e e e st e e e et e e e eneeeeeaneeeeeanneeeeennees 4.3-432
4.3.7 BOth CONNECLEA FOIES ...t e et e e e e e et e e e e e e e annes 4.3-434

LL/CON/PER/BV-87-C [Constant Tone Extension Request Procedure, IUT Responding, Unsupported].... 4.3-435
LL/CON/CEN/BV-83-C [Constant Tone Extension Request Procedure, IUT Responding, Unsupported].... 4.3-435
LL/CON/PER/BV=88-C......ceuitiitiiaeiie ettt ettt ettt h ettt e et ekt eea et e b e e eat e e s et e e mteeenb e e enbeennbeeanteennneas 4.3-437
LL/CON/CEN/BV=84-C..... ettt ettt e ettt e e e e e e n e e e ettt e e e mne e e e an e e e e ameeeeeenneeeeeaneeeeeanneeeennnees 4.3-437
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LL/CON/PER/BV=89-C ..ottt ettt ettt ettt ettt eae ekt e e st e e ettt e eab e e nhb e e e nt e e nnb e e enbeennbeeenneennneas 4.3-437
LL/CON/CEN/BV=85-C.....cotiiiiiieiet ettt ekt b ettt e e it e e st et eane e es 4.3-437
LL/CON/PER/BV-90-C......cotiiiiiieitt ettt ettt ettt ettt ettt e et e eeeaneenenees 4.3-437
LL/CON/CEN/BV=86-C......couititiieiit ettt ettt bttt b et h bt e ab ekt e e ab e e e bt e e ab e e neb e e s nbeennb e e enteennneas 4.3-437
LL/CON/PER/BV-9T-C ...ttt ettt ettt ettt et eaneenenees 4.3-437
LL/CON/CEN/BV=87-C.....oe ettt ettt ettt ettt etk e e ae ekt e e st ettt e e a bt e e hb e e ent e e enb e e enbeennbeeenneennneas 4.3-437
LL/CON/PER/BV-92-C ...ttt etttk et ekttt ettt e e st e st eane e 4.3-437
LL/CON/CEN/BV=88-C......cotiiiitiieiii ettt ettt ettt ettt ettt ettt et e e saneenenees 4.3-437
LL/CON/PER/BV-93-C.....coititiititeeiee ettt ettt bttt ekt h bbbt e e ab e bt e e st e nab e e et e e nnb e e enteennneas 4.3-440
LL/CON/CEN/BV=89-C......cuiiiiiiieiet ettt ettt ettt ettt ettt e s e et eaneenenees 4.3-440
LL/CON/PER/BV=153-C ...ttt ettt ettt ettt ettt ekt e e ae ettt e e a bt e e et e e me e e nnb e e e nbeennbeeenteennneas 4.3-440
LL/CON/CEN/BV=153-C....cuteiiiiieiet etttk ettt ekttt et e ettt eane e s 4.3-440
LL/CON/PER/BV-154-C ...ttt ettt ettt ettt et ekt at e bt e e a bt e et e e nt e e e et e enteennbeeenteennneas 4.3-440
LL/CON/CEN/BV=T154-C ...ttt etttk a ekt e st h e e ab e e et e et e e nnb e e enteenaneas 4.3-440
LL/CON/PER/BV-155-C ...ttt ettt ettt ettt e e es 4.3-440
LL/CON/CEN/BV=155-C ...ttt etttk h e he bt e a bbbt e e ab e e neb e e et e e nnb e e enteennneas 4.3-440
LL/CON/PER/BV-156-C ...ttt etttk ettt ettt et e st eane e 4.3-440
LL/CON/CEN/BV=156-C......uiiiitiieitit ettt ettt ettt ettt ekt e e ab e ekt e eat e e s hb e e mt e e enb e e enbeennbeeenteenneeas 4.3-440
LL/CON/PER/BV-T5T7-C ...ttt etttk ettt ettt ettt e e 4.3-440
LL/CON/CEN/BV=T157-C....ciee ettt ettt ettt et sane e es 4.3-440
LL/CON/PER/BV-94-C ...ttt ettt h ettt ekt ab e bt a e h e e ab e e nhb e e et e e nnb e et e e nnneas 4.3-440
LL/CON/CEN/BV=90-C....ooitiiiiit ettt ettt etttk ekttt e et ne e e st eneb e e e as 4.3-440
LL/CON/PER/BV-95-C ...ttt ettt ettt etttk e it ekt e e ae e e bt e e ab e e shb e e e m e e e enb e e enteennbeeanteennaeas 4.3-440
LL/CON/CEN/BV=9T-C ...tttk e et ae e bt e st e st e e s 4.3-440
LL/CON/PER/BV-96-C ..ottt ettt ettt ettt ettt ettt ettt e e e eenenees 4.3-440
LL/CON/CEN/BV=92-C.....eotiieitet ettt h et h e ab ekt eab e bt ea bt e bt e e at e e nhb e e e nb e e nnb e e anteennneas 4.3-440
LL/CON/PER/BV-O7-C ...ttt etttk ettt ettt eane e es 4.3-441
LL/CON/CEN/BV=93-C ...ttt ettt ettt ettt h e a e et e e he ekt e e he e ek bt e ea bt e shb e e e ne e e enb e e enbeennbeeenteennneas 4.3-441
LL/CON/PER/BV-98-C ..ottt ettt ettt ekt ekttt ettt et e st e e e s 4.3-444
LL/CON/CEN/BV=94-C ...ttt ettt ettt ettt e e ae ekt e e ab e ekt eeab e e sh bt e e me e e enb e e e nteennbeeenteennneas 4.3-444
LL/CON/PER/BV-171-C ..otttk h ekt a bbbt e e ab e r et e e nb e e nnb e e enteennneas 4.3-444
LL/CON/CEN/BVATB7-C ...ttt etttk e ettt eaneenenees 4.3-444
LL/CON/PER/BV-99-C ...ttt ettt ettt ettt ettt eat ekt e e a et e h bt e e a bt e s et e e st e e en bt e enbeennbeeenteennaeas 4.3-444
LL/CON/CEN/BV=95-C....ooiiiiiii ettt ekttt ekttt ettt e e et e st e e nanees 4.3-444
LL/CON/PER/BV-=T00-C .....utitititeitit ettt ettt ettt ettt ae ekt e e ae e b e e e ab e e s ab e e e st e e anb e e enbeennbeeenneennneas 4.3-444
LL/CON/CEN/BV=96-C......couiiitiieiit ettt ettt bt ae et ae bt e ab e bt e e ab e e s bt e e ab e e neb e e e nbeennb e e enteennneas 4.3-444
LL/CON/PER/BV-T0T-C ...ttt ettt ettt e e es 4.3-444
LL/CON/CEN/BV=97-C.....ei ettt ettt ettt b et h e hb ekt ea bt e s et e e a bt e nab e e et e e nnb e e enteennneas 4.3-444
LL/CON/PER/BV-T02-C ...tttk ekttt ettt et e s eane e 4.3-444
LL/CON/CEN/BV=98-C......cotiiiitit ettt ettt ettt h ettt e e a e ekt eeae e e bt e eab e e e hb e e e neeeenb e e enbeennbeeenteennneas 4.3-444
LL/CON/PER/BV-103-C [Periodic Advertising Sync Transfer Procedure, Accepting — Skipping Events,

Peripheral, Periodic SYNC IND]..........uuiiiiiiiiiiieii et e e et e e e e e e e e e e e e e e e eara e e e eeeeeeannssneeas 4.3-447
LL/CON/CEN/BV-99-C [Periodic Advertising Sync Transfer Procedure, Accepting — Skipping Events,

Central, PeriodiC SYNC IND] ....uueiiiiii ittt e e e e ettt e e e e e e st e e e e e e e e snsbeeaeaeeessnssnnaeaeeeeannnes 4.3-447
LL/CON/PER/BV-172-C [Periodic Advertising Sync Transfer Procedure, Accepting — Skipping Events,

Peripheral, Periodic SYNC WR IND]......ccoiiiiieiiiee ittt e et et e e ene e e e et e e e e e e e e aneeeeeanneeeennnees 4.3-447
LL/CON/CEN/BV-168-C [Periodic Advertising Sync Transfer Procedure, Accepting — Skipping Events,

Central, Periodic SYNC WR INDY] ....eiiiiiiieiiie ettt ettt e e e e bre e e 4.3-447
LL/CON/PER/BV-104-C [Periodic Advertising Sync Transfer Procedure, Accepting — Already

Synchronized, Peripheral, Periodic SYNC IND] .........ouiiiiiiii e 4.3-450
LL/CON/CEN/BV-100-C [Periodic Advertising Sync Transfer Procedure, Accepting — Already

Synchronized, Central, Periodic SYNC IND].......cuuiiiiiiiieiiiii et 4.3-450
LL/CON/PER/BV-173-C [Periodic Advertising Sync Transfer Procedure, Accepting — Already

Synchronized, Peripheral, Periodic SYNnC WR IND] .......cooiuiiiiiiee e e e e e 4.3-450
LL/CON/CEN/BV-169-C [Periodic Advertising Sync Transfer Procedure, Accepting — Already

Synchronized, Central, Periodic SYNC WR IND].........uuiiiiiiiie et e e e e neeeeenne 4.3-450
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LL/CON/PER/BV-105-C [Periodic Advertising Sync Transfer Procedure, Accepting — Extreme Timings,
Peripheral, PeriodiC SYNC IND]........oi it et e et e e et e e e s e e e et e e e ene e e e e aneeeeeanneeeeennees
LL/CON/CEN/BV-101-C [Periodic Advertising Sync Transfer Procedure, Accepting — Extreme Timings,
Central, PeriodiC SYNC INDY] .....oiiiiiiiii ettt e et e e et e e e s e e e e breeenae
LL/CON/PER/BV-174-C [Periodic Advertising Sync Transfer Procedure, Accepting — Extreme Timings,
Peripheral, Periodic SYNC WR IND].......coiiiiiiiiiie ettt
LL/CON/CEN/BV-170-C [Periodic Advertising Sync Transfer Procedure, Accepting — Extreme Timings,
Central, Periodic SYNC WR INDY] ...ttt e e ettt e e e e e et e e e e e e e e e abb e e e eaeeessnssnneeaeeesanses
LL/CON/PER/BV-106-C [Periodic Advertising Sync Transfer Procedure, Accepting — Synchronization
Failure, Peripheral, Periodic SYNC IND].........ccuuuiiiii it e e e e e e e e e e e e ennsneeas
LL/CON/CEN/BV-102-C [Periodic Advertising Sync Transfer Procedure, Accepting — Synchronization
Failure, Central, Periodic SYNC IND] .....cciiuiiieiiiee ittt e e e e e s e e s e e e e aneeeeeanneeeeennees
LL/CON/PER/BV-175-C [Periodic Advertising Sync Transfer Procedure, Accepting — Synchronization
Failure, Peripheral, Periodic SYNC WR IND]........coiiiiiiiiiiieiie e
LL/CON/CEN/BV-171-C [Periodic Advertising Sync Transfer Procedure, Accepting — Synchronization
Failure, Central, Periodic SYNC WR IND] ..... ..ottt e e e e e
LL/CON/PER/BV-107-C [Periodic Advertising Sync Transfer Procedure, Accepting — Different Modes
and Addresses, Peripheral, Periodic SYNC IND].......coiuiiiiiiii e
LL/CON/CEN/BV-103-C [Periodic Advertising Sync Transfer Procedure, Accepting — Different Modes
and Addresses, Central, Periodic SYNC IND]........ooiuiiiiiiee et e e e e e e e eaee e s
LL/CON/PER/BV-176-C [Periodic Advertising Sync Transfer Procedure, Accepting — Different Modes
and Addresses, Peripheral, Periodic SYNc WR IND]......cooiiiiiiiiiiie e
LL/CON/CEN/BV-172-C [Periodic Advertising Sync Transfer Procedure, Accepting — Different Modes
and Addresses, Central, Periodic SYNC WR IND].......cuuiiiiiiiie et e e e e nneeee s
LL/CON/PER/BV-108-C [Periodic Advertising Sync Transfer Procedure, Accepting, Changing Transfer
Mode During Synchronization, Peripheral, Periodic Sync IND].........coocoiiiiiiii e
LL/CON/CEN/BV-104-C [Periodic Advertising Sync Transfer Procedure, Accepting, Changing Transfer
Mode During Synchronization, Central, Periodic SynC IND] .........c.coiiiiiiiiiiiieiiee e
LL/CON/PER/BV-177-C [Periodic Advertising Sync Transfer Procedure, Accepting, Changing Transfer
Mode during Synchronization, Peripheral, Periodic Sync WR IND] ..........cocviiiiiiiiiiiieeeeee e
LL/CON/CEN/BV-173-C [Periodic Advertising Sync Transfer Procedure, Accepting, Changing Transfer
Mode during Synchronization, Central, Periodic Sync WR IND] ......cccooiiiiiiiiiiiec e
LL/CON/PER/BV=T09-C .....outiieiiiiie ettt ettt e e e ettt e e e et e e e e e e e esbe e e e e nsseeeennseeeeasseeeeanseeeeennnes
LL/CON/CEN/BV-T05-C.....eeieeeiiite ettt e e et e e et e e e n et e e amt et e e e nee e e e am e e e e amse e e e ennneeeeaneeeeeanneeeennnees
LL/CON/PER/BV=T10-C ...ttt ettt ettt ettt e e ettt e e e e e e st e e e e s e e e enns e e e e enseeeeanseeeennnees
LL/CON/CEN/BV-T0B8=C.......eiieiiiieeeiiie ettt e e et e e ettt e e e eat e e e e et e e eneeeeeaseeeeaanseeeeennseeeeaneeeeeanneeeennnnes
LL/CON/PER/BV=T11-C ..tttk e e ettt e et e ekt e ettt e e et e e e nb e e e anneeeennnees
LL/CON/CEN/BV-T07=C ...ttt ettt e e et e e ettt e e e at e e e ettt e e e e e e e este e e e anseeeeannseeeeanseeeeanneeeeennees
LL/CON/PER/BV=T12-C ...ttt ettt et e e a a2 ettt e e e e e e em e e e amte e e e emnn e e e e aneeeeeanneeeennnees
LL/CON/CEN/BV-T08-C......ueiieiiiiieeitiee ettt e et e e e e e st e e et e e e e a e e esbe e e e e nsseeesnsseeeeasseeeeanseeeeennees
LL/CON/PER/BV=T13-C ...ttt ettt ettt et e e e n e e e ettt e e et e e e en e e e amte e e e emnn e e e e aneeeeeanneeeennnees
LL/CON/CEN/BV-T09-C.....iiiieiiiiie ettt ettt ekt e e ettt e et e e ekt e e e amte e e e enne e e e e st e e e anneeeennnees
LL/CON/PER/BV=T14-C ...ttt ettt e e e a e e ettt e e e e e e es e e e et e e e snneeeeaneeeeeanneeeennnnes
LL/CON/CEN/BV-TT0-C ...ttt ettt ettt ekt e e ettt e ettt e e st e e ettt e e et e e e st e e e anneeeennnees
LL/CON/PER/BV=TB2-C ......vveieiieee ettt ettt e e e e st e e e ettt e e e e e e e esbe e e e e st e e e snnseaeeanseeeeenseeeennnees
@0 ]\ L0 = S Y s i SR
LL/CON/PER/BV=TB3-C ......eeiie ittt ettt ettt e ettt e ettt e ekt e e e e mt et e e et e e e s e e e anneeeennnees
LL/CON/CEN/BV-T1B2-C......eeiieeiieie ettt et et e e et e e e st e e e ettt e e e nee e e e as bt e e e anseeeeeneeeeeaneeeeeanneeeeennees
LL/CON/PER/BV=TB4-C ......eeiieeieee ettt ettt e e ettt e et e e st e e ettt e e et e e e st eeeanneeeennnees
LL/CON/CEN/BV-TB3-C......uviieiiiiie ettt et e ettt e e e e ettt e e e ettt e e e e e e esbe e e e e st e e e sasseaeeesseeeeenseeeeennees
LL/CON/PER/BV=T15-C ...ttt ettt ettt et et e e et e e et e e e en e e e amte e e e emne e e e e aneeeeeanneeeennnees
LL/CON/CEN/BV-TT1=C... ettt ettt et ettt e e et e e et e e e es e e e et e e e snnseaeeesbeeeeanseeeeennees
LL/CON/PER/BV=T16-C ...ttt ettt ettt e e et e e e ettt e e e e e e aste e e e anse e e e eneeeeeaneeeeeannneeeannees
LL/CON/CEN/BV-T12-C ...ttt ettt ettt e e ettt e et e ekt e e m e e e et e e e st e e e e annee e e nnnees
LL/CON/PER/BV=TAT-C ...ttt ettt ettt e e e n et e e ettt e e et e e e en st e e e amse e e e enneeeeeaneeeeeannneeeennees
@@ ]\ 10 = S Y s SR
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LL/CON/PER/BV=T18-C .....ttiieiieie ettt ettt ettt e e et e e e e e e st e e e e st e e e snnseaeeesseeeeenseeeeennees 4.3-476
@@ ]\ 10 = S Y s e SRR 4.3-476
LL/CON/PER/BV=T19-C ...ttt ettt ettt ettt et e ekt e e mt et e e et e e e s e e e annee e e nnnees 4.3-476
LL/CON/CEN/BY-T15-C ...ttt ettt ettt e e a et e e ettt e e e e e e este e e e ense e e e eneeeeeaneeeeeannneeeennnes 4.3-476
LL/CON/PER/BV=T20-C .....oeiiieiieie ettt ettt e e ettt e ettt e e sttt e e ettt e e et eeean e e e e anneeeennnees 4.3-476
LL/CON/CEN/BV-TT6-C.....oetiieeieiee ettt ettt e ettt e e ettt e e et e e e esb e e e ensse e e snsseaeeasseeeeanseeeeennnes 4.3-476
LL/CON/PER/BV-63-C [Constant Tone Extension Request Procedure, IUT Initiated, Unsupported] .......... 4.3-477
LL/CON/CEN/BV-59-C [Constant Tone Extension Request Procedure, IUT Initiated, Unsupported] .......... 4.3-477
LL/CON/CEN/BV-66-C [Unrequested Constant Tone Extension, IUT Receiving, AoD — LE 1M PHY]........ 4.3-479
LL/CON/PER/BV-70-C [Unrequested Constant Tone Extension, IUT Receiving, AoD — LE 1M PHY] ........ 4.3-479
LL/CON/CEN/BV-118-C [Unrequested Constant Tone Extension, IUT Receiving, AoD — LE 2M PHY] ...... 4.3-479
LL/CON/PER/BV-121-C [Unrequested Constant Tone Extension, IUT Receiving, AoD — LE 2M PHY] ...... 4.3-479

LL/CON/CEN/BV-56-C [Constant Tone Extension Request Procedure, IUT Initiated, AoA — LE 1M PHY]. 4.3-482
LL/CON/PER/BV-60-C [Constant Tone Extension Request Procedure, IUT Initiated, AcA — LE 1M PHY] . 4.3-482
LL/CON/CEN/BV-119-C [Constant Tone Extension Request Procedure, IUT Initiated, AoA — LE 2M

L o OSSPSR 4.3-482
LL/CON/PER/BV-122-C [Constant Tone Extension Request Procedure, IUT Initiated, AoA — LE 2M

[ o N OSSPSR SRR OOPPR 4.3-482
LL/CON/PER/BV-61-C [Constant Tone Extension Request Procedure, IUT Initiated, Periodic].................. 4.3-484
LL/CON/CEN/BV-57-C [Constant Tone Extension Request Procedure, IUT Initiated, Periodic].................. 4.3-484
LL/CON/PER/BV-62-C [Constant Tone Extension Request Procedure, IUT Initiated, Responses

D153 o] =Y | SRR 4.3-487
LL/CON/CEN/BV-58-C [Constant Tone Extension Request Procedure, IUT Initiated, Responses

D153 o] =Y | SRR 4.3-487
LL/CON/PER/BV-64-C [Constant Tone Extension Request Procedure, IUT Initiated, Timeout].................. 4.3-488
LL/CON/CEN/BV-60-C [Constant Tone Extension Request Procedure, IUT Initiated, Timeout].................. 4.3-488
LL/CON/PER/BV-65-C [Constant Tone Extension Request Procedure, IUT Responding, AoA] ................. 4.3-490
LL/CON/CEN/BV-61-C [Constant Tone Extension Request Procedure, IUT Responding, AoA] ................. 4.3-490
LL/CON/PER/BV-66-C [Constant Tone Extension Request Procedure, IUT Responding, Responses

[DI1S3= (o] [=Yo | OSSPSR SRR OOPP 4.3-492
LL/CON/CEN/BV-62-C [Constant Tone Extension Request Procedure, IUT Responding, Responses

[ 13- o] =Y | SRS 4.3-492

LL/CON/CEN/BV-63-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD — LE 1M PHY]. 4.3-493
LL/CON/PER/BV-67-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD — LE 1M PHY]. 4.3-493
LL/CON/CEN/BV-120-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD — LE 2M

L o SO TPR 4.3-493
LL/CON/PER/BV-123-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD — LE 2M

L o OSSPSR 4.3-493
LL/CON/PER/BV-68-C [Constant Tone Extension Request Procedure, IUT Responding, AoD] ................. 4.3-496
LL/CON/CEN/BV-64-C [Constant Tone Extension Request Procedure, IUT Responding, AoD]................. 4.3-496
LL/CON/CEN/BV-65-C [Unrequested Constant Tone Extension, IUT Receiving, AcA — LE 1M PHY] ........ 4.3-498
LL/CON/PER/BV-69-C [Unrequested Constant Tone Extension, IUT Receiving, AcA — LE 1M PHY]......... 4.3-498
LL/CON/CEN/BV-121-C [Unrequested Constant Tone Extension, IUT Receiving, AoA — LE 2M PHY] ...... 4.3-498
LL/CON/PER/BV-124-C [Unrequested Constant Tone Extension, IUT Receiving, AoA — LE 2M PHY]....... 4.3-498
LL/CON/CEN/BV-67-C [Constant Tone Extension Request Procedure, IUT Initiated, AoA, Encrypted

CoNNECHON — LE TM PHY .ot e e et e e e e e e et e e e e e e e st baneeaeeeeaaees 4.3-500
LL/CON/PER/BV-71-C [Constant Tone Extension Request Procedure, IUT Initiated, AoA, Encrypted

ConNECHION — LE TIM PHY ..ottt ettt e e e et e e e 4.3-500
LL/CON/CEN/BV-122-C [Constant Tone Extension Request Procedure, IUT Initiated, AoA, Encrypted
CoNNECHON — LE 2M PHY ..ottt e ettt e et 4.3-500
LL/CON/PER/BV-125-C [Constant Tone Extension Request Procedure, IUT Initiated, AoA, Encrypted
CoNNECHON — LE 2M PHY ..ottt ettt ettt e e et 4.3-500
LL/CON/PER/BV-72-C [Constant Tone Extension Request Procedure, IUT Responding, AoA,

ENCrypted CONNECHION]........uiiiiieie ettt e e e e e e e e e e e e et e e e eeeeeessasseeeeeeeeasnssseeaeeeeeennnssnnes 4.3-501
LL/CON/CEN/BV-68-C [Constant Tone Extension Request Procedure, IUT Responding, AoA,

= aToT Y o] (=Te I o] a1 0 T=Y o (] o SRR 4.3-501
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LL/CON/CEN/BV-69-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD, Encrypted

ConNNECHON — LE TM PHY | .ot e e e e e e e e et e e e e e e s setbaneeaeeeeaaanes 4.3-502
LL/CON/PER/BV-73-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD, Encrypted

ConNECHION — LE TIM PHY ] ittt e et e e e e e et e e e 4.3-502
LL/CON/CEN/BV-123-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD, Encrypted
CoNNECHON — LE 2M PHY ..ottt e ettt e bt e e et 4.3-502
LL/CON/PER/BV-126-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD, Encrypted
CoNNECHON — LE 2M PHY | .ottt e e e e e e e et e e e e e e st b eeaeaeeeesnsanaaeaaeeeannes 4.3-502
LL/CON/PER/BV-74-C [Constant Tone Extension Request Procedure, IUT Responding, AoD,

ENCrypted CONNECHION].......uuiiiiiie ettt e e e e et e e e e e e et e e e e e e eesasseeeeeeeeesnasseeeeeeesennnssnees 4.3-503
LL/CON/CEN/BV-70-C [Constant Tone Extension Request Procedure, IUT Responding, AoD,

= aTo Y o] (=Te I o] a1 o =Y o (] o | SRS 4.3-503
LL/CON/CEN/BV-71-C [Constant Tone Extension Request Procedure, IUT Initiated, AoA, Incorrect

(O] O I 11V 4 USSP 4.3-503
LL/CON/PER/BV-75-C [Constant Tone Extension Request Procedure, IUT Initiated, AoA, Incorrect

(O] O I 11V 4 USSP 4.3-504
LL/CON/CEN/BV-124-C [Constant Tone Extension Request Procedure, IUT Initiated, AoA, Incorrect

CREC — LE 2 PHY oottt et et e ettt e e e st e e e e st e e e et e e e e ss e e e esbeeeeentaeeeenseeeeanseeaesnsseeennns 4.3-504
LL/CON/PER/BV-127-C [Constant Tone Extension Request Procedure, IUT Initiated, AoA, Incorrect

(O O I 1Y o I 4 PRSPPI 4.3-504
LL/CON/CEN/BV-72-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD, Incorrect

(O O 11V o I 4 S RESPTS 4.3-505
LL/CON/PER/BV-76-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD, Incorrect

(O O 11V o 4 SRS 4.3-505
LL/CON/CEN/BV-125-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD, Incorrect

(O S O I |V 4 SRS URRUPRR 4.3-505
LL/CON/PER/BV-128-C [Constant Tone Extension Request Procedure, IUT Initiated, AoD, Incorrect

CREC — LE 2 PHY T oottt e ettt e e e st e e e e st e e e e st e e e e sse e e e snbeeeeenbseeeenseeeesnneeaeansbeeennns 4.3-505
LL/CON/PER/BV=T129-C ... ..eeiieieie ettt ettt e et e e et e e n et e e et e e et e e e em e e e amse e e e enneeeeeaneeeeeanneeeennnees 4.3-506
LL/CON/PER/BV=T30-C .....ottiieiiiiee ettt ettt ettt e e e eat e e et e e e e e e es e e e e et e e e sanseeeeesseeeeanseeeesnnees 4.3-506
LL/CON/CEN/BV-126-C......oeiieiiiieee ettt et e e ettt e e e a e e e ettt e e e s e e e e aste e e e anseeeeenseaeeaneeeeeanneeeennnnes 4.3-506
LL/CON/CEN/BV-127=C.....eeee ettt ettt et et e ettt e ettt e e sttt e e ettt e e et e e e ene e e e anneeeennnees 4.3-506
LL/CON/PER/BV=T31=C ...ttt ettt et e ettt e e ettt e e ettt e e et e e e esb e e e e st e e e e nnseaeeanseeeeansneeennnees 4.3-509
LL/CON/CEN/BV-128-C......eeieeiieiie ettt et e et e e et e e e n et e e et e e e e e e e e ente e e e anne e e e enneeeeeaneeeeeanneeeennnees 4.3-509
LL/CON/PER/BI=T0-C ... eitiiie ettt ettt ettt e e e e e st e e e et e e e e e e e e esbe e e e ansseeesnnseaeeasseeeeanseeeeennnes 4.3-512
@@\ ] =t ] = o e S SPS 4.3-512
LL/CON/PER/BI-T2=C ..ottt ettt ekt e e ettt e et e ekt e e e e nt et e e et e e e s e e e e anneeeennnees 4.3-512
LL/CON/CEN/BI-07-C ..ottt ettt e e ettt e e et e e ent e e e ettt e e e ne e e e e asteeeeannseeeennseaeaaneeeeeannneeennnnes 4.3-512
LL/CON/CEN/BI-08-C ....ceeitiiteieite et e ettt e et e e et e e et e e em e e e et e e e emneee e e an e e e e anseeeeanneeeeeanseeeeanneeeennnees 4.3-512
LL/CON/CEN/BI-09-C ...coeitiiie ettt ettt ettt e e e e eat e e e et e e e e e e e e esbe e e e e nss e e e snnseaeeasseeeeanseeeeennnes 4.3-512
LL/CON/PER/BV=T32-C .....eeiee ettt ettt ettt e e e n e e e ettt e e et e e e es e e e et e e e emnn e e e e aneeeeeanneeeennnees 4.3-515
LL/CON/CEN/BV-129-C ...ttt ettt ettt et a e e ettt oot e e sttt e e ettt e e ettt e e st eeeanneeeennnees 4.3-515
LL/CON/PER/BV-134-C [Constant Tone Extension Disabled on PHY Change] .........c.cccoovviiiiiiiiiiincinnen 4.3-519
LL/CON/CEN/BV-131-C [Constant Tone Extension Disabled on PHY Change].........cccccccoeiviiiiiieeeieiinnen. 4.3-519
LL/CON/PER/BV-135-C [Periodic Advertising Sync Transfer Procedure, Accepting, Enabling Duplicate

Filter when already synchronized, Peripheral, Periodic Sync IND] ..........ccoioiiiiiiiiiiee e 4.3-522
LL/CON/CEN/BV-132-C [Periodic Advertising Sync Transfer Procedure, Accepting, Enabling Duplicate

Filter when already synchronized, Central, Periodic Sync IND] ........ccccoiiiiiiiiiiii e 4.3-522
LL/CON/PER/BV-159-C [Periodic Advertising Sync Transfer Procedure, Accepting, Enabling Duplicate

Filter when already synchronized, Peripheral, Periodic Sync WR IND] .........ccooiiiiiiiiiiiiiiiee e 4.3-522
LL/CON/CEN/BV-158-C [Periodic Advertising Sync Transfer Procedure, Accepting, Enabling Duplicate

Filter when already synchronized, Central, Periodic Sync WR IND] ........cooiiiiiiiiiiiiiieeeeee e 4.3-522
LL/CON/PER/BV-136-C [Periodic Advertising Sync Transfer Procedure, Accepting, Enabling Default

Duplicate Filter, Peripheral, Periodic SYNC IND].......ccoiouuiiiiiie et e e e 4.3-527
LL/CON/CEN/BV-133-C [Periodic Advertising Sync Transfer Procedure, Accepting, Enabling Default

Duplicate Filter, Central, Periodic SYNC IND]........cciuiiieiiieeiiee et e e e e eneee e e s 4.3-527
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LL/CON/PER/BV-160-C [Periodic Advertising Sync Transfer Procedure, Accepting, Enabling Default

Duplicate Filter, Peripheral, Periodic SyNnc WR IND].........oiiiiiiieiiiiie et 4.3-527
LL/CON/CEN/BV-159-C [Periodic Advertising Sync Transfer Procedure, Accepting, Enabling Default

Duplicate Filter, Central, Periodic SYNC WR IND].......ccoiciiiiiiiieiiiie et 4.3-527
LL/CON/PER/BV-143-C [Receive Data on Continuation @Vents]...........cccccuviirieiiiiiiiiiii e 4.3-530
LL/CON/CEN/BV-145-C [Receive Data on Continuation eVents]..........cccccoiiiiiiiiiii i 4.3-530
LL/CON/PER/BI-14-C [Version Exchange, IUT ReQUESHING] -...eeiiuviiiiiiiiieiiie e 4.3-532
LL/CON/CEN/BI-11-C [Version Exchange, IUT ReqUeStiNg] .........uuevieiiiiiiiiiieee e 4.3-532
LL/CON/PER/BI-15-C [Version Exchange, IUT ReSPONAING] .. .cccvviiiiiiiiiiiiiie it 4.3-533
LL/CON/CEN/BI-12-C [Version Exchange, IUT ReSponding] ..........cccceiiiiuiiiirieeiiiiiiiee e 4.3-533
LL/CON/PER/BV-145-C [Version Exchange, IUT Requesting, ColliSiON]............cceeiiiiiiiiiiiieiiiee e 4.3-535
LL/CON/CEN/BV-146-C [Version Exchange, IUT Requesting, ColliSion] ..........cccceeiiieiiiiineiiiee e 4.3-535
LL/CON/PER/BV-147-C [Version Exchange, IUT Requesting, Delayed Response]..........cccccovvveeiiinncinnnen. 4.3-536
LL/CON/CEN/BV-147-C [Version Exchange, IUT Requesting, Delayed Response]..........cccccovvveeiicinncnnnnnn. 4.3-536
LL/CON/PER/BI-16-C [Reject Invalid Connection Parameter Request Parameters] ...........ccccccveeeeeeinnnen.. 4.3-538
LL/CON/CEN/BI-13-C [Reject Invalid Connection Parameter Request Parameters] ............cccccevvinicinnnen. 4.3-538
LL/CON/PER/BI-22-C ...ttt ettt e ettt e e e m et e e ettt e e et e e e en e e e e anne e e e enneeeeeaneeeeeanneeeennnees 4.3-539
LL/CON/CEN/BI-T5-C ...ttt ettt e e ettt e e et e e e a e e e esbe e e e et e e e sanseeeeasseeeeansneeeennees 4.3-539
LL/CON/PER/BI-23=C ...ttt ettt e ettt e e e n et e e amt et e e et e e e en e e e amse e e e emnneeeeaneeeeeanneeeennnees 4.3-539
LL/CON/CEN/BI-TB-C ...ttt ettt e ettt e et e e ettt e ettt e ekttt e e e mt et e e et e e e st e e e anneeeennnees 4.3-539
LL/CON/PER/BI-24-C ...ttt et e e e e e e e a e e e ettt e e e e e e e este e e e anseeeeenneeeeeanseeeeanneeeennnnes 4.3-539
LL/CON/CEN/BI-AT=C ..ottt ettt e ettt e et e e e n e e e ettt e e e e e e e am e e e e ante e e e ennneeeeaneeeeeanneeeennnees 4.3-539
LL/CON/PER/BI-25-C ...ccoteiee ettt ettt ettt e e e e st e e e et e e e e e e es e e e e et e e e snnseaeeesseeeeanseeeeennees 4.3-539
LL/CON/CEN/BI-T8-C ..ceeeitiiie ettt ettt e e et e e et e e e n et e e amt et e e e nee e e e anee e e e amseeeeenneeeeenneeeeeanneeeennnees 4.3-539
LL/CON/PER/BI-26-C ...ttt ettt ettt ettt e h e e ettt e et e ekt e ettt e e et e e e anbeeeeanneeeennnees 4.3-539
LL/CON/CEN/BI-TO-C ..ottt ettt e et e ettt e e e at e e e et e e e e e e e e aste e e e anseeeeenneeeeeaneeeeeanneeeeannees 4.3-539
LL/CON/PER/BV=TA8-C ... .eeiieiieeie ittt ettt ettt e ettt e et e ekttt e e e mt et e e ettt e e s e e e aneeeeennnees 4.3-540
LL/CON/CEN/BV-T48-C......oeeeeeeieee ettt et ettt e e et e e et e e e e e e e esbe e e e et e e e sanseeeeenseeeeanseeeennnnes 4.3-540
LL/CON/PER/BV=TAQ-C ... ..ottt ettt e et e e n et e e ettt e e et e e e em e e e et e e e e nneeeeeaneeeeeanneeeennnees 4.3-540
LL/CON/CEN/BV-T49-C.....ooeiieiiiee ettt ettt e e ettt e e et e e e e e e st e e e e st e e e snnseaeeasseeeeanseeeeennees 4.3-540
LL/CON/PER/BV-152-C [Periodic Advertising Sync Transfer Procedure, Synchronized IUT Initiated —

Multiple Resolvable Private AdAreSSES] ... ... s 4.3-542
LL/CON/CEN/BV-152-C [Periodic Advertising Sync Transfer Procedure, Synchronized IUT Initiated —

Multiple Resolvable Private AdArEeSSES] ... ... s 4.3-542
LL/CON/PER/BV=TBT-C ...ttt ettt ettt e ettt e e ettt e e e e e e e es e e e et e e e ennseaeeanseeeeanseeeennnees 4.3-546
LL/CON/CEN/BV-TB0-C......oeiieiiiiieeiiiee ettt e e et e e et e e e e st e e ettt e e s ns e e e e aseeeeeanseeeeanseaeeanseeeeanneeeeennnes 4.3-546
LL/CON/PER/BV=TB8-C .......eiieiiiete ittt ettt et ettt e e ettt e et e e ekttt e e emt e e e et e e e anb e e e anneeeennnees 4.3-549
LL/CON/CEN/BV-T1B84-C ..ottt ettt e e et e et e e e aa e e e ante e e e e s e e e e asteeeeanseeeeannseeeeaneeeeeanneeeennnees 4.3-549
LL/CON/PER/BV=TB9-C ......eeiieiiiiie ittt ettt ettt e e e n et e e ettt e e et e e e en e e e amnee e e emneeeeeaneeeeeanneeeennnees 4.3-550
LL/CON/CEN/BV-TB5-C......oviieiieiee ettt ettt e ettt e e e ettt e e e ettt e e e e e e e es e e e e et e e e ennseeeeasseeeeenseeeeennees 4.3-550
LL/CON/PER/BV=TT70-C ...ttt ettt ettt et e e e nt e e e ettt e e et e e e an e e e amte e e e emneeeeeaneeeeeanneeeennnees 4.3-553
LL/CON/CEN/BV-1B6-C.......eeieiiieie ittt ettt ettt e e ettt e et e e e sttt e e ettt e e et eeeanaeeeeanneeeennnees 4.3-553
N 1V 4.4-1
441 [ EY (T Y o7 OSSPSR 4.4-1
442 I PRSP 4.4-2
LL/TIM/ADV/BV-01-C [Earliest Transmission t0 AAVEItISEr] .......c.ccuiiiiiiiiiiiiie e 4.4-2
LL/TIM/ADV/BV-02-C [Latest Transmission t0 AAVEItISEI]............uueiiiiiiiiiiiiiiee et 4.4-4
LL/TIM/ADV/BV-03-C [Extended Advertising, Secondary Channel, Earliest Transmission to Advertiser —

g 1Y 2 PSSR 4.4-5
LL/TIM/ADV/BV-05-C [Extended Advertising, Secondary Channel, Earliest Transmission to Advertiser —

[V I 4 PSSR 4.4-5
LL/TIM/ADV/BV-06-C [Extended Advertising, Secondary Channel, Earliest Transmission to Advertiser —

[ @oTe [=Yo I o o 4 PSSO P RS UPPRTOTI 4.4-6
LL/TIM/ADV/BV-04-C [Extended Advertising, Secondary Channel, Latest Transmission to Advertiser —

g 1V 2 PSPPI 4.4-7

ea Bluetooth SIG Proprietary Page xix



Link Layer (LL) / Test Suite

LL/TIM/ADV/BV-07-C [Extended Advertising, Secondary Channel, Latest Transmission to Advertiser —

[V 2 USRS 4.4-8
LL/TIM/ADV/BV-08-C [Extended Advertising, Secondary Channel, Latest Transmission to Advertiser —

[ @70 Yo I o 4 PSSR RRS 4.4-8
443 P E R e ettt et e e h et e e ettt e e h et e e e Rttt e e te e e e nnne e e e anreeenan 4.4-9
LL/TIM/PER/BV-01-C [Adjusting ANChOr POINE]........coiiiiiiie i 4.4-9
LL/TIM/PER/BV-02-C [Earliest Transmission Start to Peripheral].............cccooiiiiiiiiiiiiiii e 4.4-11
LL/TIM/PER/BV-03-C [Latest Transmission Start to Peripheral]...........cccocoviiiiiiiiiiiiiee e 4.4-13
LL/TIM/PER/BV-04-C [Shortest Connection INterval]............ccccooiiiiiiiiiiiii e 4.4-14
LL/TIM/PER/BV-05-C [Longest Connection INterval] .............coooiiiiiiiiiiiiiiiiiee et 4.4-16
LL/TIM/PER/BV-06-C [Earliest Transmissions to Peripheral]............coocoiiiiiiiiiiii e 4.4-18
LL/TIM/PER/BV-07-C [Latest Transmissions to Peripheral]...............ooooiiiiiiiiiiii e 4.4-19
LL/TIM/PER/BV-08-C [Initiate Sleep Clock Accuracy Update]..........cooouviiiiiiiiiiiiiiiiiie e 4.4-21
LL/TIM/PER/BV-09-C [Response to Sleep Clock Accuracy Update] ..........ccceeeiiiiiiiiiiiiiiiiicceeceeece e 4.4-22
LL/TIM/PER/BV-10-C [Response without Reducing the Sleep Clock Accuracy]........ccccceeeeviiiiiieiieeieeciiee, 4.4-23
LL/TIM/PER/BV-11-C [Initiate Inter Frame Space Change in the current ACL connection, Symmetric

PHYs, LE 1M PHY, Peripheral, Unencrypted].........ccooi it 4.4-26
LL/TIM/PER/BV-12-C [Initiate Inter Frame Space Change in the current ACL connection, Symmetric

PHYs, LE 2M PHY, Peripheral, Unencrypted].........c.uoi ittt 4.4-26
LL/TIM/PER/BV-13-C [Initiate Inter Frame Space Change in the current ACL connection, Symmetric

PHYs, LE Coded PHY, Peripheral, Unencrypted].........ccciiiiiiiiiiiiie e 4.4-26
LL/TIM/PER/BV-14-C [Initiate Inter Frame Space Change in the current ACL connection, Symmetric

PHYs, LE 1M PHY, Peripheral, ENCrypted].........cooiiiiiiiiiii ettt 4.4-26
LL/TIM/PER/BV-15-C [Initiate Inter Frame Space Change in the current ACL connection, Symmetric

PHYs, LE 2M PHY, Peripheral, ENCrypted]. ... ..o s 4.4-26
LL/TIM/PER/BV-16-C [Initiate Inter Frame Space Change in the current ACL connection, Symmetric

PHYs, LE Coded PHY, Peripheral, ENCrypted] ........ccooiiuiiiiiiie ettt 4.4-26
LL/TIM/PER/BV-17-C [Initiate Inter Frame Space Change in the current ACL connection, Asymmetric

PHYs, LE 1M LE 2M PHY, Peripheral, Unencrypted] ..........cooooiiiiiiiiii e 4.4-31
LL/TIM/PER/BV-18-C [Initiate Inter Frame Space Change in the current ACL connection, Asymmetric

PHYs, LE 1M LE Coded PHY, Peripheral, Unencrypted]...........coooiiiiiiiiiiciceee e 4.4-31
LL/TIM/PER/BV-19-C [Initiate Inter Frame Space Change in the current ACL connection, Asymmetric

PHYs, LE 1M LE 2M PHY, Peripheral, ENCrypted] .......ccuuiiiiiiiiiiiiie et 4.4-31
LL/TIM/PER/BV-20-C [Initiate Inter Frame Space Change in the current ACL connection, Asymmetric

PHYs, LE 1M LE Coded PHY, Peripheral, ENCrypted]..........cceiiiiiiiiiiie e 4.4-31
LL/TIM/PER/BV-21-C [Respond to Inter Frame Space Change Request in the current ACL connection,
Symmetric PHYs, LE 1M PHY, Peripheral, Central Transmit, Unencrypted] ...........cccoooviiiiieiiiiiiiiiiieee e, 4.4-36
LL/TIM/PER/BV-22-C [Respond to Inter Frame Space Change Request in the current ACL connection,
Symmetric PHYs, LE 2M PHY, Peripheral, Central Transmit, Unencrypted] ..........cccocviiiiiiireiniee e 4.4-36
LL/TIM/PER/BV-23-C [Respond to Inter Frame Space Change Request in the current ACL connection,
Symmetric PHYs, LE Coded PHY, Peripheral, Central Transmit, Unencrypted]..........ccccccooviiiiiiiinincnnnnn. 4.4-36
LL/TIM/PER/BV-24-C [Respond to Inter Frame Space Change Request in the current ACL connection,
Symmetric PHYs, LE 1M PHY, Peripheral, Central Transmit, Encrypted] ..........cccooiiiiiiiiiiii 4.4-36
LL/TIM/PER/BV-25-C [Respond to Inter Frame Space Change Request in the current ACL connection,
Symmetric PHYs, LE 2M PHY, Peripheral, Central Transmit, Encrypted] .........c.ccoiiiiiiiiiii 4.4-36
LL/TIM/PER/BV-26-C [Respond to Inter Frame Space Change Request in the current ACL connection,
Symmetric PHYs, LE Coded PHY, Peripheral, Central Transmit, Encrypted]..........ccccocoviiiiiiiiiiiiiiiiieeeeees 4.4-36
LL/TIM/PER/BV-27-C [Handling Frame Space Request Collision — Same Procedure, Peripheral] ............... 4.4-38
LL/TIM/PER/BV-28-C [Handling Frame Space Request Collision with CIS Creation, Peripheral] ................. 4.4-41
LL/TIM/PER/BV-29-C [Initiate Inter Frame Space Change on a Different PHY, Peripheral, LE 1M to LE

2 OSSPSR 4.4-44
LL/TIM/PER/BV-30-C [Initiate Inter Frame Space Change on a Different PHY, Peripheral, LE 1M to LE

(©7oT 1Y | SRS 4.4-44
LL/TIM/PER/BV-31-C [Initiate Inter Frame Space Change on a Different PHY, Peripheral, LE 2M to LE

L OSSO PP SOP PP 4.4-44
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LL/TIM/PER/BV-32-C [Initiate Inter Frame Space Change on a Different PHY, Peripheral, LE 2M to LE

(70T 1Y | SR 4.4-44
LL/TIM/PER/BV-33-C [Initiate Inter Frame Space Change on a Different PHY, Peripheral, LE Coded to

e 1 | USSP 4.4-44
LL/TIM/PER/BV-34-C [Initiate Inter Frame Space Change on a Different PHY, Peripheral, LE Coded to

[ | OO O PRSPPI 4.4-44
LL/TIM/PER/BV-35-C [Respond to Inter Frame Space Change Request on a Different PHY, Peripheral,

g Y o T I Y o 4 S OPPR 4.4-47
LL/TIM/PER/BV-36-C [Respond to Inter Frame Space Change Request on a Different PHY, Peripheral,

[ Y (o T I 0o T [T N o OSSP 4.4-47
LL/TIM/PER/BV-37-C [Respond to Inter Frame Space Change Request on a Different PHY, Peripheral,

Y I o T I e 11V o 4 SRR 4.4-47
LL/TIM/PER/BV-38-C [Respond to Inter Frame Space Change Request on a Different PHY, Peripheral,

[ Y I (o T I @ o Yo [T N o o SO SPR 4.4-47
LL/TIM/PER/BV-39-C [Respond to Inter Frame Space Change Request on a Different PHY, Peripheral,

[ @Yo Yo I (o 3N N g1V N o SO PR 4.4-47
LL/TIM/PER/BV-40-C [Respond to Inter Frame Space Change Request on a Different PHY, Peripheral,

[ S @oTe LYo I (o I |V B o 4 PSSP S PP 4.4-47
LL/TIM/PER/BV-41-C [Initiate Inter Frame Space Change on a Different Asymmetric PHY for TX and

RX, Peripheral, LE 1M t0 LE 2M] ... .uiiiiiiiii ittt ettt et e et e e e e e e nnaeee s 4.4-50
LL/TIM/PER/BV-42-C [Initiate Inter Frame Space Change on a Different Asymmetric PHY for TX and

RX, Peripheral, LE TM 10 LE COAEA] .....oiiiiiiiiiiiie ettt e e e et e e e e e e easraee s 4.4-50
LL/TIM/PER/BV-43-C [Initiate Inter Frame Space Change on a Different Asymmetric PHY for TX and

RX, Peripheral, LE 2M t0 LE TIM] ...c.ceiii ettt et e et e et e e e s e e e e e e e nneeeenneeeean 4.4-50
LL/TIM/PER/BV-44-C [Initiate Inter Frame Space Change on a Different Asymmetric PHY for TX and

RX, Peripheral, LE 2M 10 LE COAEA] ..ottt ettt e ettt e e e e et e e e e e e e e nnneeeeas 4.4-50
LL/TIM/PER/BV-45-C [Initiate Inter Frame Space Change on a Different Asymmetric PHY for TX and

RX, Peripheral, LE Coded t0 LE TIM] ...ttt ettt e e e e e et ee e e e e e e e ennneeeeas 4.4-50
LL/TIM/PER/BV-46-C [Initiate Inter Frame Space Change on a Different Asymmetric PHY for TX and

RX, Peripheral, LE Coded t0 LE 2M] ...ttt e e e et e e e e e e e nneeeeas 4.4-50
LL/TIM/PER/BV-47-C [Respond to Inter Frame Space Change Request on a Different Asymmetric PHY

for TX and RX, Peripheral, Tx: LE IM Rx: LE 2M to TX: LE2M RX: LE IM] ... 4.4-54
LL/TIM/PER/BV-48-C [Respond to Inter Frame Space Change Request on a Different Asymmetric PHY

for TX and RX, Peripheral, Tx: LE 1M Rx: LE Coded to Tx: LE Coded Rx: LE 2M].........cccovvierieeiiiiiiiieeeen. 4.4-54
LL/TIM/PER/BV-49-C [Respond to Inter Frame Space Change Request on a Different Asymmetric PHY

for TX and RX, Peripheral, Tx: LE 2M Rx: LE 1M to Tx: LE TIM RX: LE 2M] ..ccooiiiiiiiieeee e 4.4-54
LL/TIM/PER/BV-50-C [Respond to Inter Frame Space Change Request on a Different Asymmetric PHY

for TX and RX, Peripheral, Tx: LE 2M Rx: LE Coded to Tx: LE Coded Rx: LE 1M]......cooiiiiiiiiiiiiiiieeee. 4.4-54
LL/TIM/PER/BV-51-C [Respond to Inter Frame Space Change Request on a Different Asymmetric PHY

for TX and RX, Peripheral, Tx: LE Coded Rx: LE 1M to Tx: LE 2M Rx: LE Coded].........cccovviiiiiiiiiiiiienen. 4.4-54
LL/TIM/PER/BV-52-C [Respond to Inter Frame Space Change Request on a Different Asymmetric PHY

for TX and RX, Peripheral, Tx: LE Coded Rx: LE 2M to Tx: LE 1M Rx: LE Coded].........cccovvieriieiiiiiiiienenn. 4.4-54
LL/TIM/PER/BI-05-C [Frame Space Change, Reject Frame Space Update When

connlintervalUncodedMin Exceeds the Connection Interval, Peripheral].............ccccocooiiiiiiiiiiiiiiieee e, 4.4-57
LL/TIM/CEN/BI-05-C [Frame Space Change, Reject Frame Space Update When

connlintervalUncodedMin Exceeds the Connection Interval, Central] .............ccooveeiiiiiiiiiieec e, 4.4-57
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1 Scope

This Bluetooth document contains the Test Suite Structure (TSS) and test cases to test the
implementation of the Bluetooth Low Energy Link Layer (LL) layer with the objective to provide a high

probability of air interface interoperability between the tested implementation and other manufacturers’
Bluetooth devices.
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2 References, definitions, and abbreviations

2.1 References

This document incorporates provisions from other publications by dated or undated reference. These
references are cited at the appropriate places in the text, and the publications are listed hereinafter.
Additional definitions and abbreviations can be found in [1], [2], and [3].

[1]  Specification of the Bluetooth System, Versions 4.0 or later
[2] Test Strategy and Terminology Overview

[8] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 4.0

[4] ICS Proforma for Bluetooth Low Energy Link Layer Protocol Specification

[5] ITU-T X.290 series, OSI CONFORMANCE TESTING METHODOLOGY AND FRAMEWORK
PROTOCOL RECOMMENDATIONS FOR ITU-T APPLICATIONS, ITU Recommendation X.290
series (equivalent to ISO 9646)

[6] Federal Information Processing Standards Publication 197, ADVANCED ENCRYPTION
STANDARD (AES), FIPS, 2001

[71 Bluetooth Test Suite for RFPHY

[8] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 4.2 or later

[9] Bluetooth Core IXIT proforma

[10] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.0 or later

[11] Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 5.2 and higher) Host Controller Interface (HCI)

[12] Specification of the Bluetooth System, Volume 3, Part A, Logical Link Control and Adaptation
Protocol (L2CAP) Specification

[13] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.1 or later

[14] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.2 or later

[18] Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 5.2 and higher) (Host Controller Interface Functional Specification), Version 5.2 or later

[16] Specification of the Bluetooth System, Volume 6, Part D (Message Sequence Charts), Version 5.2
or later

[17] Specification of the Bluetooth System, Volume 6, Part G (Isochronous Adaptation Layer),
Version 5.2 or later

[18] Core Specification Supplement (CSS), Part A, Current Version

[19] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.3 or later

ea Bluetooth SIG Proprietary Page 2-1



[20]

[21]
[22]
[23]

[24]

[25]

[26]

[27]

[28]
[29]

2.2
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Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface (HCI)),
Version 5.3 or later

Specification of the Bluetooth System, Volume 3, Part H (Host Specification), Version 5.2 or later

Appropriate Lanquage Mapping Tables document

Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.4 or later

Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface (HCI)),
Version 5.4 or later

Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 6.0 or later

Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface Specification),
Version 6.0 or later

Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 6.0 and higher) Host Controller Interface (HCI)

Specification of the Bluetooth System, Volume 6, Part C (Sample Data), Version 6.0 or later

Specification of the Bluetooth System, Volume 1, Part E (Responding to invalid behavior)

Definitions

In this Bluetooth document, the definitions from [1], [2], and [3] apply.

Certain terms that were identified as inappropriate have been replaced. For a list of the original terms and
their replacement terms, see the Appropriate Language Mapping Tables document [22].

2.3

Acronyms and abbreviations

In this Bluetooth document, the definitions, acronyms, and abbreviations from [1], [2], and [3] apply.

Acronyms and abbreviations Definition

CEAP Common Extended Advertising Payload

Table 2.1: Acronyms and abbreviations

%)
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3 Test Suite Structure (TSS)

3.1 References

This document incorporates provisions from other publications by dated or undated reference. These
references are cited at the appropriate places in the text, and the publications are listed hereinafter.
Additional definitions and abbreviations can be found in [1], [2], and [3].

[1]  Specification of the Bluetooth System, Versions 4.0 or later
[2]  Test Strategy and Terminology Overview

[8] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 4.0

[4] ICS Proforma for Bluetooth Low Energy Link Layer Protocol Specification

[6] ITU-T X.290 series, OSI CONFORMANCE TESTING METHODOLOGY AND FRAMEWORK
PROTOCOL RECOMMENDATIONS FOR ITU-T APPLICATIONS, ITU Recommendation X.290
series (equivalent to ISO 9646)

[6] Federal Information Processing Standards Publication 197, ADVANCED ENCRYPTION
STANDARD (AES), FIPS, 2001

[71  Bluetooth Test Suite for RFPHY

[8] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 4.2 or later

[9] Bluetooth Core IXIT proforma

[10] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.0 or later

[11] Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 5.2 and higher) Host Controller Interface (HCI)

[12] Specification of the Bluetooth System, Volume 3, Part A, Logical Link Control and Adaptation
Protocol (L2CAP) Specification

[13] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.1 or later

[14] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.2 or later

[15] Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 5.2 and higher) (Host Controller Interface Functional Specification), Version 5.2 or later

[16] Specification of the Bluetooth System, Volume 6, Part D (Message Sequence Charts), Version 5.2
or later

[17] Specification of the Bluetooth System, Volume 6, Part G (Isochronous Adaptation Layer),
Version 5.2 or later

[18] Core Specification Supplement (CSS), Part A, Current Version

[19] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.3 or later
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[20] Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface (HCI)),
Version 5.3 or later

[21] Specification of the Bluetooth System, Volume 3, Part H (Host Specification), Version 5.2 or later
[22] Appropriate Language Mapping Tables document

[23] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.4 or later

[24] Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface (HCI)),
Version 5.4 or later

[25] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 6.0 or later

[26] Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface Specification),
Version 6.0 or later

[27] Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 6.0 and higher) Host Controller Interface (HCI)

[28] Specification of the Bluetooth System, Volume 6, Part C (Sample Data), Version 6.0 or later
[29] Specification of the Bluetooth System, Volume 1, Part E (Responding to invalid behavior)

3.2 Test Strategy

The objective of testing is to verify interoperability and functionality of the [2] implementations by
conformance tests.

Conformance tests will be realized in test equipment providing a testing configuration with a Lower and
Upper Tester ([6], General Concepts, p. 27).

The intent is to test mandatory and optional LL requirements and their combinations, in the protocol
specification as applicable by the ICS proforma in [4] and [6]. Static conformance requirements such as
device addressing and correct packet formats are verified with the tests for the dynamic requirements.

The bullet points in Section 3.3 outline the test functionality grouped according to protocol procedures,
orthogonal functions, and testing objectives. Features and roles subject to testing appear in the groups as
subgroups or functions.
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3.3

Test Suite Structure

Device Discovery

[e]

[e]

Advertising

. Non connectable Events
Connectable Events
Device Filtering
Advertising Data
Invalid Request Packets
Continuous Advertising

. Combining Roles and Advertising
Scanning

. Passive
Active
Device Filtering
Invalid Advertising Packets
Continuous Scanning
Combining Roles and Scanning

Connection Handling

o

o

[e]

o

Advertising
= Accepting Connections
. Invalid Packets from Initiators
Initiating
. Initiating
. Invalid Packets from Advertisers and Peripheral
=  Addressing
Peripheral
= Acknowledgement Scheme
Event Handling
Addressing
Invalid Packets from Central
Data Transfer
Accepting Parameter Update
Termination
Combining Peripheral Role
Initiate and Accept Parameter Request

Central

Acknowledgement Scheme
Addressing

Invalid Packets from Peripheral

Data Transfer

Parameter Update

Termination

Combining Central Role

Initiate and Accept Parameter Request

Timing in Active and Low Power Modes
Radio Frame Encoding

o

Incorrect Frames

Frequency Hopping
Packet Formats

Security

o
[e]

Private Addressing
Encryption Mode Change

Isochronous Streams

o]
[e]
o

Connected Isochronous Stream
Broadcast Isochronous Stream
Isochronous Test Mode

Power Control
Channel Sounding

Link Layer (LL) / Test Suite

The test grouping reflects the protocol procedures (behavior for device discovery, connection handling,
and security) as well as testing for specific aspects (timing, formats, frequency hopping) in any of the
protocol procedures.

Testing and qualification of the Angle of Arrival / Angle of Departure functionality is limited to the packet
format, control procedures, Constant Tone Extension presence, and that the Controller generates IQ
samples and delivers them to the Host. Verification of the validity of the IQ values and antenna
performance is not included.
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Isochronous streams functionality includes testing features for qualification purposes. Section 4.1.6.7.3
Optional Test Steps, Test Command Generated Isochronous SDUs Optional Test Steps and Test
Command Received Isochronous SDUs Optional Test Steps provide approaches that may be employed
when the Upper Tester may not be capable of meeting the bandwidth requirements of a given test
procedure. Separately, the HCI_LE Set CIG_Parameters_Test and HCI_LE_ Create BIG_Test
commands allow the Upper Tester to specify over-the-air parameters that cannot be guaranteed when
using their non-test equivalents.

3.4 Test groups

The groups for the protocol procedures are for testing requirements with parameter variation, timing
variation without drift, acknowledgements, CRC checking and addressing. As timing, radio frame
encoding and packet formats are grouped in the protocol requirements and may apply to all protocol
functions they are also separated to their own top level groups in the testing objectives.

3.41 Device Discovery

Test the device discovery procedures: Advertising and scanning modes between multiple devices,
verifying correct addressing of devices and the correct content and checksums in packets. Test device
filtering and data transfer in the procedures. Measure the timing for advertising events and packets.
3.4.2 Connection Handling

Test the connection setup, flow control and acknowledgement schemes and terminating connections.
Test the addressing used in the procedures and the correct content of packets. Measure the timing of
connection events and packets using timing parameters between the minimum and maximum Peripheral
latencies supported.

Test updating the connection parameters with parameters supported by the IUT.

Test data transfer with connections using positive and negative acknowledgements and flow control and
checksums for multiple devices. Test different payload lengths.

Test explicit termination and termination by supervision timers for the protocol roles.

3.4.3 Timing

Test procedures during connections, varying timing within allowed clock drift against the IUT, observing
connection parameters for the different roles. That timing deviation by the IUT is within clock drift and jitter
is verified in measurements done in the tests in the groups ‘DDI’ and ‘CON’.

344 Radio Frame Encoding

Test rejection of packets with an invalid preamble or access address, i.e. incorrect content in LL packet
sections other than the PDU and CRC.

3.4.5 Frequency Hopping

Test the data channel selection algorithm.

3.4.6 Packet Formats

Test rejection of packets with invalid logical structure for dependencies or content.

3.4.7 Security

Test the encryption mode change operation. Test encrypted address usage during device discovery and
encryption of packets in connected operation.

ea Bluetooth SIG Proprietary Page 3-4



Link Layer (LL) / Test Suite

3.4.8 Connected Isochronous Stream

Test one or multiple point-to-point isochronous logical transports. Variable flushing periods for payloads,
variable size data contents in packets, and variable number of events that allow a range of isochronous
bit rates, latencies, and re-transmissions are tested.

3.4.9 Broadcast Isochronous Stream

Test logical transports that transmit one or more isochronous data streams to in-range scanning devices.

3.410 Isochronous Test Mode

Test the Isochronous test mode for testing the Connected or Broadcast Isochronous Stream transmission
and reception of isochronous data.

3.4.11 Power Control

Test procedures to control the transmit power of remote device and requesting path loss monitoring.

3.4.12 Channel Sounding

Test procedures to verify setup and execution of CS procedures.

3.5 Behavior tests

The tests include both valid and invalid behavior as described by the protocol requirements. In valid
behavior tests the IUT is triggered with valid message sequences and is expected to perform the protocol
function. In invalid behavior tests the IUT is triggered with sequences containing invalid messages,
missing messages, messages of incorrect type or content and is expected to recover and resume the
protocol function.

3.5.1 Valid Behavior (BV) tests
These tests verify that the IUT reacts in conformity with the specification when receiving with valid
message sequences.

3.5.2 Invalid Behavior (BI) tests

These tests verify that the IUT reacts in conformity with the specification when receiving sequences
containing invalid messages, missing messages, messages of incorrect type or content and is expected
to recover and resume the protocol function.

3.6 Test Realization

An Upper Tester interface is required in the conformance testing configuration. A subset of the HCI [11] is
used as the TCI. In test realization, an Implementation under Test (“IUT”) is assumed to implement the
HCI commands and events either explicitly or implicitly referenced in a supported procedure requirement
in the protocol specification.

3.7 HCI Command and Event Version

If a command or event has more than one version and the test does not explicitly say otherwise:

- Areference to a command specifying the version number means that that version or any higher-
numbered version supported by the IUT may be used.

- Areference to an event specifying the version number means that that version or at least one
higher-numbered version supported by the IUT is unmasked (other versions, including lower-
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numbered versions, may also be unmasked) and the IUT sends the highest unmasked version,
whether or not that is the one specified.

- Areference to a command or event that does not specify the version number is equivalent to
specifying [v1].
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4 Test cases (TC)

4.1 Introduction

411 References

This document incorporates provisions from other publications by dated or undated reference. These
references are cited at the appropriate places in the text, and the publications are listed hereinafter.
Additional definitions and abbreviations can be found in [1], [2], and [3].

[11  Specification of the Bluetooth System, Versions 4.0 or later
[2] Test Strategy and Terminology Overview

[3] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 4.0

[4] ICS Proforma for Bluetooth Low Energy Link Layer Protocol Specification

[6] ITU-T X.290 series, OSI CONFORMANCE TESTING METHODOLOGY AND FRAMEWORK
PROTOCOL RECOMMENDATIONS FOR ITU-T APPLICATIONS, ITU Recommendation X.290
series (equivalent to ISO 9646)

[6] Federal Information Processing Standards Publication 197, ADVANCED ENCRYPTION
STANDARD (AES), FIPS, 2001

[71  Bluetooth Test Suite for RFPHY

[8] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 4.2 or later

[9] Bluetooth Core IXIT proforma

[10] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.0 or later

[11] Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 5.2 and higher) Host Controller Interface (HCI)

[12] Specification of the Bluetooth System, Volume 3, Part A, Logical Link Control and Adaptation
Protocol (L2CAP) Specification

[13] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.1 or later

[14] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.2 or later

[15] Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 5.2 and higher) (Host Controller Interface Functional Specification), Version 5.2 or later

[16] Specification of the Bluetooth System, Volume 6, Part D (Message Sequence Charts), Version 5.2
or later

[17] Specification of the Bluetooth System, Volume 6, Part G (Isochronous Adaptation Layer),
Version 5.2 or later

[18] Core Specification Supplement (CSS), Part A, Current Version

[19] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.3 or later
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[20] Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface (HCI)),

Version 5.3 or later

Link Layer (LL) / Test Suite

[21] Specification of the Bluetooth System, Volume 3, Part H (Host Specification), Version 5.2 or later

[22] Appropriate Language Mapping Tables document

[23] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),

Version 5.4 or later

[24] Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface (HCI)),

Version 5.4 or later

[25] Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),

Version 6.0 or later

[26] Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface Specification),

Version 6.0 or later

[27] Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 6.0 and higher) Host Controller Interface (HCI)

[28] Specification of the Bluetooth System, Volume 6, Part C (Sample Data), Version 6.0 or later

[29] Specification of the Bluetooth System, Volume 1, Part E (Responding to invalid behavior)

41.2 Test case identification conventions

Test cases are assigned unique identifiers per the conventions in [2]. The convention used here is:
<spec abbreviation>/<IUT role>/<class>/<feat>/<func>/<subfunc>/<cap>/<xx>-<nn>-<y>.

Identifier Abbreviation Spec Abbreviation Identifier <spec abbreviation>
LL Link Layer

Identifier Abbreviation Feature Identifier <feat>

BIS Broadcast Isochronous Stream
CIS Connected Isochronous Stream
CON Connection Handling

CS Channel Sounding

DDI Device Discovery

ENC Radio Frame Encoding

FRH Frequency Hopping

IST Isochronous Testing

PAC Packet Formats

PCL Power Control

SEC Security

TIM Timing

Identifier Abbreviation Function Identifier <func>
ADV Advertiser role

CEN Central role

INI Initiator role

PER Peripheral role

SCN Scanner role
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Identifier Abbreviation SubFunction Identifier <subfunc>
REF Reflector CS role

Table 4.1-1: LL TC feature naming conventions

41.3 Conformance

When conformance is claimed for a particular specification, all capabilities are to be supported in the
specified manner. The mandated tests from this Test Suite depend on the capabilities to which
conformance is claimed.

The Bluetooth Qualification Program may employ tests to verify implementation robustness. The level of
implementation robustness that is verified varies from one specification to another and may be revised for
cause based on interoperability issues found in the market.

Such tests may verify:

* That claimed capabilities may be used in any order and any number of repetitions not excluded by the
specification

* That capabilities enabled by the implementations are sustained over durations expected by the use
case

* That the implementation gracefully handles any quantity of data expected by the use case

* Thatin cases where more than one valid interpretation of the specification exists, the implementation
complies with at least one interpretation and gracefully handles other interpretations

* That the implementation is immune to attempted security exploits

A single execution of each of the required tests is required to constitute a Pass verdict. However, it is
noted that to provide a foundation for interoperability, it is necessary that a qualified implementation
consistently and repeatedly pass any of the applicable tests.

In any case, where a member finds an issue with the test plan generated by the Bluetooth SIG
qualification tool, with the test case as described in the Test Suite, or with the test system utilized, the
member is required to notify the responsible party via an erratum request such that the issue may be
addressed.

4.1.4 Common Packet Contents

Contents of radio frames (LL packet sections other than the PDU and CRC) from the IUT are expected to
match the descriptions. The bit ordering when defining fields within the packet or Protocol Data Unit
(PDU) in the Link Layer specification follows the Little Endian format. The following rules apply:

* The Least Significant Bit (LSB) corresponds to bo.
* The LSB is the first bit sent over the air.
* [Inillustrations, the LSB is shown on the left side.

4.1.41 Access Address Used

When the IUT is in the advertising state or Peripheral role, the default value for the data channel access
address is 0x456789AB. With the same convention the advertising channel access address (see below)
is expressed with a hexadecimal number as Ox8ES89BEDSG.

Where an invalid access address is used for a frame, it is corrupted by inverting a single bit and the test
procedure steps will by repetition reflect the probability of the error being reverted. The corruption is done
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alternating from the last bit before the PDU and from the second bit after the preamble, such that the
addresses used are invalid data for the tests but still according to the protocol transfer syntax.

4.1.4.2 Fields and Bits Reserved for Future Use

Unless a specific test states otherwise, all fields within packets and all bits within fields that are described
as reserved for future use are set to 0 in packets sent by the Upper and Lower Testers.

4143 ACK and NAK

Where this specification refers to an “ACK”, it means any packet that has an NESN field and where that
field has the opposite value to the SN field of the last packet sent in the opposite direction; i.e., the sender
of the ACK is indicating that it successfully received the last packet sent in the opposite direction.

Where this specification refers to a “NAK”, it means any packet that has an NESN field and where that
field has the same value as the SN field of the last packet sent in the opposite direction; i.e., the sender of
the NAK is indicating that it failed to receive the last packet sent in the opposite direction.

A requirement in a test to send an ACK or a NAK is a requirement to send a packet with the relevant
NESN value. If the test requires an ACK or a NAK followed by another PDU sent by the same device,
these can be sent in a single packet unless the test explicitly requires two packets. For example, the test
step of a NAK being sent followed by an LL_XXX command may be a single PDU with the NESN
indicating a NAK and LL_XXX in the payload.

41.5 Common Message Contents

Contents of PDU and CRC parts of packets from the IUT are expected to match the descriptions common
for the procedures of a group of tests.

Strings are enclosed in quotes and character strings in double quotes.
41.51 Checksums Used

Where an invalid CRC is used for a PDU, the checksum is corrupted by negating all of the bits in order to
have a small probability of the error being reverted in a test.

4.1.5.2 Device Addresses Used

When the IUT is in advertising state or Peripheral role, a default value for the scanning, initiating, or
Central address used is 0x123456789ABC. When the IUT is in scanning state, initiating state, or Central
role, a default value for the address used for the state of advertising or the role of Peripheral is
0x456789ABCDEF.

When the Lower Tester address is required to differ from the IUT address in the most significant octet,
this is done by XORing the address with 0xA50000_000000. When the Lower Tester address is required
to differ from the IUT address in the least significant octet, this is done by XORing the address with
0x000000_00005A. When the Lower Tester address is required to differ from the IUT address in both the
most and least significant octets, this is done by XORing the address with 0xX5A0000_0000A5.

41.6 Common Initial and Final Conditions

A test procedure description by test steps assumes sets of initial and final conditions of the protocol
implementation. In addition, each test procedure may be parameterized for purposes of varying test
inputs, or by IUT specific values to indicate e.g., supported ranges to the test.

Common parameters to tests are listed below. Each test may specify additional parameters. ICS and IXIT
parameters are identified in [5]. Test procedures use typical parameter values from the protocol
specification for illustration. The values supported by the IUT and indicated by IXIT entries, e.g., for timing
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intervals may be used instead in order to execute a test. Note that the verdict criteria may have to be
adjusted in cases where the input parameters are essential for the verdict criteria.

Parameter: All tests include the parameters that indicate the address of the IUT: LL_device_address.

Parameter: For the device discovery tests where a device name is transmitted in LL packets, use “LT” for
the Lower Tester and “IUT for the IUT.

The initial state for an IUT before a test procedure can be executed is stated in each test. This state is
typically equivalent to that after the execution of a list of preamble steps. Preamble steps used in multiple
tests are defined on group level in order to avoid re-specifying them in each applying test.

If a test does not mention unmasking events, the IUT unmasks all events mentioned in that test before
the test procedure is executed.

If a test covers optional features and does not mention the feature exchange procedure, the IUT performs
the feature exchange procedure before the test procedure is executed.

It is assumed that the IUT will begin all new connections using the LE 1M PHY in both directions.
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State: Standby

A precondition in addition to the test-specific preamble steps is that it is assumed that the IUT is powered
on and active. This is equivalent to being initialized with execution of the following preamble steps:

Lower Upper
Tester T Tester

msc variables LE_supported: LMP_Features, br| edr_not_supported: LMP_Features,
devicd address: BD_ADDR, le_features: LMP_Features, events_supported: Event_Mask

< TCl is connected to the IUT HCI >

Power on

< The BER on the RF is less than 0.1% >

{§

Idle Preamble Steps

A HCI_Reset
0

HCI_Command_Complete
(0x00)

HCI_Read_Local_Supported_Features

HCI_Command_Complete
(0x00, le_supported & br_edr_not_supported)

{OPTIONAL

HCI 4/8

HCI_LE_Read_Local_Supported_Features

HCI_Command_Complete
(0x00, le_features)

{OPTIONAL

HCI 14/2

HCI_Set_Event_Mask
(events_supported)

HCI_Command_Complete

{0x00)

HCI_LE_Set Event Mask
(le_events_supported)

HCI_Command_Complete
(0x00)

{OPTIONAL

HCI 14/8

HCI_LE_Set Event Mask_Page2
(events_page2_supported)

HCI_Command_Complete

(0x00)

Figure 4.1-1: Standby preamble steps

The preamble steps do not have to be executed in case a previous test case execution is completed with
all post-amble steps. Otherwise at least a part of the above steps might have to be executed.
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State: Device Address Set

IUT

Upper
Tester

Link Layer (LL) / Test Suite

msc variables add

ress_type: Address_Type,

device_address: Address
Device Address Set Preamble Steps
ALT
Random Address Generation Preamble Steps Executed
P HCI_LE_Set_Random_Address
B (random_address)
HCI_Command_Complete |
(0x00) i
ALT

HCI_Read_BD_ADDR

<

d

HCI_Command_Complete

(0x00, device_address)

LL

(LL

2/2

AND not

2/1)

HCI_LE_Set_Random_Address

<
d

(random_address)

HCI_Command_Complete

(0x00)

Device
Address Set

Figure 4.1-2: Device Address Set preamble steps

The preamble steps above read or set an address supported by the IUT.
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State: Specific in the Filter Accept List

Link Layer (LL) / Test Suite

The HCI commands to set the IUT to apply filtering to specific devices with the parameters of a list of
device addresses are displayed in the sequence chart below.

IuT

Upper
Tester

msc variables devic¢ addresses: Device Address[],
address_types: Address_Type]],
policy_target: Policyl Target, policy: Policy

HCI_LE_Add_Device_To_Filter_Accept_List

(device_addresses]i], address_types]i])

HCI_Command_Complete

\ 4

{0x00)

Specific Filter Accept
List Preamble Steps
‘ HCI_LE_Clear_Filter_Accept_List
HCI_Command_Complete o
(0x00) >
Step 2

(

Repeat Step 2 for all i’ in
‘device_addresses[] and address_types][]

Specific
Filter
Accept List

Figure 4.1-3: Specific in the Filter Accept List preamble steps

Step 2 is optional when the preamble steps are used only to set the filter policy. The preamble steps do
not include getting the maximum count of Filter Accept List entries, since the tests use only one entry at a

time.
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State: Buffer Size Read

Link Layer (LL) / Test Suite

The HCI commands to determine the usage of LE or BR+EDR data buffers for tests transferring data are
displayed in the sequence chart below:

Upper
Tester

IUT
msc variableg br_edr_not_supported: LMP_Features,
data_packet_[length: Data_Packet_Length,
num_data_pdckets: Num_Data_Packets,
Boolean: le_buffers_not_supported
P HCI_LE_Read_Buffer_Size
HCI_Command_Complete o
(0x00, data_packet_length, num_data_packets) d
tOPTIONAL
not

(br_edr_not_s

upported) and

data_packet_length = 0
and num_data_packets = 0

le_buffers_not_supported
= TRUE

Pemmmmm——a]
'
'

OPTION

Up

/* Depends
on

Tester. */

HCI_Read_Buffer_Size

<
<

HCI_Command_Complete

(0x00, data_packet_length, num_data_packets)

per

HCI_Set_Host_Controller_To_Host_Flow_Control

< {0x00)
HCI_Command_Complete o
(0x00) i

P HCI_Host_Buffer_Size

(/* Depends on Upper Tester. */)

HCI_Command_Complete

(0x00)

HCI_Set_Event_Mask (0x2000800000018890)

A

HCI_Command_Complete

\ 4

(0x00)

Buffer

Size

Read

Figure 4.1-4: Buffer Size Read preamble steps

The outcome of the preamble steps is the information about data primitives and parameters supported by
the IUT as well as the configuration of the data primitive parameters supported by the Upper Tester to the

IUT.
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4.1.6.1 ADV

The common initial states of the advertising state.

State: Advertising Parameters Set

Link Layer (LL) / Test Suite

The HCI commands to set the parameters’ advertising interval and advertising channel map are displayed
in the sequence chart below.

T

Upper
Tester

msc variables adv] i

address_type_owr]:

adv_channel_map

adv_interval_max:| Adv_Interval,
advertising type: Advertising_Type,

address_type_direct: Address_Type,

advertising filter pglicy: Advertising Filter Policy

nterval_min: Adv_Interval,

Address_Type,

Adv_Channel_Map,

Advertising Parameters Set Pream

ble Steps

Device Address Set Preamble Steps

)

HCI_LE_Set_Advertising_Parameters

A

(adv_interval_min, adv_interval_max, adv_type,
own_address_type, direct_address_type,
direct_address,adv_channel_map,
adv_filter_policy)

HCI_Command_Complete

A\ 4

(0x00)

Advert|
Param

Set

ising
eters

Figure 4.1-5: Advertising
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State: Non-Connectable Advertising

Link Layer (LL) / Test Suite

The HCI commands to set the IUT to advertise in non-connectable mode with parameters are displayed

in the sequence chart below.

IuT

Upper
Tester

adv_interval_max:| Adv_Interval,
advertising type: Advertising_Type,
address_type_owr]: Address_Type,
address_type_direft: Address_Type,
adv_channel_map| Adv_Channel_Map,

msc variables adv/| interval_min: Adv_Interval,

advertising filter pglicy: Advertising Filter Policy

Non-Connectable Advertising Preamble Steps

( Device Address Set Preamble Steps )

HCI_LE_Set_Advertising_Parameters

HCI_Command_Complete

- (adv_interval_min, adv_interval_max, adv_type,

own_address_type, direct_address_type,
direct_address,adv_channel_map,
adv_filter_policy)

»
>

(0x00)

HCI_LE_Set Advertising_Enable

<
<

HCI_Command_Complete

(0x01)

\ 4

(0x00)

Non-Connectable
Advertising

Figure 4.1-6: Non-Connectable Advertising preamble steps
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State: Undirected Advertising

Link Layer (LL) / Test Suite

The HCI commands to set the IUT to advertise in connectable undirected mode with parameters are

displayed in the sequence chart below.

IuT

Upper
Tester

adv_interval_max:| Adv_Interval,
adv_type: Advertiging_Type,
address_type_owr: Address_Type,
address_type_direct: Address_Type,
adv_channel_map} Adv_Channel_Map,

scan_response_dgta_length: Data_Len,
scan_response_d3ta: Data

msc variables adv| interval_min: Adv_Interval,

advertising filter palicy: Advertising Filter Policy,

Undirected Advertising Preamble Steps

( Device Address Set Preamble Steps )

HCI_LE_Set_Advertising_Parameters

HCI_Command_Complete

(adv_interval_min, adv_interval_max, adv_type,
address_type_own, address_type_direct,
direct_address,adv_channel_map,

adv_filtering_policy)

A A

(0x00)

HCI_LE_Set Scan_Response_Data

A

HCI_Command_Complete

(scan_response_data_length,
scan_response_data)

(0x00)

HCI_LE_Set_Advertising_Enable

HCI_Command_Complete

(0x0T)

(0x00)

Undirected
Advertising

Figure 4.1-7: Undirected Advertising preamble steps
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State: Discoverable Advertising

Link Layer (LL) / Test Suite

The HCI commands to set the IUT to advertise in discoverable undirected mode with parameters are

displayed in the sequence chart below.

IuT

Upper
Tester

msc variables adv/| interval_min: Adv_Interval,
adv_interval_max:| Adv_Interval,

adv_type: Advertiging_Type,
address_type_owr]: Address_Type,
address_type_direft: Address_Type,
adv_channel_map| Adv_Channel_Map,
advertising filter palicy: Advertising Filter Policy,
scan_response_d4gta_length: Data_Len,
scan_response_dgta: Data

Discoverable Aglvertising
Preamble Steps

( Device Address Set Preamble Steps )

HCI_LE_Set_Advertising_Parameters

(adv_interval_min,

HCI_Command_Complete

address_type_own, address_type_direct,
direct_address,adv_channel_map,

adv_interval_max, adv_type,

adv_filtering_policy)

A A

(0x00)

HCI_LE_Set_Scan_Response_Data

A

HCI_Command_Complete

(scan_response_data_length,
scan_response_data)

\ 4

{0x00)

HCI_LE_Set_Advertising_Enable

A

HCI_Command_Complete

(Ox01)

(0x00)

A A

Discoverable
Advertising

Figure 4.1-8: Discoverable Advertising preamble steps
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State: Periodic Advertising

Link Layer (LL) / Test Suite

The HCI commands to set the IUT to advertise in periodic advertising mode with parameters as displayed
in the sequence chart below.

Upper
T Tester

Periodic Advertising Preamble Steps

( Device Address Set Preamble Steps

)

HCI_LE_Set Extended_Advertising_Parameters

(adv_handle, 0x00, primary_adv_interval_min,
primary_adv_interval_max, 0x07, own_address_type, 0x00, 0x00,
0x00, 0x7F, 0x01, 0x04, 0x01, 0x00, 0x00)

A

HCI_Command_Complete o

(0x00)

HCI_LE_Set_Periodic_Advertising_Parameters

~ (adv_handle, periodic_adv_interval_min, periodic_adv_interval_max,
0x00)

HCI_Command_Complete

\ 4

(0x00)

Repeat until all data is set

HCI_LE_Set_Periodic_Advertising_Data

A

(data)

HCI_Command_Complete

\ 4

(0x00)

HCI_LE_Set_Periodic_Advertising_Enable

A

(0x01)

HCI_Command_Complete

»
>

(0x00)
P HCI_LE_Set Extended_Advertising_Enable
- (0x01)
HCI_Command_Complete _
(0x00) o

Periodic
Advertising

Figure 4.1-9: Periodic Advertising preamble steps

Periodic Advertising msc variables: primary_adv_interval_min: Adv_Interval, primary_adv_interval_max:

Adv_Interval, own_address_type: Address_Type, periodic_adv_interval_min: Adv_Interval,

periodic_adv_interval_max: Adv_Interval
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State: Directed Advertising

Link Layer (LL) / Test Suite

The HCI commands to set the IUT to advertise using directed advertising with parameters events are

displayed in the Figure 4.1-10.

IuT

Upper
Tester

msc variableg address_type_own: Address_Type,

adv_channel{map: Adv_Channel_Map,
advertising filfer policy: Advertising Filter Policy

address_typg target: Address_Type, address_target: Address,

Directed Advertising Pream

ble Steps

( Device Address Set Preamble Steps

)

HCI_LE_Set_Advertising_Parameters

A

HCI_Command_Complete

(0xXXXX, 0xXXXX, 0x01, address_type_own,
address_type_target, address_target, OxXX,

0xXX)

\ 4

{0x00)

HCI_LE_Set_Advertising_Enable

A

HCI_Command_Complete

(0x01)

\ 4

{0x00, 0XXXXX)

Directed
Advertising

Figure 4.1-10: Directed Advertising preamble steps
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State: Extended Advertising

Link Layer (LL) / Test Suite

The HCI commands to set the IUT to advertise using extended advertising with parameters as displayed
in the sequence chart below.

Lower
Tester

IuT

Upper
Tester

Extended Advertising Preamble Steps

(

Device Address Set Preamble Steps

( Advertising Parameters Set Preamble Steps )

HCI_LE_Set_Extended_Advertising_Parameters

<

(adv_handle, 0x01, prim_adv_int_min,
prim_adv_int_max, 0x07, own_addr_type,
peer_addr_type, peer_addr, 0x00, Ox7F,
prim_adv_phy, sec_adv_max_skip,
sec_adv_phy, 0x00, 0x00)

HCI_Command_Complete _

(Status: 0x00)

REPH

AT until all data is set

HCI_LE_Set Extended_Advertising_Data

A

(data)

HCI_Command_Complete

\ 4

(Status: 0x00)

ADV_EXT_IND

HCI_LE_Set Extended_Advertising_Enable

A

(0x07)

HCI_Command_Complete

\ 4

(Status: 0x00)

ADV_EXT_IND

ADV_EXT_IND

A

AUX_ADV_IND

A

Extended
Advertising

Figure 4.1-11: Extended Advertising preamble steps

Extended Advertising msc variables: prim_adv_int_min: Adv_Interval, prim_adv_int_max: Adv_Interval,
prim_adv_phy: PHY, sec_adv_max_skip: Secondary_Advertising_Max_Skip, sec_adv_phy: PHY
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41

.6.2 SCN

The common initial states of the scanning state.

State: Passive Scanning

Link Layer (LL) / Test Suite

The HCI commands to set the IUT to scan in the passive mode with the parameters filtering policy, scan

interval, and scan window are displayed in the sequence chart below.

Upper
T Tester

Passive $canning Preamble Steps

W HCI_LE_Write_Scan_Parameters
B (0x00, 0xXX, scan_interval, scan_window, 0xXX)

HCI_Command_Complete
(0x00)

»
>

HCI_LE_Write_Scan_Enable
(0x01)

<
d

HCI_Command_Complete
(0x00)

»
>

Passive
Scanning

Figure 4.1-12: Passive Scanning preamble steps

State: Active Scanning

The sequence chart below displays the HCl commands to set the IUT to scan in the active mode with the

parameters of filtering policy, scan interval and scan window.

Upper
T Tester

Active Scanning Preamble Steps

C Device Address Set Preamble Steps )

HCI_LE_Write_Scan_Parameters
(0x01, address_type, scan_interval,
scan_window, 0xXX)

A

HCI_Command_Complete
(0x00)

>
>

HCI_LE_Write_Scan_Enable
(0x01)

<
d

HCI_Command_Complete
(0x00)

>
>

Active
Scanning

Figure 4.1-13: Active Scanning preamble steps
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State: Low Duty Cycle Directed Advertising

The HCI commands to set the IUT to advertising using Low Duty Cycle Directed Advertising with
parameters are displayed in Figure 4.1-14.

IuT

Upper
Tester

Link Layer (LL) / Test Suite

msc variables

adv_interval_min: A
Adv_type: 0x04, ow
direct_address_type

dv_Interval, adv_interval_max: Adv_lInterval,
h_address_type: Address_Type,

Address_Type, adv_channel_map: Adv_Channg¢l_Map

Low Duty Cycle Directeq Advertising
Preamble Steps

Device Address Set Preamble Steps

)

HCI_LE_Set_Advertising_Parameters
(adv_interval_min, adv_interval_max, Adv_type: 0x04,
own_address_type, direct_address_type,
direct_address, adv_channel_map, 0xXX)

HCI_Command_Complete_Event
(0x00)

>
>

» HCI_LE_Set_Advertising_Enable
B (0x01)

HCI_Command_Complete_Event
(0x00)

>
>

Low Duty
Cycle

Directed
Advertising

Figure 4.1-14: Low Duty Cycle Direct Advertising preamble steps
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41.6.3

INI

The common initial states of the initiating state.

State: Initiating
The HCI commands to set the IUT to initiate a connection with parameters are displayed in Figure 4.1-15.

T

Upper
Tester

Initiating Pream

ble Steps

Device Address Set Preamble Steps

)

HCI_LE_Create_LL_Connection

N ( scan_interval, scan_window, initiator_filter_policy,
address_type_peer, peer_address,
address_type_own, conn_interval_min,
conn_interval_max, conn_latency,
supervision_timeout, minimum_length,
maximum_length )

HCI_Command_Status

A 4

(0x00)

Initiating

(=

Figure 4.1-15: Initiating preamble steps

Note: peer_address is an address used by the Lower Tester.

State: Connection Setup in the Filter Accept List

Upper
T Tester

Accept List Pream

HCI_LE_Clear_Device_Filter_Accept_List

<

Connection Sdtup Filter

ble Steps

<

HCI_Command_Complete

Y

(0x00)

HCI_LE_Add_Device_Filter_ Accept_List

$tep 2

A

(device_addressesi], address_typesi])

HCI_Command_Complete

A 4

(0x00)

Repeat Step 2 for all i’ in
"device_addresses[] and address_types[]’

Connection
Setup Filter
Accept List

Figure 4.1-16: Connection Setup in the Filter Accept List preamble steps

The initiator device filtering uses only the Filter Accept Listing mechanism.
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Link Layer (LL) / Test Suite

41.6.4 PER
The common initial states of the Peripheral role.
State: Connected Peripheral

The HCI commands to set the IUT to accept a connection and start maintaining it in the Peripheral role
with parameters are displayed in Figure 4.1-17.

Lower Upper
Tester IuT Tester
Connectéd Peripheral Preamble Steps
Buffer
Size Read

Undirected Advertising Preamble
Steps (no scan response data set)

Undirected
Advertising

C Accepting Connections Test Procedure Steps )

Connected
Peripheral

Figure 4.1-17: Connected Peripheral preamble steps

The preamble steps for undirected advertising require the parameters to first start undirected advertising,
then for the Lower Tester to initiate the connection setup to the IUT. The parameter values supplied to the
IUT for the advertising are not significant in these tests, but the connection parameters may be. The test
procedure steps for accepting connections are performed once in these preamble steps using the
parameter values, in order to complete the connection setup procedure.
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State: Peripheral Connection Terminated

In each test where a Peripheral device is connected but connection termination is not a part of the test
objective, a postamble is added to the test procedure steps. The objective with the postamble steps is to
bring the IUT to the standby state.

Lower Upper
Tester T Tester

Perigheral Connection Terminated Postamble Steps
Connected
Peripheral

Step 1

ALT

TERMINATE_IND
(SN LT = current SN)

A 4

ALT

*

(NESN 1UT = next SN)

A

*

(NESN IUT = current SN)

A

Repeat Step 1 until NESN IUT
= next SN or up to 40 seconds

Step 2

HCI_Disconnection_Complete_Event
(0x00, connection_handle, 0x13)

\ 4

ALT

Step 2

HCI_Disconnection_Complete_Event
(0x00, connection_handle, 0x08)

A 4

Peripheral
Connection

Terminated

Figure 4.1-18: Peripheral Connection Terminated postamble steps

The asterisk denoting the packet type in Step 1 above means that only the acknowledgement scheme is
followed in the steps and the packet types are not observed.
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State: Peripheral Connected on Secondary Advertising Physical Channel

The HCI commands to connect the IUT to the Lower Tester on a secondary advertising channel with
parameters as displayed in the sequence chart below.

Lower
Tester

IUT

Upper
Tester

<

Peripheral Connected on Secondary Advertising Physicall Channel

Preamble Steps

C

Extended Advertising Preamble Steps )

ADV_EXT_IND

AUX_ADV_IND

<
<

AUX_CONNECT_REQ

Y

AUX_CONNECT_RSP

<

HCI_LE_Connection_Complete

A4

(Status: 0x00, Connection_Handle)

Figure 4.1-19: Peripheral Connected on Secondary Advertising Physical Channel preamble steps

Peripheral Connection
on Secondary Physical
Advertising Channel

—]

Extended Advertising msc variables: prim_adv_int_min: Adv_Interval, prim_adv_int_max: Adv_Interval,

prim_adv_phy: PHY, sec_adv_max_skip: Secondary_Advertising_Max_Skip, sec_adv_phy: PHY

State: Peripheral Connected with Connection Subrating

The commands to enable Connection Subrating Feature support, connect the IUT to the Lower Tester,
the Lower Tester initiates a Connection Subrating change as displayed in the sequence chart below.

Lower
Tester

IUT

Upper
Tester

LL_FEATURE_REQ

Periphera

Connected with a Connection Subrat|ng Value

Preamble Steps

HCI_LE_Set Host_Feature

<
<

Connected
Peripheral

>
>

(FeatureSet)

LL_FEATURE_RSP

A

LL_SUBRATE_IND

(FeatureSet)

A 4

LL Ack

A

HCI_LE_Subrate_Change o

(Bit_Number: 38, Bit_Value: 0x01)

Figure 4.1-20: Peripheral Connected with Connection Subrating preamble steps
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Peripheral Connected

with a Connection
Subrating Value
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Link Layer (LL) / Test Suite

4.1.6.5 CEN
The common initial states of the Central role.
State: Connected Central

The HCI commands to have the IUT maintain a connection in the Central role with parameters are
displayed in the sequence chart below.

Lower Upper
Tester IuT Tester

Connected Central Preamble Steps

Buffer

Size Read

( Initiating Preamble Steps (...) )

Initiating

( Connection Initiation Test Procedure Steps )

Connected

Central

Figure 4.1-21: Connected Central preamble steps

The preamble steps for initiating require the parameters, but every value may not be significant in the
tests for the connected Central. The test procedure steps for connection initiation are performed once in
these preamble steps, in order to complete the connection setup.
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State: Central Connection Terminated

In each test where a Central device is connected but connection termination is not a part of the test
objective, a postamble is added to the test procedure steps. The objective with the postamble steps is to
bring the IUT to the standby state.

Lower Upper
Tester T Tester

Central Gonnection Terminated Postamble Steps
Connected
Central

Step 1

ALT

<
<

(NESN IUT = next SN)

TERMINATE_IND |
(SN LT = next SN) >

ALT

*

(NESN TUT = next SN)

A

A

(NESN IUT = current SN)

Repeat Step 1 until NESN IUT = next SN or
up to 40 seconds

Step 2

HCI_Disconnection_Complete_Event
(0x00, connection_handle, 0x13)

Y

ALT

Step 2

HCI_Disconnection_Complete_Event
(0x00, connection_handle, 0x08)

Y

Central
Connection

Terminated

Figure 4.1-22: Central Connection Terminated postamble steps

The asterisk denoting the packet type in Step 1 above means that only the acknowledgement scheme is
followed in the steps and the packet types are not observed.
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State: Central Connected on Secondary Advertising Physical Channel

The HCI commands to connect the IUT to the Lower Tester on a secondary advertising channel with
parameters as displayed in the sequence chart below.

Lower
Tester

IUT

Upper
Tester

ADV_EXT_IND

Central

Connected on Secondary Advertising Physical

Preamble Steps

Channel

C

Passive Scanning Preamble Steps

)

AUX_ADV_IND

A 4

A 4

ADV_EXT_IND

»
>

HCI_LE_Extended_Advertising_Report

>

>

HC|_LE_Extended_Create_Connection

0x00, own_addr_type, peer_addr_type, peer_addr, init_phys,
scan_int[], scan_win[], conn_int_min[], conn_int_mx{],
max_latency[], sup_timeout[], mn_ce_len[],

mx_ce_len[])

Bl

HCI_Command_Status
(Status: 0x00)

»
>

AUX_ADV_IND

»
>

<

AUX_CONNECT_REQ

<

AUX_CONNECT_RSP

A 4

HCI_LE_Enhanced_Connection_Complete
(Status: 0x00, Connection_Handle)

Y

Central Connected on

Secondary
Physical

Advertising
Channel

Figure 4.1-23: Central Connected on Secondary Advertising Physical Channel preamble steps

Central Connected on Secondary Advertising Physical Channel msc variables: init_phys: PHY,
scan_int[ ]: Scan_Interval, scan_win[ ]: Scan_Window, conn_int_mn: Connection_Interval, conn_int_mx:
Connection_Interval, max_latency[ ]: Max_Latency, sup_timeout[ ]: Supervision_Timeout, mn_ce_len[ ]:
Minimum_CE_Length, mx_ce_len[ ]: Maximum_CE_Length
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Link Layer (LL) / Test Suite

State: Central Connected with Connection Subrating

The commands to enable Connection Subrating Feature support, connect the IUT to the Lower Tester,
initiate a feature exchange by the IUT, and the IUT to initiate a Connection Subrating change as
displayed in the sequence chart below.

Lower Upper
Tester IuT Tester

Central Connected with a Connection Subratjng Value
Preamble Steps

o HCI_LE_Set_Host_Feature
- (Bit_Number: 38, Bit_Value: 0x01)

Connected
Central

<
<

HCI_LE_Read_Remote_Features

HCI_Command_Status_Event -
(Status: 0x00)

OPTIONAL
- LL_FEATURE_REQ
B (FeatureSet)
LL_FEATURE_RSP > E
(FeatureSet) g H
HCI_LE_Read_Remote_Features_Complete_Event -
(Status: 0x00, Features) g
P HCI_LE_Subrate_Request
- (Connection_Handle, Subrate_Min, Subrate_Max,
Connection_Latency, Connection_Number, Supervision_Timeout)
P LL_SUBRATE_IND
LL Ack

A 4

HCI_LE_Subrate_Change -

Central
Connected with a
Connection

Subrating Value

Figure 4.1-24: Central Connected with Connection Subrating preamble steps
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The commands to enable Connection Subrating Feature support, connect the IUT to the Lower Tester,
and the Lower Tester to initiate a Connection Subrating request as displayed in the sequence chart
below.

Lower Upper
Tester T Tester

Central Conngcted with a Connection Subrating Value Preamble Steps

Connected
Central

»
>

HCI_LE_Set Host Feature
(Bit_Number 38, Bit_Value 0x01)

LL_SUBRATE_REQ

LL_SUBRATE_IND

A

LL Ack

A 4

HCI_LE_Subrate_Change

Y

Central
Connected
with a

Connection
Subrating
Value

Figure 4.1-25: Central Connected with Connection Subrating preamble steps
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4.1.6.6 SEC

State: Encrypted Address Calculated

IuT

Upper
Tester

msc variables ir:Kéy

HCI_LE_Encrypt

Random Address
Calculated Preamble Steps
Lo el It :
iOPTIONAL
LE 6/1
/* AES */
P HCI_LE_Rand
HCI_Command_Complete |
(0x00, prand) g
W HCI_LE_Encrypt
B (ir, 0x00000000000000000000000000000001)
HCI_Command_Complete o
(0x00, irk) >

<
<

(irk, prand « 13)

HCI_Command_Complete

>
>

(000, 1)

[random_address;]

prand

Figure 4.1-26: Random

Address Calculated preamble steps

Link Layer (LL) / Test Suite

The random address generation behavior is an extract from GAP [1] Section 2.1.2 and represents here
the typical HCI sequences required from a Controller. The identity resolving key ‘irk’ is used in the test
procedures in group ‘SEC’.
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State: Encryption Keys Calculated

‘ Upper \
IUT Tester

Encryption Keys
Calculated Preamble Steps

P HCI_LE_Rand
- 0

HCI_Command_Complete
(0x00, div)

\4

HC| LE Rand
0

A

HCI_Command_Complete
(0x00, rand)

B
>

HCI_LE_Encrypt
(ir, 0x00000000000000000000000000000002)

A

HCI_Command_Complete
(0x00, dhk)

\4

HCI_LE_Encrypt
(dhk, rand)

A

HCI_Command_Complete
(0x00, y)

\4

P HCI_LE_Encrypt
- (div, er)

HCI_Command_Complete
(0x00, ltk)

Encryption ediv:=y
Keys XOR div

\4

Calculated

Figure 4.1-27: Encrypted Address Calculated preamble steps

State: Encrypted Peripheral Connection (ir: Key, er: Key, adv_interval_min: Adv_Interval,
adv_interval_max: Adv_Interval, address_type: Address_Type, adv_channel_map: Adv_Channel_Map,
conn_interval: Conn_Interval, conn_latency: Conn_Latency, conn_timeout: Conn_Timeout, sca: SCA)

State: Encrypted Central Connection (ir: Key, er: Key, scan_interval: Scan_Interval, scan_window:
Scan_Window, address_type_peer: Address_Type, peer_address: Peer_Address, address_type_own:
Address_Type, conn_interval: Conn_Interval, conn_latency: Conn_Latency, conn_timeout:
Conn_Timeout

Encryption keys are input to a Controller from [1] (part H, Section 2.4.2). The keys to generate random
addresses are obtained from the identity root “IR”. The IR is referred to as ‘ir’ and has the default value
0x112233445566778899AABBCCDDEEFF00. The encryption root, ER, is referred to as ‘er’ and has the
same default value. The key to encrypt LL data is referred to as ‘Itk’.

ea Bluetooth SIG Proprietary Page 4.1-29



Link Layer (LL) / Test Suite

4.1.6.7 Common Test Procedure Steps

The common Test Procedure steps section describes alternative optional test steps that a device may
invoke at will during the execution of Test Procedure steps when the test would otherwise end with an
Inconclusive verdict.

41.6.71 Recovery Actions in Test Steps

The test procedure steps typically outline the correct behavior that leads to execute the test procedure
successfully but are not a full implementation description for a test system. In the evaluation of the IUT
behavior against a test procedure description, some provision is needed for failures in a testing
configuration with a test system and an IUT. Below are sample behaviors that may occur in execution of a
test procedure:

*  Step for expecting a packet, but receiving none:

Repeat the step expecting the packet a number of times to reflect the confidence in the verdict to
assign. The test procedure may fail to execute after the repetition count or time interval, or a Fail
verdict may be assigned with a total number of missing packets.

*  Step for expecting a packet, but receiving a different packet with a correct CRC:

If the packet is from the IUT and matches the contents expected (advertising channels) or the timing
and synchronization word (data channels), assume the IUT has sent the packet and assign a Pass
verdict.

If there are no alternatives for the test procedure step and the testing limitations do not describe
otherwise, assign a Fail verdict.

* Step for expecting a packet and receiving one with an incorrect CRC:

If the packet is from the IUT and matches the timing, repeat the step expecting the packet a number
of times to reflect the confidence in the verdict to assign (Assuming that a packet from the IUT is
corrupted). Stop the test procedure execution after the repetition count.

*  Step for expecting no packet, but receiving one with a correct CRC:

If the packet received is from the IUT fail the test procedure step (Assuming the IUT has sent an
inopportune packet).

*  Step for expecting no packet, but receiving one with an incorrect CRC:

If the packet is from the IUT and matches the timing, fail the test procedure step (Assuming the IUT
has sent an inopportune packet).

4.1.6.7.2 Test Step Repetition Count

In steps repeating a test procedure in order to assign a verdict, the phrase ‘a number of times’ is used.
The actual repetition count is based on the failure or success probability of the particular protocol function
that is executed in the test. In the case of a particular operation (e.g., correct one-way reception,
transmission and reception) the repetition count is based on the bit error rate verified for an IUT in the RF
PHY tests [7].

The confidence level is proportional to the repetition count of the test.

4.1.6.7.3 Optional Test Steps

Note that the IUT may use these procedures in a way that the resulting trace of the Test Procedure does
not exactly match the test description alone; however, taking into account the optional tests steps, it may
still match the verdict criteria.
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Connection Update and Connection Parameters Request Procedures Optional Test Steps

Lower
Tester

IUT

Upper
Tester

ALT 1

LL_CONNECTION_PARAM_REQ

<

<

LL_CONNECTION_PARAM_RSP

>
>

LL_CONNECTION_UPDATE_IND

<
<

(Wait For Update Instant)

ALT 2

LL_CONNECTION_PARAM_REQ

<
<

LL_CONNECTION_UPDATE_IND

>

>

(Wait For Update Instant)

ALT 3

LL_CONNECTION_UPDATE_IND

A

¢

(Wait For Update Instant)

)

Figure 4.1-28: Connection Update and Connection Parameters Request Procedure optional test steps

The IUT may request a change to the connection parameters, using either the Connection Update

Procedure or the Connection Parameters Request Procedure, only if:

- The test does not mention the Connection Update Procedure or the Connection Parameters
Request Procedure, or

- The procedure is carried out before the first step of the Test Procedure and the Initial Condition
mentioned in the test are still respected.
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Channel Map Update Procedure Optional Test Steps

Lower Upper
Tester IuT Tester

LL_CHANNEL_MAP_IND

<
<

( (Wait For Update Instant) )
J J SR

Figure 4.1-29: Channel Map Update Procedure optional test steps

The IUT may request a channel map update when Central only if:
- The test does not mention the Channel Map Update Procedure, or

- The procedure is carried out before the first step of the Test Procedure and the Initial Condition
mentioned in the test are still respected.

Version Exchange Procedure Optional Test Steps

Lower Upper
Tester T Tester

ALT 1

LL VERSION_IND

<
<

LL_VERSION_IND

ALT 2

LL_VERSION_IND

>
>

LL_VERSION_IND

<
<

Figure 4.1-30: Version Exchange Procedure optional test steps

The IUT or the Lower Tester may initiate a Version Exchange Procedure before or during the Test
Procedure as long as the test does not mention this procedure in the Test Procedure.

The Lower Tester may initiate this procedure to reset/flush any version information that the IUT may
have cached from a previous connection with it.
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Feature Exchange Procedure Optional Test Steps

Lower Upper
Tester T Tester

IUT [is Central

LL_PERIPHERAL_FEATURE_REQ o

LL_FEATURE_RSP or LL_UNKNOWN_RSP

A

IUT is Peripheral

LL_FEATURE_REQ R

P LL_FEATURE_RSP

<

Figure 4.1-31: Feature Exchange Procedure optional test steps

The Lower Tester may initiate this procedure during initial setup, provided that the procedure is not
mentioned in the test, to reset/flush any feature information that the IUT may have cached from a
previous connection with it.

Data Length Update Procedure Optional Test Steps

‘ Lower \ ‘ Upper \
Tester IuT Tester

LL_LENGTH_REQ

<
<

LL LENGTH_RSP R

Figure 4.1-32: Data Length Update Procedure optional test steps
The IUT may initiate a Data Length Update Procedure only if:
- The test does not mention the Data Length Update Procedure, or

- The procedure is carried out before the first step of the Test Procedure and the Initial Condition
mentioned in the test are still respected.
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* LE Ping Procedure Optional Test Steps

‘ Lower \ ‘ Upper \
Tester IuT Tester

P LL_PING_REQ

<

LL_PING_RSP -

Figure 4.1-33: LE Ping Procedure optional test steps

The IUT may initiate an LE Ping Procedure only if:
- The test does not mention the LE Ping Procedure, or

- The procedure is carried out before the first step of the Test Procedure and the Initial Condition
mentioned in the test are still respected.

* LE PHY Update Procedure Optional Test Steps

Lower Upper
Tester T Tester

HCI_LE_Set PHY
(ALL_PHYS = 0x03)

<
<

HCI_Command_Status_Event
(Status: 0x00)

>
>

...............................................................

If IUT is dentral;

LL_PHY_RSP
(No Change)

>
>

LL_PHY_UPDATE_IND
(No Change)

LL_PHY_UPDATE_IND
(No Change) d

LE_PHY_Update_Complete

A 4

Figure 4.1-34: LE PHY Update Procedure optional test steps

If the test procedure involves the Upper Tester issuing an HCI_LE_Set PHY command that is not
intended to change the PHY (e.g., one with ALL_PHYS = 0x03), then the IUT may optionally initiate a
PHY Update Procedure which is not described in the test procedure by issuing an LL_PHY_REQ
PDU to the Lower Tester. If the Lower Tester is the Central, it responds with an
LL_PHY_UPDATE_IND that does not change either PHY. If the Lower Tester is the Peripheral, it
responds with an LL_PHY_ RSP PDU that specifies the current PHYs in both directions. In the latter
case, if the IUT does not respond with an LL_PHY_UPDATE_IND that does not change either PHY,
assign a Fail verdict. The HCI_LE_PHY_Update_Complete event in the test procedure always follows
this optional procedure.
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Link Layer

LE PHY Update Procedure (LE Coded Switch) Optional Test Steps

Lower
Tester

IuT

HCI_LE_Set PHY

<
<

HCI_Command_Status_Event

\ 4

LL PHY_REQ

(Status: 0x00)

If IUT is G

LL_PHY_RSP

\ 4

(Change to/from LE Coded PHY)

LL_PHY_UPDATE_IND

(Change to/from LE Coded PHY)

If IUT is Peri

LL_PHY_UPDATE_IND

(Change to/from LE Coded PHY) g

A

prder

HCI_LE_PHY_Update_Complete

(LL) / Test Suite

Upper
Tester

Figure 4.1-35: LE PHY Update Procedure (LE Coded Switch) optional test steps

If the test procedure involves the Upper Tester issuing an HCl_LE_Set PHY command that is
intended to change the PHY to or from LE Coded PHY, a change to either the maximum Payload
length or the maximum transmission time of packets for the [IUT may occur. Optionally, the IUT may
initiate a Data Length Update Procedure after the PHY change. If both or either of the cases occur,
the IUT notifies the Upper Tester with at least one HCI_LE_Data_Length_Change event before or
after the HCI_LE_PHY_Update_Complete event.
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Test Command Generated Isochronous SDUs Optional Test Steps

Lower Upper
Tester IuT Tester

UT SUPPORTS HCI ISO DATA SDUs ALT 1

HCI Isochronous Data SDU
(Data Length)

A

ZERO LENGTH PAYLOAIDS ALT 2

HCI_LE_ISO_Transmit_Test
(PayloadType = 0x00)

A

VARIABLE LENGTH PAYLOADS ALT 3

HCI_LE_ISO_Transmit_Test
(PayloadType = 0x01)

A

MAXIMUM LENGTH PAYLOADS ALT 4

HCI_LE_ISO_Transmit_Test
(PayloadType = 0x02)

A

Isochronous Data PDU(s)

A

END TRANSMIT TEPT ALT 2

ALT 3
ALT 4

HCI_LE_ISO_Test_End

<&
d

Figure 4.1-36: Test Command Generated Isochronous SDUs optional test steps

An isochronous IUT may utilize an Upper Tester that meets one of the following conditions:

1. The Upper Tester cannot provide isochronous data SDUs to the |UT.
2. The Upper Tester and/or its associated HCI transport do not support sufficient bandwidth to
support transmission of isochronous SDUs in a given isochronous test procedure.

In such cases, it is permissible for the Upper Tester to utilize the HCI_LE _ISO_Transmit_Test
command to generate the SDUs required for a given test procedure as shown in Figure 4.1-36. The
transmit test command is terminated at the end of the test procedure as shown.

The SDUs generated by the ISO Transmit Test command have a specific, fixed format that cannot be
altered by the Upper Tester. Some test procedures call out specific payload contents to confirm
correct operation. In those cases, a Lower Tester may need to analyze the contents of any received
PDUs generated using the ISO Transmit Test command differently than defined in a given
isochronous test procedure.
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Upper
Tester

Test Command Received Isochronous SDUs Optional Test Steps

Lower
Tester

IUT
ALT 2
‘ HCI_LE_ISO_Receive_Test
- (PayloadType)
ISO Data PDU _
UT SUPIPORTS HCI ISO DATA SDUs ALT 1
HCI ISO Data Packet o
ALT 2
P HCI_LE_ISO_Read_Test_Counters
HCI_Command_Complete _
(Counter Values) o
P HCI_LE_ISO_Test_End

Figure 4.1-37: Test Command Received Isochronous SDUs optional test steps

An isochronous IUT may utilize an Upper Tester that meets one of the following conditions:

1. The Upper Tester cannot receive isochronous data SDUs from the IUT.
2. The Upper Tester and/or its associated HCI transport do not support sufficient bandwidth to
support reception of isochronous SDUs in a given isochronous test procedure.

In such cases, it is permissible for the Upper Tester to utilize the HCI_LE _ISO_Receive_Test and
HCI_LE _ISO_Read_Test Counters commands to receive the SDUs required for a given test
procedure as shown in Figure 4.1-37. The receive test command is terminated at the end of the test
procedure as shown.

As the actual contents of the isochronous data cannot be processed by the Upper Tester, the
received data cannot be considered for pass/fail criteria, only the successful or unsuccessful
reception of the data as defined in a given isochronous test procedure.
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HCI_LE_Terminate_BI

Upper
Tester

G

<
<

HCI_Command_Status

6 CONSE

BIG_TERMINATE_IND

FCUTIVE

A

Figure 4.1-38:

BIG Termination optional test steps

NEED
CONSI

BIG_TERMINATE_IND

R MORE!
NOT BE:
ECUTIVE!

HCI_LE_Terminate_BIG_Complete

\ 4

If the test procedure mandates that an IUT in the isochronous broadcaster role terminate its BIG, the

IUT must provide six consecutive BIG_TERMINATE_IND PDUs prior to the instant when the BIG is to
be terminated. Additional BIG_TERMINATE_IND PDUs may be broadcast prior to the instant, though
they need not be consecutive.

LL_MIN_USED_CHANNELS_IND

IuT

Minimum Number of Used Channels Procedure Optional Test Steps

Lower
Tester

LL_CHANNEL_MAP_IND

A\ 4

(Wait For Update Instant/
Updated Channel Map Used)

Upper
Tester

Figure 4.1-39: Minimum Number of Used Channels Procedure optional test steps

The IUT may request a change in the minimum number of channels be used on the indicated PHY,

only if:

mentioned in the test are still respected.

%)
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The test does not mention a Minimum Number of Used Channels Procedure, or

The procedure is carried out before the first step of the Test Procedure, and the Initial Condition
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* LE Power Change Indication Procedure Optional Test Steps

‘ Lower \ ‘ Upper \
Tester T Tester

ALT 1

LL_POWER_CONTROL_REQ

<
<

LL_POWER_CONTROL_RSP

Change
TX Power

LL_POWER_CONTROL_IND

\ 4

ALT 2

LL_POWER _CONTROL_REQ

»
>

LL_POWER_CONTROL RSP

Change
TX Power

LL_POWER_CONTROL_IND

A

Figure 4.1-40: LE Power Change Indication Procedure optional test steps

The IUT may initiate an LE Power Change Indication Procedure only if:
- The test does not mention the Power Change Indication Procedure, or

- The procedure is carried out before the first step of the Test Procedure and the Initial Condition
mentioned in the test are still respected.

4.1.6.7.4 Autonomous Feature Exchange

Lower Upper
Tester T Tester

IUT is Peripheral

LL_PERIPHERAL_FEATURE_REQ

<
<

LL_FEATURE_RSP or LL_UNKNOWN RSP

IUT is dentral

LL_FEATURE_REQ

<
<

LL_FEATURE RSP

Y
>

Figure 4.1-41: Autonomous Feature Exchange optional test steps
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The IUT may initiate an autonomous feature exchange at any time. If the IUT is Central, the Lower Tester
completes the feature exchange. If the IUT is Peripheral then, unless the test says otherwise, the Lower
Tester rejects the feature exchange with an LL_UNKNOWN_RSP PDU.

If the IUT as Central performs a feature exchange autonomously after connection establishment, this can
cause some tests to have an Inconclusive verdict. If it only does this feature exchange in some
circumstances (e.g., depending on the connection interval), then it is recommended that the behavior be
disabled or the tests be run in a way that ensures the feature exchange does not happen, so that the full
behavior can be tested.

4.1.6.8 Pass/Inconclusive/Fail verdict conventions

Each test case has an Expected Outcome section. The IUT is granted the Pass verdict when all the
detailed pass criteria conditions within the Expected Outcome section are met.

Certain test cases also have an Inconclusive verdict defined. If the conditions for this verdict are met, then
the test provides evidence that the IUT neither meets nor violates the test case; instead, it means that the
test case was not applicable to the IUT, and therefore a Pass verdict is not required in order to achieve
Qualification of the IUT. Implementers are encouraged to provide mechanisms to avoid the behavior
leading to an Inconclusive condition during testing.

The convention in this Test Suite is that, unless there is a specific set of fail conditions outlined in the test
case, the IUT fails the test case as soon as one of the pass criteria conditions cannot be met. If this
occurs, then the outcome of the test is a Fail verdict.

For an Inconclusive verdict, all the pass criteria conditions apply up to the point in the test procedure
where an Inconclusive verdict is identified. If one of the pass criteria in a step prior to the Inconclusive
verdict cannot be met, then the outcome of the test is the Fail verdict and not the Inconclusive verdict.
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4.1.6.9 ISO
State: Connected Isochronous Stream, Central, Test

The sequence for the IUT as Central to establish a CIS with the Lower Tester as Peripheral using the
HCI_LE_Set CIG_Parameters_Test command.

Lower Upper
Tester Tt Tester

Connectgd Isochronous Stream, Central, Test Preamble Steps

HCI_LE_Set Host Feature
(Isochronous Channels: 0x01)

<

HCI_Command_Complete
(Status: 0x00)

>l

ACL Connection Established. IUT is Central.

HCI_LE_Set CIG_Parameters_Test

( 0x00, sdu_int_c_to_p, sdu_int_p_to_c,
ft_c_to_p, ft_p_to_c, iso_int, 0x00, packing,
framing, cis_cnt, any, nse[], mx_sdu_c_to_p][l,
mx_sdu_p_to_c[], mx_pdu_c_to_pl[],
mx_pdu_p_to_c[], phy_c_to_pl[], phy_p_to_c[],
bn_c_to_pf[], bn_p_to_c[] )

HCI_Command_Complete
(Status: 0x00, cig_id, cis_cnt, cnct_hndlI[])

HCI_LE_Create_CIS
(cis_cnt, cis_cnct_hndl[], acl_cnct_hndl[])

<

HCI_Command_Status
(Status: 0x00)

>l

Fof Each CIS

LL_CIS_REQ

<

LL_CIS_RSP

>

LL_CIS_IND

HCI_LE_CIS_Established_event
(Status: 0x00, cnct_hndl, cig_sync_dly,
cis_sync_dly, trans_ltncy,

phy_c_to_p, phy_p_to_c)

If Enabling Output Data Path:

L HCI_LE_Setup_ISO_Data_Path
H (cnct_hndl, 0x01, 0x00, 0x03, 0x00, 0x00)

HCI_Command_Complete
(Status: 0x00, cnct_hndl)

If Enabling Input Data Path!

L HCI_LE_Setup_ISO_Data_Path
(cnct_hndl, 0x00, 0x00, 0x03, 0x00, 0x00)

HCI_Command_Complete
(Status: 0x00, cnct_hndl)

Connected Isochronous
Stream, Central, Test

- -1 R

Figure 4.1-42: Connected Isochronous Stream, Central, Connection test steps

Connected Isochronous Stream, Central, Test msc variables: sdu_int_c_to_p: SDU_Interval,
sdu_int_p_to_c: SDU_Interval, ft ¢ to_p: Flush_Timeout, ft p_to c: Flush_Timeout, iso_int:
ISO_Interval, packing: Packing, framing: Framing, cis_cnt: CIS_Count, nse[ ]: NSE, mx_sdu_c_to_p[I:
Data_Len, mx_sdu_p to c[]: Data_Len, mx_pdu_c to p[]: Data_Len, mx_pdu_p to c[]: Data_Len,
phy c to p[]: PHY, phy_p_to c[]: PHY, bn_c _to_p[ ]: Burst Number, bn_p to_c[ ]: Burst. Number
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State: Connected Isochronous Stream, Peripheral

The sequence for the IUT as Peripheral to accept a CIS with the Lower Tester as Central.

Lower Upper
Tester T Tester

Connectgd Isochronous Stream, Peripheral

w HCI_LE_Set _Host Feature
(Isochronous Channels: 0x01)

HCI_Command_Complete
(Status: 0x00)

q
>

HCI_LE_Set Event Mask
(All Events: 0b1)

<
<

HCI_Command_Complete -
(Status: 0x00) d

ACL Connection Established. IUT is Peripheral.

For Each CIS Request

LL_CIS_REQ N
HCI_LE_CIS_Request Event
(acl_cnct_hdnl, cis_cnct_hndl, cig_id, cis_id)
L HCI_LE_Accept_CIS_Request
B (Connection_Handle=cis_cnct_hndl)
HCI_Command_Status -
(Status: 0x00) o
P LL_CIS_RSP
LL_CIS_IND

HCI_LE_CIS_Established event
(Status: 0x00, cnct_hndl, cig_sync_dly,
cis_sync_dly, trans_ltncy,

phy_c_to_p, phy_p_to_c)

A 4

If Enabling Output Data P ath

HCI_LE_Setup_ISO_Data_Path H
(cnct_hndl, 0x01, 0x00, 0x03, 0x00, 0x00)

H HCI_Command_Complete
H (Status: 0x00, cnct_hndl)

If Enabling Input Data Path

HCI_LE_Setup_ISO_Data_Path H
(cnct_hndl, 0x00, 0x00, 0x03, 0x00, 0x00)

HCI_Command_Complete
(Status: 0x00, cnct_hndl) d

Connected Isochronous
Stream, Peripheral
S —1 S .

Figure 4.1-43: Connected Isochronous Stream, Peripheral Accept Connection test steps

Connected Isochronous Steam, Peripheral, Lower Tester variables: sdu_int ¢_to_p: SDU_Interval,
sdu_int_p_to_c: SDU_Interval, ft ¢ to_p: Flush_Timeout, ft p_to c: Flush_Timeout, iso_int:
ISO_Interval, packing: Packing, framing: Framing, cis_cnt: CIS_Count, nse[ ]: NSE, mx_sdu_c _to_p[]:
Data_Len, mx_sdu_p to c[]: Data_Len, mx_pdu_c to p[]: Data_Len, mx_pdu_p to c[]: Data_Len,
phy _c to p[]: PHY, phy_p_to c[]: PHY, bn_c_to_p[ ]: Burst Number, bn_p_to_c[ ]: Burst_Number
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State: Isochronous Broadcasting, Test

The sequence for the IUT to enter the Isochronous Broadcasting State using the
HCI_LE_Create BIG_Test command.

Lower Upper
Tester T Tester

Isochronpus Broadcasting, Test Preamble Step

[2]

C PERIODIC ADVERTISING PREAMBLE STEP )

HCI_LE_Create_BIG_Test

(big_hndl, adv_hndl, num_bis, sdu_int,
iso_int, nse, mx_sdu, mx_pdu, phy,
packing, framing, bn, irc, pto,
encryption, broadcastcode)

A

HCI_Command_Status
(Status: 0x00)

>
>

AUX_SYNC_IND + ACAD
(BIGInfo)

A

BIS Empty Data Packet

A

HCI_LE_Create_BIG_Complete Event
(Status: 0x00, big_hndl, big_sync_dly,
trans_ltncy, phy, num_bis, cnct_hndl[])

A 4

For EacH Established BIS

If Enabling Data Path!

HCI_LE_Setup_ISO_Data_Path
(cnct_hndl, 0x00, 0x00, 0x03, 0x00, 0x00)

<
<

HCI_Command_Complete
(Status: 0x00, cnct_hndl)

Isochronous
Broadcasting, Test
S N S

Figure 4.1-44: Isochronous Broadcasting test steps

Isochronous Broadcasting, Test msc variables: num_bis: Num_BIS, sdu_int: SDU_Interval, iso_int:
ISO_lInterval, nse: NSE, mx_sdu: Data_Len, mx_pdu: Data_Len, phy: PHY, packing: Packing, framing:
Framing, bn: Burst_ Number, irc: IRC, pto: PTO, encryption: Encryption, broadcast_code:
Broadcast_Code
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The sequence for the IUT in the Synchronization state to synchronize to a Broadcast Isochronous

Stream.

Lower
Tester

T

Upper
Tester

Synchror

ized to a Broadcast Isochronous Stre:

AUX_SYNC_IND

hm Preamble Steps

A 4

(BIGInfo)

HCI_LE_Extended_Advertising_Report

(num_rpts, adv_addr_type[],
adv_addr[], adv_sid[])

HCI_LE_Periodic_Advertising_Create_Sync

A

(0x00, LTs_adv_sid, LTs_addr_type,
LTs_adv_addr, 0x04, sync_timeout, 0x00)

HCI_Command_Status

>
>

(Status: 0x00)

HCI_LE_Periodic_Advertising_Sync_Established

Broadcast ISO Data

(Status: 0x00, sync_hndl, adv_sid,
adv_addr_type, adv_addr, adv_phy,
padv_interval, adv_clk_accurac)

A 4

HCI_LE_Periodic_Advertising_Report

>
>

HCI_LE_BIGInfo_Advertising_Report

>
>

HCI_LE_BIG_Create_Sync

(big_hndl, sync_hndl, num_bis, encryption,
0x00, big_sync_timeout, bis[])

HCI_Command_Status

>
>

(Status: 0x00)

HCI_LE_BIG_Sync_Established

A 4

(Status: 0x00, big_hndl, trans_dly,
num_bis, cnct_hndl[])

For Each

BIS Sync

abling Data Path

HCI_LE_Setup_ISO_Data_Path

(cnct_hndl, 0x01, 0x00, 0x03, 0x00, 0x00)

HCI_Command_Complete

(Status: 0x00, cnct_hndl)

Synchronized
to a Broadcast
Isochronous Stream

N

Figure 4.1-45: Synchronized to a Broadcast Isochronous Stream test steps

Synchronized to a Broadcast Isochronous Stream msc variables: sync_timeout: Sync_Timeout, adv_phy:
PHY, padv_interval: Adv_lInterval, big_sync_timeout: BIG_Sync_Timeout, num_bis: Num_BIS,
encryption: Encryption, iso_int: ISO_Interval, nse: NSE, packing: Packing, framing: Framing, bn:
Burst_Number, irc: IRC, pto: PTO, broadcast_code: Broadcast_Code
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4.1.7 Data Fragmentation over HCI

When a test case involves data being sent from the Lower Tester to the IUT and then reported to the
Upper Tester, or vice versa, then the following requirements are met.

* The data bytes received have the same values, in the same order, as those sent.

* The number and location of “start flags” within the received data are the same as those in the sent
data. A “start flag” occurs immediately before the first byte of a Link Layer packet with LLID set to
0x02 or an HCI data packet with Packet_Boundary_Flag set to 0x00 or 0x02, and nowhere else. Note
that packets containing no data could result in more than one start flag at the same location.

Provided that these requirements are met, the specific fragmentation of the data is not part of the
pass criteria for a test case.

4.1.8 Data PDUs and Empty PDUs

The test procedures and message sequence charts of tests may expect empty packets or data PDUs
from and to the IUT. In these places, any valid data channel PDU is also permitted, provided that the
contents of data packets conform to Section 4.1.7 and that control packets only appear where permitted
by Section 4.1.6.7.3 and not forbidden by the Core Specification (e.g., during a conflicting ongoing
procedure).

41.9 Outstanding Commands Prior to Disconnection

In test cases where the IUT is in either the Central or Peripheral role, if there are outstanding commands
relating to the connection, and the connection gets disconnected (the disconnection may be initiated
either by the IUT or the Lower Tester), then the Upper Tester ensures that:

* Ifthe IUT completes those outstanding commands, then it does that with a nonzero status and before
returning the HCI_Disconnection_Complete event.

* The IUT does not send any events for that connection handle after sending the
HCI_Disconnection_Complete event.

4110 Both Connected Roles

Tests in the Both Connected Roles sections start with the IUT in a connection with the Lower Tester. If
the test case ID (TCID) begins with LL/<feat>/CEN/, where <feat> is defined in Table 4.1-1, the IUT is in
the Central role. If the TCID begins with LL/<feat>/PER/, the IUT is in the Peripheral role.
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4.2 DDI

Test of the device discovery procedures.

421 References

This document incorporates provisions from other publications by dated or undated reference. These
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[11] Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 5.2 and higher) Host Controller Interface (HCI)
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Protocol (L2CAP) Specification
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Version 5.1 or later
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Version 5.2 or later

[15] Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 5.2 and higher) (Host Controller Interface Functional Specification), Version 5.2 or later
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Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface (HCI)),
Version 5.3 or later

Specification of the Bluetooth System, Volume 3, Part H (Host Specification), Version 5.2 or later

Appropriate Lanquage Mapping Tables document

Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 5.4 or later

Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface (HCI)),
Version 5.4 or later

Specification of the Bluetooth System, Volume 6, Part B (Link Layer Protocol Specification),
Version 6.0 or later

Specification of the Bluetooth System, Volume 4, Part E (Host Controller Interface Specification),
Version 6.0 or later

Specification of the Bluetooth System, Volume 2, Part E (Versions 1.2 to 5.1) or Volume 4, Part E
(Version 6.0 and higher) Host Controller Interface (HCI)

Specification of the Bluetooth System, Volume 6, Part C (Sample Data), Version 6.0 or later

Specification of the Bluetooth System, Volume 1, Part E (Responding to invalid behavior)

Common PDU Contents

The packet descriptions for advertising channel packets sent and accepted by the Lower Tester are
displayed below. The addresses used in tests vary for the Lower Tester, in case of the IUT the address is
expected to match the registered IXIT value. The data used in tests varies from no advertising data to
data with different length and content. Unless otherwise specified, duplicate Periodic Advertising filtering
is not enabled and ADI is not included in the AUX_SYNC_IND PDU.

4221 Legacy Advertising
ADV_NONCONN_IND PDU:

Header Payload

LSO MSO
Isb msb Isb msb Isb msb Isb msb
Type RFU TxAdd RFU Length RFU | AdvA AdvData
‘0100’ ‘00’ ‘0 ‘0 (6 bits) ‘00’ (6 octets) (variable)

ADV_IND PDU:

Header Payload

LSO MSO
Isb msb Isb msb Isb msb Isb msb
Type RFU ChSel | TxAdd | RFU Length AdvA AdvData
‘0000’ ‘0 ‘0 ‘0 ‘0 (8 bits) (6 octets) (variable)

%)
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ADV_DIRECT_IND PDU:
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Header Payload
LSO MSO LSO MSO
Isb msb Isb msb Isb msb Isb msb
Type RFU ChSel | TxAdd | RxAdd | Length AdvA TargetA
1000’ ‘0 ‘0 ‘0 ‘0 ‘00110000’ | (6 octets) (6 octets)
ADV_SCAN_IND PDU:
Header Payload
LSO MSO
Isb  msb Isb msb Isb msb Isb msb
Type RFU TxAdd RFU Length RFU | AdvA AdvData
‘0110’ ‘00’ ‘0 ‘0 (6 bits) ‘00’ (6 octets) (variable)
SCAN_REQ PDU:
Header Payload
LSO MSO LSO MSO
Isb  msb Isb  msb Isb msb Isb msb
Type RFU TxAdd RxAdd | Length RFU | ScanA AdvA
“1100° ‘00’ ‘0 ‘0 ‘001100’ ‘00’ (6 octets) (6 octets)
SCAN_RSP PDU:
Header Payload
LSO MSO
Isb  msb Isb  msb Isb msb Isb msb
Type RFU TxAdd | RFU Length RFU | AdvA ScanRspData
‘0010’ ‘00 (1bit) | ‘O ‘110100’ ‘00’ (6 octets) (3 to 31 octets)
Or
‘001100’
4.2.2.2 Extended Advertising

In all tests where the IUT is transmitting ADV_EXT _IND and possibly AUX_ADV_IND extended
advertising PDUs to the Lower Tester, the Lower Tester makes the following checks, which form part of
the Pass verdict:

%)

If the Upper Tester specified anonymous advertising, then neither the ADV_EXT_IND PDU nor the
AUX_ADV_IND PDU includes an AdvA field. Otherwise, exactly one includes an AdvA field. (Note:
the Upper Tester will not specify anonymous advertising if no, or zero length, advertising data is
specified.)

If the Upper Tester specified directed advertising, then either the ADV_EXT_IND PDU or the
AUX_ADV_IND PDU, but not both, includes a TargetA field. Otherwise, neither includes a TargetA
field.

If an ADV_EXT_IND PDU has an AdvMode field containing 0b01 (connectable) or 0b10 (scannable),
it does not include an AdvA or TargetA field.

If an ADV_EXT _IND PDU is sent on the LE Coded PHY and includes an AuxPtr field, it does not
include an AdvA or TargetA field.
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* Ifa PDU includes an AdvA field, it contains the IUT's Advertising Address specified by the Upper
Tester during the test procedure.

* Ifa PDU includes a TargetA field, it contains the Lower Tester’s Device Address specified by the
Upper Tester during the test procedure.

4.2.3 ADV
Tests that the IUT behaves according to the device discovery procedures in the advertiser role.
4.2.31 Common PDU Contents

The advertising channel packet contents that are sent by the Upper Tester sent or expected by the Lower
Tester to be received are defined in Section 4.2.2.

If a test uses the LE Set Extended Advertising Parameters command and does not specify values for the
Primary_Advertising_ PHY_Options and Secondary_Advertising_ PHY_Options parameters, these
parameters are set to 0x00.

4.2.3.2 Common Advertising Address Type

The Upper Tester enables advertising with either a public or static address type.

If the Lower Tester receives an advertising PDU from the IUT that contains an AdvA field that is neither a
public nor a static address, the test ends in a Fail verdict.

LL/DDI/ADV/BV-01-C [Non-Connectable Advertising Events]

* Test Purpose

Test that an advertiser IUT sends the advertising packets of non-connectable event type, with correct
contents and with correct event timing.

The Lower Tester observes the event timing and packet contents on the selected advertising channel.
* Reference

[4]4.4.2.6,4.4.2.2
* Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval _MAX,
LL_advertiser Adv_Channel_Map.

- State: Non-Connectable Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max,
supported type of own address, selected advertising channel)
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Figure 4.2-1: LL/DDI/ADV/BV-01-C [Non-Connectable Advertising Events] MSC

N

o0~ W

Configure the Lower Tester to monitor advertising packets from the IUT.

The Upper Tester enables non-connectable advertising in the IUT using a selected advertising
channel and a selected advertising interval between the minimum and maximum advertising
intervals.
Expect the IUT to send ADV_NONCONN_IND on the selected advertising channel.

Expect the following event to start one advertising interval after the start of the first packet.
Repeat Steps 3—4 until a number of advertising intervals (100) have been detected.

The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to disable advertising in
the IUT and receives an HCI_Command_Complete event from the IUT.

Expected Outcome

Pass verdict

The test procedure completes using the selected advertising interval for all supported advertising
channels.
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The timing range detected for advertising events is from TSPX_adv_interval_min to
TSPX_adv_interval_min + 10.0 ms (calculated for the minimum advertising interval specified in [9]).

Notes

The required accuracy for advertising event intervals is a microsecond, from the interval setting
granularity of 625 ps. The delay applied is regarded as a range of up to 10.000 ms, making the timing
observation a question of whether the measured range is within the advertising interval plus any
delay selected. Taking into account the clock drift of 500 ppm of the low power mode at the minimum
advertising interval, tens of microseconds are affected in the accuracy. Jitter for low power mode (16
us) has the same effect on the accuracy. The clock drift would affect tens of milliseconds at the
maximum advertising interval. The 16us requirement applies to the advertising and periodic
advertising intervals, the advDelay value, all intervals between packets in the same extended
advertising event or periodic advertising event, and all offsets specified by the AuxPtr and Syncinfo
fields of advertising PDUs.

The minimum actual time interval between any two events required is therefore the interval specified
plus negative drift plus negative jitter: (0.625 ms * Adv_Interval) — (0.625 ms * Adv_Interval * 500
ppm) — 0.032 ms from the previous event. The maximum actual time interval is

(0.625 ms * Adv_Interval + 10.000 ms) * (1 + 500 ppm) + 0.032 ms from the previous event.

Since repeated measurements close to the maximum advertising interval of seconds is not feasible
because of test time accumulation (over a minute to repeat 10 times), the accuracy of timing is tested
with supported values in the lower interval range.

The order of deviation allowed as result of drift and jitter is the minimum measurement accuracy.
Measurement results are rounded to the next decimal after calculations for comparison with the
requirements. For the maximum advertising interval, this gives accuracy of 0.01 s and for the
minimum advertising interval 0.1 ms.

The total time the test procedure is attempted is based on the probability of detecting 2 consequent
advertising events and resolves to around 100 events, after which the test procedure is stopped.

LL/DDI/ADV/BV-02-C [Undirected Advertising Events]

%)

Test Purpose

Test that an advertiser IUT sends advertising packets of an event with correct contents on a selected
advertising channel with correct event timing.

The Lower Tester observes the packet and event timing and packet contents on the selected
advertising channel.

Reference

[3]4.4.2.3

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Undirected Advertising (selected Adv_Interval_Min, selected Adv_Interval _Max, supported
type of own address, selected advertising channel, length of device name used, common device
name)
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Test Procedure
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Figure 4.2-2: LL/DDI/ADV/BV-02-C [Undirected Advertising Events] MSC

1. Configure the Lower Tester to monitor advertising packets from the IUT.

2. The Upper Tester enables undirected advertising in the IUT using a selected advertising channel
and a selected advertising interval between the minimum and maximum advertising intervals.

3. The Lower Tester expects the IUT to send ADV_IND packets on the selected advertising
channel.

4. Expect the next event to start after advertising interval time calculated from the start of the first
packet.

5. Repeat Steps 3—4 until a number of advertising intervals (100) have been detected.

6. The Upper Tester sends an HCI_LE_Set Advertising_Enable command to disable advertising in
the IUT and receives an HCI_Command_Complete event from the IUT.

Expected Outcome

Pass verdict

The test procedure completes using the selected advertising interval.
The test procedure completes the selected advertising channel.

The timing range detected for advertising events is from (TSPX_adv_interval_min) ms to
(TSPX_adv_interval_min + 10) ms.
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Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

LL/DDI/ADV/BV-03-C [Advertising Data: Non-Connectable]

%)

Test Purpose

Test that an advertiser IUT sends advertising packets of a non-connectable event type with data on a
selected advertising channel.

The Upper Tester submits data to the IUT and the Lower Tester observes the IUT including data to
the selected advertising packets on the advertising channel.

Reference

[3]4.4.2.6

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel)

Test Procedure

Execute the test procedure using non-connectable advertising events with a selected advertising
interval between the minimum and maximum advertising intervals supported using the selected
advertising channel, with default data lengths of 1 and 31. If the IUT has a maximum data length of
less than 31 bytes, this may be specified via an IXIT value.
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Figure 4.2-3: LL/DDI/ADV/BV-03-C [Advertising Data: Non-Connectable] MSC
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1. Configure the Lower Tester to monitor advertising packets from the IUT.

The Upper Tester configures non-connectable advertising in the IUT using a selected advertising
channel and a selected advertising interval between the minimum and maximum advertising
intervals.

3. The Upper Tester sends an HCI_LE_Set_Advertising_Data command to the IUT and receives an
HCIl_Command_Complete in response. The data element used in the command is the length of
the data field. The data length is 1 byte.

4. The Upper Tester sends an HCI_LE_Set Advertising_Enable command to the IUT to enable
advertising and receives an HCI_Command_Complete event in response.

5. The Lower Tester expects the IUT to send ADV_NONCONN_IND packets including the data
submitted in Step 3 starting an event on the selected advertising channel.

6. Expect the following event to start after advertising interval time calculating from the start of the
first packet.

7. Repeat Steps 5-6 until a number of advertising intervals (50) have been detected.

8. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to disable
advertising function and receives an HCI_Command_Complete event in response.

9. The Upper Tester sends an HCI_LE_Set_Advertising_Data to configure the IUT to send
advertising packets without advertising data and receives an HCI_Command_Complete event in
response.

10. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to enable
advertising and receives an HCl_Command_Complete event in response.

11. The Lower Tester expects the IUT to send ADV_NONCONN_IND packets including no
advertising data starting an event on the selected advertising channel.

12. Expect the next event to start after advertising interval time calculating from the start of the first
packet.

13. Repeat Steps 11-12 until a number of advertising intervals (50) have been detected.

14. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to disable
advertising and receives an HCl_Command_Complete event in response.

15. The Upper Tester sends an HCI_LE_Set Advertising_Data command to the IUT and receives an
HCIl_Command_Complete in response. The data element is a number indicating the length of the
data field in the first octet encoded unsigned least significant bit first and the rest of the octets
zeroes. The data length is either 31 bytes by default or it may be specified by IXIT value if less
than 31 bytes.

16. Repeat Steps 4-14.

* Expected Outcome

Pass verdict

The test procedure executes with the IUT advertising using non-connectable event type.

The IUT transmits data as submitted in the HCl| commands.

LL/DDI/ADV/BV-04-C [Advertising Data: Undirected]
* Test Purpose

Tests that an advertiser IUT sends advertising packets of an undirected type of event with data on a
selected advertising channel.

The Upper Tester submits data to the IUT and the Lower Tester observes the IUT including data to
the advertising packets on the selected advertising channel.

* Reference

[3]14.4.2.3
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* |nitial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel)

* Test Procedure

Execute the test procedure using undirected advertising events with a selected advertising interval
between the minimum and maximum advertising intervals supported using the selected advertising
channel, with data lengths of 1 and 31.
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Figure 4.2-4: LL/DDI/ADV/BV-04-C [Advertising Data: Undirected] MSC
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1. Configure the Lower Tester to monitor advertising packets from the IUT.

The Upper Tester configures undirected advertising in the IUT using a selected advertising
channel and a selected advertising interval between the minimum and maximum advertising
intervals.

3. The Upper Tester sends an HCI_LE_Set_Advertising_Data command to the IUT and receives an
HCIl_Command_Complete in response. The data element used in the command is the length of
the data field. The data length is 1 byte.

4. The Upper Tester sends an HCI_LE_Set Advertising_Enable command to the IUT to enable
advertising and receives an HCI_Command_Complete event in response.

5. The Lower Tester expects the IUT to send ADV_IND packets including the data submitted in
Step 3 starting an event on the selected advertising channel.

6. Expect the following event to start after advertising interval time calculating from the start of the
first packet.

7. Repeat Steps 5-6 until a number of advertising intervals (50) have been detected.

8. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to disable
advertising function and receives an HCI_Command_Complete event in response.

9. The Upper Tester sends an HCI_LE_Set_Advertising_Data to configure the IUT to send
advertising packets without advertising data and receives an HCI_Command_Complete event in
response.

10. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to enable
advertising and receives an HCl_Command_Complete event in response.

11. The Lower Tester expects the IUT to send ADV_IND packets including no advertising data
starting an event on the selected advertising channel.

12. Expect the next event to start after advertising interval time calculating from the start of the first
packet.

13. Repeat Steps 11-12 until a number of advertising intervals (50) have been detected.

14. The Upper Tester sends an HCI_LE_Set Advertising_Enable command to the IUT to disable
advertising and receives an HCI_Command_Complete event in response.

15. The Upper Tester sends an HCI_LE_Set Advertising_Data command to the IUT and receives an
HCIl_Command_Complete in response. The data element is a number indicating the length of the
data field in the first octet encoded unsigned least significant bit first and the rest of the octets
zeroes. The data length is 31 bytes.

16. Repeat Steps 4-14.

* Expected Outcome

Pass verdict

The test procedure executes with the IUT advertising using undirected connectable event type,

The IUT transmits data as submitted in the HC| commands.

LL/DDI/ADV/BV-05-C [Scan Request: Undirected Connectable]
* Test Purpose
Tests that an advertiser IUT responds to a scan request and continues advertising after the response.

The Lower Tester requests information from the IUT, receives a response, then checks that the
advertising resumes.

* Reference

13]4.4.2.3,4.3.2
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- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map.

- State for all [IUTs: Undirected Advertising (selected Adv_Interval_Min, selected
Adv_Interval_Max, supported type of own address, selected advertising channels, length of
device name used, selected name) AND Filter Accept List All Unknown Devices (Allow Scan

Request from Any, Allow Connect Request from Any (0x00)).

Test Procedure

Execute the test procedure using the selected advertising interval.
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Figure 4.2-5: LL/DDI/ADV/BV-05-C [Scan Request: Undirected Connectable] MSC
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The Upper Tester configures undirected advertising in the IUT using all supported advertising
channels and a selected advertising interval between the minimum and maximum advertising
intervals.

Configure the Lower Tester to monitor the advertising and scan response procedures of the IUT.
The Lower Tester will send a SCAN_REQ packet on a selected supported advertising channel
(defined as an IXIT) and using a common public device address as parameter.

Configure Scan Response Data in the IUT using device name length of 0 as response data.
The Lower Tester sends a SCAN_REQ packet on the selected advertising channel after receiving
an ADV_IND packet from IUT on the advertising channel configured in Step 3. The SCAN_REQ
is sent T_IFS after the end of an ADV_IND packet.

The Lower Tester receives a SCAN_RSP packet from the IUT addressed to the Lower Tester
T_IFS after the end of the request packet.

Repeat Steps 4-5 30 times or until IUT sends a SCN_RSP.

Configure Scan Response Data in the IUT using device name length of 31 as response data.
Repeat Steps 4-6.

Configure the Lower Tester to monitor the advertising and scan response procedures of the IUT.
The Lower Tester will send a SCAN_REQ packet on a selected supported advertising channel
(defined as an IXIT) and using a public device address that differs from the IUT address in the
most significant octet.

Configure Scan Response Data in the IUT using device name length of 0 as response data.
Repeat Steps 4-6.

Configure Scan Response Data in the IUT using device name length of 31 as response data.
Repeat Steps 4-6.

Configure the Lower Tester to monitor the advertising and scan response procedures of the IUT.
The Lower Tester will send a SCAN_REQ packet on a selected supported advertising channel
(defined as an IXIT) and using a public device address that differs from the IUT address in the
most and least significant octets.

Repeat Steps 4-6.

Configure Scan Response Data in the IUT using device name length of 31 as response data.
Repeat Steps 4-6.

* Expected Outcome

Pass verdict

The test procedure completes using the selected advertising interval.

The test procedure completes with the IUT responding on each advertising channel.

The IUT responds in each case of different scanner address used.

The timing deviations detected for packets in active mode are within the 2 ys range around T_IFS.

* Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

%)
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Tests that an advertiser IUT receives a connection request and stops advertising after its reception.

The Lower Tester requests a connection from the IUT, and then checks that advertising has stopped.

Reference

13]4.4.2.3,4.3.2

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,

LL_advertiser Adv_Channel_Map.

- State for all [IUTs: Undirected Advertising (selected Adv_Interval_Min, selected
Adv_Interval_Max, supported type of own address, all supported advertising channels, Length of
device name used, common device name) AND Filter Accept List All Unknown Devices (Allow
Scan Request from Any, Allow Connect Request from Any (0x00)).

Test Procedure

N

Lower
Tester

Upper
Tester

HCI_LE_Set Advertising_Parameters

<
<

HCI_Command_Complete

(Conn.Undir., Own_Address_Type, Policy)

>

(Status: 0x00) g

REPEAT 3 times

HCI_LE_Set_Advertising_Enable

<
<

HCI_Command_Complete

(Enable)

(Status: 0x00)

>
>

IUT does not send

additional ADV_IND

P ADV_IND
- <
r_IFS :
sec !
'
'
H
-;_ CONNECT_IND |
H (initator_address) g
H
H
ADV_- E
hterval :
H
'
'
H
H
-

HCI_LE_Connection_Complete

Repeat 3 times, each with a
different public device addrgss

(Status: 0x00)

A 4

HCI_Disconnect

<
<

HCI_Command_Status

(Connection_Handle)

(Stats; 0x00) >

HCI_Disconnection_Complete

(Connection_Handle)

A 4

Figure 4.2-6: LL/DDI/ADV/BV-06-C [Connection Request] MSC
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The Upper Tester enables undirected advertising in the IUT using all supported advertising
channels and a selected advertising interval between the minimum and maximum advertising
intervals.

Configure the Lower Tester to monitor the advertising and connection procedures of the IUT and
send a CONNECT _IND packet on the first supported advertising channel.

Configure the Lower Tester to use a public device address as parameter of CONNECT _IND.

The Lower Tester receives an ADV_IND packet from the IUT and responds with a
CONNECT_IND packet T_IFS after the end of the advertising packet.

The Lower Tester receives no ADV_IND packet after the advertising interval from the IUT. Wait
for a time equal to 4 advertising intervals to check that no ADV_IND is received.

The Upper Tester receives an HCI_LE_Connection_Complete event from the IUT including the
parameters sent to the IUT in Step 4.

The Upper Tester sends an HCI_Disconnect command to the IUT with the Connection_Handle
and receives a successful HCI_Command_Status event in return.

The IUT sends an HCI_Disconnect_Complete event to the Upper Tester.

Configure the Lower Tester to use a public device address that differs from the IUT address in the
most significant octet as parameter of CONNECT _IND.

Repeat Steps 4-8.

Configure the Lower Tester to use a public device address that differs from the IUT address in the
least significant octet as parameter of CONNECT _IND.

Repeat Steps 4-8.

Configure the Lower Tester to use a public device address that differs from the IUT address in the
most and least significant octets as parameter of CONNECT _IND.

Repeat Steps 4-8.

Configure the Lower Tester to monitor the advertising and connection procedures of the IUT and
send a CONNECT_IND packet on the second supported advertising channel.

Repeat Steps 3—14.

Configure the Lower Tester to monitor the advertising and connection procedures of the IUT and
send a CONNECT_IND packet on the third supported advertising channel.

Repeat Steps 3—-14.

* Expected Outcome

Pass verdict

The test procedure completes with the IUT stopping advertising using an advertising interval between
the minimum and maximum on all of the supported advertising channels,

The IUT reports the requested connection with an HCI event for all address variants applied.

* Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

%)
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LL/DDI/ADV/BV-07-C [Scan Request Connection Request]
* Test Purpose
Test that the IUT accepts a scan request immediately followed by a connection request.

The Lower Tester first acts in the active scanning state sending scan requests to the IUT, then after
receiving a scan response from the IUT, it switches to initiating state to send a connection request to
the IUT.

* Reference
[314.4.2.3
* |nitial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map.

- State: Undirected Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max, supported
type of own address, selected advertising channels, Length of device name used, common
device name).
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Test Procedure

Lower Upper
Tester T Tester

w HCI_LE_Set_Advertising_Parameters
" (Conn. Undir, Own_Address_Type, Policy: 0x00)

HCI_Command_Complete
(Status: 0x00)

>
»

P HCI_LE_Set_Scan_Response_Data
B (Data: "IUT”)

HCI_Command_Complete
(Status: 0x00)

>
»

» HCI_LE_Set Advertise_Enable
B (Enable)

HCI_Command_Complete

>

(Status: 0x00) g
REPEAT 30 TIMES OR UNTIL IUT
SENDS SCAN_RSP
P ADV_IND
ALT 1
SCAN_REQ _
| | (scanner_address) d
TIFS |
_i_ P SCAN_RSP
< (ata: 10T
ALT 2
SCAN_RSP
<'"--'"""-'"""-'"""-"(Eiélt-a-:-FIL'J'-I';)-
< ADV_IND
< ADV_IND
REPEAT 20[TIMES OR UNTIL
CONNECTION SUCCESS
- le ADV_IND
T_IFS
+ | CONNECT_IND R
(initiator_address) d

HCI_LE_Connection_Complete
(Status: 0x00)

Y

Figure 4.2-7: LL/DDI/ADV/BV-07-C [Scan Request Connection Request] MSC

1. The Upper Tester enables undirected advertising in the IUT using all supported advertising
channels, a selected advertising interval between the minimum and maximum advertising
intervals, and filtering policy set to ‘Allow Scan Request from Any, Allow Connect Request from
Any (Default) (0x00)'.

2. The Upper Tester sends an HCI_LE_Set Scan_Response Data command with data set to “IUT”

and receives an HCI_Command_Complete event from the IUT.
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Configure the Lower Tester to monitor the advertising, scan response and connection procedures
of the IUT, sending a SCAN_REQ and a CONNECT_IND packet on a supported advertising
channel (defined as an IXIT).

The Lower Tester receives an ADV_IND packet from the IUT on the selected advertising channel
and responds with an SCAN_REQ packet on the selected advertising channel T_IFS after the
end of an advertising packet.

The Lower Tester receives an SCAN_RSP packet from the IUT addressed to the Lower Tester
T_IFS after the end of the request packet.

Repeat Steps 4-5 30 times or until IUT sends SCAN_RSP.

The Lower Tester receives an ADV_IND packet from the IUT on the selected advertising channel
and responds with a CONNECT _IND packet T_IFS after the end of the advertising packet.

The Lower Tester receives no ADV_IND packet after advertising interval from the IUT after
sending the connection request to indicate that the IUT has stopped advertising.

The Upper Tester receives an HCI_LE_Connection_Complete event from the IUT including the
parameters sent to the |UT.

Peripheral Connection Terminated (connection interval, Peripheral latency, timeout, channel map,
un-encrypted, connection handle from Step 9).

Expected Outcome

Pass verdict

The test procedure completes when the IUT responds to the scan request and connection is
successful.

LL/DDI/ADV/BV-08-C [Scan Request Device Filtering]

%)

Test Purpose

Tests that an advertiser IUT filters scanners according to the Filter Accept List and filtering policy set.

The Lower Tester transmits scan requests to the IUT using addresses and address types that either
pass or fail the filter, then observes the response from the IUT on the advertising channels used.

Reference

[314.3.2,4.42.3

Initial Condition

Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map.
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Test Procedure

Link Layer (LL) / Test Suite

Lower uT Upper
Tester Tester
Repeat for each round
. HCI_LE_Add_Device_To_Filter_Accept_List

HCI_Command_Complete_Event

(Address_Type)

(Status: 0x00)

. HCI_LE_Set_Advertising_Parameters
<

>
>

HCI_Command_Complete_Event

(Conn.Undir Event, Own_Address_Type,
Tester Addr., Policy)

(Status: 0x00)

A

HCI_LE_Set _Scan_Response_Data

»
>

HCI_Command_Complete_Event

(Data: "IUT")

(Status: 0x00)

A

HCI_LE_Set_Advertising_Enable

>
-

HCI_Command_Complete_Event

(Enable)

(Status: 0x00)

<
<

REPEAT 30 TIMES

ADV_IND

SCAN_REQ

(Incorrect scanner_address,

Correct address type)

A 4

<
<

REPEAT 30 TIMES

ADV_IND

SCAN_REQ

(Correct scanner_address,
Incorrect address type)

Y

<
<

REPEAT 30 TIMES QR UNTIL
IUT SENDS SCAN_RSP

ADV_IND

SCAN_REQ

(Correct scanner_address,
Correct address type)

Y

SCAN_RSP
(data: “10T"

A

HCI_LE_Set_Advertising_Enable

HCI_Command_Complete_Event

(Disable)

(Status: 0x00)

. HCI_LE_Clear_Filter_Accept_List

»
>

HCI_Command_Complete_Event

(Status: 0x00)

Y

>
>

Figure 4.2-8: LL/DDI/ADV/BV-08-C [Scan Request Device filtering] MSC
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10.

1.

12.

13.

14.

Link Layer (LL) / Test Suite

The Upper Tester sends an HCI_LE_Add_Device To_Filter_Accept_List command to the IUT
with a selected Lower Tester address with Address_Type specified in Table 4.2-1 and receives
an HCI_Command_Complete event from the IUT.

The Upper Tester enables undirected advertising in the IUT using public address type, an
advertising interval between the minimum and maximum advertising intervals, and filtering policy
as specified in Table 4.2-1.

The Upper Tester sends an HCI_LE_Set_Scan_Response_Data command with data set to “IUT”
and receives an HCI_Command_Complete event from the IUT.

Configure the Lower Tester to monitor the advertising and scan response procedures of the IUT
and send a SCAN_REQ packet on a randomly selected advertising channel with an address that
differs from the address added in the Filter Accept List in the least significant octet.

The Lower Tester receives an ADV_IND packet from the IUT and responds with a SCAN_REQ
packet with the address selected in Step 4 on the selected advertising channel T_IFS after the
end of an advertising packet.

The Lower Tester receives no response from the IUT.

Repeat Steps 56 30 times.

Repeat Steps 4—7 with an address in the Filter Accept List and an incorrect address type.
Configure the Lower Tester to monitor the advertising and scan response procedures of the IUT
and send a SCAN_REQ packet on a randomly selected advertising channel with an address in
the Filter Accept List in the policy applied and correct address type.

The Lower Tester receives an ADV_IND packet from the IUT and responds with an SCAN_REQ
packet with an address in the Filter Accept List in the policy applied using correct address type,
on the selected advertising channel T_IFS after the end of an advertising packet.

Repeat Step 10 a maximum of 30 times or until the Lower Tester receives a SCAN_RSP packet
from the IUT addressed to the Lower Tester T_IFS after the end of the request packet.

The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to disable
advertising and receives an HCl_Command_Complete event in response.

The Upper Tester sends an HCI_LE_Clear_Filter_Accept_List to the IUT and receives an
HCIl_Command_Complete event from the IUT.

Repeat Steps 1-11 for each round in Table 4.2-1.

Round Filter Policy Address Type

1

Allow Scan Request from Filter Accept List, Allow Random Address Type
Connect Request from Filter Accept List (0x03)

Allow Scan Request from Filter Accept List, Allow Public Address Type
Connect Request from Filter Accept List (0x03)

Allow Scan Request from Filter Accept List, Allow Random Address Type
Connect Request from Any (0x01)

Allow Scan Request from Filter Accept List, Allow Public Address Type
Connect Request from Any (0x01)

Table 4.2-1: LL/DDI/ADV/BV-08-C [Scan Request Device Filtering] rounds

Test Condition

The Lower Tester scans only on the selected advertising channel.
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* Expected Outcome
Pass verdict

The test procedure completes using an interval between the minimum and maximum advertising
intervals.

The IUT does not respond to the advertising packets with addresses not in the Filter Accept List.

The IUT does not respond to the advertising packets with the addresses in the Filter Accept List and
incorrect address types.

The IUT does respond to the advertising packets with the addresses in the Filter Accept List and
correct address types.

The test procedure completes using the filtering policies to only allow scan requests from devices
from the Filter Accept List.

* Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

4.2.3.21 Connection Request Device Filtering
* Test Purpose
Tests that an advertiser IUT filters initiators according to the Filter Accept List and filtering policy set.

The Lower Tester transmits connection requests to the IUT using addresses and address types that
either pass or fail the filter, then observes the IUT response on the advertising channels used.

* Reference
[314.3.2,44.2.3
* |nitial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map.

* Test Case Configuration

Test Case HCI_LE_Channel_Selection_Algorithm
event allowed

LL/DDI/ADV/BV-09-C [Connection Request Device No
Filtering, Extended Advertising not supported, HCI
LE Channel Selection Algorithm not supported]

LL/DDI/ADV/BV-107-C [Connection Request Device | Yes
Filtering, Extended Advertising not supported, HCI
LE Channel Selection Algorithm supported]

Table 4.2-2: Connection Request Device Filtering test cases
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Test Procedure

Lower Upper
Tester T Tester

HCI_LE_Set_Advertising_Parameters
(Conn.Undir Event, Own_Address_Type, Tester
Addr., Policy)
HCI_Command_Complete_Event =
(Status: 0x00) g
| HCI_LE_Set Scan_Response_Data
B (Data: "IUT")
HCI_Command_Complete_Event N
(Status: 0x00) g
‘ HCI_LE_Set_Advertising_Enable
B (Enable)
HCI_Command_Complete_Event |
(Status: 0x00) g
REPEAT 30 TIMES
| ADV_IND
CONNECT_IND |
(Incorrect initiator_address, i
Correct address type)
REPEAT 30 TIMES
» ADV_IND
CONNECT_IND =
(Correct initiator_address, g
Incorrect address type)
REPEAT 20 TIME$ OR UNTIL
CONNECTION SUCCESS
ADV_IND
- < =
'
TIFS|:
'
L]
'
- CONNECT_IND =
(Correct initiator_address, g
Correct address type)
HCI_LE_Connection_Complete_Event |
(Status: 0x00) g
| HCLLE_Channel_Selection_Algorithm _________ »
(Channel_Selection_Algorithm)

Figure 4.2-9: Connection Request Device Filtering MSC

1.

The Upper Tester sends an HCI_LE_Add_Device _To_Filter Accept_List command to the IUT
with a selected Lower Tester address with Address_Type specified in Table 4.2-3 and receives
an HCI_Command_Complete event from the IUT.

The Upper Tester enables undirected advertising in the IUT, all supported advertising channels,
and filtering policy set as specified in Table 4.2-3.
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13.

14.

15.

Link Layer (LL) / Test Suite

The Upper Tester sends an HCI_LE_Set Scan_Response Data command with data set to “IUT”
and receives an HCI_Command_Complete event from the IUT.

Configure the Lower Tester to monitor the advertising and connection procedures of the IUT and
send a CONNECT _IND packet on a randomly selected advertising channel in response to
connectable advertisements. The initiator's address in the CONNECT _IND PDU is formed by
using the same address type as the entry on the IUT’s Filter Accept List but changing the most
significant octet of the address to ensure a mismatch.

The Lower Tester receives an ADV_IND packet from the IUT and responds with a

CONNECT _IND packet with the selected address on the selected advertising channel T_IFS
after the end of an advertising packet.

The Lower Tester expects the IUT to continue advertising.

Repeat Steps 4—6 30 times.

Repeat Steps 4—6 30 times with an address in the Filter Accept List and an incorrect address
type.

Configure the Lower Tester to monitor the advertising and connection procedures of the IUT and
send a CONNECT _IND packet on a randomly selected advertising channel with an address in
the Filter Accept List in the policy applied and correct address type.

The Lower Tester receives an ADV_IND packet from the IUT and responds with a
CONNECT_IND packet with the selected address on the selected advertising channel T_IFS
after the end of an advertising packet. Repeat a maximum of 20 times while the IUT continues to
send ADV_IND packets.

The Lower Tester receives no ADV_IND packet after advertising interval from the IUT after
sending the connection request to indicate that the IUT has stopped advertising. Wait for a time
equal to four advertising intervals to check that no ADV_IND is received.

The Upper Tester receives an HCI_LE_Connection_Complete event from the IUT including the
parameters sent to the IUT.

If the HCI event is allowed in Table 4.2-2, then the IUT may send an
HCI_LE_Channel_Selection_Algorithm event to the Upper Tester with
Channel_Selection_Algorithm in use.

Peripheral Connection Terminated (connection interval, Peripheral latency, timeout, channel map,
un-encrypted, connection handle).

The Upper Tester sends an HCI_LE_Clear_Filter_Accept_List to the IUT and receives an
HCI_Command_Complete event from the IUT.

Repeat Steps 1-15 for rounds 1—4 in Table 4.2-3.

16.

17.

18.

19.

20.

The Upper Tester sends an HCI_LE_Add_Device To_Filter_Accept_List command to the IUT
with a selected Lower Tester address with Public Address_Type and receives an
HCI_Command_Complete event from the IUT.

The Upper Tester enables undirected advertising in the IUT using all supported advertising
channels and minimum advertising interval and filtering policy as specified in Table 4.2-4.
Configure the Lower Tester to monitor the advertising and connection procedures of the IUT and
send a CONNECT _IND packet on the advertising channel specified in Table 4.2-4 in response to
connectable advertisements. The initiator's address in the CONNECT _IND PDU is an address as
specified in Table 4.2-4.

The Lower Tester receives an ADV_IND packet from the IUT and responds with a
CONNECT_IND packet T_IFS after the end of the advertising packet.

The Lower Tester verifies that the IUT has started to maintain a connection by responding with
correctly formatted LL Data Channel PDUs to the Lower Tester’s corrected formatted LL Data
Packets on the data channels. If no data packets are received, repeat Steps 18 and 19 up to

20 times or until the IUT stops advertising.
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21. The Lower Tester receives no ADV_IND packet after advertising interval from the IUT after
sending the connection request. Wait for a time equal to four advertising intervals to check that no
ADV_IND is received.

22. The Upper Tester receives an HCI_LE_Connection_Complete event from the IUT including the
parameters sent to the IUT in Step 18 and as postamble: Peripheral Connection Terminated
(connection interval, Peripheral latency, timeout, channel map, un-encrypted, connection handle).

23. If the HCI event is allowed in Table 4.2-2, the IUT may send an
HCI_LE_Channel_Selection_Algorithm event to the Upper Tester with
Channel_Selection_Algorithm in use.

24. The Upper Tester sends an HCI_LE_Clear_Filter_Accept_List to the IUT and receives an
HCI_Command_Complete event from the IUT.

Repeat Steps 16—24 for rounds 5-17 in Table 4.2-4.

Round Filter Policy Address Type

1 Allow Scan Request from Filter Accept List, Allow Random Address Type
Connect Request from Filter Accept List (0x03)

2 Allow Scan Request from Filter Accept List, Allow Public Address Type
Connect Request from Filter Accept List (0x03)

3 Allow Scan Request from Any, Allow Connect Random Address Type
Request from Filter Accept List (0x02)

4 Allow Scan Request from Any, Allow Connect Public Address Type
Request from Filter Accept List (0x02)

Table 4.2-3: LL/DDI/ADV/BV-09-C [Connection Request Device Filtering] rounds

Round Address Filter Policy Channel
5 Address on Filter Accept List | Allow Scan Request from Filter 1
Accept List, Allow Connect Request
from Any (0x01)
6 Address on Filter Accept List | Allow Scan Request from Filter 2
Accept List, Allow Connect Request
from Any (0x01)
7 Address on Filter Accept List | Allow Scan Request from Filter 3
Accept List, Allow Connect Request
from Any (0x01)

8 Address on Filter Accept List | Allow Scan Request from Filter 1
with most significant octet Accept List, Allow Connect Request
changed from Any (0x01)

9 Address on Filter Accept List | Allow Scan Request from Filter 2
with most significant octet Accept List, Allow Connect Request
changed from Any (0x01)

10 Address on Filter Accept List | Allow Scan Request from Filter 3
with most significant octet Accept List, Allow Connect Request
changed from Any (0x01)

1 Address on Filter Accept List | Allow Scan Request from Filter 1
with least significant octet Accept List, Allow Connect Request
changed from Any (0x01)

12 Address on Filter Accept List | Allow Scan Request from Filter 2
with least significant octet Accept List, Allow Connect Request
changed from Any (0x01)
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Round Address Filter Policy Channel
13 Address on Filter Accept List | Allow Scan Request from Filter 3
with least significant octet Accept List, Allow Connect Request
changed from Any (0x01)
14 Address on Filter Accept List | Allow Scan Request from Filter 1
with most and least significant | Accept List, Allow Connect Request
octet changed from Any (0x01)
15 Address on Filter Accept List | Allow Scan Request from Filter 2
with most and least significant | Accept List, Allow Connect Request
octet changed from Any (0x01)
16 Address on Filter Accept List | Allow Scan Request from Filter 3
with most and least significant | Accept List, Allow Connect Request
octet changed from Any (0x01)
17 Address on Filter Accept List | Allow Scan Request from Any, Allow Random
Connect Request from Any (Default)
(0x00)

Table 4.2-4: LL/DDI/ADV/BV-09-C [Connection Request Device Filtering] additional rounds

Test Condition

The Lower Tester scans only on the selected advertising channel.

Expected Outcome
Pass verdict

The test procedure completes using the filtering policies not allowing all unknown devices when the
policy specifies and the IUT responds to scan requests from unknown devices when allowed.

The IUT reports the connection request packet with an address in the Filter Accept List with an HCI
event when the policy allows.

In Step 13, the IUT sends an HCI_LE_Connection_Complete event to the Lower Tester including the
parameters sent to the IUT.

Fail verdict

In Steps 13 and 23, if the step is not specified to be performed in Table 4.2-2, then the test fails if the
HCI_LE_Channel_Selection_Algorithm event is sent.

Directed Advertising Events
Test Purpose

Tests that an advertiser IUT sends advertising packets with the directed advertising events’ timing
and channel sequence for the maximum time allowed, and accepts a connection request to these
packets. The IUT is using High Duty Cycle Connectable Directed Advertising.

The Lower Tester observes the packet and event timing and packet contents from the IUT and
requests a connection on the advertising channels used.

Reference

[3]4.4.2.4
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Initial Condition

- Parameters: LL_advertiser_Adv_Channel_Map

Link Layer (LL) / Test Suite

- State: Directed Advertising (supported type of own address, public initiator address, Lower Tester
address, selected advertising channels) AND process scan and connection requests only from
devices in the Filter Accept List, which contains one public device address.

Test Case Configuration

Test Case

HCI_LE_Channel_Selection_Algorithm
event allowed

LL/DDI/ADV/BV-11-C [Directed Advertising Events, | No
Extended Advertising not supported, HCI LE

Channel Selection Algorithm not supported]
LL/DDI/ADV/BV-108-C [Directed Advertising Yes

Events, Extended Advertising not supported, HCI

LE Channel Selection Algorithm supported]

Table 4.2-5: Directed Advertising Events test cases
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Execute the test procedure using the common connection request packet with the IUT address as the

advertiser address.

Upper
Tester

Lower uT
Tester
P HCI_LE_Set_Advertising_Parameters
N (Advertising_Type = 0x01,
Own_Address_Type, Policy: 0x03)
HCI_Command_Complete o~
(Status: 0x00) g
P HCI_LE_Set_Advertising_Enable
N (Enable)
HCI_Command_Complete o~
(Status: 0x00) g
Repeat until IUT stop$ advertising
<= P ADV_DIRECT_IND
_ <
3.75msdc
H
<= H— P ADV_DIRECT_IND
vy <
3.75msec |
[
H
<= ! el B ADV_DIRECT_IND
oyt <
3.75mse:c: '
.
oyt
]
HEEE P ADV_DIRECT_IND
. 1]
a E P ADV_DIRECT_IND
' <
'
' P ADV_DIRECT_IND
HCI_LE_Connection_Complete o
(Status: 0x3C) d
P HCI_LE_Set_Advertising_Enable
N (Enable)
HCI_Command_Complete o
(Status: 0x00) d
Repeat until IUT stop$ advertising
_ ADV_DIRECT_IND
- [*
'
H CONNECT_IND o
T—IFS: (initiator_address) g
ADV_DIRECT_IND
<. ............................ T T
HCI_LE_Connection_Complete o
(Status: 0x00) d
| HCI_LE_Channel_Selection_Algorithm _________ >
(Channel_Selection_Algorithm)
HCI_Disconnection_Complete o
(Status: Ox3E) d

Figure 4.2-10: Directed Advertising Events MSC
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1. Configure the Lower Tester to start passive scanning.

2. The Upper Tester enables high duty cycle directed advertising in the IUT using all supported
advertising channels.

3. The Lower Tester expects the IUT to send ADV_DIRECT _IND packets: A packet starting an
event on an applicable advertising channel with the lowest advertising channel index, then
optionally following packets on applicable advertising channels with increasing advertising
channel indexes. Expect the intervals between starts of packet on any single channel to be equal
to or below 3.75 ms.

4. Repeat until the IUT stops advertising and verify that it stops after 1.28 s. For each advertising
channel, verify that at least 30 of the intervals between starts of packets on that channel are
equal to or below 3.75 ms.

5. The Upper Tester receives an HCl_LE Connection_Complete event from the IUT with status
parameter set to ‘directed advertising timeout’.

6. Configure the Lower Tester to initiate a connection.

7. The Upper Tester enables directed advertising in the IUT using all supported advertising
channels.

8. The Lower Tester receives an ADV_DIRECT_IND packet from the IUT on the selected
advertising channel (defined as an IXIT), then responds with a CONNECT _IND packet T_IFS
after the end of the advertising packet and does not send any data packets to the IUT.

9. The Lower Tester receives no ADV_DIRECT_IND packets from the IUT after the advertising
interval.

10. Repeat Steps 8-9 until the IUT stops advertising.

11. The Upper Tester receives an HCI_LE_Connection_Complete event from the IUT including the
parameters sent to the IUT in Step 8.

12. If the HCI event is allowed in Table 4.2-5, then the IUT may send an
HCI_LE_Channel_Selection_Algorithm event to the Upper Tester with
Channel_Selection_Algorithm in use.

13. The Upper Tester receives an HCI_LE_Disconnection_Complete event from the IUT with the
reason parameter indicating ‘connection failed to be established’, with the connection handle
parameter matching to Step 8.

* Expected Outcome

Pass verdict

The test procedure completes with the IUT stopping advertising to a connection request on each
advertising channel.

The number of time intervals measured less than or equal to 3.75 ms between the beginnings of
advertising packets on each particular channel is at least 30.

The advertising packets are received over a time period less than or equal to 1.28 s.
The IUT reports the conclusion of advertising with an HCI event.

Fail verdict

In Step 12, if the step is not specified to be performed in Table 4.2-5, then the test fails if the
HCI_LE_Channel_Selection_Algorithm event is sent.

* Notes

For the total time of advertising, the expression 1.28 s requires a measurement accuracy of 0.013 s.
Drift in the total directed advertising time is not significant to this measurement. Note that the total
time measured may still be up to 1.293 s (expressed in the measurement accuracy).
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LL/DDI/ADV/BV-15-C [Discoverable Advertising Events]

%)

Test Purpose

Tests that an advertiser IUT sends advertising packets of a discoverable undirected event type with
correct contents on the selected advertising channel with correct event timing.

The Lower Tester observes the packet and event timing and packet contents on the selected

advertising channel.

Reference

[3]4.4.2.5

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Discoverable Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max,
supported type of own address, selected advertising channel, length of device name used,

common device name)

Test Procedure

Lower
Tester

HCI_LE_Set_Advertising_Parameters

Upper
Tester

(Discoverable Event, Own_Address_Type,
Policy: 0x03)

HCI_Command_Complete_Event

(Status; 0x00) >

HC|_LE_Set Advertising_Data

<
<

(Data Length: 0x00)

HCI_Command_Complete_Event

(Status; 0x00) >

HCI_LE_Set_Advertising_Enable

<
<

(Enable)

HCI_Command_Complete_Event

(Status 0x00) >
REPEAT| 100 TIMES
- < ADV_SCAN_IND
advinterval+
advDelay !
ADV_SCAN_IND

A

HC|_LE_Set Advertising_Enable

<

<

(Disable)

HCI_Command_Complete_Event

>
>

(Status: 0x00)

Figure 4.2-11: LL/DDI/ADV/BV-15-C [Discoverable Advertising Events] MSC
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1. Configure the Lower Tester to monitor advertising packets from the IUT.
The Upper Tester enables discoverable undirected advertising in the IUT using a selected
advertising channel and a selected advertising interval between the minimum and maximum
advertising.

3. The Lower Tester expects the IUT to send ADV_SCAN_IND packets starting an event on the
selected advertising channel.

4. Expect the next event to start after advertising interval time calculated from the start of the first
packet.

5. Repeat Steps 3—4 until a number of advertising intervals (100) on the selected channel have
been detected.

6. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to disable advertising in
the IUT and receives an HCI_Command_Complete event from the IUT.

Test Condition
The Lower Tester scans only on the selected advertising channel.
Expected Outcome

Pass verdict

The test procedure completes using the selected advertising interval.
The test procedure completes using the selected advertising channel.

The timing range detected for advertising events is from (TSPX_adv_interval_min) ms to
(TSPX_adv_interval_min + 10) ms.

Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

LL/DDI/ADV/BV-16-C [Advertising Data: Discoverable]

Test Purpose

Tests that an advertiser IUT sends advertising packets of discoverable undirected event type with
data on the selected advertising channel.

The Upper Tester submits data to the IUT and the Lower Tester observes the IUT including data to
the advertising packets on the selected advertising channel.

Reference
[314.4.25
Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel)
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* Test Procedure

Execute the test procedure using discoverable undirected advertising event type with a selected
advertising interval between the minimum and maximum advertising intervals supported using a
selected advertising channel, with data lengths of 1 and 31.

Lower Upper
Tester T Tester

HCI_LE_Set Advertising_Parameters
(Discoverable Event, Own_Address_Type,
Policy: 0x03)

HCI_Command_Complete_Event
(Status: 0x00)

g

REPEA[T TWICE

HCI_LE_Set_Advertising_Data
(Data Length: 0x01 / DataLength: Ox1F, data)

HCI_Command_Complete_Event
(Status: 0x00) d

HCI_LE_Set_Advertising_Enable
D (Enable)

HCI_Command_Complete_Event
(Status: 0x00)

REPEAT 40 TIMES

- ADV_SCAN_IND
H (data)
H
,

ADV_SCAN_IND
(data)

advintervali
+ advDelay,

ADV_SCAN_IND
(data)

ADV_SCAN_IND
(data)

HCI_LE_Set_Advertising_Enable
D (Disable)

HCI_Command_Complete_Event
(Status: 0x00) d

HCI_LE_Set Advertising_Data
(Data Length: 0x00)

HCI_Command_Complete_Event
(Status: 0x00)

HCI_LE_Set_Advertising_Enable
(Enable)

<

HCI_Command_Complete_Event
(Status: 0x00)

g

REPEAT 40 TIMES

- ADV_SCAN_IND
D (without data)

T
.
H
ADV_SCAN_IND

advinterval || (without data)

+ advDelay,

ADV_SCAN_IND
D (without data)

ADV_SCAN_IND
(without data)

HCI_LE_Set_Advertising_Enable
(Disable)

HCI_Command_Complete_Event
(Status: 0x00)

g

Figure 4.2-12: LL/DDI/ADV/BV-16-C [Advertising Data: Discoverable] MSC
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Configure the Lower Tester to monitor advertising packets from the IUT.

1. The Upper Tester enables discoverable undirected advertising in the IUT using a selected
advertising channel and a selected advertising interval between the minimum and maximum
advertising intervals.

2. The Upper Tester sends an HCI_LE_Set Advertising_Data command to the IUT and receives an
HCI_Command_Complete in response. The data element used in the command is a number
indicating the length of the data. The data length is 1 byte.

3. The Upper Tester sends an HCI_LE_Set_ Advertising_Enable command to the IUT to enable
advertising and receives an HCI_Command_Complete event in response.

4. The Lower Tester expects the IUT to send ADV_SCAN_IND packets including the data submitted
in Step 3 starting an event on the selected advertising channel.

5. Expect the following event to start after advertising interval time calculating from the start of the
first packet.

6. Repeat Steps 5-6 until a number of advertising intervals (50) have been detected.

7. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to disable
advertising function and receives an HCI_Command_Complete event in response.

8. The Upper Tester sends an HCI_LE_Set_Advertising_Data to configure the IUT to send
advertising packets without advertising data and receives an HCI_Command_Complete event in
response.

9. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to enable
advertising and receives an HCl_Command_Complete event in response.

10. The Lower Tester expects the IUT to send ADV_SCAN_IND packets including no advertising
data starting an event on the selected advertising channel.

11. Expect the next event to start after advertising interval time calculating from the start of the first
packet.

12. Repeat Steps 11-12 until a number of advertising intervals (50) have been detected.

13. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to disable
advertising and receives an HCl_Command_Complete event in response.

14. The Upper Tester sends an HCI_LE_Set Advertising_Data command to the IUT and receives an
HCI_Command_Complete in response. The data element is a number indicating the length of the
data field in the first octet encoded unsigned least significant bit first and the rest of the octets
zeroes. The data length is 31 bytes.

15. Repeat Steps 4-14.

* Expected Outcome

Pass verdict

The test procedure executes with the IUT advertising using the discoverable undirected event type,

The IUT transmits data as submitted in the HCl| commands.

LL/DDI/ADV/BV-17-C [Scan Request: Discoverable]
* Test Purpose

Tests that an advertiser IUT, advertising with the discoverable undirected event type, responds to a
scan request and continues advertising after the response.

The Lower Tester requests information from the IUT, receives a response, then checks that the
advertising resumes.

* Reference

[3]4.4.2.5,4.4.3.2
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- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map.

- State for all IUTs Discoverable Advertising (selected Adv_Interval_Min, selected

Adv_Interval_Max, supported type of own address, selected advertising channels, length of
device name used, selected name) AND Filter Accept List All Unknown Devices (Allow Scan
Request from Any, Allow Connect Request from Any (0x00)).

Test Procedure

Execute the test procedure using the selected advertising interval.

Lower
Tester

T

HCI|_LE_Set Advertising_Parameters

A

(Discoverable Event, Own_Address_Type,
Policy)

HCI_Command_Complete_Event

(Status: 0x00) i

Upper
Tester

REPEAT FOR Data Let

HCI_LE_Set_Scan_Response_Data

B (Data Length = 0)

HCI_Command_Complete_Event

(Status: 0x00) i

HCI_LE_Set Advertising_Enable

< (Enable)

HCI_Command_Complete_Event

»
>

(Status: 0x00)

PEAT FOR NON FILTER
CCEPT LIST ADDRESS

<
<

REPEAT 30 TIM
S

ADV_SCAN_IND

ES OR UNTIL IUT
FNDS SCAN_RSP

SCAN_REQ

(scanner_address)

-
TIFS:

SCAN_RSP

A

(Data Length = 0)

ADV_SCAN_IND

A

A

ADV_SCAN_IND

HCI_LE_Set Advertising_Enable

<
<

(Disable)

HCI_Command_Complete_Event

»
>

(Status: 0x00)

gth = 31

Figure 4.2-13: LL/DDI/ADV/BV-17-C [Scan Request: Discoverable] MSC
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Link Layer (LL) / Test Suite

The Upper Tester enables discoverable undirected advertising in the IUT using all supported
advertising channels and a selected advertising interval between the minimum and maximum
advertising.

Configure the Lower Tester to monitor the advertising and scan response procedures of the IUT.
The Lower Tester will send an SCAN_REQ packet on a selected supported advertising channel
(defined as an IXIT) and using a common public device address as parameter.

Configure Scan Response Data in the IUT using device name length of 0 as response data.

The Lower Tester sends a SCAN_REQ packet on the selected advertising channel after receiving
an ADV_SCAN_IND packet from IUT on the advertising channel configured in Step 3. The
SCAN_REQ is sent T_IFS after the end of an ADV_SCAN_IND packet.

The Lower Tester receives a SCAN_RSP packet from the IUT addressed to the Lower Tester
T_IFS after the end of the request packet.

Repeat Steps 4-5 30 times.

Configure Scan Response Data in the IUT using device name length of 31 as response data.
Repeat Steps 4-6.

Configure the Lower Tester to monitor the advertising and scan response procedures of the IUT.
The Lower Tester will send an SCAN_REQ packet on a selected supported advertising channel
(defined as an IXIT) and using a public device address that differs from the IUT address in the
most significant octet as parameter.

Configure Scan Response Data in the IUT using device name length of 0 as response data.
Repeat Steps 4-6.

Configure Scan Response Data in the IUT using device name length of 31 as response data.
Repeat Steps 4-6.

Configure the Lower Tester to monitor the advertising and scan response procedures of the IUT.
The Lower Tester will send an SCAN_REQ packet on a selected supported advertising channel
(defined as an IXIT) and using a public device address with address that differs from the IUT
address in the most and least significant octets as parameter.

Configure Scan Response Data in the IUT using device name length of 0 as response data.
Repeat Steps 4-6.

Configure Scan Response Data in the IUT using device name length of 31 as response data.
Repeat Steps 4-6.

* Expected Outcome

Pass verdict

The test procedure completes using the selected advertising interval.

The test procedure completes with the IUT responding on each advertising channel.

The IUT responds in each case of different scanner address used.

The timing deviations detected for packets in active mode are within the 2 ys range around T_IFS.

* Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

%)
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LL/DDI/ADV/BV-18-C [Device Filtering: Discoverable]

%)

Test Purpose

Tests that an advertiser IUT advertising with the discoverable undirected event type filters scanners
according to the Filter Accept List and filtering policy set.

The Lower Tester transmits scan requests to the IUT using addresses and address types that either
pass or fail the filter, then observes the response from the IUT on the advertising channels used.

Reference
[314.3.2,44.25
Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map.

-  State: Discoverable Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max,
supported type of own address, selected advertising channels, length of device name used,
common device name) AND process scan and connection requests only from devices in the Filter
Accept List, which contains one public device address.
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Lower uT Upper
Tester Tester
Repeat fpr each round
HCI_LE_Add_Device_To_Filter_Accept_List
- (Address_Type)

HCI_Command_Complete_Event

>
>

(Status: 0x00)

HCI_LE_Set_Advertising_Parameters

(Discoverable Event, Own_Address_Type, Tester
Addr., Policy)

HCI_Command_Complete_Event

(Status: 0x00)

HCI_LE_Set_Scan_Response_Data

<
<

(Data: "1UT")

HCI_Command_Complete_Event

>
>

(Status: 0x00)

HCI_LE_Set_Advertising_Enable

<
<

(Enable)

HCI_Command_Complete_Event

(Status: 0x00)

ADV_SCAN_IND

<
<

SCAN_REQ

>
>

(Incorrect scanner_address,
Correct address type)

REPEAT 30 TIMES

ADV_SCAN_IND

<

<

SCAN_REQ

>
>

(Correct scanner_address,
Incorrect address type)

REPEAT 30 TIMES

REPH

SENDS SCAN_RSP

AT 30 TIMES OR UNTIL IUT

ADV_SCAN_IND

<

<

SCAN_REQ 5
- (Correct scanner_address, g
T_|FS ! Correct address type)
,
'
N SCAN_RSP
- (data: "IUT”)
‘ HCI_LE_Set_Advertising_Enable
‘ (Disable)

HCI_Command_Complete_Event

(Status: 0x00)

HCI_LE_Clear_Filter_ Accept_List

<
<

HCI_Command_Complete_Event

>
|

(Status: 0x00)

Figure 4.2-14: LL/DDI/ADV/BV-18-C [Device Filtering: Discoverable] MSC
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The Upper Tester sends an HCI_LE_Add_Device To_Filter_Accept_List command to the IUT
with a selected Lower Tester address with Address_Type specified in Table 4.2-6 and receives
an HCI_Command_Complete event from the IUT.

The Upper Tester enables discoverable undirected advertising in the IUT, all supported
advertising channels, an advertising interval between the minimum and maximum advertising
intervals, and filtering policy as specified in Table 4.2-6. The Upper Tester sends an
HCI_LE_Set_Scan_Response_Data command with data set to “IUT” and receives an
HCI_Command_Complete event from the IUT.

Configure the Lower Tester to monitor the advertising and scan response procedures of the IUT
and send a SCAN_REQ packet on a randomly selected advertising channel with an address that
differs from the IUT address in the least significant octet.

The Lower Tester receives an ADV_SCAN_IND packet from the IUT and responds with a
SCAN_REQ packet with the selected address on the selected advertising channel T_IFS after the
end of an advertising packet.

The Lower Tester receives no response from the IUT.

Repeat Steps 4-5 30 times.

Repeat Steps 3—6 with an address in the Filter Accept List and an incorrect address type.
Configure the Lower Tester to monitor the advertising and scan response procedures of the IUT
and send a SCAN_REQ packet on a randomly selected advertising channel with an address in
the Filter Accept List in the policy applied and correct address type.

The Lower Tester receives an ADV_SCAN_IND packet from the IUT and responds with a
SCAN_REQ packet with an address in the Filter Accept List on the selected advertising channel
T_IFS after the end of an advertising packet.

The Lower Tester receives a SCAN_RSP packet from the IUT addressed to the Lower Tester

T _IFS after the end of the request packet.

The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to disable
advertising and receives an HCl_Command_Complete event in response.

The Upper Tester enables sends an HCI_LE_Clear_Filter_Accept_List to the IUT and receives an
HCl_Command_Complete event from the IUT.

Repeat Steps 1-12 for each round in Table 4.2-6.

Round Filter Policy Address Type

1 Allow Scan Request from Filter Accept List, Allow Random Address Type
Connect Request from Filter Accept List (0x03)

2 Allow Scan Request from Filter Accept List, Allow Public Address Type
Connect Request from Filter Accept List (0x03)

3 Allow Scan Request from Filter Accept List, Allow Random Address Type
Connect Request from Any (0x01)’

4 Allow Scan Request from Filter Accept List, Allow Public Address Type

Connect Request from Any (0x01)’

Table 4.2-6: LL/DDI/ADV/BV-18-C [Device Filtering: Discoverable] rounds

* Test Condition

The Lower Tester scans only on the selected advertising channel.

%)
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Expected Outcome

Pass verdict

The test procedure completes using an interval between the minimum and maximum advertising
intervals.

The IUT does not respond to the advertising packets with addresses not contained in the Filter
Accept List.

The IUT does not respond to the advertising packets with the addresses in the Filter Accept List and
incorrect address types.

The IUT does respond to the advertising packets with the addresses in the Filter Accept List and
correct address types.

The test procedure completes using the filtering policies not allowing all unknown devices and to
allow scan requests from devices in the Filter Accept List.

Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

LL/DDI/ADV/BI-01-C [Scan Request Invalid CRC]

%)

Test Purpose

Tests that an advertiser IUT ignores a scan request with an invalid checksum and continues
advertising.

The Lower Tester sends the invalid scan request and observes the IUT continuing advertising.
Reference

13]3.1,4.4.2.3

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval MAX,
LL_advertiser_Adv_Channel_Map.

- State: Undirected Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max, supported
type of own address, all advertising channels, Length of device name used, common device
name).
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* Test Procedure

Execute the test procedure with an advertising interval between the minimum and maximum
advertising intervals. For an IUT supporting device filtering, apply the policy of Filter Accept Listing all
devices (apply the filtering policy of allowing scan request, connect request from any (0x00).

Lower Upper
Tester T Tester

) HCI_LE_Set_Advertising_Parameters
[~ (Conn.Undir Event, Own_Address_Type, Policy:
0x00)

HCI_Command_Complete_Event |
(Status: 0x00) e

HCI_LE_Set_Scan_Response_Data
(Data: "IUT")

&
<

HCI_Command_Complete_Event
(Status: 0x00)

q
>

» HCI_LE_Set_Advertise_Enable
B (Enable)

HCI_Command_Complete_Event
(Status: 0x00)

q
>

REPEAT 30 TIMES

ADV_IND

<
- |

SCAN_REQ
(Incorrect CRC)

>
>

advinterval
+ advDelay

ADV_IND

HCI_LE_Set_Advertising_Enable
(Disable)

&
<

HCI_Command_Complete_Event
(Status: 0x00)

q
>

Figure 4.2-15: LL/DDI/ADV/BI-01-C [Scan Request Invalid CRC] MSC

1. Configure the Lower Tester to start an active scanning but sending SCAN_REQ packets with
invalid CRC.

2. The Upper Tester enables undirected advertising in the IUT using all supported advertising
channels.

3. The Lower Tester receives an ADV_IND packet from the IUT and responds with a SCAN_REQ
packet with an invalid CRC on a randomly selected advertising channel T_IFS after the end of an
advertising packet.

4. The Lower Tester expects the IUT to continue advertising, not responding to the SCAN_REQ

packet.

Repeat Steps 3—4 30 times.

6. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to disable
advertising and receives an HCl_Command_Complete event in response.

o

* Test Condition

The Lower Tester scans only on the selected advertising channel.
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Expected Outcome

Pass verdict

The test procedure completes using an interval between the minimum and maximum advertising
intervals, using a random primary advertising channel.

Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

LL/DDI/ADV/BI-02-C [Connection Request Invalid CRC]

%)

Test Purpose
Tests that an advertiser IUT ignores connection requests with an invalid CRC.

The Lower Tester sends the connection request and observes the IUT continuing advertising.

Reference

13]3.1,4.4.2.3

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map.

- State: Undirected Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max, supported
type of own address, selected advertising channels, Length of device name used, common
device name)

Test Procedure

Execute the test procedure with an advertising interval between the minimum and maximum
advertising intervals. Apply the policy of Filter Accept Listing all devices (apply the filtering policy of
allowing scan request, connect request from any (0x00)) for an IUT supporting device filtering. The
connection request packet contents are defined in Section 4.3.2, Common PUD Contents.
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‘ Lower \ ‘ Upper \
Tester IuT Tester

HCI_LE_Set_Advertising_Parameters
(Conn.Undir Event, Own_Address_Type, Policy:
0x00)

<

HCI_Command_Complete_Event
(Status: 0x00)

»
>

HCI_LE_Set_Advertising_Enable
(Enable)

<
<

HCI_Command_Complete_Event
(Status: 0x00)

\ 4

REPEAT 30 TIMES

ADV_IND

<
<

CONNECT_IND
(Incorrect CRC)

\ 4

HCI_LE_Set_Advertising_Enable
- (Disable)

HCI_Command_Complete_Event
(Status: 0x00)

»

Figure 4.2-16: LL/DDI/ADV/BI-02-C [Connection Request Invalid CRC] MSC

1.

2.

o

Configure the Lower Tester to initiate a connection but sending CONNECT _IND packets with
invalid CRC.

The Upper Tester enables undirected advertising in the IUT using all supported advertising
channels.

The Lower Tester receives an ADV_IND packet from the IUT and responds with a
CONNECT_IND packet with an invalid CRC on a randomly selected advertising channel T_IFS
after the end of an advertising packet.

The Lower Tester expects the IUT to continue advertising.

Repeat Steps 3—4 30 times.

The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to disable advertising
and receives an HCl_Command_Complete event in response.

* Test Condition

The Lower Tester scans only on the selected advertising channel.

* Expected Outcome

Pass verdict

The test procedure completes using an interval between the minimum and maximum advertising
intervals on all of the supported advertising channels.

* Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

%)

Bluetooth SIG Proprietary Page 4.2-43



Link Layer (LL) / Test Suite

LL/DDI/ADV/BV-19-C [Low Duty Cycle Directed Advertising Events]
* Test Purpose

Test that an advertiser IUT sends advertising packets of the low duty cycle directed advertising event
type with correct contents on a selected advertising channel with correct event timing, and accepts a
connection request to these packets.

The Lower Tester observes the packet and event timing and packet contents on the selected
advertising channel. The Lower Tester also solicits a connection on the selected advertising channel.

* Reference
[314.4.24
* |nitial Condition

- Parameters: LL_advertiser_advinterval_Min, LL_advertiser_advinterval_Max,
LL_advertiser_Adv_Channel_Map

- State: Low Duty Cycle Directed Advertising (selected Adv_Interval_Min, selected
Adv_lInterval_Max, supported type of own address, public initiator address, Lower Tester
address, selected advertising channel)
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Test Procedure

Lower Upper
Tester T Tester

HCI_LE_Set_Advertising_Parameters
(Low Duty Directed Event, Own_Address_Type,
Policy: 0x03)

HCI_Command_Complete_Event
(Status: 0x00)

>
>

| HCI_LE_Set_Advertising_Enable
D (Enable)

HCI_Command_Complete_Event
(Status: 0x00)

>
>

REPEAT 100 TIMES

ADV_DIRECT_IND

advintervalt
advDelay

ADV_DIRECT_IND

REPEAT UNTIL CONNECTED

ADV_DIRECT_IND

A

T_IFS

pesseed

CONNECT_IND
(initiator_address)

A 4

HCI_LE_Connection_Complete_Event
(Status: 0x00)

A 4

HCI_Disconnection_Complete_Event
(Status: OxOE)

A 4

Figure 4.2-17: LL/DDI/ADV/BV-19-C [Low Duty Cycle Directed Advertising Events] MSC

1. Configure the Lower Tester to start scanning and monitor advertising packets from the IUT.

2. The Upper Tester enables low duty cycle directed advertising in the IUT using a selected
advertising channel and a selected advertising interval between the minimum and maximum
advertising.

3. The Lower Tester expects the IUT to send ADV_DIRECT _IND packets starting an event on the
selected advertising channel.

4. Expect the next event to start after the advertising interval time calculated from the start of the
first packet.

5. Repeat Steps 3—4 until the number of advertising intervals (100) have been detected.

6. Configure the Lower Tester to initiate a connection.

7. The Lower Tester receives an ADV_DIRECT _IND packet from the IUT on the selected
advertising channel (defined as an IXIT), then responds with a CONNECT _IND packet T_IFS
after the end of the advertising packet and does not send any data packets to the IUT.

8. The Lower Tester receives no ADV_DIRECT _IND packets from the IUT after the advertising
interval.

9. Repeat Steps 7-8 until the IUT stops advertising.
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10. The Upper Tester receives an HCI_LE_Connection_Complete event from the IUT including the
parameters sent to the IUT in Step 7.

11. The Upper Tester receives an HCI_Disconnection_Complete event from the IUT once the
Establishment Timeout has expired.

Test Condition

The Lower Tester scans only on the selected advertising channel.

Expected Outcome

Pass verdict

The test procedure completes using the selected advertising interval.

The timing range detected for advertising events is from (TSPX_adv_interval_min) ms to
(TSPX_adv_interval_min + 10) ms.

The test procedure completes with the IUT stopping advertising after receiving a connection request
on the selected advertising channel.

The IUT reports the conclusion of advertising with an HCI event.
Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and the test result criteria.

LL/DDI/ADV/BV-20-C [Advertising Always Using the LE 1M PHY]

%)

Test Purpose

Test that an advertiser IUT sends advertising packets of an event with correct contents on all
applicable advertising channels using the LE 1M PHY, even when the host has indicated that it
prefers the LE 2M PHY.

The Lower Tester observes the packet and event timing and packet contents on the advertising
channels used and confirms they can be received using the LE 1M PHY.

Reference
[10]1 2.3
Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Undirected Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max, supported
type of own address, selected advertising channel, length of device name used, common device
name)
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Test Procedure

Lower Upper
Tester T Tester

HCI_LE_Set_Default PHY
(TX_PHYS, RX_PHYS = LE 2M PHY)

A

HCI_Command_Complete_Event
(Status: 0x00)

\ 4

HCI_LE_Set_Advertising_Parameters
(Conn.Undir Event, Own_Address_Type, Policy:
0x03)

<

HCI_Command_Complete_Event
(Status: 0x00)

\ 4

HCI_LE_Set_Advertising_Data
(Data Length: 0x00)

A

HCI_Command_Complete_Event
(Status: 0x00) o

HCI_LE_Set_Advertising_Enable
(Enable)

A

HCI_Command_Complete_Event
(Status: 0x00)

\ 4

REPEAT 100 TIMES

ADV_IND

ADV_IND

ADV_IND

HCI_LE_Set_Advertising_Enable
(Disable)

A

HCI_Command_Complete_Event
(Status: 0x00)

\ 4

Figure 4.2-18: LL/DDI/ADV/BV-20-C [Advertising Always Using the LE 1M PHY] MSC

1.

Configure the Lower Tester to monitor advertising packets from the IUT. The Lower Tester will
only accept advertising packets sent using the LE 1M PHY setting. The Lower Tester will scan for
at least 30 advertising intervals on each advertising channel (for example, scan on channel 37 for
the first 30 intervals, then on channel 38 for another 30 intervals, then finally on channel 39 for
the last 30 intervals).

The Upper Tester sends a LE_Set_Default PHY command to the IUT, with the ALL_PHYS field
set to zero, and the TX_PHYS and RX_PHYS fields both set to prefer the LE 2M PHY.

The Upper Tester enables undirected advertising in the IUT using all supported advertising
channels and minimum advertising interval.

The Lower Tester expects the IUT to send ADV_IND packets starting an event on an applicable
advertising channel using the LE 1M PHY.
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5. Repeat Step 4 until at least 90 advertising packets have been detected, i.e., at least 30 packets
on each channel.

6. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to disable advertising in
the IUT and receives an HCI_Command_Complete event from the IUT.

Expected Outcome
Pass verdict

All advertising events are transmitted using the LE 1M PHY and are received properly by the Lower
Tester using the LE 1M PHY.

LL/DDI/ADV/BV-21-C [Extended Advertising, Legacy PDUs, Non-Connectable]

%)

Test Purpose

Tests that an advertiser IUT sends advertising packets of a hon-connectable event type with data on
a selected primary advertising channel using legacy PDU types and extended advertising HCI
commands.

The Upper Tester submits data to the IUT, and the Lower Tester observes the IUT including data in
the advertising packets on the selected primary advertising channel.

Reference
[10]4.4.2.6
Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel)
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* Test Procedure

Execute the test procedure using non-connectable advertising events with a selected advertising
interval between the minimum and maximum advertising intervals supported using a selected primary
advertising channel, with data lengths of 1, 0, and 31.

Lower Upper
Tester T Tester

 HCI_LE_Set_Extended_Advertising_Parameters
(0b00010000 Event, Own_Address_Type)

HCI_Command_Complete_Event |
(Status: 0x00) g

For each round fr¢m 1 to 3

w HCI|_LE_Set Extended_Advertising_Data
B (Data Length, data)

HCI_Command_Complete_Event |
(Status: 0x00) d

HCI_LE_Set Extended_Advertising_Enable
(Enable)

<

HCI_Command_Complete_Event
(Status: 0x00)

>
>

REPEAT 50 TIMES

ADV_NONCONN_IND
(data)

OPT

ADV_NONCONN_IND

advinterval (ot

+ advpEglay

A

OPT

P ADV_NONCONN_IND
(data)

ADV_NONCONN_IND
(data)

HCI_LE_Set Extended_Advertising_Enable
B (Disable)

HCI_Command_Complete_Event |
(Status: 0x00) d

Figure 4.2-19: LL/DDI/ADV/BV-21-C [Extended Advertising, Legacy PDUs, Non-Connectable] MSC

1. Configure the Lower Tester to monitor advertising packets from the IUT.

2. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using a selected primary advertising channel and minimum advertising interval. The
Advertising_Event_Properties parameter is set to 0b00010000 (ADV_NONCONN _IND legacy
PDU).

For each round from 1-3 based on Table 4.2-7:

3. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Data command to the IUT with
values according to Table 4.2-7 and receives an HCl_Command_Complete in response.
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4. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Enable command to the IUT to
enable advertising and receives an HCl_Command_Complete event in response.

5. The Lower Tester expects the IUT to send ADV_NONCONN_IND packets including the data
submitted in Step 3 starting an event on the selected primary advertising channel.

6. Expect the following event to start after advertising interval time calculating from the start of the
first packet.

7. Repeat Steps 5-6 until a number of advertising intervals (50) have been detected.

8. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Enable command to the IUT to
disable advertising function and receives an HCl_Command_Complete event in response.

9. Repeat Steps 3-8 for each round shown in Table 4.2-7.

Round HCI_LE_Set_Extended_Advertising_Data
(Step 3)
Data Length Data Element
1 0x01
0 No data
3 31 0xF8, [0x00]...

Table 4.2-7: Payload contents for each case variation

Expected Outcome
Pass verdict

The test procedure executes with the IUT advertising using non-connectable event type. The
ADV_NONCONN_IND PDU is utilized.

The IUT transmits data as submitted in the HCl commands.

4.2.3.3 Extended Advertising, Legacy PDUs, Undirected

%)

Test Purpose

Tests that an advertiser IUT sends advertising packets of an undirected type of event with data on all
advertising channels using legacy PDU types and extended advertising HClI commands.

The Upper Tester submits data to the IUT, and the Lower Tester observes the IUT including data in
the advertising packets on the advertising channels used. The Lower Tester confirms the IUT sets
ChSel as specified in Table 4.2-8 in the legacy PDU.

Reference

[10] 4.4.2.3

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)
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* Test Case Configuration

Test Case ID ChSel
LL/DDI/ADV/BV-22-C [Extended Advertising, Legacy PDUs, Undirected, CSA #2] 1
LL/DDI/ADV/BV-50-C [Extended Advertising, Legacy PDUs, Undirected, CSA #1] 0

Table 4.2-8: Extended Advertising, Legacy PDUs, Undirected test cases

* Test Procedure

Execute the test procedure using undirected advertising events with a selected advertising interval
between the minimum and maximum advertising intervals supported using all supported advertising
channels, with data lengths of 1, 0, and 31.

| Lower I | Upper I
Tester IuT Tester

HCI_LE_Set_Extended_Advertising_Parameters
(0b0010011b Event,
wn_Address_Type)

<&
d

HCI_Command_Complete_Event o
(Status: 0x00) i

For each|round from 1 to 3

HCI_LE_Set_Extended_Advertising_Data
(Data Length, data)

<&
d

HCI_Command_Complete_Event
(Status: 0x00)

»
>

HCI_LE_Set_Extended_Advertising_Enable

<&
d

(Enable)

HCI_Command_Complete_Event o

(Status: 0x00) i

REPEAT 50 TIMES

P ADV_IND
B (data)
P ADV_IND
B (data)
P ADV_IND
B (data)

HCI_LE_Set_Extended_Advertising_Enable
(Disable)

A

HCI_Command_Complete_Event
(Status: 0x00)

»
>

Figure 4.2-20: Extended Advertising, Legacy PDUs, Undirected MSC

1. Configure the Lower Tester to monitor advertising packets from the IUT.

2. The Upper Tester sends an HCI_LE_Set_Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and minimum advertising interval. The
Advertising_Event_Properties parameter is set to 0b00010011 (ADV_IND legacy PDU).

63 Bluetooth SIG Proprietary Page 4.2-51



Link Layer (LL) / Test Suite

For each round 1-3 based on Table 4.2-9:

3. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Data command to the IUT with
values according to Table 4.2-9 and receives an HCl_Command_Complete in response.

4. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Enable command to the IUT to
enable advertising with Duration[0] set to 0x0000 (continue advertising until disabled), and
receives an HClI_Command_Complete event in response.

5. The Lower Tester scans on a single primary advertising channel as indicated in Table 4.2-9 and
expects the IUT to send ADV_IND packets, with ChSel set as specified in Table 4.2-8, including
the data submitted in Step 3 starting an event on the applicable primary advertising channel.

6. Repeat Step 5 until a number of advertising intervals (50) have been detected.

7. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Enable command to the IUT to
disable advertising function and receives an HCI_Command_Complete event in response.

8. Repeat Steps 3—7 for each round shown in Table 4.2-9.

Round HCI_LE_Set_Extended_Advertising_Data
(Step 3)
Data Length Data Element Primary Advertising Channel
scanned by the Lower Tester
1 1 0x01 37
2 0 No data 38
31 0xF8, [0x00]... 39

Table 4.2-9: Payload contents for each case variation

Expected Outcome

Pass verdict

The test procedure executes with the IUT advertising using Connectable Undirected event type. The
ADV_IND PDU is utilized, with ChSel set as specified in Table 4.2-8.

The IUT transmits data as submitted in the HCl commands.

4.2.3.4 Extended Advertising, Non-Connectable

%)

Test Purpose

Tests that an advertiser IUT sends non-connectable ADV_EXT _IND PDUs with the AuxPtr field
referring to a valid AUX_ADV_IND PDU on the secondary advertising channel with the correct
payload fields, timing, and channel sequence for the maximum time allowed. Advertisements with and
without data, along with chaining, are tested. Undirected and Directed events are tested.

The Upper Tester submits data to the IUT, and the Lower Tester observes the IUT including data in
the advertising packets on the advertising channels used.

Reference

[10] 4.4.2.6, 4.4.2.10
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- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel

map)

- If Additional Initial Condition is specified in Table 4.2-10, the Upper Tester sets the Advertising
Coding Selection (Host Support) feature bit using the HCI_LE_Set Host Feature command.

Test Case Configuration

[Extended Advertising, Non-
Connectable — LE Coded PHY,
Required, Primary S=8,
Secondary S=2]

Test Case Additional | PHYs used in Step 3

I&I)trlfdlition Primary_Advertising_ | Primary_Advertising_

PHY PHY_Options

LL/DDI/ADV/BV-47-C No 0x01 (LE 1M PHY) 0x00 (No coding
[Extended Advertising, Non- preference)
Connectable — LE 1M PHY]
LL/DDI/ADV/BV-48-C No 0x03 (LE Coded PHY) | 0x00 (No coding
[Extended Advertising, Non- preference)
Connectable — LE Coded PHY]
LL/DDI/ADV/BV-49-C No 0x01 (LE 1M PHY) 0x00 (No coding
[Extended Advertising, Non- preference)
Connectable — LE 2M PHY]
LL/DDI/ADV/BV-81-C Yes 0x03 (LE Coded PHY) | 0x00 (No coding
[Extended Advertising, Non- preference)
Connectable — LE Coded PHY,
No Coding Preference]
LL/DDI/ADV/BV-82-C Yes 0x03 (LE Coded PHY) | 0x01 (prefer S=2)
[Extended Advertising, Non-
Connectable — LE Coded PHY,
Recommended, Primary S=2,
Secondary S=8]
LL/DDI/ADV/BV-83-C Yes 0x03 (LE Coded PHY) | 0x02 (prefer S=8)
[Extended Advertising, Non-
Connectable — LE Coded PHY,
Recommended, Primary S=8,
Secondary S=2]
LL/DDI/ADV/BV-84-C Yes 0x03 (LE Coded PHY) 0x03 (require S=2)
[Extended Advertising, Non-
Connectable — LE Coded PHY,
Required, Primary S=2,
Secondary S=8]
LL/DDI/ADV/BV-85-C Yes 0x03 (LE Coded PHY) | 0x04 (require S=8)

Table 4.2-10: Extended Advertising, Non-Connectable test cases (part 1 of 2)
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Test Case

PHYs used in Step 3

Secondary_Advertising_PHY

Secondary_Advertising_PHY _
Options

LL/DDI/ADV/BV-47-C
[Extended Advertising,
Non-Connectable — LE
1M PHY]

0x01 (LE 1M PHY)

0x00 (No coding preference)

LL/DDI/ADV/BV-48-C
[Extended Advertising,
Non-Connectable — LE
Coded PHY]

0x03 (LE Coded PHY)

0x00 (No coding preference)

LL/DDI/ADV/BV-49-C
[Extended Advertising,
Non-Connectable — LE
2M PHY]

0x02 (LE 2M PHY)

0x00 (No coding preference)

LL/DDI/ADV/BV-81-C
[Extended Advertising,
Non-Connectable — LE
Coded PHY, No Coding
Preference]

0x03 (LE Coded PHY)

0x00 (No coding preference)

LL/DDI/ADV/BV-82-C
[Extended Advertising,
Non-Connectable — LE
Coded PHY,
Recommended, Primary
S=2, Secondary S=8]

0x03 (LE Coded PHY)

0x02 (prefer S=8)

LL/DDI/ADV/BV-83-C
[Extended Advertising,
Non-Connectable — LE
Coded PHY,
Recommended, Primary
S=8, Secondary S=2]

0x03 (LE Coded PHY)

0x01 (prefer S=2)

LL/DDI/ADV/BV-84-C
[Extended Advertising,
Non-Connectable — LE
Coded PHY, Required,
Primary S=2, Secondary
S=8]

0x03 (LE Coded PHY)

0x04 (require S=8)

LL/DDI/ADV/BV-85-C
[Extended Advertising,
Non-Connectable — LE
Coded PHY, Required,
Primary S=8, Secondary
S=2]

0x03 (LE Coded PHY)

0x03 (require S=2)

Bluetooth SIG Proprietary
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* Test Procedure

The following test procedure applies to the test cases listed in Table 4.2-10, the only change is the
variation of the PHYs used.

Execute the test procedure using non-connectable advertising events with a selected advertising
interval between the minimum and maximum advertising intervals supported using all supported
advertising channels.

Lower Upper
Tester T Tester

HCI_LE_Read_Maximum_Advertising_Data_Length
HCI_Command_Complete_Event -
(Status: 0x00, Max_Adv_Data_Length) i
FOR EACH ROUND FROM 1 TO 14
P HCI_LE_Set_Extended_Advertising_Parameters
B (Extended Advertising, Own_Address_Type)
HCI_Command_Complete_Event -
(Status: 0x00) i
REPEAT UNTIL ALL DATA IS SET
P HCI_LE_Set_Extended_Advertising_Data
HCI_Command_Complete_Event o
(Status: 0x00) d
P HC|_LE_Set Extended_Advertising_Enable
b (Enable)
HCI_Command_Complete_Event -
(Status: 0x00) i
REPEAT 10 TIMES
QR REPEAT UNTIL IUT STOPS
ADVERTISING (MAX 5 SECONDS)
P ADV_EXT_IND
B (AdvMode: 00b, AuxPtr)
P ADV_EXT_IND
B (AdvMode: 00b, AuxPtr)
- ADV_EXT_IND
HE (AdvMode: 00b, AuxPtr)
o
T_MAFS
VL AUX_ADV_IND
+[F (AdvMode: 00b, AdvData)
=
T_MAF§
'
vl AUX_CHAIN_IND
el (Optional: 1+) (AdvData)
: OPTION|A!
E P HCI_LE_Set_Extended_Advertising_Enable
H B (Disable)
E HCI_Command_Complete_Event o
(Status: 0x00) d
OPTION|B:
V LE_Advertising_Set_Terminated_Event R
H (error code: 0x43) i

Figure 4.2-21: Extended Advertising, Secondary Channel, Non-Connectable MSC
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The Upper Tester sends an HCI_LE_Read_Maximum_Advertising_Data_Length command to the
IUT and expects the IUT to return a Maximum_Advertising_Data_Length between 0x001F and
0x0672. The Upper Tester stores the Maximum_Advertising_Data_Length for future use.

For each round based on Table 4.2-12:

2.

If the Data Length listed in Table 4.2-12 for the current round is less than or equal to the
Maximum_Advertising_Data_Length, proceed to Step 3; otherwise, skip to Step 14.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command version
specified in Table 4.2-12 to the IUT using all supported advertising channels and a selected
advertising interval between the minimum and maximum advertising intervals supported.
Advertising_Event_Properties parameter is set to the value specified in Table 4.2-12 for this
round. The Primary_Advertising_PHY and Secondary_Advertising_PHY is set to the values
specified in Table 4.2-10. If the Advertising_Event_Properties value for this round specifies
directed advertising, the Peer_Address_Type is set to 0x00 (Public Device Address), and the
Peer_Address is set to the Lower Tester’'s address. The Primary_Advertising_PHY_Options and
Secondary_Advertising_ PHY_Options are set as specified in Table 4.2-11. If
Primary_Advertising_PHY_Options and Secondary_Advertising_PHY_Options are both set to
zero, the Upper Tester may use any version of the

HCI_LE_Set Extended_Advertising_Parameters command. Otherwise, the Upper Tester

uses v2.

The Upper Tester sends one or more HCI_LE_Set_Extended_Advertising_Data commands to the
IUT with values according to Table 4.2-12 and using random octets from 1 to 254 as the payload.
If the Data Length is greater than 251 the Upper Tester sends multiple commands using one
Operation 0x01 (First fragment) command, followed by zero or more Operation 0x00
(Intermediate Fragment) commands, and a final Operation 0x02 (Last fragment) command. In
round 2, the Upper Tester sends multiple commands using one Operation 0x01 (First fragment)
command with one data octet, followed by 29 x Operation 0x00 (Intermediate Fragment)
commands with one data octet each and a final Operation 0x02 (Last fragment) command with
one data octet. Otherwise, the Upper Tester sends a single command using Operation 0x03
(Complete Data).

The Upper Tester enables advertising using the HCI_LE_Set Extended_Advertising_Enable
command. The Duration[0] parameter is set to the value specified in Table 4.2-12 for this round.
The Max_Extended_Advertising Events[0] parameter is set to the value specified in Table 4.2-12
for this round.

The Lower Tester receives an ADV_EXT _IND packet from the IUT with AdvMode set to 0b00.
The ADV_EXT_IND PDU does not include the Supplnfo, Syncinfo, TxPower, ACAD, or AdvData
fields. If advertising data was set in Step 4, the ADV_EXT_IND PDU includes the AuxPtr field;
otherwise, the ADV_EXT_IND PDU may include the AuxPtr field. If the AuxPtr field is included,
the ADV_EXT_IND PDU also includes the ADI field with the SID set to the value used in Step 3;
otherwise, that field is not included. If Primary_Advertising_PHY_Options in Table 4.2-10 is either
0x03 or 0x04, the Lower Tester verifies that the ADV_EXT_IND packet uses the specified coding.
Otherwise, the packet may use either coding.

If the AuxPtr is absent, skip to Step 10.

The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00. The AUX_ADV_IND PDU does not
include the Supplnfo, Syncinfo, or TxPower fields. The AUX_ADV_IND PDU includes the ADI
field matching the ADI field from Step 6. If the AUX_ADV_IND PDU does not contain all the data
submitted in Step 4 (if any), it includes an AuxPtr field. If Secondary_Advertising_PHY_Options in
Table 4.2-11 is either 0x03 or 0x04, the Lower Tester verifies that the AUX_ADV_IND packet
uses the specified coding. Otherwise, the packet may use either coding.
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9. If the AUX_ADV_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to 0b00. The AUX_CHAIN_IND PDU includes
the ADI field matching the ADI field from Step 6 and the AdvData field containing additional data
submitted in Step 4. The AUX_CHAIN_IND PDU does not include the AdvA, TargetA, Supplnfo,
TxPower, or Synclinfo fields. If the AUX_CHAIN_IND PDU contains an AuxPtr field this step is
repeated until an AUX_CHAIN_IND PDU is received with no AuxPtr field and all data has been
received. If Secondary_Advertising_ PHY_Options in Table 4.2-11 is either 0x03 or 0x04, the
Lower Tester verifies that each AUX_CHAIN_IND packet uses the specified coding. Otherwise,
the packet may use either coding.

10. If the Max_Extended_Advertising_Events was set to a value different than 0, repeat Steps 6-9
until the IUT stops advertising. Afterwards, the Lower Tester confirms that the IUT did not send
more than Max_Extended_Advertising_Events advertising events. The Upper Tester receives LE
Advertising Set Terminated event with ErrorCode 0x43. Skip to Step 13.

11. Otherwise, if Duration was set to a value different than 0, repeat Steps 6—9 until the amount of
time specified for Duration has elapsed. Afterwards, the Lower Tester confirms that the IUT does
not start any additional advertising events. The Upper Tester receives LE Advertising Set
Terminated event with ErrorCode 0x3C. Skip to Step 13.

12. Otherwise, repeat Steps 6-9 until a number of advertising intervals (10) have been detected.

13. The Upper Tester disables advertising using the HCI_LE_Set Extended_Advertising_Enable
command.

14. Repeat Steps 2—13 for each round shown in Table 4.2-12.

Round HCI_LE_Set_ HCI_LE_Set_Extended_ HCI_LE_Set_Extended_
Extended_Advertising_ | Advertising_Data Advertising_Enable
Parameters (Step 4) (Step 5)

(Step 3)

Advertising_Event_ Data Length Fragment_ Duration Max_Extended_

Properties Preference Advertising_
Events

1 0x0000 0 0x00 0x0000 0x00

2 0x0000 31 0x00 0x0000 0x00

3 0x0000 474 0x00 0x0000 0x00

4 0x0000 71 0x00 0x0000 0x00

5 0x0000 948 0x00 0x0000 0x00

6 0x0000 Maximum_ 0x00 0x0000 0x00

Advertising_
Data_Length
7 0x0000 Maximum_ 0x01 0x0000 0x00
Advertising_
Data_Length

8 0x0004 0 0x00 0x0000 0x00

9 0x0004 251 0x00 0x0000 0x00

10 0x0004 Maximum_ 0x00 0x0000 0x00

Advertising_
Data_Length
11 0x0000 0 0x00 0x01F4 (5 s) 0x00
12 0x0004 0 0x00 0x01F4 (5 s) 0x00
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Round HCI_LE_Set_ HCI_LE_Set_Extended_ HCI_LE_Set_Extended_
Extended_Advertising_ | Advertising_Data Advertising_Enable
Parameters (Step 4) (Step 5)
(Step 3)
Advertising_Event_ Data Length Fragment_ Duration Max_Extended_
Properties Preference Advertising_

Events
13 0x0000 0 0x00 0x0000 0x32
14 0x0004 0 0x00 0x0000 0x32

Table 4.2-12: Payload contents for each case variation

* Expected Outcome

The following test procedure applies to the test cases listed in Table 4.2-10, the only change is the
variation of the PHYs used.

Pass verdict
The IUT returns a Maximum_Advertising_Data_Length between 0x001F and 0x0672.

For

%)

all rounds described in the test procedure, the following condition occurs:
The IUT sends an ADV_EXT_IND PDU on the primary advertising channel.

If advertising data was specified for the round, the ADV_EXT_IND PDU includes the AuxPtr field
referring to an AUX_ADV_IND PDU on the secondary channel.

If Primary_Advertising_PHY_Options in Table 4.2-10 is either 0x03 or 0x04, the IUT sends the
ADV_EXT_IND packet using the specified coding.

The time between a PDU containing an AuxPtr field and the PDU to which it refers is greater than
orequal to T_MAFS.

If the advertising was directed, the TargetA field containing the Lower Tester’s address specified
in the HCI_LE_Set_Extended_Advertising_Parameters command is included in either the
ADV_EXT_IND PDU or the AUX_ADV_IND PDU, but not both.

[LL/DDI/ADV/BV-48-C only] If the advertising was directed and the ADV_EXT_IND PDU
contained an AuxPtr, the TargetA field is included in the AUX_ADV_IND PDU.

The Supplinfo, Syncinfo, TxPower, ACAD, and AdvData fields are not included in the
ADV_EXT_IND PDU.

The Supplnfo, Syncinfo, and TxPower fields are not included in the AUX_ADV_IND PDU.

If the ADV_EXT_IND PDU includes the AuxPtr field, the ADV_EXT_IND and AUX_ADV_IND
PDUs and any AUX_CHAIN_IND PDUs contain the ADI field with the SID set to the value
specified in the HCI_LE_Set Extended_Advertising_Parameters command and the same DID
value.

If advertising data was specified for the round, the Lower Tester receives all the data sent in
Step 4, and no further data, in the AUX_ADV_IND PDU and zero or more AUX_CHAIN_IND
PDUs. If no data was specified, any AUX_ADV_IND and AUX_CHAIN_IND PDUs do not contain
any data.

If Secondary_Advertising PHY_Options in Table 4.2-11 is either 0x03 or 0x04, the IUT sends the
AUX_ADV_IND and AUX_CHAIN_IND packets using the specified coding.

Bluetooth SIG Proprietary Page 4.2-58



Link Layer (LL) / Test Suite

- If one or more AUX_CHAIN_IND PDUs were sent, each includes the ADI field matching the ADI
field included in the AUX_ADV_IND PDU, and none of them include the AdvA, TargetA,
Supplnfo, TxPower, or Synclnfo fields.

- When the Duration parameter is set, the IUT does not start any new advertising events after the
time specified for Duration has elapsed. An HCI LE Advertising Set Terminated event is received
with the correct error code.

- When the Max_Extended Advertising Events parameter is set, the IUT does not start more than
the Max_Extended_Advertising_Events. An HCI LE Advertising Set Terminated event is received
with correct error code.

Notes

The minimum actual advertising duration required is the duration specified plus negative drift plus
negative jitter: (10 ms * Duration) - (10 ms * Duration * 500 ppm) - 0.016 ms.

The maximum actual duration is (10 ms * Duration + 10.000 ms) * (1 + 500 ppm) + 0.016 ms.

The notes in LL/DDI/ADV/BV-01-C [Non-Connectable Advertising Events] describe the reasoning of
the timing measurements and test result criteria.

4.2.3.5 Extended Advertising, Scannable

%)

Test Purpose

Tests that an advertiser IUT sends scannable ADV_EXT_IND PDUs with the AuxPtr field referring to
a valid AUX_ADV_IND PDU on the secondary advertising channel with the correct payload fields,
timing, and channel sequence for the maximum time allowed. Tests that an advertiser IUT responds
to a scan request on the secondary channel and continues advertising after the response. Scan
response data chaining is tested. Undirected and Directed events are tested.

The Lower Tester requests information from the IUT, receives a response, then checks that the
advertising resumes.

Reference
[1014.4.25.2,44.2.8
[13]12.3.2.3

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map.

- State: Scannable Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max, supported
type of own address, selected advertising channels, length of device name used, selected name).
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Test Case

ADI Field

PHYs

Primary
Advertising PHY

Secondary
Advertising PHY

LL/DDI/ADV/BV-25-C [Extended
Advertising, Scannable — ADI not
allowed in scan response]

Not Present

0x01 (LE 1M PHY)

0x01 (LE 1M PHY)

LL/DDI/ADV/BV-45-C [Extended
Advertising, Scannable — ADI
allowed in scan response]

Not Present or ADI
Field in
AUX_ADV_IND PDU

0x01 (LE 1M PHY)

0x01 (LE 1M PHY)

LL/DDI/ADV/BV-51-C [Extended
Advertising, Scannable — ADI not
allowed in scan response — LE 2M
PHY]

Not Present

0x01 (LE 1M PHY)

0x02 (LE 2M PHY)

LL/DDI/ADV/BV-52-C [Extended
Advertising, Scannable — ADI
allowed in scan response — LE 2M
PHY]

Not Present or ADI
Field in
AUX_ADV_IND PDU

0x01 (LE 1M PHY)

0x02 (LE 2M PHY)

LL/DDI/ADV/BV-53-C [Extended
Advertising, Scannable — ADI not
allowed in scan response — LE
Coded PHY]

Not Present

0x03
(LE Coded PHY)

0x03
(LE Coded PHY)

LL/DDI/ADV/BV-54-C [Extended
Advertising, Scannable — ADI
allowed in scan response — LE
Coded PHY]

Not Present or ADI
Field in
AUX_ADV_IND PDU

0x03
(LE Coded PHY)

0x03
(LE Coded PHY)

Table 4.2-13: Extended Advertising, Scannable test cases
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* Test Procedure

Execute the test procedure with a selected advertising interval between the minimum and maximum
advertising intervals supported using all supported advertising channels.

Lower Upper
Tester T Tester

_HCI_LE_Read_Maximum_Advertising_Data_Length

HCI_Command_Complete_Event -
(Status: 0x00, Max_Adv_Data_Length) o

FOR EACH ROUND FRPM 1 TO 11

HCI_LE_Set_Extended_Advertising_Parameters
- (Extended Advertising, Scanable,
Own_Address_Type)

HCI_Command_Complete_Event
(Status: 0x00)

A 4

REPEAT UNTIL ALL DATA IS SET

HCI_LE_Set Extended_Scan_Response_Data

HCI_Command_Complete_Event
(Status: 0x00)

A 4

HCI_LE_Set_Extended_Advertising_Enable
(Enable)

HCI_Command_Complete_Event
(Status: 0x00)

q
>

REPEAT 30 TIMES OR UNTIL
IUT SENDS AUX_SCAN RSP

ADV_EXT_IND
(AdvMode: 106, AuxPtr)

A

ADV_EXT_IND
(AdvMode: 10b, AuxPtr)

A

P ADV_EXT_IND
[ B (AdvMode: 10b, AuxPtr)
>3T_MAF$.
L P AUX_ADV_IND
T B (AdvMode: 10b)
T_IFS |}
| AUX_SCAN_REQ .
=
T_IFS |}
| P AUX_SCAN_RSP
- B (AdvMode: 00b, AdvData)
>3T_MAF$

AUX_CHAIN_IND

(Optional: one or more)

[
7y

HCI_LE_Scan_Request_Received_Event
(Optional)

HCI_LE_Set_Extended_Advertising_Enable
(Disable)

HCI_Command_Complete_Event
(Status: 0x00) o

Figure 4.2-22: Extended Advertising, Secondary Channel, Scannable MSC
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The Upper Tester sends an HCI_LE_Read_Maximum_Advertising_Data_Length command to the
IUT and expects the IUT to return a Maximum_Advertising_Data_Length between 0x001F and
0x0672. The Upper Tester stores the Maximum_Advertising_Data_Length for future use.

For each round 1-11 based on Table 4.2-14:

2.

10.

11.

If the Data Length listed in Table 4.2-14 for the current round is less than or equal to the
Maximum_Advertising_Data_Length, proceed to Step 3; otherwise, skip to Step 13.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties and
Scan_Response_Notification_Enable parameters are set to the value specified in Table 4.2-14
for this round. The Primary_Advertising_PHY and Secondary_Advertising_PHY are set as
specified in Table 4.2-14. If the Advertising_Event_Properties value for this round specifies
directed advertising, the Peer_Address_Type is set to 0x00 (Public Device Address), and the
Peer_Address is set to the Lower Tester’'s address.

The Upper Tester sends one or more HCI_LE_Set Extended Scan_Response Data commands
to the IUT with values according to Table 4.2-14 and using random octets from 1 to 254 as the
payload. If the Data Length is greater than 251 the Upper Tester sends multiple commands using
one Operation 0x01 (First fragment) command, followed by zero or more Operation 0x00
(Intermediate Fragment) commands, and a final Operation 0x02 (Last fragment) command. In
round 2, the Upper Tester sends multiple commands using one Operation 0x01 (First fragment)
command with one data octet, followed by 29 x Operation 0x00 (Intermediate Fragment)
commands with one data octet each and a final Operation 0x02 (Last fragment) command with
one data octet. Otherwise, the Upper Tester sends a single command using Operation 0x03
(Complete Data).

The Upper Tester enables advertising using the HCI_LE_Set Extended_Advertising_Enable
command. The Duration[0] parameter is set to 0x0000 (No Advertising Duration).

The Lower Tester receives an ADV_EXT _IND packet from the IUT with AdvMode set to 0b10
with the AuxPtr Extended Header field present. The ADV_EXT_IND PDU includes the ADI field
with the SID set to the value used in Step 3. The ADV_EXT_IND PDU does not include the
Supplnfo, Syncinfo, TxPower, ACAD, or TxPower fields.

The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b10. The AUX_ADV_IND PDU includes the
ADI field matching the ADI field from Step 6. The AUX_ADV_IND PDU does not include the
Supplnfo, AuxPtr, Syncinfo, TxPower, or AdvData fields.

The Lower Tester responds with an AUX_SCAN_REQ PDU T_IFS after the end of the
AUX_ADV_IND PDU on the secondary advertising channel with ScanA set to the Lower Tester’s
address and AdvA set as shown in Table 4.2-14.

If the AUX_SCAN_REQ PDU has an AdvA not equal to the IUT’s address, the Lower Tester
receives no AUX_SCAN_RSP packet from the IUT. Skip to Step 12.

The Lower Tester receives an AUX_SCAN_RSP packet from the IUT T_IFS after the end of the
AUX_SCAN_REQ PDU with AdvMode set to 0b00, AdvA set to the IUT’s advertising address
from Step 3, TargetA and Supplnfo not present, and ADI as specified in Table 4.2-13. If the
AUX_SCAN_RSP PDU does not contain all the data submitted in Step 4 (if any), it includes an
AuxPtr field.

If the AUX_SCAN_RSP PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to 0b00. The AUX_CHAIN_IND PDU includes
the AdvData field containing additional data submitted in Step 4. The AUX_CHAIN_IND PDU
does not include the AdvA, TargetA, Supplnfo, TxPower, or Syncinfo fields. If the
AUX_CHAIN_IND PDU contains an AuxPtr field this step is repeated until an AUX_CHAIN_IND
PDU is received with no AuxPitr field and all data has been received.
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12. If the Scan_Response_Notification_Parameter value specified for Step 3 in this round was 0x01
(notifications enabled), the Upper Tester receives an HCl_LE_Scan_Request_Received event
from the IUT with the advertising handle used in Steps 3-5 and the Lower Tester’s address from
Step 8.

13. The Upper Tester disables advertising using the HCI_LE_Set Extended_Advertising_Enable
command.

14. Repeat Steps 2—13 for each round shown in Table 4.2-14.,

Round | HCI_LE_Set_Extended_Advertising | HCI_LE_Set_Extended_Scan | AUX_SCAN_REQ
_Parameters _Response_Data PDU
(Step 3) (Step 4) (Step 8)
Advertising_ Scan_Response | Data Length | Fragment_ AdvA
Event_ _Notification_ Preference
Properties Enable
1 0x0002 0x00 1 0x00 IuT
2 0x0002 0x00 31 0x00 IuT
3 0x0002 0x00 474 0x00 IuT
4 0x0002 0x00 711 0x00 IuT
5 0x0002 0x00 948 0x00 IuT
6 0x0002 0x00 Maximum_ 0x00 IuT
Advertising_
Data_Length
7 0x0002 0x01 Maximum__ 0x01 IuT
Advertising_
Data_Length
0x0002 0x00 31 0x00 Not IUT
9 0x0006 0x00 1 0x00 IuT
10 0x0006 0x00 251 0x00 IuT
11 0x0006 0x00 Maximum_ 0x00 IuT
Advertising_
Data_Length
12 0x0006 0x00 31 0x00 Not IUT

Table 4.2-14: Payload contents for each case variation

* Expected Outcome

Pass verdict
The IUT returns a Maximum_Advertising_Data_Length between 0x001F and 0x0672.

For all rounds described in the test procedure, the following condition occurs:

- The IUT sends an ADV_EXT_IND PDU on the primary advertising channel with an AuxPtr field
referring to an AUX_ADV_IND PDU on the secondary advertising channel.

- The IUT responds to the AUX_SCAN_REQ within the 2 ys range around T_IFS.

- The time between a PDU containing an AuxPtr field and the PDU to which it refers is greater than

orequal to T_MAFS.

%)
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- The ADV_EXT_IND PDU does not include the Supplnfo, Syncinfo, TxPower, ACAD, or TxPower
fields.

- The AUX_ADV_IND PDU does not include the Supplnfo, AuxPtr, Syncinfo, TxPower, or AdvData
fields.

- The ADV_EXT_IND and AUX_ADV_IND PDUs both contain the ADI field with the SID set to the
value specified in the HCI_LE_Set Extended_Advertising_Parameters command.

- If scan response data was specified for the round, the Lower Tester receives all the data sent in
Step 4, and no further data, in the AUX_SCAN_RSP PDU and zero or more AUX_CHAIN_IND
PDUs. If no data was specified, the AUX_SCAN_RSP PDU and any AUX_CHAIN_IND PDUs do
not contain any data.

- If the scan request notifications were enabled for the round, the Upper Tester receives an
HCI_LE_Scan_Request_Received event from the IUT with the advertising handle and the Lower
Tester’'s address.

- Ifthe AUX_SCAN_REQ PDU has an AdvA not equal to the IUT’s address then the IUT does not
respond.

- The AUX_SCAN_RSP PDU includes or excludes the fields as specified in Step 10.

- If one or more AUX_CHAIN_IND PDUs were sent, none of them include the AdvA, TargetA,
Supplnfo, ADI, TxPower, or Syncinfo fields.

Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

4.2.3.6 Extended Advertising, Periodic Advertising

%)

Test Purpose

Tests that an advertiser IUT sends ADV_EXT_IND PDUs with the AuxPtr field referring to a valid
AUX_ADV_IND PDU containing a Synclinfo field that further refers to AUX_SYNC_IND PDUs on the
secondary advertising channel with the correct payload fields, timing, and channel sequence.
Advertisements with and without data, along with chaining, are tested. The Lower Tester confirms
that Channel Selection Algorithm #2 is utilized for the periodic advertisements.

The Upper Tester submits data of varying lengths to the IUT for periodic advertising, and the Lower
Tester observes the IUT performing periodic advertising of the data.

Reference

[10] 4.4.2.13.1

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)
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Test Case

PHYs

Primary Advertising PHY

Secondary Advertising PHY

LL/DDI/ADV/BV-26-C [Extended
Advertising, Periodic Advertising
—LE 1M PHY]

0x01 (LE 1M PHY)

0x01 (LE 1M PHY)

LL/DDI/ADV/BV-55-C [Extended
Advertising, Periodic Advertising
— LE 2M PHY]

0x01 (LE 1M PHY)

0x02 (LE 2M PHY)

LL/DDI/ADV/BV-56-C [Extended
Advertising, Periodic Advertising
— LE Coded PHY]

0x03 (LE Coded PHY)

0x03 (LE Coded PHY)

Table 4.2-15: Extended Advertising, Periodic Advertising test cases

Test Procedure

Execute the test procedure using periodic advertising events with a selected periodic advertising
interval between the minimum and maximum advertising intervals supported using all supported
advertising channels. Confirm that the IUT continues periodic advertising when extended advertising

is disabled.

Lower
Tester

IuT

_HCI_LE_Read_Maximum_Advertising_Data_Length

Upper
Tester

HCI_Command_Complete_Event

(Status: 0x00, Max_Adv_Data_Length) i

FOR EACH RQUND FROM 1 TO 6

HCI_LE_Set Extended_Advertising_Parameters

<

(Extended Advertising, Own_Address_Type)

HCI_Command_Complete_Event

I

HCI_LE_Set Periodic_Advertising_Parameters

(Status: 0x00) d

HCI_Command_Complete_Event

(Status: 0x00)

>

REPEAT UNTIL ALL DATA IS SET

HCI_LE_Set Periodic_Advertising_Data

<

HCI_Command_Complete_Event

(Status: 0x00)

>

HC|_LE_Set Periodic_Advertising_Enable

<

(Enable)

HCI_Command_Complete_Event

(Status: 0x00)

HCI_LE_Set_Extended_Advertising_Enable

>

(Enable)

HCI_Command_Complete_Event

>

(Status: 0x00) g

Figure 4.2-23: Extended Advertising, Periodic Advertising MSC — Page 1 of 2
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Lower Upper
Tester T Tester

REPEAT 100 TIMES
ADV_EXT_IND (LE 1M)
. B (AdvMode: 00b, AuxPtr)
T_MAFS§
H
'
- AUX_ADV_IND
. T B (AdvMode: 00b, Syncinfo)
'
T_MAFS,
H
'
-~ | AUX_SYNC_IND
- T (AdvData, [AuxPtr]) .
- U '
T_MAFS H
H H
' '
! AUX_CHAIN_IND (Zero or More) ' P
a2 DA IND_(4ero or More) I
e (hvData) :Penod|c
iInterval
:
'
AUX_SYNC_IND | 1
T I (AdvData, [AuxPtr])
'
T_MAFS
H
'
4 |gememeoeoeoo  LAUXCHAININD (Zero or More)
(AdvData)
HCI_LE_Set_Extended_Advertising_Enable
(Disable)
HCI_Command_Complete_Event N
(Status: 0x00)
REPEAT 100 TIMES
AUX_SYNC_IND
_ T B (AdvData, [AuxPtr])
'
T_MAFS,
H
'
= |ememeoeoeoa o AUX CHAIN_IND (Zero or More)
(AdvData)
P HCI_LE_Set Periodic_Advertising_Enable
M (Disable)
HCI_Command_Complete_Event
(Status: 0x00) d
w HCI_LE_Set Periodic_Advertising_Enable
M (Disable)
HCI_Command_Complete_Event N
(Status: 0x00)

Figure 4.2-24: Extended Advertising, Periodic Advertising MSC — Page 2 of 2

1. The Upper Tester sends an HCI_LE_Read_Maximum_Advertising_Data_Length command to the
IUT and receives a successful HCI_Command_Complete event in response with
Maximum_Advertising_Data_Length between 0x001F and 0x0672 in return. The Upper Tester
stores the Maximum_Advertising_Data_Length for future use.

For each round from 1-6 based on Table 4.2-16:

2. Ifthe Data Length listed in Table 4.2-16 for the current round is less than or equal to the
Maximum_Advertising_Data_Length, proceed to Step 3; otherwise, skip to Step 17.

3. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
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10.

11.

12.
13.

14.

15.

16.

17.

Link Layer (LL) / Test Suite

minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
is set to 0x0000. The Primary_Advertising_ PHY and Secondary_Advertising_PHY are set to the
values specified in Table 4.2-15. The IUT sends a successful HCI_Command_Complete event in
response.

The Upper Tester sends an HCI_LE_Set_Periodic_Advertising_Parameters command to the IUT
using a selected periodic interval. Periodic_Advertising_Properties parameter is set to 0x0000.
The IUT sends a successful HCI_Command_Complete event in response.

The Upper Tester sends one or more HCI_LE_Set Periodic_Advertising_Data commands to the
IUT with values according to Table 4.2-16 and using random octets from 1 to 254 as the payload.
If the Data Length is greater than 252, the Upper Tester sends multiple commands using one
Operation 0x01 (First fragment) command, followed by zero or more Operation 0x00
(Intermediate Fragment) commands, and a final Operation 0x02 (Last fragment) command. In
round 7, the Upper Tester sends multiple commands using one Operation 0x01 (First fragment)
command with one data octet, followed by 29 x Operation 0x00 (Intermediate Fragment)
commands with one data octet each and a final Operation 0x02 (Last fragment) command with
one data octet. Otherwise, the Upper Tester sends a single command using Operation 0x03
(Complete Data). The IUT sends a successful HCI_Command_Complete event in response to
each HCI_LE_Set Periodic_Advertising_Data command.

The Upper Tester enables periodic advertising using the
HCI_LE_Set_Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(Periodic Advertising) and receives a successful HCI_Command_Complete event in response.
The Upper Tester enables advertising using the HCI_LE_Set_Extended_Advertising_Enable
command. The Duration[0] parameter is set to 0x0000 (No Advertising Duration) and receives a
successful HCI_Command_Complete event in response.

The Lower Tester receives an ADV_EXT_IND packet from the IUT with AdvMode set to 0b00
with the AuxPtr Extended Header field present.

The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00 and the Syncinfo Extended Header fields
present.

The Lower Tester utilizes the Synclinfo field to listen for an AUX_SYNC_IND PDU on the
secondary advertising channel using the index selected by the LE Channel Selection Algorithm
#2 and synchronizes with the periodic advertisements. The AUX_SYNC_IND PDU has the
AdvMode field set to 0b00 with no ADI field. If the AUX_SYNC_IND PDU AdvData field does not
contain all the data submitted in Step 5 (if any), it includes an AuxPir field.

If the AUX_SYNC_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to 0b00 and containing additional data
submitted in Step 5. If the AUX_CHAIN_IND PDU contains an AuxPtr field this step is repeated
until an AUX_CHAIN_IND PDU is received with no AuxPtr field and all data has been received.
Repeat Steps 8-11 100 times.

The Upper Tester disables extended advertising by sending an
HCI_LE_Set_Extended_Advertising_Enable command to the IUT and receives a successful
HCI_Command_Complete event in response, but maintains periodic advertising.

The Lower Tester confirms that periodic advertising continues when extended advertising is
disabled by repeating Steps 10—-11 100 times.

The Upper Tester disables periodic advertising by sending an
HCI_LE_Set_Periodic_Advertising_Enable command to the IUT and receives a successful
HCI_Command_Complete event in response.

The Upper Tester clears the advertising configuration by sending an
HCI_LE_Clear_Advertising_Sets command to the IUT and receives a successful
HCI_Command_Complete event in response.

Repeat Steps 2—-16 for each round shown in Table 4.2-16.
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Round HCI_LE_Set_Periodic_Advertising_Data

(Step 5)

Data Length

0

252

474

711

948

Maximum_Advertising_Data_Length

N oo |~ OIN| -

31

Table 4.2-16: Payload contents for each case variation

* Expected Outcome

Pass verdict
The IUT returns a Maximum_Advertising_Data_Length between 0x001F and 0x0672.

For all rounds described in the test procedure, the following condition occurs:

The IUT sends an ADV_EXT _IND with an AuxPtr field referring to an AUX_ADV_IND on the
secondary advertising channel.

The AUX_ADV_IND includes a Synclinfo field containing synchronization information for the
periodic AUX_SYNC_IND advertisements.

The time between a PDU containing an AuxPtr field and the PDU to which it refers is greater than
orequal to T_MAFS.

The IUT sends AUX_SYNC_IND PDUs on the secondary advertising channel using indices
selected by the Channel Selection Algorithm #2.

The IUT sends AUX_SYNC_IND PDUs with no ADI field.

If periodic advertising data was specified for the round, the Lower Tester receives all the data
sent in Step 5, and no further data, in the AUX_SYNC_IND PDU and zero or more
AUX_CHAIN_IND PDUs. If no data was specified, any AUX_SYNC _IND and AUX_CHAIN_IND
PDUs do not contain any data.

* Notes

%)

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

The periodic advertising interval used in the test needs to be large enough to allow the Controller
to transmit all the data in each of the advertising sets.
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LL/DDI/ADV/BV-27-C [Extended Advertising, Host Modifying Data and ADI]

%)

Test Purpose

Tests that an advertiser IUT sends non-connectable undirected advertising packets with the
ADV_EXT_IND PDU on the primary advertising channel with the correct payload fields, timing, and
channel sequence for the maximum time allowed. The Upper Tester modifies the data to be
advertised each round and the Lower Tester confirms the data is modified. The ADI field is present
and the Lower Tester confirms the Data ID changes if the data changes. Data chaining is also tested.

The Upper Tester submits data to the IUT, and the Lower Tester observes the IUT including data in
the advertising packets on the advertising channels used.

Reference

[10] 4.4.2.6, 2.3.4.4

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)
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* Test Procedure

Execute the test procedure using non-connectable advertising events with a selected advertising
interval between the minimum and maximum advertising intervals supported using all supported
advertising channels.

Lower Upper
Tester T Tester

HCI_LE_Read_Maximum_Advertising_Data_Length

<
<

HCI_Command_Complete_Event
(Status: 0x00, Max_Adv_Data_Length)

A 4

HCI_LE_Set_Extended_Advertising_Parameters

(Extended Advertising,
LE 1M PHY, Own_Address_Type)

<

HCI_Command_Complete_Event
(Status: 0x00)

q
>

FOR EACH ROUND FROM 1 TO 3

REPHAT UNTIL ALL DATA IS SET

P HCI_LE_Set_Extended_Advertising_Data

HCI_Command_Complete_Event
(Status: 0x00)

A 4

{ROUNID 1 ONLY i

HCI_LE_Set_Extended_Advertising_Enable
' (Enable)

A

HCI_Command_Complete_Event
' (Status: 0x00) g '

REPEAT 10 TIMES

ADV_EXT_IND (LE 1M)
h (AdvMode: 00b, AuxPtr, ADI)

ADV_EXT_IND (LE 1M)
(AdvMode: 00b, AuxPtr, ADI)

A

ADV_EXT_IND (LE 1M)
(AdvMode: 00b, AuxPtr, ADI)

A

>= :
T_MAFS
E _ AUX_ADV_IND
>= b (AdvMode: 00b, AdvData, ADI)
T_MAFS .

P AUX_CHAIN_IND
(Optional: 1+)(AdvData, ADI)

HCI_LE_Set_Extended_Advertising_Enable
(Disable)

HCI_Command_Complete_Event o
(Status: 0x00) d

Figure 4.2-25: LL/DDI/ADV/BV-27-C [Extended Advertising, Host Modifying Data and ADI] MSC

1. The Upper Tester sends a LE_Read_Maximum_Advertising_Data_Length command to the IUT
and expects the IUT to return a Maximum_Advertising_Data_Length between 0x001F and
0x0672. The Upper Tester stores the Maximum_Advertising_Data_Length for future use.
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The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
is set to 0x0000. The Primary_Advertising_PHY is set to 0x01 (LE 1M). The
Secondary_Advertising_PHY is set to 0x01 (LE 1M).

For each round from 1-3 based on Table 4.2-17:

3.

4.

10.
11.
12.

If the Data Length listed in Table 4.2-17 for the current round is less than or equal to the
Maximum_Advertising_Data_Length, proceed to Step 4; otherwise, skip to Step 10.

The Upper Tester sends one or more HCI_LE_Set Extended_Advertising_Data commands to the
IUT with values according to Table 4.2-17 and using random octets from 1 to 254 as the payload.
If the Data Length is greater than 251, the Upper Tester sends multiple commands using one
Operation 0x01 (First fragment) command, followed by zero or more Operation 0x00
(Intermediate Fragment) commands, and a final Operation 0x02 (Last fragment) command.
Otherwise, the Upper Tester sends a single command using Operation 0x03 (Complete Data).
On round 1 only the Upper Tester enables advertising using the
HCI_LE_Set_Extended_Advertising_Enable command. The Duration[0] parameter is set to
0x0000 (No Advertising Duration).

The Lower Tester receives an ADV_EXT _IND packet from the IUT with AdvMode set to 0b00
with the AuxPtr Extended Header field present. The ADI field is present and contain the
Advertising Set ID (SID) used by the Upper Tester in Step 3 and an Advertising Data ID.

The Lower Tester utilizes the AuxPir field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel using the LE 1M PHY with the AdvMode field set to 0b00 and an ADI field
matching the ADI field of the ADV_EXT _IND in Step 6. If the AUX_ADV_IND PDU does not
contain all the data submitted in Step 4, it includes an AuxPir field.

If the AUX_ADV_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to Ob00 and containing additional data
submitted in Step 4. If the AUX_CHAIN_IND PDU contains an AuxPtr field this step is repeated
until an AUX_CHAIN_IND PDU is received with no AuxPtr field and all data has been received.
Except for the first advertisement in round 1, the Lower Tester compares the data in the
AUX_ADV_IND and any AUX_CHAIN_IND PDUs with that from the previous advertisement (the
data is concatenated together and the boundaries between PDUs ignored). If the data is not the
same but the Advertising Data ID field has not changed, a Fail verdict is recorded.

Repeat Steps 69 10 times.

Repeat Steps 3—10 for each round shown in Table 4.2-17.

The Upper Tester disables advertising using the HCI_LE_Set Extended_Advertising_Enable
command.

Round HCI_LE_Set_Extended_Advertising_Data

(Step 4)

Data Length

1 Maximum_Advertising_Data_Length
2 1
3 251

Table 4.2-17: Payload contents for each case variation

Bluetooth SIG Proprietary Page 4.2-71



Link Layer (LL) / Test Suite

* Expected Outcome
Pass verdict
The IUT returns a Maximum_Advertising_Data_Length between 0x001F and 0x0672.
For all rounds described in the test procedure, the following condition occurs:

- The IUT sends an ADV_EXT_IND with an AuxPtr field referring to an AUX_ADV_IND on the
secondary advertising channel. The ADI field is present and contain the Advertising Set ID (SID)
used by the Upper Tester in Step 2 and an Advertising Data ID.

- The time between a PDU containing an AuxPtr field and the PDU to which it refers is greater than
or equal to T_MAFS.

- The Lower Tester receives all the data sent in Step 4, and no further data, in the AUX_ADV_IND
PDU and zero or more AUX_CHAIN_IND PDUs when only reading data from PDUs with a new
DID. The DID changes every time the data advertised changes.

- The Advertising Data ID changes whenever the data changes.
* Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising

Events] describe the reasoning of the timing measurements and test result criteria.
LL/DDI/ADV/BV-28-C [Extended Advertising, Overlapping Extended Advertising Events]
* Test Purpose

Tests that an advertiser IUT sends ADV_EXT_IND PDUs with the AuxPtr field referring to a valid
AUX_ADV_IND PDU on the secondary advertising channel. Proper handling of the
Secondary_Advertising_Max_Skip parameter is tested.

The Lower Tester observes the event timing and packet contents on the advertising channels in use.
* Reference

[10]4.42.2.2,2.34.5
* Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)
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Lower
Tester

Link Layer (LL) / Test Suite

Upper
Tester

FOR EACH ROUND FROM 1 TO 6

HCI_LE_Set Extended_Advertising_Parameters

HCI_Command_Complete_Event

" (Extended Advertising, LE 1M PHY, Own_Address_Type)

(Status: 0x00)

P HCI_LE_Set_Extended_Advertising_Data

Y
>

<

HCI_Command_Complete_Event

(Status: 0x00)

P HCI_LE_Set_Extended_Advertising_Enable

Y
>

<

HCI_Command_Complete_Event

(Enable)

(Status: 0x00)

REPEAT 10 TIMES

A

AUX_ADV_IND TRANSMISSION

ADV_EXT_IND (LE 1M)

REPEAT UNTIL IUT
STOPS SKIPPING

(AuxPtr)

ADV_EXT_IND (LE 1M)

A

(AuxPtr)

ADV_EXT_IND (LE 1M)

>=

T_MAFS |

(AuxPtr)

AUX_ADV_IND

P HCI_LE_Set_Extended_Advertising_Enable

>
P>

<

HCI_Command_Complete_Event

(Disable)

(Status: 0x00)

>
P>

Figure 4.2-26: LL/DDI/ADV/BV-28-C [Extended Advertising, Overlapping Extended Advertising Events] MSC

For each round from 1-6 based on Table 4.2-18:

1. The Upper Tester sends an HCI_LE_Set Extended_Advertising Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties is set
according to Table 4.2-18. The Primary_Advertising_PHY is set to 0x01 (LE 1M). The
Secondary_Advertising_PHY is set to 0x01 (LE 1M). Secondary_Advertising_Max_Skip is set

according to Table 4.2-18.

2. The Upper Tester sends an HCI_LE_Set_Extended_Advertising_Data command to the IUT with
length 1 and using a random octet from 1 to 254 as the payload.

3. The Upper Tester enables advertising using the HCI_LE_Set Extended_Advertising_Enable
command. The Duration[0] parameter is set to 0x0000 (No Advertising Duration).

The Lower Tester receives advertising events consisting of ADV_EXT _IND packets from the IUT

with the AuxPtr Extended Header field present and the AdvMode set according to expected

properties in Table 4.2-18.
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5. The Lower Tester utilizes the AuxPtr's Aux Offset and Offset Units to calculate the expected time
when the IUT will send an AUX_ADV_IND PDU on the secondary advertising channel.

6. Repeat Steps 4-5 until the target time from Step 5 is reached, recalculating the target time each
round, expecting all target times to be within one Offset Unit of each other.

7. The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel using the LE 1M PHY with the AdvMode field set according to expected
properties in Table 4.2-18.

8. The Lower Tester records the total number of advertising events in which the IUT skipped
sending an AUX_ADV_IND PDU.

. Repeat Steps 4-8 the number of times specified in Table 4.2-18.

10. The Upper Tester disables advertising using the HCI_LE_Set_Extended_Advertising_Enable
command.

11. Repeat Steps 1-10 for each round shown in Table 4.2-18.

Round Advertising_Event_Properties | Secondary_Advertising_Max_Skip | Repeat
(Step 1) (Step 1) count
(Step 9)

1 0x0000 0x01 100

2 0x0000 OxOF 50

3 0x0000 OxFF 10

4 0x0001 0x08 50

5 0x0004 0x08 50

6 0x0005 0x08 50

Table 4.2-18: Advertising properties for each case variation

* Expected Outcome
Pass verdict
For all rounds described in the test procedure, the following condition occurs:

- The IUT sends ADV_EXT_IND PDUs with the AuxPtr field referring to an AUX_ADV_IND on the
secondary advertising channel.

- The time between a PDU containing an AuxPtr field and the PDU to which it refers is greater than
or equal to T_MAFS.

- The AuxPtrs in each ADV_EXT_IND PDU sent in overlapping extended advertising events have
Aux Offset and Offset Units values that refer to the same time within one Offset Unit.

- The total number of advertising events in which the IUT skipped sending an AUX_ADV_IND PDU
is less than or equal to Secondary_Advertising_Max_Skip. No more than
Secondary_Advertising_Max_Skip+1 extended advertising events overlap.

* Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.
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LL/DDI/ADV/BV-29-C [Extended Advertising, Multiple Sets, Single PHY, LE 1M PHY]
* Test Purpose

Tests that an advertiser IUT can support multiple advertising sets using the LE 1M PHY with the
correct payload fields, timing, and channel sequence for the maximum time allowed. Advertisements
with and without data are tested.

The Upper Tester submits data to the IUT, and the Lower Tester observes the IUT including data in
the advertising packets on the advertising channels used.

* Reference
[1014.4.2.6
* |nitial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Makx,
selected type of advertising events, supported type of own address, selected advertising channel
map)
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Execute the test procedure using multiple types of advertising events with a selected advertising
interval between the minimum and maximum advertising intervals supported using all supported

advertising channels.

Lower
Tester

HCI_LE_Read_Maximum_Advertising_Data_Length

Upper
Tester

<

HCI_Command_Complete_Event

(Status: 0x00, Max_Adv_Data_Length)

A 4

FOR EACH RIOUND FROM 1 TO 7

A

HCI_LE_Set Extended_Advertising_Parameters

HCI_Command_Complete_Event

(Extended Advertising, First Set,
LE 1M PHY, Own_Address_Type)

(Status: 0x00)

<
<

HCI_LE_Set Extended_Advertising_Parameters

q
>

HCI_Command_Complete_Event

(Extended Advertising, Second Set, LE 1M PHY,
Own_Address_Type)

(Status: 0x00)

q
>

FOR
REP

EACH ADV. SET,
FAT UNTIL ALL DATA IS SET

<
<

HCI_LE_Set_Extended_Advertising_Data

HCI_Command_Complete_Event

(Status: 0x00)

HCI_LE_Set _Extended_Advertising_Enable

<
<

HCI_Command_Complete_Event

(First Set, Enable)

q

(Status: 0x00)

<
<

HCI_LE_Set Extended_Advertising_Enable

>

HCI_Command_Complete_Event

(Second Set, Enable)

q

(Status: 0x00)

>

Figure 4.2-27: LL/DDI/ADV/BV-29-C [Extended Advertising, Multiple Sets, Single PHY, LE 1M PHY] MSC —
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Lower
Tester

Link Layer (LL) / Test Suite

Upper
Tester

Repeat 10 Times

Advertising PDU

Advertising PDU

Advertising PDU

AUX_ADV_IND

((AuxPtr])

AUX_CHAIN_IND (Zero or More)
(AdvData)

First Advertising Set
(LE 1M PHY)

Advertising PDU

A

Advertising PDU

A

.{
A

Advertising PDU

AUX_ADV_IND

A

([AuxPtr])

AUX_CHAIN_IND (Zero or More)
(AdvData)

Second Advertising Set
(LE 1M PHY)

HCI_LE_Set_Extended_Advertising_Enable

<

HCI_Command_Complete_Event

(Disable)

Y

(Status: 0x00)

<

HCI_LE_Clear_Advertising_Sets

<

HCI_Command_Complete_Event

Y

(Status: 0x00)

Figure 4.2-28: LL/DDI/ADV/BV-29-C [Extended Advertising, Multiple Sets, Single PHY, LE 1M PHY] MSC —

Page 2 of 2

1. The Upper Tester sends a LE_Read_Maximum_Advertising_Data_Length command to the IUT
and expects the IUT to return a Maximum_Advertising_Data_Length between 0x001F and
0x0672. The Upper Tester stores the Maximum_Advertising_Data_Length for future use.

For each round from 1-7 based on Table 4.2-19:

2. If the Data Length listed in Table 4.2-19 for the current round is less than or equal to the
Maximum_Advertising_Data_Length, proceed to Step 3; otherwise, skip to Step 12.

3. The Upper Tester sends an HCI_LE_Set _Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
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is set according to the First Set column in Table 4.2-19. The Primary_Advertising_PHY is set to
0x01 (LE 1M). The Secondary_Advertising_PHY is set to 0x01 (LE 1M).

4. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
is set according to the Second Set column in Table 4.2-19. The Own_Address_Type is set to
0x00 (Public Device Address). The Primary_Advertising_ PHY is set to 0x01 (LE 1M). The
Secondary_Advertising_PHY is set to 0x01 (LE 1M).

5. The Upper Tester sends one or more HCI_LE_Set Extended_Advertising_Data commands to the
IUT for each advertising set, with values according to Table 4.2-19 and using random octets from
1 to 254 as the payload. If the Data Length is greater than 251 for a given set, the Upper Tester
sends multiple commands using one Operation 0x01 (First fragment) command, followed by zero
or more Operation 0x00 (Intermediate Fragment) commands, and a final Operation 0x02 (Last
fragment) command. Otherwise, the Upper Tester sends a single command using Operation 0x03
(Complete Data).

6. The Upper Tester enables both advertising sets using one
HCI_LE_Set_Extended_Advertising_Enable command. For each set i, the Duration][i] parameter
is set to 0x0000 (No Advertising Duration).

7. The Lower Tester receives interlaced advertising events for each set, consisting of
ADV_EXT_IND packets from the IUT with the AdvMode set according to expected properties in
Table 4.2-19 for each set.

8. If an AuxPtr field is present, the Lower Tester utilizes the AuxPtr field to listen for an
AUX_ADV_IND PDU on the secondary advertising channel using the LE 1M PHY with the
AdvMode field set according to expected properties in Table 4.2-19 for the set. If the
AUX_ADV_IND PDU does not contain all the data submitted in Step 5 for the set (if any), it
includes an AuxPtr field.

9. If the AUX_ADV_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to Ob00 and containing additional data
submitted in Step 5 for the set. If the AUX_CHAIN_IND PDU contains an AuxPtr field this step is
repeated until an AUX_CHAIN_IND PDU is received with no AuxPtr field and all data has been
received for the set.

10. Repeat Steps 7-9 10 times.

11. The Upper Tester disables both advertising sets using one
HCI_LE_Set_Extended_Advertising_Enable command.

12. The Upper Tester clears the advertising sets using one HCI_LE_Clear_Advertising_Sets
command.

13. Repeat Steps 2—-12 for each round shown in Table 4.2-19.

Round HCI_LE_Set_ HCI_LE_Set_ HCI_LE_Set_Extended_ | HCI_LE_Set_Extended_
Extended_ Extended_ Advertising_Data Advertising_Data
Advertising_ Advertising_ (Step 5) (Step 5)

Parameters Parameters First Advertising Set Second Advertising Set
(Step 3) (Step 4)

First Advertising Set Second Advertising Set

Advertising_ Advertising_ Data Data

Event_ Event_ Length Length

Properties Properties

1 0x0000 0x0001 0 0

2 0x0001 0x0000 0 191

3 0x0000 0x0005 191 0

4 0x0000 0x0000 191 191

5 0x0000 0x0004 251 251
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Round HCI_LE_Set_ HCI_LE_Set_ HCI_LE_Set_Extended_ | HCI_LE_Set Extended_
Extended_ Extended_ Advertising_Data Advertising_Data
Advertising_ Advertising_ (Step 5) (Step 5)

Parameters Parameters . . .
First Advertising Set Second Advertising Set
(Step 3) (Step 4)
First Advertising Set Second Advertising Set
Advertising_ Advertising_ Data Data
Event_ Event_ Length Length
Properties Properties
6 0x0000 0x0001 253 0
7 0x0000 0x0000 474 0

Table 4.2-19: Payload contents for each case variation

Expected Outcome

Pass verdict

The IUT returns a Maximum_Advertising_Data_Length between 0x001F and 0x0672.
For all rounds described in the test procedure, the following condition occurs:

- The IUT interlaces multiple advertising events for each set. Each set consists of ADV_EXT_IND
PDUs with an optional AuxPtr field referring to an AUX_ADV_IND on the secondary advertising
channel.

- The time between a PDU containing an AuxPtr field and the PDU to which it refers is greater than
orequal to T_MAFS.

- For each set, if advertising data was specified for the round, the Lower Tester receives all the
data sent in Step 5, and no further data, in the AUX_ADV_IND PDUs and zero or more
AUX_CHAIN_IND PDUs. If no data was specified, any AUX_ADV_IND and AUX_CHAIN_IND
PDUs do not contain any data.

Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

LL/DDI/ADV/BV-30-C [Extended Advertising, Multiple Sets, Single PHY, LE Coded PHY]

%)

Test Purpose

Tests that an advertiser IUT can support multiple advertising sets using the LE Coded PHY with the
correct payload fields, timing, and channel sequence for the maximum time allowed. Advertisements
with and without data are tested.

The Upper Tester submits data to the IUT, and the Lower Tester observes the IUT including data in
the advertising packets on the advertising channels used.

Reference

[10] 4.4.2.6

Bluetooth SIG Proprietary Page 4.2-79



%)

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

Link Layer (LL) / Test Suite

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel

map)

Test Procedure

Execute the test procedure using multiple types of advertising events with a selected advertising
interval between the minimum and maximum advertising intervals supported using all supported

advertising channels.

Lower
Tester

IUT

HCI_LE_Read_Maximum_Advertising_Data_Length

Upper
Tester

<
<

HCI_Command_Complete_Event

A4

(Status: 0x00, Max_Adv_Data_Length)

FOR EACH|ROUND FROM 1 TO 7

HCI_LE_Set_Extended_Advertising_Parameters

(Extended Advertising, First Set,
LE Coded PHY, Own_Address_Type)

HCI_Command_Complete_Event

A 4

(Status: 0x00)

HCI_LE_Set_Extended_Advertising_Parameters

A

(Extended Advertising, Second Set, LE Coded PHY)

HCI_Command_Complete_Event

A 4

(Status: 0x00)

FOR
REPH

FACH ADV. SET,
AT UNTIL ALL DATA IS SET

HCI_LE_Set Extended_Advertising_Data

<
<

HCI_Command_Complete_Event

A4

(Status: 0x00)

HCI_LE_Set _Extended_Advertising_Enable

- (First Set and Second Set, Enable)

HCI_Command_Complete_Event

Y
»

(Status: 0x00)

Figure 4.2-29: LL/DDI/ADV/BV-30-C [Extended Advertising, Multiple Sets, Single PHY, LE Coded PHY] MSC —
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HCI_Command_Complete_Event
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P HCI_LE_Clear_Advertising_Set
HCI_Command_Complete_Event
(Status: 0x00)

Figure 4.2-30: LL/DDI/ADV/BV-30-C [Extended Advertising, Multiple Sets, Single PHY, LE Coded PHY] MSC —

Page 2 of 2

1. The Upper Tester sends a LE_Read_Maximum_Advertising_Data_Length command to the IUT
and expects the IUT to return a Maximum_Advertising_Data_Length between 0x001F and
0x0672. The Upper Tester stores the Maximum_Advertising_Data_Length for future use.

For each round from 1-7 based on Table 4.2-20:

2. If the Data Length listed in Table 4.2-20 for the current round is less than or equal to the
Maximum_Advertising_Data_Length, proceed to Step 3; otherwise, skip to Step 12.

3. The Upper Tester sends an HCI_LE_Set_Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
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minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
is set according to the First Set column in Table 4.2-20. The Primary_Advertising_PHY is set to
0x03 (LE Coded). The Secondary_Advertising_ PHY is set to 0x03 (LE Coded).

4. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
is set according to the Second Set column in Table 4.2-20. The Own_Address_Type is set to
0x00 (Public Device Address). The Primary_Advertising PHY is set to 0x03 (LE Coded). The
Secondary_Advertising_PHY is set to 0x03 (LE Coded).

5. The Upper Tester sends one or more HCI_LE_Set Extended_Advertising_Data commands to the
IUT for each advertising set, with values according to Table 4.2-20 and using random octets from
1 to 254 as the payload. If the Data Length is greater than 251 for a given set, the Upper Tester
sends multiple commands using one Operation 0x01 (First fragment) command, followed by zero
or more Operation 0x00 (Intermediate Fragment) commands, and a final Operation 0x02 (Last
fragment) command. Otherwise, the Upper Tester sends a single command using Operation 0x03
(Complete Data).

6. The Upper Tester enables both advertising sets using one
HCI_LE_Set Extended_ Advertising_Enable command. For each set i, the Duration[i] parameter
is set to 0x0000 (No Advertising Duration).

7. The Lower Tester receives interlaced advertising events for each set, consisting of
ADV_EXT_IND packets from the IUT with the AdvMode set according to expected properties in
Table 4.2-20 for each set using the LE Coded PHY.

8. If an AuxPtr field is present, the Lower Tester utilizes the AuxPtr field to listen for an
AUX_ADV_IND PDU on the secondary advertising channel using the LE 1M PHY with the
AdvMode field set according to expected properties in Table 4.2-20 for the set. If the
AUX_ADV_IND PDU does not contain all the data submitted in Step 5 for the set (if any), it
includes an AuxPtr field.

9. Ifthe AUX_ADV_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to Ob00 and containing additional data
submitted in Step 5 for the set. If the AUX_CHAIN_IND PDU contains an AuxPtr field this step is
repeated until an AUX_CHAIN_IND PDU is received with no AuxPtr field and all data has been
received for the set.

10. Repeat Steps 7-9 10 times.

11. The Upper Tester disables both advertising sets using one
HCI_LE_Set Extended_Advertising_Enable command.

12. The Upper Tester clears the advertising sets using one HCI_LE_Clear_Advertising_Sets
command.

13. Repeat Steps 2—-12 for each round shown in Table 4.2-20.

Round HCI_LE_Set_ HCI_LE_Set_Extended_ | HCI_LE_Set_Extended_ | HCI_LE_Set_Extended_
Extended_Advertising | Advertising_Parameters | Advertising_Data Advertising_Data
_Parameters (Step 4) (Step 5) (Step 5)

(Step3) Second Advertising Set | jrst Advertising Set Second Advertising Set
First Advertising Set

Advertising_ Advertising_ Data Data

Event_Properties Event_Properties Length Length

1 0x0000 0x0001 0 0

2 0x0001 0x0000 0 191

3 0x0000 0x0005 191 0

4 0x0000 0x0000 191 191

5 0x0000 0x0004 251 251
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Round HCI_LE_Set_ HCI_LE_Set_Extended_ | HCI_LE_Set Extended_ | HCI_LE_Set_Extended_
Extended_Advertising | Advertising_Parameters | Advertising_Data Advertising_Data
_Parameters (Step 4) (Step 5) (Step 5)

(Step3) Second Advertising Set | Fjrst Advertising Set Second Advertising Set
First Advertising Set
Advertising_ Advertising_ Data Data
Event_Properties Event_Properties Length Length
6 0x0000 0x0001 253 0
7 0x0000 0x0000 474 0

Table 4.2-20: Payload contents for each case variation

Expected Outcome

Pass verdict

The IUT returns a Maximum_Advertising_Data_Length between 0x001F and 0x0672.
For all rounds described in the test procedure, the following condition occurs:

- The IUT interlaces multiple advertising events for each set. Each set consists of ADV_EXT_IND
PDUs with an optional AuxPtr field referring to an AUX_ADV_IND on the secondary advertising
channel using the LE Coded PHY.

- The time between a PDU containing an AuxPtr field and the PDU to which it refers is greater than
or equal to T_MAFS.

- For each set, if advertising data was specified for the round, the Lower Tester receives all the
data sent in Step 5, and no further data, in the AUX_ADV_IND PDUs and zero or more
AUX_CHAIN_IND PDUs for each set using the LE Coded PHY. If no data was specified, any
AUX_ADV_IND and AUX_CHAIN_IND PDUs do not contain any data.

Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

LL/DDI/ADV/BV-31-C [Extended Advertising, Multiple Sets, Multiple PHYs, LE 1M and LE
Coded PHYs]

%)

Test Purpose

Tests that an advertiser IUT can support multiple advertising sets using both the LE 1M and the LE
Coded PHY's with the correct payload fields, timing, and channel sequence for the maximum time
allowed. Advertisements with and without data are tested.

The Upper Tester submits data to the IUT, and the Lower Tester observes the IUT including data in
the advertising packets on the advertising channels used.

Reference
[10]4.4.2.6

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)
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* Test Procedure

Execute the test procedure using multiple types of advertising events with a selected advertising

interval between the minimum and maximum advertising intervals supported using all supported
advertising channels.

Lower Upper
Tester IuT Tester

_HCI_LE_Read_Maximum_Advertising_Data_Length
<

HCI_Command_Complete_Event o~
(Status: 0x00, Max_Adv_Data_Length) g

For each rotind from 1 to 7

HCI_LE_Set_Extended_Advertising_Parameters

(Extended Advertising, First Set,
LE 1M PHY, Own_Address_Type)

HCI_Command_Complete_Event o~
(Status: 0x00) g

_HCI_LE_Set_Extended_Advertising_Parameters

(Extended Advertising, Second Set,
LE Coded PHY, Own_Address_Type)

HCI_Command_Complete_Event o
(Status: 0x00) d

For each adv. set,
Repeat until all data is set

P HCI_LE_Set Extended_Advertising_Data

HCI_Command_Complete_Event
(Status: 0x00)

A 4

HCI_LE_Set_Extended_Advertising_Enable
(Both Sets, Enable)

HCI_Command_Complete_Event o~
(Status: 0x00) g

Figure 4.2-31: LL/DDI/ADV/BV-31-C [Extended Advertising, Multiple Sets, Multiple PHYs, LE 1M and LE Coded
PHYs] MSC — Page 1 of 2
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Lower uT
Tester

Link Layer (LL) / Test Suite

Upper
Tester

REPEAT 10 TIMES
First Advertising Set
(LE 1M PHY)
P Advertising PDU
P Advertising PDU
P Advertising PDU
_—
>= !
T_MAF§
.i. . AUX_ADV_IND
-+ | ([AUXP))
T_MAFS
S DR AUX_GHAIN_IND (Zero or More).
(AdvData)
Second Advertising Set
(LE Coded PHY)
L Advertising PDU
L Advertising PDU
L Advertising PDU
-~ <«
>= .
T_MAFS
P AUX_ADV_IND
=TT ([AuxPtrT))
T _MAFS
.E. e AUX_CHAIN_IND (Zero or More)
(AdvData)

HCI_LE_Set_Extended_Advertising_Enable

<

HCI_Command_Complete_Event

(Both Sets, Disable)

>
>

(Status: 0x00)

HCI_LE_Clear_Advertising_Sets

<
<

HCI_Command_Complete_Event

(Status: 0x00)

Y

Figure 4.2-32: LL/DDI/ADV/BV-31-C [Extended Advertising, Multiple Sets, Multiple PHYs, LE 1M and LE Coded

PHYs] MSC — Page 2 of 2

1. The Upper Tester sends a LE_Read_Maximum_Advertising_Data_Length command to the IUT
and expects the IUT to return a Maximum_Advertising_Data_Length between 0x001F and
0x0672. The Upper Tester stores the Maximum_Advertising_Data_Length for future use.
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For each round from 1-7 based on Table 4.2-21:

2. Ifthe Data Length listed in Table 4.2-21 for the current round is less than or equal to the
Maximum_Advertising_Data_Length, proceed to Step 3; otherwise, skip to Step 12.

3. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
is set according to the First Set column in Table 4.2-21. The Primary_Advertising_ PHY is set to
0x01 (LE 1M). The Secondary_Advertising_PHY is set to 0x01 (LE 1M).

4. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
is set according to the Second Set column in Table 4.2-21. The Own_Address_Type is set to
0x00 (Public Device Address). The Primary_Advertising_ PHY is set to 0x03 (LE Coded). The
Secondary_Advertising_PHY is set to 0x03 (LE Coded).

5. The Upper Tester sends one or more HCI_LE_Set Extended_Advertising_Data commands to the
IUT for each advertising set, with values according to Table 4.2-21 and using random octets from
1 to 254 as the payload. If the Data Length is greater than 251 for a given set, the Upper Tester
sends multiple commands using one Operation 0x01 (First fragment) command, followed by zero
or more Operation 0x00 (Intermediate Fragment) commands, and a final Operation 0x02 (Last
fragment) command. Otherwise, the Upper Tester sends a single command using Operation 0x03
(Complete Data).

6. The Upper Tester enables both advertising sets using one
HCI_LE_Set Extended_Advertising_Enable command. For each set i, the Duration]i] parameter
is set to 0x0000 (No Advertising Duration).

7. The Lower Tester receives interlaced advertising events for each set, consisting of
ADV_EXT _IND packets from the IUT with the AdvMode set according to expected properties in
Table 4.2-21. The first set uses the LE 1M PHY and the second set uses the LE Coded PHY.

8. If an AuxPtr field is present, the Lower Tester utilizes the AuxPtr field to listen for an
AUX_ADV_IND PDU on the secondary advertising channel using the appropriate PHY with the
AdvMode field set according to expected properties in Table 4.2-21 for the set. If the
AUX_ADV_IND PDU does not contain all the data submitted in Step 5 for the set (if any), it
includes an AuxPtr field.

9. Ifthe AUX_ADV_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to Ob00 and containing additional data
submitted in Step 5 for the set. If the AUX_CHAIN_IND PDU contains an AuxPtr field this step is
repeated until an AUX_CHAIN_IND PDU is received with no AuxPtr field and all data has been
received for the set.

10. Repeat Steps 7-9 10 times.

11. The Upper Tester both disables advertising sets using one
HCI_LE_Set_Extended_Advertising_Enable command.

12. The Upper Tester clears the advertising sets using one HCI_LE_Clear_Advertising_Sets
command.

13. Repeat Steps 2—-12 for each round shown in Table 4.2-21.
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Round HCI_LE_Set_ HCI_LE_Set_Extended_ | HCI_LE_Set Extended_ | HCI_LE_Set_Extended_
Extended_Advertising | Advertising_Parameters | Advertising_Data Advertising_Data
LFEEIIETE (Step 4) (Step 5) (Step 5)

(Step3) Second Advertising Set | Ejrst Advertising Set Second Advertising Set
First Advertising Set

Advertising_ Advertising_ Data Data

Event_Properties Event_Properties Length Length

1 0x0000 0x0001 0 0

2 0x0001 0x0000 0 191

3 0x0000 0x0005 191 0

4 0x0000 0x0000 191 191

5 0x0000 0x0004 251 251

6 0x0000 0x0001 253 0

7 0x0000 0x0000 474 0

Table 4.2-21: Payload contents for each case variation

Expected Outcome

Pass verdict

The IUT returns a Maximum_Advertising_Data_Length between 0x001F and 0x0672.
For all rounds described in the test procedure, the following condition occurs:

- The IUT interlaces multiple advertising events for each set. Each set consists of ADV_EXT_IND
PDUs with an optional AuxPtr field referring to an AUX_ADV_IND on the secondary advertising
channel. The first set uses the LE 1M PHY and the second set uses the LE Coded PHY.

- The time between a PDU containing an AuxPtr field and the PDU to which it refers is greater than
or equal to T_MAFS.

- For each set, if advertising data was specified for the round, the Lower Tester receives all the
data sent in Step 5, and no further data, in the AUX_ADV_IND PDUs and zero or more
AUX_CHAIN_IND PDUs for each set using the appropriate PHY. If no data was specified, any
AUX_ADV_IND and AUX_CHAIN_IND PDUs do not contain any data.

Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

LL/DDI/ADV/BV-32-C [Extended Advertising, Multiple Sets, Legacy and Extended]

%)

Test Purpose

Tests that an advertiser IUT can support multiple advertising sets using both legacy and extended
advertising PDUs in parallel with the correct payload fields, timing, and channel sequence for the
maximum time allowed. Advertisements with and without data are tested.

The Upper Tester submits data to the IUT, and the Lower Tester observes the IUT including data in
the advertising packets on the advertising channels used.

Reference

[10] 4.4.2.6
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Initial Condition

Link Layer (LL) / Test Suite

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,

LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel

map)

Test Procedure

Execute the test procedure using multiple types of advertising events with a selected advertising
interval between the minimum and maximum advertising intervals supported using all supported

advertising channels.

Lower
Tester

IUT

_HCI_LE_Read_Maximum_Advertising_Data_Length

HCI_Command_Complete_Event

>
P

(Status: 0x00, Max_Adv_Data_Length)

Upper
Tester

For each round frq

HCI_LE_Set Extended_Advertising_Parameters

- (Event Properties, First Set, LE 1M PHY,
Own_Address_Type)

HCI_Command_Complete_Event

>
>

(Status: 0x00)

HCI_LE_Set_Extended_Advertising_Parameters

- (Event Properties, Second Set, LE 1M PHY,
Own_Address_Type)

HCI_Command_Complete_Event

>
P

(Status: 0x00)

m1to7

For e
Repe

hch adv. set,
ht until all data is set

HCI_LE_Set Extended_Advertising_Data

<
<

HCI_Command_Complete_Event

Y

(Status: 0x00)

HCI_LE_Set_Extended_Advertising_Enable

- (First Set, Enable)

HCI_Command_Complete_Event

>
P

(Status: 0x00)

HCI_LE_Set_Extended_Advertising_Enable

A

(Second Set, Enable)

HCI_Command_Complete_Event

(Status: 0x00) >

Figure 4.2-33: LL/DDI/ADV/BV-32-C [Extended Advertising, Multiple Sets, Legacy and Extended] MSC —

Page 1 of 2
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Lower Upper
Tester T Tester

Repeat 10 [Times
First Advertising Set
(LE 1M PHY)
L Advertising PDU
L Advertising PDU
P Advertising PDU
_
=
'
T MAFS
:
'
g AUX_ADV_IND
- H ([AuxPtr])
T MAFS
:
'
e menmanman . AUX CHAIN_IND (Zero or More)
(AdvData)
Second Advertising Set
(LE 1M PHY)
P Advertising PDU
P Advertising PDU
P Advertising PDU
>= .
T MAFS
:
'
Hp AUX_ADV_IND
o= ! ([AuxPtr])
T MAFS
:
'
1 D AUX_CHAIN_IND (Zero or More)_
(AdvData)
HCI_LE_Set_Extended_Advertising_Enable
- (Disable)
HCI_Command_Complete_Event o
(Status: 0x00) g
> HCI_LE_Clear_Advertising_Sets
HCI_Command_Complete_Event o~
(Status: 0x00) d

Figure 4.2-34: LL/DDI/ADV/BV-32-C [Extended Advertising, Multiple Sets, Legacy and Extended] MSC —
Page 2 of 2

1. The Upper Tester sends a LE_Read_Maximum_Advertising_Data_Length command to the IUT
and expects the IUT to return a Maximum_Advertising_Data_Length between 0x001F and
0x0672. The Upper Tester stores the Maximum_Advertising_Data_Length for future use.
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For each round from 1-7 based on Table 4.2-22:

2.

10.
. The Upper Tester disables both advertising sets using one

11

12.

13.

If the Data Length listed in Table 4.2-22 for the current round is less than or equal to the
Maximum_Advertising_Data_Length, proceed to Step 3; otherwise, skip to Step 12.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
is set according to the First Set column in Table 4.2-22. The Primary_Advertising_ PHY is set to
0x01 (LE 1M). The Secondary_Advertising_PHY is set to 0x01 (LE 1M).

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
is set according to the Second Set column in Table 4.2-22. The Own_Address_Type is set to
0x00 (Public Device Address). The Primary_Advertising_PHY is set to 0x01 (LE 1M). The
Secondary_Advertising_PHY is set to 0x01 (LE 1M).

The Upper Tester sends zero or more HCI_LE Set Extended_Advertising_Data commands to
the IUT for each advertising set, with values according to Table 4.2-22 and using random octets
from 1 to 254 as the payload. If the Data Length is zero for a given set, the Upper Tester does
nothing for that set. If the Data Length is greater than 251 for a given set, the Upper Tester sends
multiple commands using one Operation 0x01 (First fragment) command, followed by zero or
more Operation 0x00 (Intermediate Fragment) commands, and a final Operation 0x02 (Last
fragment) command. Otherwise, the Upper Tester sends a single command using Operation 0x03
(Complete Data).

The Upper Tester enables both advertising sets using one
HCI_LE_Set_Extended_Advertising_Enable command. For each set i, if the
Advertising_Event_Properties parameter was set to 0x1D in Step 3 or 4, then Duration[i] is set to
0x0080 (1280 ms); otherwise, the Duration[i] parameter is set to 0x0000 (No Advertising
Duration).

The Lower Tester receives interlaced advertising events for each set, consisting of either legacy
PDUs or ADV_EXT_IND PDUs from the IUT with the AdvMode set according to expected
properties in Table 4.2-22 for each set.

If an AuxPtr field is present, the Lower Tester utilizes the AuxPtr field to listen for an
AUX_ADV_IND PDU on the secondary advertising channel using the LE 1M PHY with the
AdvMode field set according to expected properties in Table 4.2-22 for the set. If the
AUX_ADV_IND PDU does not contain all the data submitted in Step 5 for the set (if any), it
includes an AuxPtr field.

If the AUX_ADV_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to 0b00 and containing additional data
submitted in Step 5 for the set. If the AUX_CHAIN_IND PDU contains an AuxPtr field this step is
repeated until an AUX_CHAIN_IND PDU is received with no AuxPtr field and all data has been
received for the set.

Repeat Steps 7-9 10 times.

HCI_LE_Set Extended_Advertising_Enable command.

The Upper Tester clears the advertising sets using one HCI_LE_Clear_Advertising_Sets
command.

Repeat Steps 2—-11 for each round shown in Table 4.2-22.
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Round HCI_LE_Set_ HCI_LE_Set_Extended_ | HCI_LE_Set Extended_ | HCI_LE_Set_Extended_
Extended_Advertising | Advertising_Parameters | Advertising_Data Advertising_Data
LFEEIIETE (Step 4) (Step 5) (Step 5)

(Step3) Second Advertising Set | Fjrst Advertising Set Second Advertising Set
First Advertising Set

Advertising_ Advertising_ Data Data

Event_Properties Event_Properties Length Length

1 0x0000 0x0010 0 0

2 0x0013 0x0000 0 191

3 0x0000 0x0013 191 31

4 0x0013 0x0010 31 31

5 0x0015 0x0004 0 251

6 0x0000 0x001D 253 0

7 0x0000 0x0012 474 0

Table 4.2-22: Payload contents for each case variation

* Expected Outcome

Pass verdict
The IUT returns a Maximum_Advertising_Data_Length between 0x001F and 0x0672.

For all rounds described in the test procedure, the following condition occurs:

- The IUT interlaces multiple advertising events for each set. If the set utilizes legacy PDUs, the
IUT sends the appropriate legacy PDU; otherwise, each set consists of ADV_EXT_IND PDUs
with an optional AuxPtr field referring to an AUX_ADV_IND on the secondary advertising channel.

- The time between a PDU containing an AuxPtr field and the PDU to which it refers is greater than

or equal to T_MAFS.

- For each set, if advertising data was specified for the round, the Lower Tester receives all the
data sent in Step 5, and no further data, in the AUX_ADV_IND PDUs and zero or more
AUX_CHAIN_IND PDUs for each set, or using legacy PDUs if expected for the given set. If no
data was specified, any AUX_ADV_IND and AUX_CHAIN_IND PDUs or legacy PDUs do not
contain any data.

* Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

LL/DDI/ADV/BV-33-C [Extended Advertising, Periodic Advertising, Multiple Sets, Multiple

PHYs (All Supported PHYSs)]

* Test Purpose

Tests that an advertiser IUT can support multiple periodic advertising sets on the same PHY or

%)

different PHYs.

The Lower Tester observes the event timing and packet contents on the advertising channels in use.
The Lower Tester confirms that Channel Selection Algorithm #2 is utilized for the periodic
advertisements.

Reference

[1014.4.2.2.2,2.3.4.5
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Initial Con

dition

Link Layer (LL) / Test Suite

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel

map)

- The number of simultaneous advertising sets supported is specified in the “Supported
Simultaneous Advertising Sets” IXIT parameter.

Test Procedure

Lower
Tester

Upper
Tester

FOR EA
FROM 1

TO 12

PH APPLICABLE ROUND

ADVERTISING S
IN THE ROUND

SEND EACH COMMAND FOR ALL

ETS SPECIFIED

HCI_LE_Set_Extended_Advertising_Parameters

B (Extended Advertising, Own_Address_Type)

HCI_Command_Complete_Event

>

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Parameters

HCI_Command_Complete_Event

>

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Enable

B (Enable)

HCI_Command_Complete_Event

>
P>

(Status: 0x00)

HCI_LE_Set Extended_Advertising_Enable

B (Enable)

HCI_Command_Complete_Event

>

P>

(Status: 0x00)

REPEAT 100 TIMES

FOR ALL ADVERT
USED IN T

ADV_EXT_IND

SING SETS
HIS ROUND

(AdvMode: 00b, AuxPtr)

AUX_ADV_IND

A

(AdvMode: 00b, Synclnfo)

AUX_SYNC_IND

A

HCI_LE_Set_Extended_Advertising_Enable

B (Disable, First Set)

HCI_Command_Complete_Event N

(Status: 0x00)

Figure 4.2-35: LL/DDI/ADV/BV-33-C [Extended Advertising, Periodic Advertising, Multiple Sets, Multiple PHYs
(All Supported PHYs)] MSC — Page 1 of 2
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Lower Upper
Tester T Tester

REPEAT 100 TIMES

FIRST ADVERTISING SET

AUX_SYNC_IND

SECOND (AND THIRD)
ADVERTISING SET(S)

ADV_EXT_IND
b (AdvMode: 00b, AuxPtr)

AUX_ADV_IND
b (AdvMode: 00b, Synclinfo)

AUX_SYNC_IND

HCI_LE_Set_Extended_Advertising_Enable
(Disable, Second (and Third) Set(s))

<

HCI_Command_Complete_Event |
(Status: 0x00) d

REPEAT 100 TIMES

FOR ALL ADVERTISING SETS

AUX_SYNC_IND

FOR ALl ADVERTISING SETS

HCI_LE_Set Periodic_Advertising_Enable
[ (Disable)

HCI_Command_Complete_Event o
(Status: 0x00) d

Figure 4.2-36: LL/DDI/ADV/BV-33-C [Extended Advertising, Periodic Advertising, Multiple Sets, Multiple PHYs
(All Supported PHYs)] MSC — Page 2 of 2

For each applicable round in Table 4.2-23 below:

1.

The Upper Tester sends HCI_LE_Set Extended_Advertising_Parameters commands to the IUT
to create the specified number of advertising sets using all supported advertising channels and
50 ms advertising interval. Advertising_Event_Properties parameter is set to 0x0000. The PHY
for primary and secondary advertising channels are as specified in the table. The Upper Tester
receives an HCl_Command_Complete event from the IUT for each command with Status set to
0x00 (Success).

For each set, the Upper Tester sends an HCI_LE_Set Periodic_Advertising_Parameters
command to the IUT. Periodic_Advertising_Properties parameter is set to 0x0000. For each
round, the advertising intervals for the first, second, and third sets are set to, respectively, 15 ms,
20 ms, and 22.5 ms. The Upper Tester receives an HClI_Command_Complete event from the IUT
for each command with Status set to 0x00 (Success).

For each set, the Upper Tester enables periodic advertising using the

HCI_LE_Set Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(Periodic Advertising).
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1.

12.

Link Layer (LL) / Test Suite

The Upper Tester enables each advertising set using one

HCI_LE_Set Extended_Advertising_Enable command. For each set i, the Duration[i] parameter
is set to 0x0000 (No Advertising Duration).

The Lower Tester scans for each advertising PHY supported by the IUT. For each set, the Lower
Tester receives interlaced advertising events from the IUT using the Primary Advertising PHY for
which that set was configured in Step 1, consisting of ADV_EXT_IND packets with AdvMode set
to Ob00 with the AuxPtr Extended Header field present.

For each set, the Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on
the secondary advertising channel using the Secondary Advertising PHY for which that set was
configured in Step 1, with the AdvMode field set to 0b00 and the Syncinfo Extended Header fields
present.

Repeat Steps 5-6 100 times. At the same time, for each set, the Lower Tester utilizes the
Synclnfo field to listen for AUX_SYNC_IND PDUs on the secondary advertising using the indices
selected by the LE Channel Selection Algorithm #2 using the Secondary Advertising PHY for
which that set was configured in Step 1 and synchronizes with the periodic advertisements. The
AUX_SYNC_IND PDUs have the AdvMode field set to 0b00.

The Upper Tester disables extended advertising for the first set using the

HCI_LE_Set Extended_Advertising_Enable command but maintains synchronization with the
IUT’s periodic advertising.

The Lower Tester confirms that periodic advertising continues for the first set and that both
extended advertising and periodic advertising continue for the remaining set(s) by repeating
Steps 5-7, except that in Steps 5-6, the Lower Tester only receives advertising PDUs for the
remaining set(s).

The Upper Tester disables extended advertising for the remaining set(s) using the

HCI_LE_Set Extended_Advertising_Enable command but maintains synchronization with the
IUT’s periodic advertising.

For both sets on each supported advertising PHY, the Lower Tester maintains synchronization to
periodic advertising and receives at least 100 AUX_SYNC _IND PDUs on the secondary
advertising using the indices selected by the LE Channel Selection Algorithm #2 using the
Secondary Advertising PHY for which that set was configured in Step 1.

The Upper Tester disables periodic advertising on all sets using the

HCI_LE_Set Periodic_Advertising_Enable command.

Table 4.2-23 specifies the rounds to be carried out based on the supported PHYs and the maximum
number of supported advertising sets. Round 1 is always carried out; the remaining rounds are only
carried out if a PHY other than LE 1M is supported.

Round | Supported PHYs and max sets First set Second set Third set
2M Coded | Both Both Primary | Secon’y | Primary | Secon’y | Primary | Secon’y
>2 >2 2 >3 PHY PHY PHY PHY PHY PHY

1 . . . . ™ ™ ™ 1™

2 . . . ™ 2M ™ 2M

3 . . . Coded Coded Coded Coded

4 . . ™ 1™ ™ 2M

5 . . ™ 2M ™ 1™

6 . . ™ ™M Coded Coded

7 . . Coded Coded ™ 1M

8 . ™ 2M Coded Coded

9 . Coded Coded 1M 2M

ea Bluetooth SIG Proprietary Page 4.2-94



Link Layer (LL) / Test Suite

Round | Supported PHYs and max sets First set Second set Third set
2M Coded | Both Both Primary | Secon’y | Primary | Secon’y | Primary | Secon’y
>2 >2 2 >3 PHY PHY PHY PHY PHY PHY
10 . ™ ™M ™ 2M Coded Coded
11 . ™ 2M Coded Coded ™M ™
12 . Coded Coded ™M 1™ ™ 2M

Table 4.2-23: Specification of rounds for LL/DDI/ADV/BV-33-C

Expected Outcome

Pass verdict

For each advertising set specified in the test procedure, the following condition occurs:

- The IUT sends an ADV_EXT_IND with an AuxPtr field referring to an AUX_ADV_IND on the
secondary advertising channel using the advertising PHY for which that set was configured.

- The AUX_ADV_IND includes a Syncinfo field containing synchronization information for the
periodic AUX_SYNC_IND advertisements.

- The IUT sends AUX_SYNC_IND PDUs with correct timings on the secondary advertising channel
using indices selected by the Channel Selection Algorithm #2.

Inconclusive verdict

The IUT fails to set extended advertising parameters or periodic advertising parameters for any of the
specified advertising sets and returns a Memory Capacity Exceeded Error.

Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

LL/DDI/ADVI/BV-34-C [Extended Advertising, TX Power with RF Path Compensation]

Test Purpose

Tests that an advertiser IUT can report the TX Power in advertisements with RF path compensation
using correct payload fields, timing, and channel sequence for the maximum time allowed.

Reference
[10]12.3.4.7,4.4.2.6
Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Non-Connectable Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max,
supported type of own address, selected advertising channel map)

Bluetooth SIG Proprietary Page 4.2-95



%)

Link Layer (LL) / Test Suite

Test Procedure

Lower Upper
Tester T Tester

HCI_LE_RF_Path_Compensation

<
<

HCI_Command_Complete_Event
(Status: 0x00, RF_TX_Path_Compensation_Value) d

FOR EACH ROUND

HCI_LE_Write_ RF_Path_Compensation
(RF Tx Path Compensation Value)

A

HCI_Command_Complete_Event o
(Status: 0x00) d

P HCI_LE_Set_Extended_Advertising_Parameters
B (Extended Advertising, LE 1M PHY,
Own_Address_Type)

HCI_Command_Complete_Event o
(Status: 0x00, Selected_TX_Power) d

HCI_LE_Set Extended_Advertising_Enable
(Enable)

&
<

HCI_Command_Complete_Event
(Status: 0x00)

>
>

REPEEAT 100 TIMES

ADV_EXT_IND (LE 1M)
(AdvMode: 00b, TxPower)

A

ADV_EXT_IND (LE 1M)
(AdvMode: 00b, TxPower)

A

ADV_EXT_IND (LE 1M)
(AdvMode: 00b, TxPower)

A

AUX_ADV_IND
(AdvMode: 00b, TxPower)

HCI_LE_Set Extended_Advertising_Enable
(Disable)

A

HCI_Command_Complete_Event o
(Status: 0x00) d

Figure 4.2-37: LL/DDI/ADV/BV-34-C [Extended Advertising, TX Power with RF Path Compensation] MSC

1.

3.

The Upper Tester sends an HClI_LE_Read RF_Path_Compensation command to the IUT and
receives an HCI_Command_Complete event with the default

RF_TX Path_Compensation_Value. This value is the default value that will be used in Step 2.
The Upper Tester sends an HCI_LE_Write RF_Path_Compensation command to the IUT and
receives a successful HCI_Command_Complete event in return. The
RF_Tx_Path_Compensation_Value is set as shown in Table 4.2-24 for the current round.

The Upper Tester sends an HCI_LE_Set_Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
bit 6 (Include TxPower in the advertising PDU) is set and all other bits cleared. The
Primary_Advertising_ PHY is set to 0x01 (LE 1M). The IUT responds with the
HCIl_Command_Complete event with Status = 0 and the Selected_Tx_Power parameters.
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4. The Upper Tester enables advertising using the HCl_LE_Set Extended_Advertising_Enable
command and receives a successful HCI_Command_Complete event in return. The Duration[0]
parameter is set to 0x0000 (No Advertising Duration).

5. The Lower Tester expects the IUT to send ADV_EXT_IND on the first supported advertising
channel. The AdvMode is set to 0b00. If an AuxPtr field is present, the Lower Tester expects the
IUT to send an AUX_ADV_IND on the specified secondary channel with the AdvMode set to 0b00
and that has a TxPower field present; otherwise, the ADV_EXT_IND has a TxPower field present.

6. Repeat Step 3 until 100 advertising events have been detected.

7. The Upper Tester sends an HCl_LE_Set Extended_Advertising_Enable command to disable
advertising in the IUT and receives an HClI_Command_Complete event from the IUT.

8. Repeat Steps 2-7 for each round shown in Table 4.2-24.

Round HCI_LE_Write_RF_Path_Compensation (Step 2)
RF Tx Path Compensation Value

1 Default
2 Default +5 dB
3 Default -5 dB
4 Default

Table 4.2-24: RF Tx Path Compensation values

Expected Outcome

Pass verdict
For all rounds described in the test procedure, the following condition occurs:

- The Lower Tester receives an ADV_EXT_IND with a Tx Power field.

LL/DDI/ADV/BV-35-C [Extended Advertising, Multiple Sets, Maximum Supported Sets]

%)

Test Purpose

Tests that an advertiser IUT can support multiple advertising sets with the correct payload fields,
timing, and channel sequence for the maximum time allowed. Advertisements with the minimum data
required to be supported are tested.

The Upper Tester submits data to the IUT, and the Lower Tester observes the IUT including data in
the advertising packets on the advertising channels used.

Reference

[10] 4.4.2.6

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)
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Test Procedure

Execute the test procedure with a selected advertising interval between the minimum and maximum
advertising intervals supported using all supported advertising channels.

Lower Upper
Tester T Tester

Interlgave for each advertising set

HCI_LE_Set Extended_Advertising_Parameters
(Extended Advertising, Advertising SID, LE 1M PHY,
Own_Address_Type)

A

HCI_Command_Complete_Event -
(Status: 0x00) i

w HCI_LE_Set _Extended_Advertising_Data

<

HCI_Command_Complete_Event g
(Status: 0x00) v

P HCI_LE_Set_Extended_Advertising_Enable
B (Enable)

HCI_Command_Complete_Event

»

(Status: 0x00) i
P ADV_EXT_IND
P ADV_EXT_IND
P ADV_EXT_IND
- [
> .
H
T_MAF$S
H
'
2ol AUX_ADV_IND
S+ T B (AdvData, [AuxPtr])
H
T_MAF$
R S AUX_CHAIN_IND (Zero or More)

(AdvData)

HCI_LE_Set_Extended_Advertising_Enable
(Disable)

<
<

HCI_Command_Complete_Event
(Status: 0x00)

»
>

Figure 4.2-38: LL/DDI/ADV/BV-35-C [Extended Advertising, Multiple Sets, Maximum Supported Sets] MSC

1.

The Upper Tester sends TSPX_adv_sets max HCI_LE_Set Extended_Advertising Parameters
commands to the IUT using all supported advertising channels and a selected advertising interval
between the minimum and maximum advertising intervals supported.
Advertising_Event_Properties parameter is set to 0x0000. The Primary_Advertising_PHY is set to
0x01 (LE 1M). The Secondary_Advertising_PHY is set to 0x01 (LE 1M). The Advertising_SID is
set to a random value, [0x00 ... 0xOF], for each set.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Data command to the IUT for
each advertising set, with length 31 and using random octets from 1 to 254 as the payload.

The Upper Tester enables advertising using the HCI_LE_Set_Extended_Advertising_Enable
command for each set. The Duration parameter is set to 0x0000 (No Advertising Duration).

The Lower Tester receives interlaced advertising events for each set, consisting of
ADV_EXT_IND PDUs from the IUT. The ADV_EXT_IND PDUs contains an AuxPtr field.

The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel using the LE 1M PHY. If the AUX_ADV_IND PDU does not contain all the
data submitted in Step 2 for the set, it includes an AuxPtr field.
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6. If the AUX_ADV_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU containing additional data submitted in Step 2 for the set. If the
AUX_CHAIN_IND PDU contains an AuxPtr field this step is repeated until an AUX_CHAIN_IND
PDU is received with no AuxPtr field and all data has been received for the set.

7. Repeat Steps 4-6 10 times.

8. The Upper Tester disables advertising using the HCI_LE_Set Extended_Advertising_Enable
command for each set.

* Expected Outcome
Pass verdict

The IUT interlaces multiple advertising events for each set. Each set consists of ADV_EXT_IND
PDUs with an AuxPtr field referring to an AUX_ADV_IND on the secondary advertising channel.

The time between a PDU containing an AuxPtr field and the PDU to which it refers is greater than or
equal to T_MAFS.

For each set, the Lower Tester receives all the data sent in Step 2, and no further data, in the
AUX_ADV_IND PDUs and zero or more AUX_CHAIN_IND PDUs for each set.

* Notes

The notes in the section containing test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising
Events] describe the reasoning of the timing measurements and test result criteria.

4.2.3.7 AoD Connectionless CTE Advertising

* Test Purpose

Tests that an advertiser IUT can send advertising packets with the AoD Connectionless Constant
Tone Extension included with correct contents and with the correct event timing when utilizing a
public device address. Advertisements without data, along with chaining, are tested.

The Lower Tester is configured to scan for an AoD Connectionless Constant Tone Extension. The
Upper Tester configures the IUT to generate a Connectionless Constant Tone Extension data. The
Lower Tester observes the event timing and packet contents on the advertising channels in use.

* Reference

[13]12.56.2,25.3

* Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval, selected Adv_Interval, selected type of
advertising events, supported type of own address, selected advertising channel map)

- The maximum number of packets with CTE to be transmitted in a periodic advertising event is
defined by the TSPX_max_CTE_count IXIT entry and the corresponding periodic advertising
interval is defined by the TSPX_per_adv_interval IXIT entry.

* Test Case Configuration

Test Case Secondary Advertising PHY | CTE Type

LL/DDI/ADV/BV-36-C [AoD 0x01 (LE 1M PHY) 0x02 (2 ps slots)
Connectionless CTE Advertising — LE 1M
PHY, 2 us slots]
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Test Case Secondary Advertising PHY | CTE Type
LL/DDI/ADV/BV-57-C [AoD 0x02 (LE 2M PHY) 0x02 (2 ps slots)
Connectionless CTE Advertising — LE 2M

PHY, 2 us slots]

LL/DDI/ADV/BV-58-C [AoD 0x01 (LE 1M PHY) 0x01 (1 ps slots)
Connectionless CTE Advertising — LE 1M

PHY, 1 us slots]

LL/DDI/ADV/BV-59-C [AoD 0x02 (LE 2M PHY) 0x01 (1 s slots)

Connectionless CTE Advertising — LE 2M

PHY, 1

us slots]

Table 4.2-25: AoD Connectionless CTE Advertising test cases

Test Procedure

Lower
Tester

IUT

HCI_LE_Read_Antenna_Information

»”
<

Upper
Tester

HCI_Command_Complete_Event

(Status: 0x00, Num_Antennae,
Max_Switching_Pattern_Length, Max_CTE_Length)

>
>

REPH

AT for 1 us and 2 ps slots (where sug

ported)

Fol

I each round from 1 to 3

HCI_LE_Set_Extended_Advertising_Parameters

&
€

(Extended Advertising, Own_Address_Type)

HCI_Command_Complete_Event

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Parameters

»”
<

>
>

HCI_Command_Complete_Event

(Status: 0x00)

HCI_LE_Set_Connectionless_CTE_Transmit_Parameters

>
>

<

HCI_Command_Complete_Event

(Status: 0x00)

HCI_LE_Set_Connectionless_CTE_Transmit_Enable

>
>

€

(Enable)

HCI_Command_Complete_Event

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Enable

»”
<

>
>

(Enable)

HCI_Command_Complete_Event

(Status: 0x00)

HCI_LE_Set Extended_Advertising_Enable

>
>

<&
<

(Enable)

HCI_Command_Complete_Event

(Status: 0x00)

>
>

Figure 4.2-39: AoD Connectionless CTE Advertising MSC — Page 1 of 2

Bluetooth SIG Proprietary

Page 4.2-100



%)

Lower
Tester T

Link Layer (LL) / Test Suite
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Tester
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<
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>
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HCI_LE_Set_Periodic_Advertising_Enable

<&
<
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»
>

Figure 4.2-40: AoD Connectionless CTE Advertising MSC — Page 2 of 2

1. The Upper Tester sends an HCI_LE_Read_Antenna_Information command to the IUT and the
IUT returns a Num_Antennae between 0x01 and 0x4B, Max_Switching_Pattern_Length between
0x02 and 0x4B, and a Max_CTE_Length between 0x02 and 0x14. The Upper Tester stores the
Max_Switching_Pattern_Length and the Max_CTE_Length for future use.

For each round 1-3 based on Table 4.2-26:

Round CTETime
(Step 5)
0x02
0x0A
3 Max_CTE_Length from Step 1

Table 4.2-26: Parameter values for each case variation

2. Ifthe CTETime listed in Table 4.2-26 for this round is less than or equal to the Max_CTE_Length,
proceed to Step 3; otherwise, skip to Step 17.

3. The Upper Tester sends an HCI_LE_Set_Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and minimum advertising interval.
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10.

11.

12.

13.

14.

15.
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Advertising_Event_Properties parameter is set to 0x0000. The Primary_Advertising_PHY is set to
0x01 (LE 1M and the Secondary_Advertising_PHY are set to the value as specified in Table
4.2-25.

The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Parameters command to the IUT
using a periodic advertising interval set to TSPX_per_adv_interval.
Periodic_Advertising_Properties parameter is set to 0x0000.

The Upper Tester sends an HCI_LE_Set_Connectionless_ CTE_Transmit_Parameters command
to the IUT. Advertising_Handle is set to the handle used in Step 4. Switching_Pattern_Length is
set to Max_Switching_Pattern_Length. Antenna_IDs[0] through
Antenna_IDs[Switching_Pattern_Length — 1] are set to the pattern 0, 1, ..., Num_Antennae - 1,
with the pattern repeated and truncated as necessary to specify Antenna_IDs][ ] values.
CTE_Type is set as specified in Table 4.2-25. CTE_Length is set to the value specified in Table
4.2-26. CTE_Count is set to TSPX_max_CTE_count.

The Upper Tester enables Connectionless CTE Transmission using the
HCI_LE_Set_Connectionless_CTE_Transmit_Enable command with the CTE_Enable parameter
set to Ox01 (enabled).

The Upper Tester enables periodic advertising using the

HCI_LE_Set Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(enabled).

The Upper Tester enables advertising using the HCI_LE_Set_Extended_Advertising_Enable
command. The Duration parameter is set to 0x0000 (No Advertising Duration).

The Lower Tester receives an ADV_EXT_IND PDU from the IUT on the primary advertising
channel. The ADV_EXT_IND PDU contains the AuxPtr field and does not contain the CTEInfo
field.

The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel. The AUX_ADV_IND PDU contains the Syncinfo field and does not contain
the CTEInfo field.

The Lower Tester utilizes the Synclinfo field to listen for a packet containing an AUX_SYNC_IND
PDU on the secondary advertising channel and synchronizes with the periodic advertisements.
The AUX_SYNC _IND PDU contains the CTEInfo field, with CTETime set to the CTE_Length
value from Step 5, RFU set to ‘0’, and the CTEType set as specified in Table 4.2-25. The packet
containing the AUX_SYNC_IND PDU contains the Constant Tone Extension field, a constantly
modulated series of unwhitened 1s, following the CRC of length matching the time specified in
CTE_Length from Step 5.

If the AUX_SYNC_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to 0b00. The AUX_CHAIN_IND PDU contains
the CTEInfo field, with CTETime set to the CTE_Length value from Step 5, RFU set to ‘0’, and the
CTEType as specified in Table 4.2-25. The packet containing the AUX_CHAIN_IND PDU
contains the Constant Tone Extension field, a constantly modulated series of unwhitened 1s,
following the CRC of length matching the time specified in CTE_Length from Step 5. If the
AUX_CHAIN_IND PDU contains an AuxPtr field this step is repeated until an AUX_CHAIN_IND
PDU is received with no AuxPtr field.

The Upper Tester disables extended advertising using the

HCI_LE_Set Extended_Advertising_Enable command.

The Lower Tester confirms that periodic advertising continues with CTE Transmission when
extended advertising is disabled by repeating Steps 11 and 12.

The Upper Tester disables CTE Transmission using the

HCIl_LE_Set Connectionless_ CTE_Transmit_Enable command.
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16. The Lower Tester confirms that periodic advertising continues without CTE Transmission when
CTE Transmission is disabled by repeating Steps 11 and 12, except that the packet containing
the AUX_SYNC_IND PDU does not contain the Constant Tone Extension field and the
AUX_SYNC_IND PDU does not contain the CTEInfo field or the AuxPtr field.

17. The Upper Tester disables periodic advertising using the
HCI_LE_Set Periodic_Advertising_Enable command.

18. Repeat Steps 2—-17 for each round shown in Table 4.2-26.

Expected Outcome

Pass verdict

For all rounds described in the test procedure, the following condition occurs:
- The IUT accepts the CTE transmit parameters.

- The IUT sends an ADV_EXT _IND with an AuxPtr field referring to an AUX_ADV_IND on the
secondary advertising channel.

- The AUX_ADV_IND includes a Synclnfo field containing synchronization information for the
periodic AUX_SYNC_IND advertisements.

- When CTE Transmission is enabled, the packets containing AUX_SYNC_IND PDUs or
AUX_CHAIN_IND PDUs include the Constant Tone Extension field, and the AUX_SYNC_IND
PDUs and AUX_CHAIN_IND PDUs include the CTEInfo field.

- When CTE Transmission is disabled, the packets containing AUX_SYNC _IND PDUs do not
include the Constant Tone Extension field, and the AUX_SYNC _IND PDUs do not include the
CTElInfo field or the AuxPir field.

- The IUT sends a number of CTE_Count packets containing a Constant Tone Extension in each
periodic advertising event.

4.2.3.8 AoA Connectionless CTE Advertising

%)

Test Purpose

Tests that an advertiser IUT can send advertising packets with the AoA Connectionless Constant
Tone Extension included with correct contents and with the correct event timing when utilizing a
public device address. Advertisements without data, along with chaining, are tested.

The Lower Tester is configured to scan for an AoA Connectionless Constant Tone Extension. The
Upper Tester configures the IUT to generate a Connectionless Constant Tone Extension. The Lower
Tester observes the event timing and packet contents on the advertising channels in use.

Reference
[13]2.5.2,2.5.3
Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval, selected Adv_Interval, selected type of
advertising events, supported type of own address, selected advertising channel map)

- The maximum number of packets with CTE to be transmitted in a periodic advertising event is
defined by the TSPX_max_CTE_count IXIT entry and the corresponding periodic advertising
interval is defined by the TSPX_per_adv_interval IXIT entry.
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Test Case

Secondary

Advertising PHY

LL/DDI/ADV/BV-37-C [AoA Connectionless CTE Advertising — LE 1M PHY]

0x01 (LE 1M PHY)

LL/DDI/ADV/BV-60-C [AocA Connectionless CTE Advertising — LE 2M PHY]

0x02 (LE 2M PHY)

%)

Table 4.2-27: AoD Connectionless CTE Advertising test cases

Test Procedure

Lower
Tester

T

HCI_LE_Read_Antenna_Information

&
<

HCI_Command_Complete_Event

I
>

Upper
Tester

(Status: 0x00, Num_Antennae,
Max_Switching_Pattern_Length, Max_CTE_Length)

For each round from 1 to 3

HCI_LE_Set_Extended_Advertising_Parameters

&
<

(Extended Advertising, Own_Address_Type)

HCI_Command_Complete_Event

I
>

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Parameters

&
<

HCI_Command_Complete_Event

I
>

(Status: 0x00)

HCI_LE_Set_Connectionless_CTE_Transmit_Parameters

HCIl_Command_Complete_Event

(Status: 0x00) >

HCI_LE_Set_Connectionless CTE_Transmit_Enable

A

(Enable)

HCI_Command_Complete_Event

I
>

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Enable

&
<

(Enable)

HCI_Command_Complete_Event

I
>

(Status: 0x00)

HCI_LE_Set Extended_Advertising_Enable

&
<

(Enable)

HCI_Command_Complete_Event

>
>

(Status: 0x00)

Figure 4.2-41: AoA Connectionless CTE Advertising MSC — Page 1 of 2
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Figure 4.2-42: AoA Connectionless CTE Advertising MSC — Page 2 of 2

1. The Upper Tester sends an HCI_LE_Read_Antenna_Information command to the IUT and
expects the IUT to return a Max_CTE_Length between 0x02 and 0x14. The Upper Tester stores
the Max_CTE_Length for future use.

For each round from 1-3 based on Table 4.2-28:

Round CTETime
(Step 5)
0x02

2 0x0A

Max_CTE_Length from Step 1

Table 4.2-28: Parameter values for each case variation

2. Ifthe CTETime listed in Table 4.2-28 for this round is less than or equal to the Max_CTE_Length
proceed to Step 3; otherwise, skip to Step 17.

3. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and minimum advertising interval.
Advertising_Event_Properties parameter is set to 0x0000. The Primary_Advertising_PHY is set to
0x01 (LE 1M) and the Secondary_Advertising_PHY is set to the value specified in Table 4.2-27.

4. The Upper Tester sends an HCI_LE_Set_Periodic_Advertising_Parameters command to the IUT
using a periodic advertising interval set to TSPX_per_adv_interval.
Periodic_Advertising_Properties parameter is set to 0x0000.

ea Bluetooth SIG Proprietary Page 4.2-105



%)

10.

11.

12.

13.

14.

15.

16.

17.

18.

Link Layer (LL) / Test Suite

The Upper Tester sends an HCI_LE_Set_Connectionless_CTE_Transmit_Parameters command
to the IUT. Advertising_Handle is set to the handle used in Step 4. CTE_Type is set to 0x00 (AcA
Constant Tone Extension). CTE_Length is set to the value specified in Table 4.2-28. CTE_Count
is set to TSPX_max_CTE_count. Switching_Pattern_Length and Antenna_IDs are set to any
valid values.

The Upper Tester enables Connectionless CTE Transmission using the
HCI_LE_Set_Connectionless_CTE_Transmit_Enable command with the CTE_Enable parameter
set to 0x01 (enabled).

The Upper Tester enables periodic advertising using the
HCI_LE_Set_Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(enabled).

The Upper Tester enables advertising using the HCI_LE_Set_Extended_Advertising_Enable
command. The Duration parameter is set to 0x0000 (No Advertising Duration).

The Lower Tester receives an ADV_EXT_IND PDU from the IUT on the primary advertising
channel. The ADV_EXT_IND PDU contains the AuxPtr field and does not contain the CTEInfo
field.

The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel. The AUX_ADV_IND PDU contains the Syncinfo field and does not contain
the CTEInfo field.

The Lower Tester utilizes the Syncinfo field to listen for a packet containing an AUX_SYNC_IND
PDU on the secondary advertising channel and synchronizes with the periodic advertisements.
The AUX_SYNC_IND PDU contains the CTEInfo field, with CTETime set to the CTE_Length
value from Step 5, RFU set to ‘0, and the CTEType set to 0 (AoA Constant Tone Extension). The
packet containing the AUX_SYNC_IND PDU contains the Constant Tone Extension field, a
constantly modulated series of unwhitened 1s, following the CRC of length matching the time
specified in CTE_Length from Step 5.

If the AUX_SYNC_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to 0b00. The AUX_CHAIN_IND PDU contains
the CTEInfo field, with CTETime set to the CTE_Length value from Step 5, RFU set to ‘0’, and the
CTEType set to 0 (AoA Constant Tone Extension). The packet containing the AUX_CHAIN_IND
PDU contains the Constant Tone Extension field, a constantly modulated series of unwhitened
1s, following the CRC of length matching the time specified in CTE_Length from Step 5. If the
AUX_CHAIN_IND PDU contains an AuxPtr field this step is repeated until an AUX_CHAIN_IND
PDU is received with no AuxPtr field.

The Upper Tester disables extended advertising using the

HCI_LE_Set Extended_Advertising_Enable command.

The Lower Tester confirms that periodic advertising continues with CTE Transmission when
extended advertising is disabled by repeating Steps 11 and 12.

The Upper Tester disables CTE Transmission using the
HCI_LE_Set_Connectionless_CTE_Transmit_Enable command.

The Lower Tester confirms that periodic advertising continues without CTE Transmission when
CTE Transmission is disabled by repeating Steps 11 and 12, except that the packet containing
the AUX_SYNC_IND PDU does not contain the Constant Tone Extension field and the
AUX_SYNC_IND PDU does not contain the CTEInfo field or the AuxPitr field.

The Upper Tester disables periodic advertising using the
HCI_LE_Set_Periodic_Advertising_Enable command.

Repeat Steps 2—-17 for each round shown in Table 4.2-28.

Bluetooth SIG Proprietary Page 4.2-106



Link Layer (LL) / Test Suite

* Expected Outcome

Pass verdict

For all rounds described in the test procedure, the following condition occurs:
- The IUT accepts the CTE transmit parameters.

- The IUT sends an ADV_EXT_IND with an AuxPtr field referring to an AUX_ADV_IND on the
secondary advertising channel.

- The AUX_ADV_IND includes a Synclnfo field containing synchronization information for the
periodic AUX_SYNC_IND advertisements.

- When CTE Transmission is enabled, the packets containing AUX_SYNC_IND PDUs or
AUX_CHAIN_IND PDUs include the Constant Tone Extension field, and the AUX_SYNC_IND
PDUs and AUX_CHAIN_IND PDUs include the CTElInfo field.

- When CTE Transmission is disabled, the packets containing AUX_SYNC_IND PDUs do not
include the Constant Tone Extension field, and the AUX_SYNC _IND PDUs do not include the
CTElInfo field or the AuxPtr field.

- The IUT sends a number of CTE_Count packets containing a Constant Tone Extension in each
periodic advertising event.
LL/DDI/ADV/BV-39-C [Connectionless CTE Advertising — Maintain CTE Configuration]
* Test Purpose

Tests that an advertiser IUT configured to send advertising packets with Constant Tone Extension
and with disabled periodic advertisements starts sending Constant Tone Extensions after periodic
advertisements are re-enabled.

The Lower Tester is configured to scan for Connectionless Constant Tone Extension. The Upper
Tester configures the IUT to generate a Connectionless Constant Tone Extension.

* Reference
[13]2.5.2,2.5.3
* |nitial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval, selected Adv_Interval, selected type of
advertising events, supported type of own address, selected advertising channel map)
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Test Procedure

Lower
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IuT

Link Layer (LL) / Test Suite
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Tester

HCI_LE_Read_Antenna_Information

<
d

HCI_Command_Complete_Event

(Status: 0x00, Max_CTE_Length)

>
>

HCI_LE_Set_Extended_Advertising_Parameters

&
<

HCI_Command_Complete_Event

(Extended Advertising, Own_Address_Type)

(Status: 0x00)

>
>

HCI_LE_Set_Extended_Advertising_Data

<
d

HCI_Command_Complete_Event

(Status: 0x00)

>
>

HCI_LE_Set_Periodic_Advertising_Parameters

<
d

HCI_Command_Complete_Event

(Status: 0x00)

>
>

HCI_LE_Set_Connectionless_CTE_Transmit_Parameters

d

HCI_Command_Complete_Event

(Status: 0x00)

>
>

HCI_LE_Set_Connectionless_CTE_Transmit_Enable

&
<

HCI_Command_Complete_Event

(Enable)

(Status: 0x00)

>
>

HCI_LE_Set_Periodic_Advertising_Enable

<
d

HCI_Command_Complete_Event

(Enable)

(Status: 0x00)

>
>

HCI_LE_Set_Extended_Advertising_Enable

<
d

HCI_Command_Complete_Event

(Enable)

(Status: 0x00)

>
>

Figure 4.2-43: LL/DDI/ADV/BV-39-C [Connectionless CTE Advertising - Maintain CTE Configuration] MSC —
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Lower Upper
Tester T Tester
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Figure 4.2-44: LL/DDI/ADV/BV-39-C [Connectionless CTE Advertising - Maintain CTE Configuration] MSC —
Page 2 of 2

1. The Upper Tester sends an HCI_LE_Read_Antenna_Information command to the IUT and
expects the IUT to return a Max_CTE_Length between 0x02 and 0x14.

2. The Upper Tester sends an HCI_LE_Set_Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and minimum advertising interval.
Advertising_Event_Properties parameter is set to 0x0000. The Primary_Advertising_PHY is set to
0x01 (LE 1M). The Secondary_Advertising_PHY is set to 0x01 (LE 1M).

3. The Upper Tester sends one HCI_LE_Set_Extended_Advertising_Data command to the IUT
using a random number of octets from 1 to 254 as the payload and Operation set to 0x03
(Complete Data).

4. The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Parameters command to the IUT
using the minimum advertising interval. Periodic_Advertising_Properties parameter is set to
0x0000.
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10.

11.

12.

13.
14.

15.

16.

17.

18.

Link Layer (LL) / Test Suite

The Upper Tester sends an HCI_LE_Set_Connectionless_CTE_Transmit_Parameters command
to the IUT. Advertising_Handle is set to the handle used in Step 4. CTE_Type and CTE_Length
are set to a valid value supported by the IUT. Switching_Pattern_Length and Antenna_IDs are set
to any valid values.

The Upper Tester enables Connectionless CTE Transmission using the
HCI_LE_Set_Connectionless_CTE_Transmit_Enable command with the CTE_Enable parameter
set to 0x01 (enabled).

The Upper Tester enables periodic advertising using the

HCI_LE_Set Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(enabled).

The Upper Tester enables advertising using the HCI_LE_Set_Extended_Advertising_Enable
command. The Duration parameter is set to 0x0000 (No Advertising Duration).

The Lower Tester receives an ADV_EXT_IND PDU from the IUT on the primary advertising
channel. The ADV_EXT _IND PDU contains the AuxPtr field and does not contain the CTEInfo
field.

The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel. The AUX_ADV_IND PDU contains the Syncinfo field and does not contain
the CTEInfo field.

The Lower Tester utilizes the Syncinfo field to listen for a packet containing an AUX_SYNC_IND
PDU on the secondary advertising channel and synchronizes with the periodic advertisements.
The AUX_SYNC_IND PDU contains the CTEInfo field, with CTETime set to the CTE_Length
value from Step 5, RFU set to ‘0’, and the CTEType set to the CTE_Type value from Step 5. The
packet containing the AUX_SYNC_IND PDU contains the Constant Tone Extension field, a
constantly modulated series of unwhitened 1s, following the CRC of length matching the time
specified in CTE_Length from Step 5.

The Upper Tester disables periodic advertising using the

HCI_LE_Set Periodic_Advertising_Enable command.

The Lower Tester confirms that extended advertising continues by repeating Step 9.

The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel. The AUX_ADV_IND PDU does not contain the SyncInfo or the CTEInfo field.
The Upper Tester enables periodic advertising using the

HCI_LE_Set Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(enabled).

The Lower Tester confirms that extended advertising continues by repeating Steps 9-11.

The Upper Tester disables periodic advertising using the

HCI_LE_Set Periodic_Advertising_Enable command.

The Upper Tester disables extended advertising using the
HCI_LE_Set_Extended_Advertising_Enable command.

Expected Outcome

Pass verdict

For all rounds described in the test procedure, the following condition occurs:

The IUT accepts the CTE transmit parameters.

The IUT sends an ADV_EXT_IND with an AuxPtr field referring to an AUX_ADV_IND on the
secondary advertising channel.

When periodic advertisement is enabled, the AUX_ADV_IND includes a Syncinfo field containing
synchronization information for the periodic AUX_SYNC_IND.
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- When periodic advertisement is disabled, the AUX_ADV_IND does not include a Synclnfo field.
- The packets containing AUX_SYNC_IND PDUs include the Constant Tone Extension field, and
the AUX_SYNC_IND PDUs include the CTEInfo field.
LL/DDI/ADV/BV-43-C [Periodic Advertising validating Syncinfo fields]
* Test Purpose

Tests that the AA and CRClnit fields are the same for all Syncinfo fields describing the same periodic
advertising. Non-Connectable and Non-Scannable advertisements are tested. The Lower Tester
confirms that the AA and CRCInit fields in all Syncinfo fields for the same periodic advertising train
are identical.

* Reference
[10]14.2.2.24
* |nitial Condition

- State: Advertising Parameters Set (supported type of own address, selected advertising channel
map)
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Test Procedure

Execute the test procedure using non-connectable and non-scannable periodic advertising events
with a selected periodic advertising interval. Confirm that the AUX_ADV_IND packets received by the
Lower Tester have identical AA and CRClInit fields in the Syncinfo parameter.

Lower Upper
Tester T Tester

| HCI_LE_Set_Extended_Advertising_Parameters
B (Extended Advertising, Own_Address_Type)

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set_Periodic_Advertising_Parameters

<

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set_Periodic_Advertising_Data

<&
<

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set_Periodic_Advertising_Enable
B (Enable)

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set_Extended_Advertising_Enable
(Enable)

<&
<

HCI_Command_Complete
(Status: 0x00)

>
>

REPEAT 10 TIMES

ADV_EXT_IND (LE 1M)
(AdvMode: 00b, AuxPtr)

A

AUX_SYNC_IND
(AdvMode: 00b, Syncinfo)

A

Figure 4.2-45: LL/DDI/ADV/BV-43-C [Periodic Advertising validating Syncinfo fields] MSC

1. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels. Advertising_Event_Properties parameter is set to
0x0000. The Own_Address_Type is set to 0x00 (Public Device Address). The
Primary_Advertising_PHY is set to 0x01 (LE 1M). The Secondary_Advertising_PHY is set to 0x01
(LE 1M).

2. The Upper Tester sends an HCI_LE_Set_Periodic_Advertising_Parameters command to the IUT
using the minimum advertising interval. Periodic_Advertising_Properties parameter is set to
0x0000.

3. The Upper Tester sends one HCI_LE_Set Periodic_Advertising_Data command to the IUT with a
data length of 0x01 and value of 0x00.

4. The Upper Tester enables periodic advertising using the
HCI_LE_Set Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(Periodic Advertising).

5. The Upper Tester enables advertising using the HCI_LE_Set_Extended_Advertising_Enable
command. The Duration[0] parameter is set to 0x0000 (No Advertising Duration).
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6. The Lower Tester receives an ADV_EXT_IND packet from the IUT with AdvMode set to 0b00
with the AuxPtr Extended Header field present.

7. The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00 and the Syncinfo Extended Header fields
present. Note: There can be AUX_SYNC_IND PDUs transmitted forming the periodic advertising.

8. Repeat Steps 6-7 10 times.

Expected Outcome
Pass verdict

The Lower Tester confirms the AA and CRClInit fields in the Syncinfo extended payload are identical
for each Synclnfo field in each AUX_ADV_IND PDU.

LL/DDI/ADV/BI-05-C [Disallow Extended Advertising PDU sizes for Legacy Advertising
when advertising enabled]

%)

Test Purpose

Verify that a supported legacy command yields a Command Complete event with status ‘Invalid HCI
Command Parameters’ in return when sending PDU sizes larger than legacy advertising PDU after
advertising has been enabled.

Reference

[117.8.54, 7.8.56
Initial Condition

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)

Test Procedure

Upper
T Tester

HCI_LE_Set_Extended_Advertising_Parameters
(Advertising_Event_Properties, "Use legacy advertising PDUs”,
Own_Address_Type)

<
<

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set Extended_Advertising_Data
(Data Length, 31)

<
<

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set Extended_Advertising_Enable

<
<

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set Extended_Advertising_Data
(Data Length, 32)

<
<

HCI_Command_Complete
(Status: Error Code 0x12, Invalid HCI Command Parameters)

>

Figure 4.2-46: LL/DDI/ADV/BI-05-C [Disallow Extended Advertising PDU sizes for Legacy Advertising when
advertising enabled] MSC
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1. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command with
Advertising_Event_Properties set to “Use legacy advertising PDUs”.

2. The Upper Tester sends an HCI_LE Set Extended_Advertising_Data command with Data
Length equal to 31 to the IUT. The IUT sends a Command Complete event with Status set to
0x00.

3. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Enable to the IUT. The IUT is
expected to return an HCI_Command_Complete event with Error Code 0x00 (Success).

4. The Upper Tester sends an HCI_LE Set Extended_Advertising_Data command with Data
Length equal to 32 to the IUT. The IUT sends a Command Complete event with Status set to
0x12.

* Expected Outcome

Pass verdict

The IUT returns an HClI Command Complete event with Status = Invalid HClI Command Parameters
after the HCI_LE_Set Extended_Advertising_Data command in Step 4 is received.

LL/DDI/ADV/BI-06-C [Disallow Extended Advertising PDU sizes for Scannable Legacy
Advertising when advertising enabled]
* Test Purpose

Verify that the HCI_LE_Set Extended_Scan_Response_Data command yields a Command
Complete event with status ‘Invalid HCI Command Parameters’ in return when sending scannable
legacy PDU sizes larger than legacy advertising PDU after advertising has been enabled.

* Reference
[1]7.8.55, 7.8.56
* Initial Condition

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)
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Test Procedure

Upper
T ‘ Tester \

HCI_LE_Set Extended_Advertising_Parameters
(Advertising_Event_Properties, "Scannable Legacy advertising”,
Own_Address_Type)

HCI_Command_Complete
(Status: 0x00)

»
>

HCI_LE_Set Extended_Scan_Response_Data
(Data Length, 31)

A

HCI_Command_Complete
(Status: 0x00)

»
>

HCI_LE_Set_Extended_Advertising_Enable

<
<«

HCI_Command_Complete
(Status: 0x00)

\ 4

HCI_LE_Set_Extended_Scan_Response_Data
(Data Length, 32)

A

HCI_Command_Complete
(Status: Error Code 0x12, Invalid HClI Command Parameters)

Figure 4.2-47: LL/DDI/ADV/BI-06-C [Disallow Extended PDU sizes for Scannable Legacy Advertising when
advertising enabled] MSC

1.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command with
Advertising_Event_Properties set to “Scannable Legacy advertising” and “Use legacy advertising
PDUs”.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Response Data command with Data
Length equal to 31 to the IUT. The IUT sends a Command Complete event with Status set to
0x00.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Enable to the IUT. The IUT is
expected to return an HCI_Command_Complete event with Error Code 0x00 (Success).

The Upper Tester sends an HCI_LE_Set Extended_Scan_Response Data command with Data
Length equal to 32 to the IUT. The IUT sends a Command Complete event with Status set to
0x12.

Expected Outcome

Pass verdict

The IUT returns an HClI Command Complete event with Status = Invalid HCl| Command Parameters
after the HCI_LE_Set _Scan_Response_Data command in Step 4 is received.

LL/DDI/ADVI/BV-61-C [Extended Advertising, Periodic Advertising with TxPower]

%)

Test Purpose

Tests that an advertiser IUT correctly reports the TxPower in periodic advertisements.

Reference

[10]2.3.4.7,4.4.26,4.4.212
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Initial Condition
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- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,

LL_advertiser_Adv_Channel_Map
- State: Standby

Test Procedure

Lower
Tester

Upper
T Tester

HCI_LE_Set Extended_Advertising_Parameters

<
<

(Extended Advertising, Own_Address_Type)

HCI_Command_Complete_Event

(Status: 0x00) >
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<
<

HCI_Command_Complete_Event

>
>

(Status: 0x00)

HCI_LE_Read_Maximum_Advertising_Data_Length

<

HCI_Command_Complete_Event

(Status: 0x00, Maximum_Advertising_Data_Length)

HCI_LE_Set Periodic_Advertising_Data

Repeat untl all data

<
<

HCI_Command_Complete_Event

(Status: 0x00) >

is set

HCI_LE_Set_Periodic_Advertising_Enable

< (Enable)

HCI_Command_Complete_Event

>
>

(Status: 0x00)

HCI_LE_Set_Extended_Advertising_Enable
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HCI_Command_Complete_Event

>
>

(Status: 0x00)

Figure 4.2-48: LL/DDI/ADV/BV-61-C [Extended Advertising, Periodic Advertising with TxPower] MSC —

Page 1 of 2
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Figure 4.2-49: LL/DDI/ADV/BV-61-C [Extended Advertising, Periodic Advertising with TxPower] MSC —
Page 2 of 2

1.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. The Advertising_Event_Properties
parameter is set to 0. The Primary_Advertising_PHY is set to 0x01 (LE 1M).

The Upper Tester sends an HCI_LE_Set_Periodic_Advertising_Parameters command to the IUT
using the minimum advertising interval. The Periodic_Advertising_Properties parameter bit 6
(Include TxPower in the advertising PDU) is set and all other bits cleared.
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3. The Upper Tester sends an HCl_LE_Read_Maximum_Advertising_Data_Length command to the
IUT and expects the IUT to return a Maximum_Advertising_Data_Length between 0x001F and
0x0672. The Upper Tester stores the Maximum_Advertising_Data_Length for future use.

4. The Upper Tester sends enough HCI_LE_Set Periodic_Advertising_Data commands to the IUT
to the minimum between the size to ensure that the IUT will need to send at least one
AUX_CHAIN_IND PDU and Maximum_Advertising_Data_Length.

5. The Upper Tester enables periodic advertising using the
HCI_LE_Set Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(Periodic Advertising).

6. The Upper Tester enables advertising using the HCI_LE_Set_Extended_Advertising_Enable
command. The Duration[0] parameter is set to 0x0000 (No Advertising Duration).

7. The Lower Tester expects the IUT to send ADV_EXT_IND on the first supported advertising
channel. The AdvMode is set to 0b0O.

8. The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00 and the Syncinfo Extended Header fields
present.

9. The Lower Tester utilizes the Syncinfo field to listen for an AUX_SYNC_IND PDU on the
secondary advertising channel using the index selected by the LE Channel Selection
Algorithm #2 and synchronizes with the periodic advertisements. The AUX_SYNC_IND PDU has
the AdvMode field set to 0b00 and includes a TxPower field. If the data set in Step 4 is greater
than or equal to 255, the AUX_SYNC _IND PDU contains an AuxPtr. If the AuxPtr is not present,
skip to Step 11.

10. The Lower Tester utilizes the previous AuxPir field to listen for an AUX_CHAIN_IND PDU with
the AdvMode field set to 0b00 and containing additional data submitted in Step 4. The Lower
Tester expects the AUX_CHAIN_IND PDU not to contain a TxPower field. This step is repeated
until an AUX_CHAIN_IND PDU is received with no AuxPtr field and all data has been received.

11. Repeat Steps 7-10 10 times.

12. The Upper Tester disables extended advertising using the
HCI_LE_Set Extended_Advertising_Enable command but maintains synchronization with the
IUT’s periodic advertising.

13. The Lower Tester confirms that periodic advertising with the expected TxPower field continues
when extended advertising is disabled by repeating Steps 7-10 10 times.

14. The Upper Tester disables periodic advertising using the
HCI_LE_Set_Periodic_Advertising_Enable command.

* Expected Outcome

Pass verdict
The Lower Tester receives all AUX_SYNC_IND PDUs with a TxPower field.

The Lower Tester receives all AUX_CHAIN_IND PDUs without a TxPower field.

LL/DDI/ADV/BV-62-C [Periodic Advertising, Channel Map Update]
* Test Purpose

Tests that an advertiser IUT sending periodic advertisements correctly provides the channel map
update indication.

* Reference
[10]14.4.2.13.1
[18] 1.20
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* |nitial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)

- All primary and secondary channels are enabled in the channel map.
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Execute the test procedure using periodic advertising events with a selected periodic advertising
interval between the minimum and maximum advertising intervals supported.

Lower

Tester

ADV_EXT_IND

IUT
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HCI_LE_Set_Host_Channel_Classification

Tester

<
<

HCI_Command_Complete_Event
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>
>

(Status: 0x00)
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<
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>
>

(Status: 0x00)
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<
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>
>

(Status: 0x00)
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<
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>
>
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<
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(Enable)

>
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(AdvData)

>
>
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>
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Figure 4.2-50: LL/DDI/ADV/BV-62-C [Periodic Advertising, Channel Map Update] MSC
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1. The Upper Tester sends an HCI_LE_Set Host_Channel_Classification command to the IUT,
setting the channel map to only use odd channels. The Upper Tester receives an
HCI_Command_Complete event from the IUT in response.

2. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported. Advertising_Event_Properties parameter
is set to 0x0000. The Primary_Advertising PHY and Secondary_Advertising_PHY are set to the
LE 1M PHY.

3. The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Parameters command to the IUT
using a selected periodic interval. Periodic_Advertising_Properties parameter is set to 0x0000.

4. The Upper Tester sends an HCI_LE_Set_Periodic_Advertising_Data command to the IUT with
Advertising_Data_Length set to 31. The payload consists of random octets from 1 to 254.

5. The Upper Tester enables periodic advertising using the
HCI_LE_Set Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(Periodic Advertising).

6. The Upper Tester enables advertising using the HCl_LE_Set Extended_Advertising_Enable
command. The Duration[0] parameter is set to 0x0000 (No Advertising Duration).

7. The Lower Tester receives an ADV_EXT _IND packet from the IUT with AdvMode set to 0b00
with the AuxPtr Extended Header field present.

8. The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00 and the Syncinfo Extended Header fields
present. The Syncinfo contains a ChannelMap where all even channels are disabled.

9. The Lower Tester utilizes the Syncinfo field to listen for an AUX_SYNC_IND PDU on the
secondary advertising channel using the index selected by the LE Channel Selection Algorithm
#2 and synchronizes with the periodic advertisements. The AUX_SYNC_IND PDU has the
AdvMode field set to 0b00.

10. The Lower Tester receives data as specified in Step 4.

11. The Upper Tester sends an HCI_LE_Set Host Channel_Classification command to the IUT
setting the channel map to only use even channels.

12. If the command succeeds, then the IUT sends an HClI_Command_Complete event to the Upper
Tester with Status 0x00. Otherwise, repeat Step 11 with a different value of the Channel_Map
parameter up to 20 times, with at least 5 seconds between repeats, or until the command
succeeds.

13. The Lower Tester receives AUX_SYNC _IND PDUs with the Channel Map Update Indication data
present only in the extended header prior to the instant.

14. The Lower Tester continues to receive periodic data using channelMapnew after the instant.

* Expected Outcome

Pass verdict

The IUT provides channelMapnew in the extended header a minimum of 6 AUX_SYNC_IND PDUs
before the instant occurs. The new map is not required to be the same as the one sent by the Host.

The Lower Tester receives data from the IUT utilizing the new channel map from the instant.

Inconclusive verdict

The IUT accepts the HCI_LE_Set Host Channel_Classification command but chooses not to update
the channel map and no Channel Map Update indication is provided.

In Step 12, the HCI_LE_Set Host_Channel_Classification command fails 20 times.
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4.2.3.9 ADIl in Periodic Advertising when supporting Periodic Advertising Filtering
* Test Purpose

Tests that the advertiser IUT sends periodic advertising with different Advertising DIDs in the
advertising set and the associated periodic advertising.

* Reference
[19]12.3.1.7,4.6.34
[23]12.3.1.9

* Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)

- The Upper Tester has not performed the
HCI_LE_Set_Default_Periodic_Advertising_Sync_Transfer_Parameters command since last
being reset. —

* Test Case Configuration

TCID Advertising PDU
LL/DDI/ADV/BV-63-C AUX_SYNC_IND
LL/DDI/ADV/BV-87-C AUX_SYNC_SUBEVENT_IND

Table 4.2-29: ADI in Periodic Advertising when supporting Periodic Advertising Filtering test cases
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* Test Procedure
Lower Tester IuT Upper Tester

HCI_LE_Set_Extended_Advertising_Parameters
(Own_Address_Type: 0x00,
Primary_Advertising_PHY: 0x01,
Secondary_Advertising_PHY: 0x01)

HCI_Command_Complete
(Status: 0x00)

>
>

ALT 2A

HCI_LE_Set_Periodic_Advertising_Parameters

<&
d

HCI_Command_Complete
(Status: 0x00)

>
>

| HCI_LE_Set_Periodic_Advertising_Data
B (Operation: 0x04, Advertising_Data_Length: 100,
Advertising_Data)

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set_Periodic_Advertising_Enable
(Enable bit 0: 0b1, Enable bit 1: 0b1))

<&
d

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set Extended_Advertising_Enable
(Enable: 0x01, Duration[0]: 0x0000)

<&
d

HCI_Command_Complete
(Status: 0x00)

>
>

ALT 2B

HCI_LE_Set_Periodic_Advertising_Parameters[v2]
(Num_Subevents: 10, Subevent_Interval: 0x50
Response_Slot_Delay: 0x01,
Response_Slot_Spacing: 0x0A,
Num_Response_Slots: 0x05)

A

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set Periodic_Advertising_Enable
(Enable bit 0: 1, Enable bit 1: 1))

<&
d

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set Extended_Advertising_Enable
(Enable: 0x01, Duration[0]: 0x0000)

<&
d

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Periodic_Advertising_Subevent_Data_Request
(Subevent_Start, Subevent_Data_Count)

HCI_LE_Set_Periodic_Advertising_Subevent_Data
N (Num_Subevents_With_Data: 1, Subevent)

HCI_Command_Complete
(Status: 0x00)

>
>

Figure 4.2-51: ADI in Periodic Advertising when supporting Periodic Advertising Filtering MSC — Page 1 of 2
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Lower Tester IuT Upper Tester

ADV_EXT_IND
(AdvMode: 00b, AuxPtr)

<
<

AUX_ADV_IND
(AdvMode: 00b, DID1, SID1)

A

P Advertising PDU
(DID2, SID1)

Repeat for 9 Periodic:
Advertising Intervals:
for AUX_SYNC_IND:

Advertising PDU
(DID2, SIDT)

. HCI_LE_Set Periodic_Advertising_Data
(Operation: 0x04, Advertising_Data_Length: 100,
Advertising_Data)

HCI_Command_Complete
(Status: 0x00)

A 4

ALT 7B

HCI_LE_Periodic_Advertising_Subevent_Data_Request
(Subevent_Start, Subevent_Data_Count)

HCI_LE_Set_Periodic_Advertising_Subevent_Data
(Num_Subevents_With_Data: 1, Subevent)

A

HCI_Command_Complete
(Status: 0x00)

>
>

Advertising PDU

(DID3, SIDT)
A Repeat for 9 Periodic;
Advertising Intervals:
for Advertising PDU:

P Advertising PDU

< (DID3, SIDT)

Figure 4.2-52: ADI in Periodic Advertising when supporting Periodic Advertising Filtering MSC — Page 2 of 2

1. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported and receives a successful
HCI_Command_Complete event in return. Advertising_Event_Properties parameter is set to
0x0000, Primary_Advertising_PHY is set to 0x01 (LE 1M), and Secondary_Advertising_PHY is
set to 0x01 (LE 1M).

2. Perform either alternative 2A or 2B depending on the Advertising PDU specified in Table 4.2-29.
Alternative 2A (AUX_SYNC_IND PDUs):

2A.1  The Upper Tester sends an HCI_LE_Set_Periodic_Advertising_Parameters
command to the IUT and receives a successful HCI_Command_Complete event in
response.
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2A.2  The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Data command to the
IUT with Advertising_Data_Length set to 100 using 100 random octets from 1 to 254
as the payload and receives a successful HCI_Command_Complete event in
response.
2A.3  The Upper Tester enables periodic advertising with Periodic Advertising Filtering
using the HCI_LE_Set Periodic_Advertising_Enable command with bit 0 (Enable
periodic advertising) and bit 1 (Include the ADI field in AUX_SYNC _IND PDUs) set
to 1 and receives an HCI_Command_Complete event in response.
2A.4  The Upper Tester enables advertising using the
HCI_LE_Set_Extended_Advertising_Enable command and receives a successful
HCI_Command_Complete event in response. The Duration[0] parameter is set to
0x0000 (No Advertising Duration).
Alternative 2B (AUX_SYNC_SUBEVENT _IND PDUs):
2B.1  The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Parameters [v2]
command to the IUT with Num_Subevents set to 10, Subevent_Interval set to 0x50
(100 ms), Response_Slot_Delay set to 0x01 (1.25 ms), Response_Slot_Spacing set
to Ox0A (1.25 ms), and Num_Response_Slots set to 0x05 and receives a successful
HCIl_Command_Complete event in response.
2B.2  The Upper Tester enables periodic advertising with Periodic Advertising Filtering
using the HCI_LE_Set_Periodic_Advertising_Enable command with bit 0 (Enable
periodic advertising) and bit 1 (Include the ADI field in AUX_SYNC_SUBEVENT_IND
PDUs) set to 1 and receives an HClI_Command_Complete event in response.
2B.3  The Upper Tester enables advertising using the
HCI_LE_Set_Extended_Advertising_Enable command, the Duration[0] parameter is
set to 0x0000 (No Advertising Duration), and receives an HCl_Command_Complete
event in response.
2B.4 The IUT sends an HCI_LE_Periodic_Advertising_Subevent_Data_Request event to
the Upper Tester with Subevent_Start and Subevent_Data_Count.
2B.5 The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Subevent Data
command to the IUT with Num_Subevents_With_Data set to 1, Subevent set to
Subevent_Start from Step 2B.4, and receives a successful
HCIl_Command_Complete event in response.
The IUT sends an ADV_EXT _IND packet to the Lower Tester with AdvMode set to 0b00 with the
AuxPtr Extended Header field present.
The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00, the Syncinfo Extended Header field
present, and ADI set to a random value. If the Advertising PDU specified in Table 4.2-29 is
AUX_SYNC_IND, the AUX_ADV_IND PDU does not contain Periodic Advertising Response
Timing Information. If the Advertising PDU specified in Table 4.2-29 is
AUX_SYNC_SUBEVENT_IND, the AUX_ADV_IND PDU contains Periodic Advertising Response
Timing Information with the subeventinterval, responseSlotDelay, and responseSlotSpacing
matching the values set in Step 2B.1, and RspAA is a valid Access Address.
The Lower Tester utilizes the Syncinfo field to listen for an Advertising PDU as specified in Table
4.2-29 on the secondary advertising channel using the index selected by the LE Channel
Selection Algorithm #2 and synchronizes with the periodic advertisements. If the Advertising PDU
is AUX_SYNC_SUBEVENT_IND, the Lower Tester utilizes the Periodic Advertising Response
Timing Information ACAD to listen to AUX_SYNC_SUBEVENT_IND PDUs. The Advertising PDU
specified in Table 4.2-29 has the ADI DID subfield set to a random value that is different from the
AUX_ADV_IND ADI DID subfield in Step 4, the AA field is the same as the value in the Syncinfo
field in the AUX_ADV_IND PDU, and the ADI SID subfield is the same as the AUX_ADV_IND
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SID subfield in Step 4. If the ADI DID subfield in the Advertising PDU is the same as the
AUX_ADV_IND ADI DID subfield in Step 4, then the test is rerun exactly one time.

6. If the Advertising PDU specified in Table 4.2-29 is AUX_SYNC_IND, repeat Step 5 for nine
periodic advertising intervals.

7. Perform either alternative 7A or 7B depending on the Advertising PDU specified in Table 4.2-29.
Alternative 7A (AUX_SYNC _IND PDUs):

7A.1 The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Data command to the
IUT with Operation set to 0x04 and receives a successful HCI_Command_Complete
in return.

Alternative 7B (AUX_SYNC_SUBEVENT_IND PDUs):

7B.1  The IUT sends an HCI_LE_Periodic_Advertising_Subevent_Data_Request event to
the Upper Tester with Subevent_Start and Subevent_Data_Count.

7B.2  The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Subevent_Data
command to the IUT with Num_Subevents With_Data set to 1, Subevent set to
Subevent_Start from Step 7B.1, and receives a successful
HCIl_Command_Complete event in return.

8. The IUT sends an Advertising PDU as specified in Table 4.2-29 with an ADI DID subfield set to a
random value that is different from the value in Step 5 and an ADI SID subfield that is the same
as the value in Step 5. If the ADI DID subfield in the Advertising PDU is the same as the
AUX_ADV_IND ADI DID subfield in Step 4 then the test is rerun exactly one time. If the
Advertising PDU is the AUX_SYNC_SUBEVENT_IND, the advertising data is the same as the
data in Step 7B.2.

9. If the Advertising PDU specified in Table 4.2-29 is AUX_SYNC_IND, the IUT sends Advertising
PDUs as specified in Table 4.2-29 with an ADI DID and SID subfields set to the same values as
in Step 8.

10. Perform either alternative 10A or 10B depending on the Advertising PDU specified in Table
4.2-29.

Alternative 10A (AUX_SYNC_IND PDUs):

10A.1 Repeat Step 9 for nine periodic advertising intervals.
Alternative 10B (AUX_SYNC_SUBEVENT_IND PDUs):

10B.1 Repeat Steps 7B.1-8 for nine periodic advertising intervals.

Expected Outcome

Pass verdict
The ADI DID subfield in the AUX_ADV_IND PDU in Step 4 and the ADI DID subfield in the
Advertising PDU specified in Table 4.2-29 in Step 5 are different.

The ADI SID subfield in the AUX_ADV_IND PDU in Step 4 and the ADI SID subfield in the
Advertising PDU specified in Table 4.2-29 in Step 5 are the same.

In Steps 5 and 8, the Advertising PDU specified in Table 4.2-29 is set between
syncPacketWindowOffset after the start of the AUX_ADV_IND PDU and syncPacketWindowOffset +
one Offset units after the start of the AUX_ADV_IND PDU.

In Step 4, the AUX_ADV_IND PDU does not contain Periodic Advertising Response Timing
Information ACAD.

In Step 4, the AUX_ADV_SUBEVENT_IND PDU has the same subeventinterval, responseSlotDelay,
and responseSlotSpacing in Periodic Advertising Response Timing Information ACAD as in Step
2B.1.

In Step 8, the ADI DID subfield is different from the ADI DID subfield in Step 5.
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In Steps 8 and 9, when the Advertising PDU is AUX_SYNC_SUBEVENT_IND, the ADI DID subfield
is different from the ADI DID subfield in Step 5.

In Step 8, the ADI SID subfield is the same as the ADI SID subfield in Step 5.

In Step 8, the AUX_SYNC_SUBEVENT _IND PDU has the same advertising data as set in Step 7B.2.
In Step 9, the ADI DID and SID subfields are the same as the subfields in Step 8.

Fail verdict

The DID subfields are the same in either Step 5 or Step 8 when the test is run a second time.

Note

If the IUT returns the error code 0x46 (Too Late) to the
HCI_LE_Set Periodic_Advertising_Subevent Data command, then the Upper Tester may wait for
another HCI_LE_Periodic_Advertising_Subevent Data_Request and attempt the command again.

LL/DDI/ADV/BI-07-C [Connection Request Invalid Hop Increment]

%)

Test Purpose

Tests that an advertiser IUT receiving connection requests with invalid hop increments either ignores
the connection request and continues to advertise or completes the connection and stops advertising.

Reference

13]13.1,4.4.2.3

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Undirected Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max, supported
type of own address, selected advertising channel, Length of device name used, common device
name)
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Execute the test procedure with an advertising interval between the minimum and maximum
advertising intervals. Apply the policy of filter accept listing all devices (apply the filtering policy of
allowing scan request, connect request from any (0x00)) for an IUT supporting device filtering. The
connection request packet contents are defined in Section 4.3.2, Common PDU Contents.

Lower
Tester

IUT

HCI_LE_Set_Advertising_Parameters

Upper
Tester

HCI_Command_Complete_Event

“ (Conn. Undir Event, Own_Address_Type, Ch 37,
Policy: 0x00)

(Status: 0x00)

Y
>

REPEAT|FOR
hoplncrement from 0 to 4 and 17 to 31

<
<

ADV_IND

&
<

HCI_LE_Set_Advertising_Enable

HCI_Command_Complete_Event

(Enable)

(Status: 0x00)

CONNECT_IND

(hopIncrement)

>
>

g
L g

ALT 1

REPEAT 5 TIMES

ADV_IND

<
<

ADV_IND

<
<

CONNECT_IND

(hoplncrement)

>
>

ADV_IND

<
<

Data Packet

Data Packet

>
>

Each Data Packet is sent
using the connlnterval and

The IUT does not respond
to any of the data packets.

hopincrement in CONNECT_IND.

Data Packet

A4

Data Packet

A4

Data Packet

A4

Data Packet

A4

Y

HCI_LE_Set_Advertising_Enable

<
<

HCI_Command_Complete_Event

(Disable)

(Status: 0x00)

»
P>

Figure 4.2-53: LL/DDI/ADV/BI-07-C [Connection Request Invalid hoplncrement] MSC — Page 1 of 2
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Lower Upper
Tester IuT Tester

ALT 2

HCI_LE_Connection_Complete Event
(Status: 0x00)

A 4

REPEAT FOR 10
CONNECTION EVENTS.
Each Data Packet is sent

on channels with hoplinterval
separation. The IUT responds
to each of the data packets.

Data Packet

>
>

Empty Data Packet

A

HCI_Disconnect

<
d

HCI_Command_Status_Event
(Reason: 0x00)

>
>

LL_TERMINATE_IND

A

HCI_Disconnection_Complete Event

A 4

Figure 4.2-54: LL/DDI/ADV/BI-07-C [Connection Request Invalid hoplncrement] MSC — Page 2 of 2

1. The Upper Tester sends an HCI_LE_Set_Advertising_Parameters command to the IUT with
Advertising_Type set to 0x00, Advertising_Channel_Map set to 0b001, and
Advertising_Filter_Policy set to 0x00 and receives a successful HCl_Command_Complete event
in response.

2. Repeat Steps 3—24 for hoplncrement setto 0 —4 and 17 — 31.

3. Configure the Lower Tester to initiate a connection but sending CONNECT_IND packets with
hoplncrement as specified in Step 2.

4. The Upper Tester enables undirected advertising in the IUT using all supported advertising
channels.

5. The Lower Tester receives an ADV_IND packet from the IUT and responds with a

CONNECT_IND packet with the specified hoplncrement on the selected advertising channel

T_IFS after the end of an advertising packet.

The IUT either ignores the CONNECT _IND or connects to the Lower Tester.

If the IUT ignores the CONNECT _IND, execute Steps 9—14 and skip Steps 15-24.

If the IUT connects to the Lower Tester, skip Steps 9-14 and execute Steps 15-24.

The IUT continues advertising.

0. The Lower Tester receives an ADV_IND packet from the IUT and responds with a
CONNECT_IND packet with the specified hoplncrement on the selected advertising channel
T_IFS after the end of an advertising packet.

11. The Lower Tester sends 6 data packets using the connection interval in the CONNECT _IND PDU

in Step 10.
12. The IUT does not respond to any of the packets in Step 11.
13. Repeat Steps 9-12 five times.

S0 NS
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14. The Upper Tester sends an HCI_LE_Set Advertising_Enable command to disable advertising
and receives a successful HCI_Command_Complete event in response.

15. The IUT sends the Upper Tester an HCI_LE_Connection_Complete event.

16. Step 17 and Steps 18—20 are executed in parallel.

17. The Lower Tester receives no ADV_IND packets after the advertising interval from the IUT. Wait
for a time equal to 4 advertising intervals to check that no ADV_IND is received.

18. The Lower Tester sends data packets to the IUT at each connection event. Each data packet is
sent on a channel that is the current hop increment from the previous one.

19. The IUT acknowledges each data packet received in Step 18.

20. Steps 18 and 19 are repeated for 10 connection events.

21. The Upper Tester sends an HCI_Disconnect command to the IUT and receives a successful
HCI_Command_Status event in return.

22. The IUT sends an LL_TERMINATE_IND PDU to the Lower Tester.

23. The IUT sends an HCI_Disconnect_Complete command to the Upper Tester.

Expected Outcome

Pass verdict

The test procedure completes between the minimum and maximum advertising intervals on all of the
supported advertising channels.

In Step 9, the IUT ignores the received CONNECT _IND and continues to advertise.
In Step 12, the IUT does not respond to the data packets received from the Lower Tester.

In Step 15, the IUT completes the connection to the Lower Tester and notifies the Upper Tester with
an HCI_LE_ Connection_Complete event.

In Step 19, the IUT acknowledges each of the data packets received by the Lower Tester.

Notes

The notes in test case LL/DDI/ADV/BV-01-C [Non-Connectable Advertising Events] describe the
reasoning of the timing measurements and test result criteria.

4.2.3.10 Extended Advertising, Multiple Sets, Legacy and Extended, Primary Advertising PDU

%)

Test Purpose

Verify that only one PDU type is used on the primary advertising channel in the same advertising
event. Advertisements without data are tested.

Reference

[19] 4.4.2

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)

- TSPX supported_advertising_channels defines the used or unused advertising channels as
defined per [9] IXIT.
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Test Case ID Advertising_Event_ | Primary Advertising Duration
Properties Legacy PDU Type
Expected
LL/DDI/ADV/BV-64-C [Non- 0x0010 ADV_NONCONN_IND | 0x00
Connectable and Non-
Scannable Undirected]
LL/DDI/ADV/BV-65-C 0x0013 ADV_IND 0x00
[Connectable and Scannable
Undirected]
LL/DDI/ADV/BV-66-C 0x001D ADV_DIRECT_IND 0x7D (1.25 s)
[Connectable Directed — High
Duty Cycle]
LL/DDI/ADV/BV-67-C 0x0015 ADV_DIRECT_IND 0x00
[Connectable Directed — Low
Duty Cycle]
LL/DDI/ADV/BV-68-C 0x0012 ADV_SCAN_IND 0x00

[Scannable Undirected]

Bluetooth SIG Proprietary

Table 4.2-30: Extended Advertising, Multiple Sets, Legacy and Extended, Primary Advertising PDU test cases
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* Test Procedure

Execute the test procedure using multiple types of advertising events with a selected advertising
interval between the minimum and maximum advertising intervals supported using all supported
advertising channels.

Lower Upper
Tester IuT Tester

HCI_LE_Set_Extended_Advertising_Parameters
(Extended Advertising, First Set, LE 1M PHY,
Primary_Interval_Advertising_Min = 0x20,
Primary_Interval_Advertising_Max = 0x20,
Own_Address_Type)

HCI_Command_Complete_Event
(Status: 0x00) o

HCI_LE_Set_Extended_Advertising_Parameters

~  (Extended Advertising, Second Set, LE 1M PHY,
Primary_Interval_Advertising_Min = 0x50,
Primary_Interval_Advertising_Max = 0x50,
Own_Address_Type)

HCI_Command_Complete_Event
(Status: 0x00)

{OPTIONAL

HCI_LE_Set_Extended_Advertising_Data
- (First Set, Advertising_Data_Length: 5,
Advertising Set 1)

HCI_Command_Complete_Event
(Status: 0x00)

\ 4

‘ HCI_LE_Set_Extended_Advertising_Data
- (Second Set, Advertising_Data_Length: 5,
Advertising Set 2)

HCI_Command_Complete_Event
(Status: 0x00)

HCI_LE_Set_Extended_Advertising_Enable
(First Set, Enable)

A

HCI_Command_Complete_Event
(Status: 0x00)

\ 4

HCI_LE_Set_Extended_Advertising_Enable
- (Second Set, Enable)

HCI_Command_Complete_Event
(Status: 0x00)

\ 4

Figure 4.2-55: Extended Advertising, Multiple Sets, Legacy and Extended, Primary Advertising PDU MSC —
Page 1 of 2
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>
>
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<
d

HCI_Command_Complete_Event
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>
>

Figure 4.2-56: Extended Advertising, Multiple Sets, Legacy and Extended, Primary Advertising PDU MSC —
Page 2 of 2

1. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported, Advertising_Event_Properties parameter
set to 0x0000, Primary_Advertising_PHY set to 0x01 (LE 1M), Primary_Advertising_Interval_Min
and Primary_Advertising_Interval_Max set to 20 ms (0x000020), and
Secondary_Advertising_PHY set to 0x01 (LE 1M).
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2. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported, Advertising_Event_Properties set as
specified in Table 4.2-30, Primary_Advertising_PHY set to 0x01 (LE 1M),
Secondary_Advertising_PHY set to 0x01 (LE 1M), Primary_Advertising_Interval_Min and
Primary_Advertising_Interval_Max set to 50 ms (0x000050), and Advertising_SID set to a
different value from Step 1.

3. If the Advertising_Event_Properties specified in Table 4.2-30 is ADV_DIRECT _IND, skip to
Step 6.

4. The Upper Tester sends an HCI_LE_Set_Advertising_Data command to the IUT with
Advertising_Handle set to the value in Step 1, Advertising_Data_Length set to 5, and
Advertising_Data set to 5 random octets (Advertising_Dataset_1).

5. The Upper Tester sends an HCI_LE_Set_Advertising_Data command to the IUT with
Advertising_Handle set to the value in Step 2, Advertising_Data_Length set to 5, and
Advertising_Data set to 5 random octets that are different than the data in Step 4
(Advertising_Dataset_2).

6. The Upper Tester enables both advertising sets by sending an
HCI_LE_Set Extended_Advertising_Enable command to the Lower Tester with Num_Sets set
to 2 and Advertising_Handle and Duration set for each advertising set. For each set, the Duration
parameter is set as specified in Table 4.2-30.

7. The Lower Tester receives interlaced advertising events for each set, consisting of legacy PDUs
or ADV_EXT_IND PDUs according to the expected Advertising_Event_Properties in Table 4.2-30
for each set. The Lower Tester verifies that only the expected PDU types as specified in
Table 4.2-30 for the event are received on the supported primary advertising channels.

8. If an AuxPtr field is present in the primary channel advertising packet, the Lower Tester utilizes
the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary advertising channel using
the LE 1M PHY.

. Repeat Steps 4 and 5 a total of 10 times.

10. The Upper Tester disables both advertising sets using one
HCI_LE_Set Extended_ Advertising_Enable command for each advertising set.

11. The Upper Tester clears the advertising sets using one HCI_LE_Clear_Advertising_Sets
command.

* Expected Outcome
Pass verdict

In Step 7, the IUT sends only the expected primary advertising PDUs for the events on the supported
advertising channels with the first advertising set at 20 ms intervals and the second advertising set at
50 ms intervals.

In Step 7, if the Advertising_Event_Properties specified in Table 4.2-30 is not ADV_DIRECT_IND, the
IUT receives the correct advertising data for each advertising set.

4.2.3.11 Advertising Data, New RPA on Change Reasons

* Test Purpose

Test that an advertiser IUT has the correct behavior for all Change_Reason values, that the IUT only
changes the RPA when the data indicated by the Change Reason has been modified, and that the
IUT retains the previous Change Reasons when advertising has been disabled and re-enabled.

The Lower Tester observes the AdvA field in the advertising packets change when appropriate.
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Reference

[3]4.4.2.6

Initial Condition

Link Layer (LL) / Test Suite

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,

LL_advertiser_Adv_Channel_Map.

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Makx,

selected type of advertising events, selected advertising channel map).

- The IUT is using a resolvable private address (0x02 or 0x03). The IUT and the Lower Tester have
previously distributed their IRKs.

Test Case Configuration

TCID Type Advertising Type / PDU

Advertising Event

Properties
LL/DDI/ADV/BV-69-C Legacy Non-Connectable ADV_NONCONN_IND
[3]4.4.2.6 Undirected (0x03)
LL/DDI/ADV/BV-70-C Legacy Connectable and ADV_IND
[3]4.4.2.3 Scannable Undirected

(0x00)
LL/DDI/ADV/BV-71-C Legacy Scannable Undirected | ADV_SCAN_IND
[3]4.4.2.5 (0x02)
LL/DDI/ADV/BV-72-C Extended Non-Connectable ADV_NONCONN_IND
[3]4.4.2.6 Undirected

(0b00010000)
LL/DDI/ADV/BV-73-C Extended Connectable and ADV_IND
[3]4.4.2.3 Scannable Undirected

(0b00010011)
LL/DDI/ADV/BV-74-C Extended Scannable Undirected | ADV_SCAN_IND
[314.4.2.5 (0p00010010)

Table 4.2-31: Advertising Data, New RPA on AdvData Change test cases
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Test Procedure

Execute the test procedure using non-connectable advertising events with a selected advertising
interval between the minimum and maximum advertising intervals supported using the selected
advertising channel.

If the test is an Extended Advertising Type, the HCI advertising commands are the Extended
Advertising versions.

Lower Upper
Tester T Tester

REPEAT|FOR EACH ROUND

HCI_LE_Set_Advertising_Parameters
(Advertising_Type, Own_Address_Type,
Policy: 0x03)

A

HCI_Command_Complete_Event
(Status: 0x00)

>
>

HCI_LE_Set_Advertising_Data
(Data Length, data: data1)

<
<

HCI_Command_Complete_Event
(Status: 0x00)

>
>

ALT 4A

HCI_LE_Set_Data_Related_Address_Changes
h (Change_Reasons bit 0: 0b1)

HCI_Command_Complete_Event
(Status: 0x00)

>
>

HCI_LE_Set_Advertising_Enable
(Enable)

<
<

HCI_Command_Complete_Event
(Status: 0x00)

>
>

ALT 4B

HCI_LE_Set_Advertising_Enable
(Enable)

<
<

HCI_Command_Complete_Event
(Status: 0x00)

>
>

HCI_LE_Set Data_Related_Address_Changes
(Change_Reasons bit 0: 0b1)

HCI_Command_Complete_Event
(Status: 0x00)

>
>

HCI_LE_Set_Scan_Response_Data
(Scan_Response_Data_Length: 1,
Scan_Response_Data: Octet 1)

A

HCI_Command_Complete_Event
(Status: 0x00)

>
>

REPEAT 10 TIMES

Advertising PDU
(AdvA)

A

Figure 4.2-57: Advertising Data, New RPA on AdvData Change MSC — Page 1 of 2
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Lower uT Upper
Tester Tester
. HCI_LE_Set Advertising_Data
- (Data Length, data: data2)
HCI_Command_Complete_Event -
(Status: 0x00) g
REPEAT 10 TIMES
. Advertising PDU
< (AdVA)
. HCI_LE_Set Scan_Response_Data
- (Scan_Response_Data_Length: 1,
Scan_Response_Data: Octet 2)
HCI_Command_Complete_Event -
(Status: 0x00) d
REPEAT 10 TIMES
P Advertising PDU
< (AdvA)
P HCI_LE_Set_Advertising_Enable
- (Disable)
HCI_Command_Complete_Event -
(Status: 0x00) d
P HCI_LE_Set_Advertising_Enable
- (Enable)
HCI_Command_Complete_Event -
(Status: 0x00) d
REPEAT 10 TIMES
. Advertising PDU
< (AdvA)
. HCI_LE_Set_Scan_Response_Data
- (Scan_Response_Data_Length: 1,
Scan_Response_Data: Octet 2)
HCI_Command_Complete_Event -
(Status: 0x00) d
REPEAT 10 TIMES
P Advertising PDU
< (AdvA)
. HCI_LE_Set Advertising_Data
- (Data Length: 32, data3)
HCI_Command_Complete_Event -
(Status: 0x00) g
REPEAT 10 TIMES
P Advertising PDU
< (AdVA)

Figure 4.2-58: Advertising Data, New RPA on AdvData Change MSC — Page 2 of 2
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1.

Link Layer (LL) / Test Suite

Configure the Lower Tester to monitor advertising packets from the IUT.

Repeat Steps 2—-19 for each round in Table 4.2-32.

2.

The Upper Tester sends an HCI_LE_Set Advertising_Parameters command as specified in
Table 4.2-31 to the IUT using a selected primary advertising channel and selected advertising
interval between the minimum and maximum advertising intervals and receives a successful
HCIl_Command_Complete event in return. The Advertising Type is set as specified in Table
4.2-31. For extended advertising, the same Advertising_Handle is used in all rounds.
The Upper Tester sends an HCI_LE_Set_Advertising_Data command to the IUT and receives a
successful HCI_Command_Complete in response. The data element used in the command is the
length of the data field. The data length and data are set as specified in Table 4.2-32. In rounds
other than the first, the data is not the same as was left after the previous round.
Perform either alternative 4A or 4B depending on the order of commands specified in Table
4.2-32.
Alternative 4A (LE Set Data Related Address Changes command sent first):
4A.1  The Upper Tester sends an HCI_LE_Set Data_Related Address Changes
command to the IUT with Advertising_Handle set to a random value for legacy
commands or the set configured in Step 2 for extended commands and
Change_Reasons set as specified in Table 4.2-32, and receives a successful
HCIl_Command_Complete in return.
4A.2  The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to
enable advertising and receives a successful HCI_Command_Complete event in
response.
Alternative 4B (LE Set Advertising Enable command sent first):
4B.1  The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT to
enable advertising and receives a successful HCI_Command_Complete event in
response.
4B.2  The Upper Tester sends an HCI_LE_Set Data_Related_Address_Changes
command to the IUT with Advertising_Handle set to a random value for legacy
commands or the set configured in Step 2 for extended commands,
Change_Reasons set as specified in Table 4.2-32, and receives a successful
HCIl_Command_Complete in return.
4B.3 The Lower Tester receives five advertising PDUs.
If the Advertising PDU specified in Table 4.2-31 is scannable, the Upper Tester sends an
HCI_LE_Set_Scan_Response_Data command to the IUT with Scan_Response_Data_Length set
to 1 and Scan_Response_Data set to one random octet, and receives a successful
HCI_Command_Complete event in response. In rounds other than the first, the data is not the
same as was left after the previous round.
The IUT starts sending Advertising PDUs as specified in Table 4.2-31 to the Lower Tester with
AdvA set to the RPA, including the data submitted in Step 3 starting an event on the selected
advertising channel.
The Lower Tester receives 10 Advertising PDUs and notes the AdvA.
The Upper Tester sends an HCI_LE_Set_Advertising_Data to the IUT with
Advertising_Data_Length and Advertising_Data set as specified in Table 4.2-32 with advertising
data different than in Step 3 and receives a successful HCI_Command_Complete event in
response.
The Lower Tester receives 10 Advertising PDUs and notes the AdvA.

. If the Advertising PDU specified in Table 4.2-31 is scannable, the Upper Tester sends an

HCI_LE_Set Scan_Response_Data command to the IUT with Scan_Response_Data_Length set
to 1 and Scan_Response_Data set to one random octet that is different than the one in Step 5,
and receives a successful HCI_Command_Complete event in response.
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11. The Lower Tester receives 10 Advertising PDUs and notes the AdvA.

12. The Upper Tester sends an HCI_LE_Set Advertising_Enable command to the IUT to disable
advertising and receives a successful HCI_Command_Complete event in response.

13. The Upper Tester sends an HCI_LE_Set Advertising_Enable command to the IUT to enable
advertising and receives a successful HCI_Command_Complete event in response.

14. The IUT starts sending Advertising PDUs as specified in Table 4.2-31 to the Lower Tester with
AdvA set to the RPA starting an event on the selected advertising channel.

15. If the Advertising PDU specified in Table 4.2-31 is scannable, the Upper Tester sends an
HCI_LE_Set Scan_Response_Data command to the IUT with Scan_Response_Data_Length set
to 1 and Scan_Response_Data set to one random octet that is different than the one in Step 10,
and receives a successful HCI_Command_Complete event in response.

16. The Lower Tester receives 10 Advertising PDUs and notes the AdvA.

17. The Upper Tester sends an HCI_LE_Set Advertising_Data to the IUT with
Advertising_Data_Length and Advertising_Data set as specified in Table 4.2-32 with advertising
data the same as in Step 8 except that one random bit is toggled, and receives a successful
HCI_Command_Complete event in response.

18. The Lower Tester receives 10 Advertising PDUs and notes the AdvA.

19. The Upper Tester sends an HCI_LE_Set Advertising_Enable command to the IUT to disable
advertising and receives a successful HCI_Command_Complete event in response.

* Test Condition

If the test uses extended advertising with a non-scannable type, Steps 5, 10, 11, 15, and 16 are

omitted.
Round Data Data in Data in Step 8 | Order of Commands in Step 4 Change_Reason
Length | Step 3
1 1 Random Random Octet HCI_LE_Set Data_Related_Address_Changes | 0x01
Octet HCI_LE_Set Advertising_Enable
2 31 31 Same as HCI_LE_Set Data_Related_Address_Changes | 0x01
Random | Step 3 except HCI_LE_Set_Advertising_Enable
Octets that one
random bit is
toggled
3 1 Random Random Octet HCI_LE_Set_Advertising_Enable 0x00
Octet HCI_LE_Set Data_Related Address_Changes
4 1 Random Random Octet HCI_LE_Set_Advertising_Enable 0x01
Octet HCI_LE_Set_Data_Related_Address_Changes
5 1 Random Random Octet HCI_LE_Set_Advertising_Enable 0x02
Octet HCI_LE_Set Data_Related_Address_Changes
6 1 Random Random Octet HCI_LE_Set_Advertising_Enable 0x03
Octet HCI_LE_Set Data_Related_Address_Changes

Table 4.2-32: Advertising Data, New RPA on AdvData Change rounds

Where the data in Step 8 is “Random Octet”, it differs from the data in Step 3.

* Expected Outcome

Pass verdict

The Lower Tester verifies that all RPAs received from the IUT can be resolved using the provided
key.
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The AdvA field remains the same except that it changes at the start of the following steps:
- Steps 9 and 18 in rounds where bit 0 of Change_Request is 1.

- Steps 6, 11, and 16 in rounds where bit 1 of Change_Request is 1 and the Advertising PDU
specified in Table 4.2-31 is scannable.

- Step 6 in rounds where bit 0 of Change_Request was 1 in the previous round.

In addition, the AdvA field may change at the start of Step 13.

LL/DDI/ADV/BV-75-C [Extended Advertising, New RPA on Change Reasons]
* Test Purpose

Test that an advertiser IUT has the correct behavior for Change Reason values, that the IUT only
changes the RPA when the data indicated by the Change_Reason has been modified, and that the
IUT retains the previous Change Reasons when advertising has been disabled and re-enabled.

The Lower Tester observes the AdvA field in the advertising packets change when appropriate.
* Reference

[10]14.4.2.6,4.4.2.10
* Initial Condition

- Same as LL/DDI/ADV/BV-74-C [Advertising Data, New RPA on AdvData Change]
* Test Procedure

Execute the LL/DDI/ADV/BV-74-C test case, except that:

The Advertising PDUs have advertising Event Properties set to 0b00000000 with ADV_EXT_IND
PDUs with the AuxPtr field referring to a valid AUX_ADV_IND PDU on the secondary advertising
channel with the correct payload fields, timing, and channel sequence. The AdvA field may be in
either PDU in each advertising event.

* Expected Outcome

Pass verdict
Same as LL/DDI/ADV/BV-74-C [Advertising Data, New RPA on AdvData Change]
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LL/DDI/ADV/BV-76-C [Extended Scannable Advertising, New RPA on Change Reasons]

%)

Test Purpose

Test that an advertiser IUT has the correct behavior for all Change_Reason values, that the IUT only
changes the RPA when the data indicated by the Change_Reason has been modified, and that the
IUT retains the previous Change_Reasons when advertising has been disabled and re-enabled.

The Lower Tester observes the AdvA field in the advertising packets change when appropriate.
Reference

[3]4.4.2.6

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map.

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Makx,
selected type of advertising events, selected advertising channel map)

- The IUT is using a resolvable private address (0x02 or 0x03). The IUT and the Lower Tester have
previously distributed their IRKs.
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* Test Procedure

Execute the test procedure using scannable undirected advertising events with a selected advertising
interval between the minimum and maximum advertising intervals supported using the selected
advertising channel.

The HCI advertising commands are the Extended Advertising versions.

Lower Upper
Tester T Tester

REPHAT FOR EACH ROUND

HCI_LE_Set_Extended_Advertising_Parameters
(Advertising_Event_Properties: 0b00000010,
Primary_Advertising_Channel_Map,
Primary_Advertising_Interval_Min,
rimary_Advertising_Interval_Max)

HCI_Command_Complete_Event
(Status: 0x00) o

ROUND (1

L HCI_LE_Set_Extended_Scan_Response_Data
B (Scan_Response_Data_Length: 1, data)

HCI_Command_Complete_Event
(Status: 0x00) d

ALT 4A

HCI_LE_Set Data_Related_Address_Changes
(Advertising_Handle, Change_Reasons)

<

HCI_Command_Complete_Event
(Status: 0x00)

A 4

L HCI_LE_Set_Advertising_Enable
(Enable)

HCI_Command_Complete_Event
(Status: 0x00)

A 4

ALT 4B

HCI_LE_Set_Advertising_Enable
(Enable)

<
<

HCI_Command_Complete_Event
(Status: 0x00)

A 4

HCI_LE_Set_Data_Related_Address_Changes
(Advertising_Handle, Change_Reasons)

<

HCI_Command_Complete_Event
(Status: 0x00)

A 4

HCI_LE_Set_Extended_Scan_Response_Data
(Scan_Response_Data_Length: 1,
Scan_Response_Data: Octet 1)

HCI_Command_Complete_Event
(Status: 0x00)

A 4

REPEAT 10 TIMES

ADV_SCAN_IND
(AdvA)

A

Figure 4.2-59: LL/DDI/ADV/BV-76-C [Extended Scannable Advertising, New RPA on Change Reasons] MSC —
Page 1 of 2
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P HCI_LE_Set_Extended_Advertising_Data

(Advertising_Data Length: 0)

HCI_Command_Complete_Event

Y

(Status: 0x00)

A

ADV_SCAN_IND

REPEAT 10 TIMES

(AdVA

)

HCI_LE_Set_Extended_Scan_Response_Data
(Scan_Response_Data_Length: 1,
Scan_Response_Data: Octet 2)

HCI_Command_Complete_Event
(Status: 0x00)

A 4

A

Advertising PDU

REPEAT 10 TIMES

(AdvA)

P HCI_LE_Set_Advertising_Enable
(Disable)

HCI_Command_Complete_Event
(Status: 0x00)

A\ 4

HCI_LE_Set_Advertising_Enable

A

(Enable)

HCI_Command_Complete_Event

(Status: 0x00) >

A

ADV_SCAN_IND

(AdvA)

REPEAT 10 TIMES

HCI_LE_Set_Extended_Scan_Response_Data

(Scan_Response_Data_Length: 1,
Scan_Response_Data: Octet 3)

HCI_Command_Complete_Event

Y

(Status: 0x00)

A

ADV_SCAN_IND

(AdVA)

REPEAT 10 TIMES

A

HCI_LE_Set Advertising_Enable

HCI_Command_Complete_Event

(Disable)

(Status: 0x00)

Y

Figure 4.2-60: LL/DDI/ADV/BV-76-C [Extended Scannable Advertising, New RPA on Change Reasons] MSC —

Page 2 of 2

1.

Configure the Lower Tester to monitor advertising packets from the IUT.

Repeat Steps 2—16 for each round in Table 4.2-33.

2. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT with Advertising_Event_Properties set to Scannable Undirected (0b00000010) using a
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10.

11.

12.

13.

Link Layer (LL) / Test Suite

selected primary advertising channel and selected advertising interval between the minimum and
maximum advertising intervals, and receives a successful HCI_Command_Complete event in
return. For extended advertising, the same Advertising_Handle is used in all rounds.
In the first round, the Upper Tester sends an HCI_LE_Set Extended_Scan_Response_ Data
command to the IUT with Scan_Response_Data_Length set to 1 and Scan_Response_Data set
to one random octet, and receives a successful HCI_Command_Complete event in response. In
rounds other than the first, the step is skipped.
Perform either alternative 4A or 4B depending on the order of commands specified in Table
4.2-33.
Alternative 4A (LE Set Data Related Address Changes command sent first):
4A.1  The Upper Tester sends an HCI_LE_Set_Data_Related_Address_Changes
command to the IUT with Advertising_Handle set to configured in Step 2 and
Change_Reasons set as specified in Table 4.2-33, and receives a successful
HCI_Command_Complete in return.
4A.2  The Upper Tester sends an HCI_LE_Set Extended_Advertising_Enable command to
the IUT to enable advertising and receives a successful HCI_Command_Complete
event in response.
Alternative 4B (LE Set Advertising Enable command sent first):
4B.1  The Upper Tester sends an HCI_LE_Set Extended_Advertising_Enable command to
the IUT to enable advertising and receives a successful HCI_Command_Complete
event in response.
4B.2  The Upper Tester sends an HCI_LE_Set_Data_Related_Address_Changes
command to the IUT with the Advertising_Handle configured in Step 2,
Change_Reasons set as specified in Table 4.2-33, and receives a successful
HCI_Command_Complete in return.
4B.3  The Lower Tester receives five advertising PDUs.
The Upper Tester sends an HCI_LE_Set Extended_Scan_Response Data command to the IUT
with Scan_Response_Data_Length set to 1 and Scan_Response_Data set to one random octet,
and receives a successful HCI_Command_Complete event in response. In the first round, the
data is not the same as Step 3. In rounds other than the first, the data is not the same as was left
after the previous round.
The IUT starts sending ADV_EXT_IND PDUs to the Lower Tester with AdvMode set to 0b10 with
the AuxPtr Extended Header field present and AUX_ADV_IND PDUs to the Lower Tester with
AdvMode set to 0b10.
The Lower Tester receives 10 ADV_EXT_IND and AUX_ADV_IND PDUs and notes the AdvA in
the AUX_ADV_IND PDU.
The Upper Tester sends an HCI_LE_Set Extended_Scan_Response_Data command to the IUT
with Scan_Response_Data_Length set to 1 and Scan_Response_Data set to one random octet
that is different than the one in Step 5, and receives a successful HCI_Command_Complete
event in response.
The Lower Tester receives 10 ADV_EXT_IND and AUX_ADV_IND PDUs and notes the AdvA in
the AUX_ADV_IND PDU.
The Upper Tester sends an HCI_LE_Set Extended_Advertising_Enable command to the IUT to
disable advertising and receives a successful HCI_Command_Complete event in response.
The Upper Tester sends an HCI_LE_Set_Extended_Advertising_Enable command to the IUT to
enable advertising and receives a successful HCI_Command_Complete event in response.
The IUT starts sending ADV_EXT_IND PDUs to the Lower Tester with AdvMode set to 0b10 with
the AuxPtr Extended Header field present and AUX_ADV_IND PDUs to the Lower Tester with
AdvMode set to 0b10.
The Upper Tester sends an HCI_LE_Set Extended_Scan_Response _Data command to the IUT
with Scan_Response_Data_Length set to 1 and Scan_Response_Data set to one random octet
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that is different than the one in Step 8, and receives a successful HCI_Command_Complete
event in response.

14. The Lower Tester receives 10 ADV_EXT_IND and AUX_ADV_IND PDUs and notes the AdvA in
the AUX_ADV_IND PDU.

15. The Upper Tester sends an HCI_LE Set Extended_Advertising_Enable command to the IUT to
disable advertising and receives a successful HCI_Command_Complete event in response.

Round Data Length | Order of Commands in Step 4 Change_Reason

1 1 HCI_LE_Set Data_Related_Address_Changes 0x01
HCI_LE_Set Extended_Advertising_Enable

2 31 HCI_LE_Set Data_Related_Address_Changes 0x01
HCI_LE_Set Extended_Advertising_Enable

3 1 HCI_LE_Set Extended_Advertising_Enable 0x00
HCI_LE_Set Data_Related_Address_Changes

4 1 HCI_LE_Set Extended_Advertising_Enable 0x01
HCI_LE_Set Data_ Related_Address_Changes

5 1 HCI_LE_Set_Extended_Advertising_Enable 0x02
HCI_LE_Set Data_Related_Address_Changes

6 1 HCI_LE_Set_Extended_Advertising_Enable 0x03
HCI_LE_Set Data_Related_Address_Changes

Table 4.2-33: LL/DDI/ADV/BV-76-C [Extended Scannable Advertising, New RPA on Change Reasons] rounds

Expected Outcome

Pass verdict

The Lower Tester verifies that all RPAs received from the IUT can be resolved using the provided
key.

The AdVA field remains the same except that it must change at the start of Steps 6, 9, and 14 in
rounds where bit 1 of Change_Reason is 1. In addition, it may change at the start of Step 7 in rounds
where bit 0 of Change_Reason is 1, at the start of Step 11 in any round, and between each round.

4.2.3.12 Extended Advertising, Multiple Sets, New RPA on AdvData Change

%)

Test Purpose

Test that an advertiser IUT has the correct behavior for Change Reason values, that the IUT only
changes the RPA when the data indicated by the Change Reason has been modified, and that the
IUT retains the previous Change Reasons when advertising has been disabled and re-enabled.

An advertiser IUT sends multiple sets of extended advertising with correct payload fields, timing, and
channel sequence for the maximum time allowed using the LE 1M PHY.

Each advertising set uses a resolvable private address (0x02 or 0x03). The IUT and the Lower Tester
have previously distributed their IRKs. Each set will use a different IRK.

Reference

[10]4.4.2.6,4.4.2.10

Bluetooth SIG Proprietary Page 4.2-145



Link Layer (LL) / Test Suite

* |nitial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, selected advertising channel map)

* Test Case Configuration

TCID Advertising Set A Advertising Set B
LL/DDI/ADV/BV-77-C Non-Connectable, Non-Scannable | Non-Connectable, Non-Scannable

(0b00000000) (0b00000000)
LL/DDI/ADV/BV-78-C Scannable Scannable

(Ob00000010) (0b00000010)
LL/DDI/ADV/BV-79-C Non-Connectable, Non-Scannable | Scannable

(Ob00000000) (0b00000010)

Table 4.2-34: Extended Advertising Data, Multiple Sets, New RPA on AdvData Change test cases
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Execute the test procedure advertising events with a selected advertising interval between the
minimum and maximum advertising intervals supported using all supported advertising channels.

Lower
Tester

Upper
Tester

REPEAT F(

R EACH ROUND

'REPEAT FOR EACH
{ADVERTISING HANDLE

HCI_LE_Set _Extended_Advertising_Parameters

HCI_Command_Complete_Event

"(Advertising_Handle, Advertising_Event_Properties,
Own_Address_Type,Primary_Advertising_PHY:
0x01, Secondary_Advertising_PHY: 0x01)

(Status: 0x00)

HCI_LE_Set Data_Related_Address_Changes

>
>

<

HCI_Command_Complete_Event

(Advertising_Handle, Change_Reasons)

frmmmmARensA A e .-
'
'

Advertising PDU n|

(Status: 0x00)

bt scannable

HCI_LE_Set Extended_Advertising_Data

Al

HCI_Command_Complete_Event

Advertising_Handle, Advertising_Data_Length: 1,
Advertising_Data: data1)

r

(Status: 0x00)

Advertising PDU sfannable

HCI_LE_Set Extended_Scan_Response_Data

HCI_Command_Complete_Event

(Advertising_Handle,
Scan_Response_Data_Length: 1,
Scan_Response_Data)

(Status: 0x00)

HCI_LE_Set_Extended_Advertising_Enable

HCI_Command_Complete_Event

(Advertising_Handle, Enable, Num_Sets: 2,
Duration: 0x0000,
Max_Extended_Advertising_Events: 0x00)

(Status: 0x00)

REPEAT 10
until 1U

(max 5 secq
EACH

ADV_EXT_IND

FIMES OR Repeat
I stops advertising
nds). ONCE FOR
ADVERTISEMENT

T MAFS

A
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Figure 4.2-64: Extended Advertising, Multiple Sets, New RPA on AdvData Change MSC — Page 4 of 4

1. Repeat Steps 2—-32 for each round in Table 4.2-35.
2. Repeat Steps 3-6 for each advertising set in Table 4.2-34.
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18.

19.
20.
21.

Link Layer (LL) / Test Suite

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT with a unique Advertising_Handle (the same handle in all rounds), using all supported
advertising channels, and a selected advertising interval between the minimum and maximum
advertising intervals supported, and receives a successful HClI_Command_Complete event in
return. The Advertising_Event_Properties parameter is set as specified in Table 4.2-34, the
Own_Address_Type is set to 0x02 or 0x03, and the Primary_Advertising PHY and
Secondary_Advertising_PHY is set to 0x01 (LE 1M PHY).

The Upper Tester sends an HCI_LE_Set Data_Related Address_Changes command to the IUT
with Advertising_Handle set to the value in Step 3 and Change_Reasons set to the value in Table
4.2-35, and receives a successful HCI_Command_Complete in return.

If the Advertising PDU specified in Table 4.2-34 is not scannable, the Upper Tester sends an
HCI_LE_Set_Extended_Advertising_Data command to the IUT with Advertising_Handle set to
the value in Step 3, Advertising_Data_Length set to 1, Advertising_Data set to a random octet,
Fragment_Preference set to 0x00, and Operation set to 0x03 (Complete Data), and receives a
successful HCI_Command_Complete event in return.

If the Advertising PDU specified in Table 4.2-34 is scannable, the Upper Tester sends an
HCI_LE_Set_Extended_Scan_Response_Data command to the IUT with Advertising_Handle set
to the value in Step 3, Scan_Response_Data_Length set to 1, and Scan_Response_Data set to a
random octet, and receives a successful HCI_Command_Complete event in return.

The Upper Tester enables advertising using the HCI_LE_Set_Extended_Advertising_Enable
command with Num_Sets set to 2 and Advertising_Handle, Duration set to 0x0000, and
Max_Extended_Advertising_Events set to 0x00 for each advertising set, and receives a
successful HCI_Command_Complete event in return.

The Lower Tester receives an ADV_EXT_IND packet from the IUT for each advertising set with
AdvMode set according to the advertising type, and the AuxPtr field, and notes the AdvA if
present.

If the AdvA was not present in Step 8, the Lower Tester utilizes the AuxPtr field to listen for an
AUX_ADV_IND PDU for each advertising set on the secondary advertising channel with the
AdvMode field set according to the advertising type, and notes the AdvA.

Repeat Steps 8 and 9 until 10 advertising intervals have been detected on each set.

If advertising set A is scannable, proceed to Step 14.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Data command to the IUT with
Advertising_Handle set to advertising set A, Advertising_Data_Length set to 2, Advertising_Data
set to two random octets, Fragment_Preference set to 0x00, and Operation set to 0x03
(Complete Data), and receives a successful HCI_Command_Complete event in return.

Repeat Steps 8—10.

If advertising set B is scannable, proceed to Step 17.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Data command to the IUT with
Advertising_Handle set to advertising set B, Advertising_Data_Length set to 2, Advertising_Data
set to two random octets, Fragment_Preference set to 0x00, and Operation set to 0x03
(Complete Data), and receives a successful HCI_Command_Complete event in return.

Repeat Steps 8-10.

If advertising set B is not scannable, proceed to Step 20.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Response_Data to the IUT with
Advertising_Handle set to the handle for set B, Scan_Response_Data_Length set to 2, and
Scan_Response_Data set to two random octets, and receives an HCI_Command_Complete
event in return.

Repeat Steps 8-10.

If advertising set A is not scannable, proceed to Step 23.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Response_Data to the IUT with
Advertising_Handle set to the handle for set A, Scan_Response_Data_Length set to 2, and
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28.
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30.
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Scan_Response_Data set to two random octets, and receives an HCl_Command_Complete
event in return.

Repeat Steps 8-10.

The Upper Tester disables advertising using an HCI_LE_Set Extended_Advertising_Enable
command with Num_Sets set to 2 and Advertising_Handle set for each advertising handle and
receives a successful HCI_Command_Complete event in return.

The Upper Tester enables advertising using an HCl_LE_Set Extended Advertising_Enable
command with Num_Sets set to 2 and Advertising_Handle set for each advertising handle and
receives a successful HCI_Command_Complete event in return.

Repeat Steps 8—10.

If advertising set A is scannable, proceed to Step 28.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Data command to the IUT with
Advertising_Handle set to advertising set A, Advertising_Data_Length set to 3, Advertising_Data
set to three random octets, Fragment_Preference set to 0x00, and Operation set to 0x03
(Complete Data), and receives a successful HCI_Command_Complete event in return.

If advertising set B is scannable, proceed to Step 30.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Data command to the IUT with
Advertising_Handle set to advertising set B, Advertising_Data_Length set to 3, Advertising_Data
set to three random octets, Fragment_Preference set to 0x00, and Operation set to 0x03
(Complete Data), and receives a successful HCI_Command_Complete event in return.

If advertising set A is scannable, the Upper Tester sends an
HCI_LE_Set_Extended_Scan_Response_Data to the IUT with Advertising_Handle set to the
handle for set A, Scan_Response_Data_Length set to 3, and Scan_Response_Data set to three
random octets, and receives an HClI_Command_Complete event in return.

31. If advertising set B is scannable, the Upper Tester sends an
HCI_LE_Set Extended_Scan_Response_Data to the IUT with Advertising_Handle set to the
handle for set B, Scan_Response_Data_Length set to 3, and Scan_Response_Data set to three
random octets, and receives an HClI_Command_Complete event in return.

32. Repeat Steps 8-10.

33. The Upper Tester disables advertising using an HCI_LE_Set Extended_Advertising_Enable
command with Num_Sets set to 2 and Advertising_Handle set to each advertising handle and
receives an HCI_Command_Complete event in return.

Round Advertising Set A Change Reason | Advertising Set B Change Reason
1 0x00 0x00
2 0x00 0x01
3 0x00 0x02
4 0x00 0x03
5 0x01 0x00
6 0x01 0x01
7 0x01 0x02
8 0x01 0x03
9 0x02 0x00
10 0x02 0x01
11 0x02 0x02
12 0x02 0x03
13 0x03 0x00
14 0x03 0x01
ea Bluetooth SIG Proprietary Page 4.2-152



Link Layer (LL) / Test Suite

Round Advertising Set A Change Reason | Advertising Set B Change Reason
15 0x03 0x02
16 0x03 0x03

LL/

%)

Table 4.2-35: Extended Advertising, Multiple Sets, New RPA on AdvData Change rounds

Expected Outcome

Pass verdict

The Lower Tester verifies that all RPAs received from the IUT can be resolved using the key.
The Lower Tester verifies that each advertising set has different RPAs.

For advertising set A, the AdvA field remains the same except that it changes at the start of the
following steps:

- Steps 9 (compared to previous round), 13, and 32 in rounds where bit 0 of Change_Request is 1
and set A is not scannable.

- Steps 9 (compared to previous round), 19, and 32 in rounds where bit 1 of Change_Request is 1
and set A is scannable.

In addition, the AdvA field may change at the start of Step 24.

For advertising set B, the AdvA field remains the same except that it changes at the start of the
following steps:

- Steps 9 (compared to previous round), 16, and 32 in rounds where bit 0 of Change Request is 1
and set B is not scannable.

- Steps 9 (compared to previous round), 22, and 32 in rounds where bit 1 of Change Request is 1
and set B is scannable.

In addition, the AdvA field may change at the start of Step 24.

The AdvA field for advertising sets A and B may change between each round.

DDI/ADV/BV-80-C [High Duty Cycle Connectable Directed Advertising, No Connection]

Test Purpose

Verify that the IUT properly responds when high duty connectable advertising times out without a
connection being completed with the Lower Tester.

Reference
[19]14.4.2.4
[11]7.8.56

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)

- TSPX supported_advertising_channels defines the used or unused advertising channels as
defined per [9] IXIT.
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Figure 4.2-65: LL/DDI/ADV/BV-80-C [High Duty Cycle Connectable Directed Advertising, No Connection] MSC

1. Configure the Lower Tester to start passive scanning.

2. The Upper Tester sends an HCI_LE_Set_Extended_Advertising_Parameters to the IUT using all
supported advertising channels and a selected advertising interval between the minimum and
maximum advertising intervals supported, Advertising_Event_Properties set to 0b00011101,
Peer_Address set to the Lower Tester address, and receives a successful
HCI_Command_Complete event in return.

3. The Upper Tester sends an HCI_LE_Set_Extended_Advertising_Enable command to the IUT
with Enable set to 0x01, Num_Sets set to 0x01, Advertising_Handle[0] set to the
Advertising_Handle from Step 2, Duration[0] set to 0x000C (1.2 seconds), and receives a
successful HCI_Command_Complete event in return.

4. The IUT sends ADV_DIRECT_IND PDUs to the Lower Tester.
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The Lower Tester does not attempt to connect to the IUT for 5 seconds.
Execute Alternatives 6A, 6B, or 6C depending on the IUT response.
Alternative 6A (LE Connection Complete event):
6A.1  The IUT sends an HCI_LE_Connection_Complete or
HCI_LE_Enhanced_Connection_Complete event to the Upper Tester with Status set
to Advertising Timeout (0x3C).
Alternative 6B (LE Advertising Set Terminated event):
6B.1  The IUT sends an HCI_LE_Advertising_Set Terminated event to the Upper Tester.
Alternative 6C (Both LE Connection Complete and LE Advertising Set Terminated events):
6C.1  Execute 6C.2 and 6C.3 in any order.
6C.2 The IUT sends an HCI_LE_Connection_Complete or
HCI_LE Enhanced_Connection_Complete event to the Upper Tester with Status set
to Advertising Timeout (0x3C).
6C.3 The IUT sends an HCI_LE_Advertising_Set Terminated event to the Upper Tester.

Expected Outcome

Pass verdict

After Step 5, the IUT does not complete the connection by executing either Steps 6A.1, 6B.1, or
6C.2/6C.3.

LL/DDI/ADV/BV-86-C [Extended Advertising, Non-Connectable, Advertising Coding
Selection]

%)

Test Purpose

Tests that an advertiser IUT can change the coding of non-connectable ADV_EXT_IND PDUs
(disabling the advertising to do so).

Reference

[10]4.4.2.6,4.4.2.10

Initial Condition

Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)

The Upper Tester sets the Advertising Coding Selection (Host Support) feature bit using the
HCI_LE_Set Host Feature command.
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Execute the test procedure using non-connectable advertising events with a selected advertising
interval between the minimum and maximum advertising intervals supported using all supported

advertising channels.
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Figure 4.2-66: Extended Advertising, Non-Connectable, Advertising Coding Selection MSC — Page 1 of 2
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Figure 4.2-67: Extended Advertising, Non-Connectable, Advertising Coding Selection MSC — Page 2 of 2

1.

The Upper Tester sends an HCI_LE_Read_Maximum_Advertising_Data_Length command to the
IUT and expects the IUT to return a Maximum_Advertising_Data_Length between 0x001F and
0x0672. The Upper Tester stores the Maximum_Advertising_Data_Length for future use.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters [v2] command to
the IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported, Advertising_Event_Properties parameter
set to 0x0000, Own_Address_Type set to 0x00 (Public Device Address),
Primary_Advertising PHY and Secondary_Advertising PHY set to 0x03 (LE Coded PHY),
Primary_Advertising PHY_Options and Secondary_Advertising PHY_Options set to 0x03 (S=2).
The Upper Tester sends one or more HCI_LE_Set Extended_Advertising_Data commands to the
IUT with a payload with random octets with a length of Maximum_Advertising_Data_Length. If the
Data Length is greater than 251, the Upper Tester sends multiple commands using one
Operation 0x01 (First fragment) command, followed by zero or more Operation 0x00
(Intermediate Fragment) commands, and a final Operation 0x02 (Last fragment) command.
Otherwise, the Upper Tester sends a single command using Operation 0x03 (Complete Data).
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4. The Upper Tester enables advertising using the HCl_LE_Set Extended_Advertising_Enable
command.

5. The Lower Tester receives an ADV_EXT _IND packet from the IUT with AdvMode set to 0b0O0.
The ADV_EXT_IND PDU includes the AuxPtr field. The Lower Tester verifies that the
ADV_EXT _IND packet is received on the LE Coded PHY with S=2 coding.

6. The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00. If the AUX_ADV_IND PDU does not
contain all the data submitted in Step 3 (if any), it includes an AuxPtr field. The Lower Tester
verifies that the AUX_ADV_IND packet is received on the LE Coded PHY with S=2 coding.

7. Ifthe AUX_ADV_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to 0b00. If the AUX_CHAIN_IND PDU
contains an AuxPir field, this step is repeated until an AUX_CHAIN_IND PDU is received with no
AuxPtr field and all data has been received. The Lower Tester verifies that the AUX_CHAIN_IND
packet is received on the LE Coded PHY with S=2 coding.

8. The Upper Tester disables advertising using the HCI_LE_Set Extended_Advertising_Enable
command.

9. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters [v2] command to
the IUT with the same advertising handle as in Steps 2—4 using all supported advertising
channels and a selected advertising interval between the minimum and maximum advertising
intervals supported, Advertising_Event_Properties parameter set to 0x0000, Own_Address_Type
set to 0x00 (Public Device Address), Primary_Advertising_PHY and Secondary_Advertising_ PHY
set to 0x03 (LE Coded PHY), Primary_Advertising_PHY_Options and
Secondary_Advertising_PHY_Options set to 0x04 (S=8).

10. The Upper Tester enables advertising using the HCI_LE_Set_Extended_Advertising_Enable
command.

11. The Lower Tester receives an ADV_EXT_IND packet from the IUT with AdvMode set to 0b00.
The ADV_EXT _IND PDU includes the AuxPtr field. The Lower Tester verifies that the
ADV_EXT _IND packet is received on the LE Coded PHY with S=8 coding.

12. The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00. If the AUX_ADV_IND PDU does not
contain all the data submitted in Step 3, it includes an AuxPtr field. The Lower Tester verifies that
the AUX_ADV_IND packet is received on the LE Coded PHY with S=8 coding.

13. If the AUX_ADV_IND PDU contains an AuxPtr field, the Lower Tester utilizes it to listen for an
AUX_CHAIN_IND PDU with the AdvMode field set to 0b00. If the AUX_CHAIN_IND PDU
contains an AuxPtr field, this step is repeated until an AUX_CHAIN_IND PDU is received with no
AuxPtr field and all data has been received. The Lower Tester verifies that the AUX_CHAIN_IND
packet is received on the LE Coded PHY with S=8 coding.

* Expected Outcome

Pass verdict
In Steps 5, 6, and 7, the IUT sends the advertising PDUs on the LE Coded PHY with S=2 coding.

In Steps 11, 12, and 13, the IUT sends the advertising PDUs on the LE Coded PHY with S=8 coding.
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LL/DDI/ADV/BV-88-C [Transmit Periodic Advertising with Responses]
* Test Purpose

Verify that the IUT configures periodic advertising to include multiple subevents on the LE 1M PHY.
The Lower Tester sends responses during the specified subevent and response slot.

* Reference
[23]12.3.1.9
[2417.7,7.8

* Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)
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* Test Procedure

Lower Tester I uT Upper Tester |

REPEAT FOR EACH ROUND

HCI_LE_Set_Extended Advertising_Parameters

{Own_Address_Ty pe: 0x00, Primary _Adv ertising_PHY: 0x01,
Secondary _Adv ertising_PHY: 0x01)

HCI_Command_Complete N
(Status: 0x00) v

HCI_LE_Set_Periodic_Adv ertising_Parameters[v 2]

(Num_Subevents: 10, Subevent_Interval: 0x50
Response_Slot_Delay: 0x08,
Response_Slot_Spacing,
Num_Response_Slots: 0x19)

HCI_Command_Complete
(Status: 0x00)

I

HCI_LE_Set_Periodic_Advertising_Enable
{Enable: 0x01)

<
<+

HCI_Command_Complete
(Status: 0x00) =

HCI_LE_Set_Extended Advertising_Enable
(Enable: 0x01, Duration[0]: 0x0000)

HCI_Command_Complete
(Status: 0x00) v

ADV_EXT_IND
(AdvMode: 00b, AuxPtr)
ADV_AUX_IND
{(Adv Mode: 00b)

r 3

REPEAT 10 times

HCI_LE_Periodic_Adv ertising_Subevent_Data_Request
(Subevent_Start, Subevent_Data_Count)

v

HCI_LE_Set_Periodic_Adv ertising_Subev ent_Data
(Num_Subevents: 1, Subevent)

F 3

HCI_Command_Complete
(Status: 0x00)

>

REPEAT Every Periodic Advertisirlg Interval

AUX_SYNC_SUBEVENT_IND
(Subevent0, Data)

A

AUX_SYNC_SUBEVENT_IND
(Subevent1, Data)

Iy

i
'
AUX_SYNC_SUBEVENT_IND
(SubeventX, Data)
AUX SYNC_SUBEVENT RSP
(Response Slot, Data Length, Data)

<
<+

.
'

AUX_SYNC_SUBEVENT_IND

(Subevent Last, Data)

HCI_LE_Periadic_Adv ertising_Response_Report
(SubeventX, Response_Slot, DataLength, Data)

v

HCI_LE_Set_Extended_Advertising_Enable
(Enable: 0x00)

F 3

HCI_Command_Complete

>
(Status: 0x00) =
B HCI_LE_Clear_Adv erlising_Sets
<
HCI_Command_Complete N
(Status: 0x00) d
—— —— ——

Figure 4.2-68: Transmit Periodic Advertising with Responses MSC

For each round in Table 4.2-36:

1. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported and receives an
HCI_Command_Complete event in response. Advertising_Event_Properties parameter is set to
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11.

12.

13.
14.

15.

16.
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0x0000. The Own_Address_Type is set to 0x00 (Public Device Address). Both
Primary_Advertising_PHY and Secondary_Advertising_PHY are set to 0x01 (LE 1M).

The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Parameters [v2] command to the
IUT with Num_Subevents set to 10, Subevent_Interval set to 0x50 (100 ms),
Response_Slot_Delay set to 0x08 (10 ms), Response_Slot_Spacing set as specified in Table
4.2-36, Num_Response_Slots set to 0x19 and receives an HCl_Command_Complete event in
response.

The Upper Tester enables periodic advertising using the

HCI_LE_Set Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(Periodic Advertising) and receives an HCI_Command_Complete event in response.

The Upper Tester enables advertising using the HCI_LE_Set_Extended_Advertising_Enable
command. The Duration[0] parameter is set to 0x0000 (No Advertising Duration) and receives an
HCIl_Command_Complete event in response.

The Lower Tester receives an ADV_EXT_IND packet from the IUT with AdvMode set to 0b00
with the AuxPtr Extended Header field present.

The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00 and the Syncinfo Extended Header fields
present. The Lower Tester verifies that the ACAD field contains the Periodic Advertising
Response Timing Information AD Type with values from Step 2.

The IUT sends an HCI_LE_Periodic_Advertising_Subevent_Data_Request event to the Upper
Tester with Subevent_Start and Subevent_Data_Count.

The Upper Tester sends one or more HCI_LE_Set_Periodic_Advertising_Subevent_Data
commands to the IUT when Subevent(s) with Data in Table 4.2-36 is within the subevents from
Step 7 with Subevent_Data_Length as specified in Table 4.2-36, values using random octets
from 1 to 254 as the payload, Response_Slot_Start set to a random value between 0 and 14,
Response_Slot Count set to 10, and receives an HClI_Command_Complete event in response.
The IUT sends AUX_SYNC_SUBEVENT _IND PDUs to the Lower Tester with the data from
Step 8 and may contain the ADI, ACAD, and TxPower fields.

The Lower Tester utilizes the Syncinfo field and may utilize the Periodic Advertising Response
Timing Information ACAD to listen for an AUX_SYNC_SUBEVENT _IND PDU containing
additional data submitted in Step 8.

The Lower Tester sends an AUX_SYNC_SUBEVENT_RSP with a random amount of data in a
random number of slot responses between 3 and 25, with Response Slot between 0 and 24 with
at least one response slot in the range specified in Step 8 in Subevent(s) With Data from Table
4.2-36.

For all response slots used in Step 11 and matching the range specified in Step 8 in subevents
that are specified in Table 4.2-36, the IUT sends the Upper Tester an
HCI_LE_Periodic_Advertising_Response_Report event with Response_Slot set to the response
slot in Step 11. If the AUX_SYNC_SUBEVENT_RSP in Step 11 was not sent, then Data_Status
is set to OxFF; otherwise, Data_Status is set to 0x00; if the IUT has split a single response into
more than one report, then the Data_Status of the final report is set to 0x00 while the
Data_Status of the remaining reports is set to 0x01.

Repeat Steps 7-12 ten (10) times.

The Upper Tester disables extended advertising using the
HCI_LE_Set_Extended_Advertising_Enable command but maintains periodic advertising and
receives an HCI_Command_Complete event in response.

The IUT continues periodic advertising when extended advertising is disabled by repeating
Steps 7-12 ten (10) times. The Lower Tester continues to receive periodic advertising PDUs.
The Upper Tester disables periodic advertising using the
HCI_LE_Set_Periodic_Advertising_Enable command and receives an HCI_Command_Complete
event in response.
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17. The Upper Tester clears the advertising configuration using the HCI_LE_Clear_Advertising_Sets
command and receives an HCl_Command_Complete event in response.

Round Response Slot Spacing Subevent(s) With Data Data Length
1 0x0A (1.25 ms) 0 1

2 0x0A (1.25 ms) 1,3 25

3 0xO0A (1.25 ms) 3 50

4 0xOF (1.875 ms) 9 127

5 0x0A (1.25 ms) 3,4,5 25

6 0x19 (3.125 ms) 0,9 249

4.2.3.13

%)

Table 4.2-36: Report the Periodic Advertising Response Data rounds

Expected Outcome

Pass verdict

In Step 6, the ACAD field in the AUX_ADV_IND PDU contains the Periodic Advertising Response
Timing Information AD Type with subeventinterval set to 0x50, responseSlotDelay set to 0x08, and
responseSlotSpacing set as specified in Table 4.2-36.

In Step 7, the IUT sends an LE Set Periodic Advertising Subevent Data Request event to the Upper
Tester requesting data for each of the subevents.

In Step 9, the IUT sends each AUX_SYNC_SUBEVENT_IND PDU with a Periodic Advertising
Subevent Interval between each PDU.

In Step 9, the IUT sends AUX_SYNC_SUBEVENT _IND PDUs to the Lower Tester for each of the
subevents.

In Step 9, the IUT sends data in an AUX_SYNC_SUBEVENT_IND PDU only once per subevent.

In Step 12, the IUT sends an LE Periodic Advertising Response Report event to the Upper Tester
with Data_Status set to 0x00 for at least 95% of the subevent responses sent by the Lower Tester
over the 10 iterations of each round.

Fail verdict

In Step 12, the IUT sends an HCI_LE_Periodic_Advertising_Report_Event with a Response_Slot
outside of the requested response slots in Step 8.

Note

If the IUT returns the error code 0x46 (Too Late) to the
HCI_LE_Set Periodic_Advertising_Subevent_Data command, then the Upper Tester may wait for
another HCI_LE_Periodic_Advertising_Subevent_Data_Request and attempt the command again.

Reconnect with a Synchronized Device using Periodic Advertising with Responses

Test Purpose

Verify that the IUT is able to initiate a connection request with a synchronized device using Periodic
Advertising with Responses. The Create Connection command is performed twice, with and without
subevent data. When the address type is set to Random Static address, the IUT is using the address
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set to the one from HCI_LE_Set Random_Address to initiate and is using the one from
HCI_LE_Set Advertising_Set Random_Address to advertise.

* Reference
[23]12.3.1.10
[24]7.7.65.37

* Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Device Address Set

* Test Case Configuration

Test Case Address Type Execute Steps 3
and 4

LL/DDI/ADV/BV-89-C [Reconnect with a Synchronized Public Address No

Device using Periodic Advertising with Responses, Public

Address]

LL/DDI/ADV/BV-110-C [Reconnect with a Synchronized Random Static Yes

Device using Periodic Advertising with Responses, Address

Random Address]

Table 4.2-37: Reconnect with a Synchronized Device using Periodic Advertising with Responses test cases
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* Test Procedure
Lower Tester IuT Upper Tester

HCI_LE_Set_Extended_Advertising_Parameters
(Advertising_Event_Properties: 0x0000,
Own_Address_Type, Primary_Advertising_PHY: 0x01,
Secondary_Advertising_PHY: 0x01)

HCI_Command_Complete
(Status: 0x00) v

HCI_LE_Set Periodic_Advertising_Parameters[v2]
(Num_Subevents: 10, Subevent_Interval: 0x34
Response_Slot_Delay: 0x02,
Response_Slot_Spacing: 0x0A,
Num_Response_Slots: 0x19)

HCI_Command_Complete
(Status: 0x00) v

Step 3 andl 4:

HCI_LE_Set Random_Address
(Random_Static_Address 1)

HCI_Command_Complete
(Status: 0x00)

>

HCI_LE_Set_Advertising_Set_Random_Address
(Random_Static_Address 2)

<&
<

HCI_Command_Complete
(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Enable
(Enable: 0x01)

HCI_Command_Complete ‘
(Status: 0x00) g

HCI_LE_Set_Extended_Advertising_Enable
(Enable: 0x01, Duration[0]: 0x0000)

HCI_Command_Complete
(Status: 0x00)

>
>

» ADV_EXT_IND
N (AdvMode: 00b, AuxPtr, AdvA:

Random_Static_Address 2)
W ADV_AUX_IND

(AdvMode: 00b,
Periodic Advertising Response
Timing Info ACAD)

HCI_LE_Extended_Create_Connection [v2]
(Advertising_Handle, Subevent: 5,
Initiator_Filter_Policy: 0x00, Initiating_PHYS: 0x01,
Scan_|Interval[0]: 0x1111, Scan_Window[0]: 0x1111)

HCI_Command_Status
(Status: 0x00)

>
>

Figure 4.2-69: Reconnect with a Synchronized Device using Periodic Advertising with Responses MSC —
Page 1 of 3
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AUX_SYNC_SUBEVENT_IND

A

(Subevent0, Data)

AUX_SYNC_SUBEVENT_IND

A

(Subevent1, Data)

AUX_CONNECT_REQ

A

Lower Tester does not

send
AUX_CONNECT_RSP
for 10 connection intervals

(Subevent 5)

AUX_SYNC_SUBEVENT_IND

HCI_LE_Enhanced_Connection_Complete

Link Layer (LL) / Test Suite

(Status: Ox3E)

HCI_LE_Extended_Create_Connection [v2]

>
>

A

HCI_Command_Status

(Subevent: 5)

A

(Subevent0, Data)

AUX_SYNC_SUBEVENT_IND

A

(Subevent1, Data)

AUX_CONNECT_REQ

AUX_CONNECT_RSP

B (Subevent 5)

A 4

AUX_SYNC_SUBEVENT_IND

(Status: 0x00)

HCI_LE_Enhanced_Connection_Complete [v2]

>
>

A

A

(Subevent0, Data)

AUX_SYNC_SUBEVENT_IND

(Subevent1, Data)

LL_FEATURE_REQ

HCI_LE_Read_Remote_Features

A4

<
<

HCI_Command_Status

Y

LL_FEATURE_RSP

(FeatureSet)

(FeatureSet)

Y

(Status: 0x00)

HCI_LE_Read_Remote_Features_Complete

Y

Figure 4.2-70: Reconnect with a Synchronized Device using Periodic Advertising with Responses MSC —

Page 2 of 3

Bluetooth SIG Proprietary

Page 4.2-165



%)

Link Layer (LL) / Test Suite

HCI_Disconnect

<
<

HCI_Command_Status
(Status: 0x00)

>
>

LL_TERMINATE_IND

C Disconnected )

HCI_Disconnection_Complete
(Status: 0x00)

A

Y

HCI_LE_Periodic_Advertising_Subevent_Data_Request |
(Subevent_Start, Subevent_Data_Count) d

HCI_LE_Set_Periodic_Advertising_Subevent_Data
(Num_Subevents: 1, Subevent[1]: 5,
Subevent_Data_Length[1]: 1, Subevent_Data[1])

A

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Extended_Create_Connection [v2]

A

(Subevent: 5)

HCI_Command_Status o

(Status: 0x00) d
W AUX_SYNC_SUBEVENT_IND
B (Subevent, Data)
P AUX_CONNECT_REQ
B (Subevent 5)
AUX_CONNECT_RSP |

HCI_LE_Enhanced_Connection_Complete[v2] o

(Advertising_Handle, Sync_Handle: OxFFFF) d

HCI_LE_Set_Extended_Advertising_Enable
(Enable: 0x00)

A

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set_Periodic_Advertising_Enable
(Enable: 0x00)

A

HCI_Command_Complete
(Status: 0x00)

>
>

Figure 4.2-71: Reconnect with a Synchronized Device using Periodic Advertising with Responses MSC —
Page 3 of 3

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported and receives an
HCI_Command_Complete event in response. The Advertising_Event _Properties parameter is set
to 0x0000, and Own_Address_Type is set to the address type in Table 4.2-37. Both
Primary_Advertising_PHY and Secondary_Advertising_PHY are set to 0x01 (LE 1M).

The Upper Tester sends an HCI_LE_Set_Periodic_Advertising_Parameters [v2] command to the
IUT with the selected periodic interval, Num_Subevents set to 10, Subevent_Interval set to 0x34
(65 ms), Response_Slot_Delay set to 0x01 (1.25 ms), Response_Slot_Spacing set to 0x0A
(1.25 ms), and Num_Response_Slots set to 0x19 and receives an HCl_Command_Complete
event in response.

If Table 4.2-37 specifies that this step is executed, then the Upper Tester sends an
HCI_LE_Set_Random_Address command to the IUT with Random_Address set to a random
named ADDR1 address and receives a successful HCI_Command_Complete in response.

Bluetooth SIG Proprietary Page 4.2-166



%)

10.

11.
12.

13.

14.

15.

16.

17.
18.

19.

20.

21.

22.

23.

Link Layer (LL) / Test Suite

If Table 4.2-37 specifies that this step is executed, then the Upper Tester sends an

HCI_LE_Set Advertising_Set Random_Address command to the IUT with Random_Address set
to a random named ADDR?2 address and receives a successful HCI_Command_Complete in
response.

The Upper Tester enables periodic advertising using the
HCI_LE_Set_Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(Periodic Advertising) and receives an HCI_Command_Complete event in response.

The Upper Tester enables advertising using the HCl_LE_Set Extended Advertising_Enable
command and receives an HCl_Command_Complete event in response. The Duration[0]
parameter is set to 0x0000 (No Advertising Duration).

The Lower Tester receives an ADV_EXT _IND packet from the IUT with AdvMode set to 0b00
with the AuxPtr Extended Header field present. If Table 4.2-37 specifies that a Random address
is to be used, then the AdvA field is set to ADDR2.

The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00 and the Syncinfo Extended Header fields
present. The Lower Tester verifies that the ACAD field contains the Periodic Advertising
Response Timing Information AD Type with values from Step 2.

The Lower Tester utilizes the Syncinfo field and may utilize the Periodic Advertising Response
Timing Information ACAD to listen for an AUX_SYNC_SUBEVENT _IND PDU.

After waiting 10 seconds, the Upper Tester sends an HCI_LE_Extended_Create_Connection [v2]
command to the IUT with Advertising_Handle set to the advertising handle, Subevent set to 5,
Initiator_Filter_Policy set to 0x00, Initiating_PHYs set to 0x01, Scan_Interval[0] set to 0x1111,
and Scan_Window][0] set to 0x1111, and Own_Address_Type set to the address type in Table
4.2-37 and receives a successful HCI_Command_Status event in response.

The Lower Tester listens for an AUX_SYNC_SUBEVENT_IND PDU until subevent 5.

At subevent 5, the IUT sends an AUX_CONNECT_REQ PDU to the Lower Tester. If Table 4.2-37
specifies that a Random address is to be used, then InitA is set to ADDR1.

The Lower Tester does not send an AUX_CONNECT_RSP PDU to the IUT for 10 connection
intervals.

The IUT sends an HCI_LE_Enhanced_Connection_Complete [v2] event to the Upper Tester with
Status set to 0x3E (Connection Failed to be Established / Synchronization Timeout).

The Upper Tester sends an HCI_LE_Extended_Create_Connection [v2] command to the IUT with
Advertising_Handle set to the advertising handle, Subevent set to 5, and Own_Address_Type set
to the address type in Table 4.2-37 and receives a successful HCI_Command_Status event in
response.

At subevent 5, the IUT sends an AUX_CONNECT_REQ PDU to the Lower Tester. If Table 4.2-37
specifies that a Random address is to be used, then InitA is set to ADDR1.

The Lower Tester sends an AUX_CONNECT_RSP PDU to the IUT.

The IUT sends an HCI_LE_Enhanced_Connection_Complete [v2] event to the Upper Tester with
Advertising_Handle set to a valid value and Sync_Handle set to OxFFFF.

The Lower Tester verifies that the IUT is still sending Advertising and Periodic Advertising PDUs
to the Lower Tester.

The Upper Tester sends an HCI_LE_Read_Remote Features_Page 0 command to the IUT and
receives a successful HCI_Command_Status in response.

The IUT sends an LL_FEATURE_REQ to the Lower Tester with FeatureSet set to the IUT
supported features.

The Lower Tester sends an LL_FEATURE_RSP to the IUT with FeatureSet set to the Lower
Tester supported features.

The IUT sends an HCI_LE_Read_Remote_Features_Page_0_Complete event to the Upper
Tester.
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24. The Upper Tester sends an HCI_Disconnect command to the IUT and receives a successful
HCIl_Command_Status in response.

25. The IUT sends an LL_TERMINATE_IND PDU to the Lower Tester.

26. The IUT sends a successful HCI_Disconnection_Complete event to the Upper Tester.

27. The IUT sends an HCI_LE Periodic_Advertising_Subevent _Data_Request to the Upper Tester
where Subevent_Start and Subevent Data_Count includes subevent 5.

28. The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Subevent_Data command to the
IUT with Num_Subevents set to 1, Subevent[0] set to 5, Subevent Data_Length[0] set to 1, and
Subevent_Data[0] set to a random byte and receives a successful HCI_Command_Complete
event in response.

29. The Upper Tester sends an HCI_LE_Extended_Create Connection [v2] command to the IUT with
Advertising_Handle set to the advertising handle, Subevent set to 5, and Own_Address_Type set
to the address type in Table 4.2-37 and receives a successful HClI_Command_Status event in
response.

30. At subevent 5, the IUT sends an AUX_CONNECT_REQ PDU to the Lower Tester. If Table 4.2-37
specifies that a Random address is to be used, then InitA is set to ADDRA1.

31. The Lower Tester sends an AUX_CONNECT_RSP PDU to the IUT.

32. The IUT sends an HCI_LE_Enhanced_Connection_Complete [v2] event to the Upper Tester with
Advertising_Handle set to a valid value and Sync_Handle set to OxFFFF.

33. The Upper Tester disables extended advertising using the
HCI_LE_Set_Extended_Advertising_Enable command but maintains periodic advertising and
receives an HCI_Command_Complete event in response.

34. The Upper Tester disables periodic advertising using the
HCI_LE_Set_Periodic_Advertising_Enable command and receives an HCI_Command_Complete
event in response.

Expected Outcome

Pass verdict

In Step 8, the ACAD field in the AUX_ADV_IND PDU contains the Periodic Advertising Response
Timing Information AD Type with subeventinterval set to 0x34, responseSlotDelay set to 0x01, and
responseSlotSpacing set to 0x0A.

In Step 12, the IUT sends the AUX_CONNECT_REQ PDU at the correct Subevent.

In Steps 18 and 32, the IUT sends an HCI_LE_Enhanced_Connection_Complete event to the Upper
Tester with Advertising_Handle set to a valid value and Sync_Handle set to OxFFFF.

In Step 19, the IUT is sending Advertising PDUs to the Lower Tester.

In Step 23, the IUT verifies that the ACL connection is still active by sending an
HCI_LE_Read_Remote_Features_Page 0_Complete event to the Lower Tester.

LL/DDI/ADV/BI-08-C [Ignore Periodic Advertising Response Data, Incorrect Response
Slot]

%)

Test Purpose

Verify that the IUT properly ignores periodic advertising response data sent in the incorrect response
slot.

Reference

[23]4.4.2.2.4
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* |nitial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel

map)
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Lower Tester

HCI_LE_Set Extended_Advertising_Parameters

Link Layer (LL) / Test Suite

Upper Tester

B (Own_Address_Type: 0x00, Primary_Advertising_PHY: 0x01,
Secondary_Advertising_PHY: 0x01)

HCI_Command_Complete

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Parameters[v2]

A 4

A

HCI_Command_Complete

(Num_Subevents: 10, Subevent_Interval: 0x34

Response_Slot_Delay: 0x02,
Response_Slot_Spacing: 0x0A,
Num_Response_Slots: 0x19)

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Enable

A 4

A

HCI_Command_Complete

(Enable: 0x01)

(Status: 0x00)

HCI_LE_Set_Extended_Advertising_Enable

A 4

A

HCI_Command_Complete

(Enable: 0x01, Duration[0]: 0x0000)

ADV_EXT_IND

A

(AdvMode: 00b, AuxPtr)

ADV_AUX_IND

(Status: 0x00)

(AdvMode: 00b,
Periodic Advertising Response
Timing Info ACAD)

»
>

HCI_LE_Periodic_Advertising_Subevent_Data_Request

REPEAT for 5 perig
advertising inter

(Subevent_Start, Subevent_Data_Count)

HCI_LE_Set_Periodic_Advertising_Subevent_Data

A 4

A

HCI_Command_Complete

(Subevent_Start, Subevent_Data_Count: 1,
Response_Slot_Start: 3, Response_Slot_Count: 1,
Subevent_Data_Length: 10, Subevent_Data)

AUX_SYNC_SUBEVENT_IND

(Status: 0x00)

A

(Subevent0, Data)

AUX_SYNC_SUBEVENT_IND

A

(Subevent1, Data)

AUX_SYNC_SUBEVENT_IND

A

AUX_SYNC_SUBEVENT RSP

(SubeventX, Data)

(Response Slot: 2)

AUX_SYNC_SUBEVENT_IND

A

(Subevent Last, Data)

HCI_LE_Periodic_Advertising_Response_Report

(Data_Status: OxFF)

Y

dic

Figure 4.2-72: Ignore Periodic Advertising Response Data, Incorrect Response Slot MSC
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1. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported and receives an
HCI_Command_Complete event in response. The Advertising_Event_Properties parameter is set
to 0x0000 and Own_Address_Type is set to 0x00 (Public Device Address). Both
Primary_Advertising PHY and Secondary_Advertising PHY are set to 0x01 (LE 1M).

2. The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Parameters [v2] command to the
IUT with Num_Subevents set to 10, Subevent_Interval set to 0x34 (65 ms),
Response_Slot_Delay set to 0x01 (1.25 ms), Response_Slot_Spacing set to 0x0A (1.25 ms), and
Num_Response_Slots set to 0x19 and receives an HCI_Command_Complete event in response.

3. The Upper Tester enables periodic advertising using the
HCI_LE_Set_Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(Periodic Advertising) and receives an HCI_Command_Complete event in response.

4. The Upper Tester enables advertising using the HCl_LE_Set Extended_Advertising_Enable
command and receives an HCl_Command_Complete event in response. The Duration[0]
parameter is set to 0x0000 (No Advertising Duration).

5. The Lower Tester receives an ADV_EXT _IND packet from the IUT with AdvMode set to 0b00
with the AuxPtr Extended Header field present.

6. The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00 and the Syncinfo Extended Header fields
present. The Lower Tester verifies that the ACAD field contains the Periodic Advertising
Response Timing Information AD Type with values from Step 2.

7. The IUT sends an HCI_LE_Periodic_Advertising_Subevent_Data_Request event to the Upper
Tester with Subevent_Start and Subevent_Data_ Count.

8. The Upper Tester sends one HCI_LE_Set Periodic_Advertising_Subevent_Data command to the
IUT with Subevent_Start set to the value from Step 7, Subevent Data_ Count set to 1,
Response_Slot_Start set to 3, Response_Slot_Count set to 1, with Subevent_Data_Length set to
10 using 10 random octets from 1 to 254 as the payload and receives an
HCI_Command_Complete event in response.

9. The IUT sends AUX_SYNC_SUBEVENT_IND PDUs to the Lower Tester with the data from
Step 8 and may contain the ADI, ACAD, and TxPower fields.

10. The Lower Tester utilizes the Synclinfo field and may utilize the Periodic Advertising Response
Timing Information ACAD to listen for an AUX_SYNC_SUBEVENT_IND PDU containing
additional data submitted in Step 8.

11. When the Lower Tester receives the AUX_SYNC_SUBEVENT IND PDU, the Lower Tester
sends an AUX_SYNC_SUBEVENT_RSP PDU with a random amount of data in Response Slot 2.

12. The IUT may send an HCI_LE_Periodic_Advertising_Response_Report event to the Upper
Tester with Data_Status set to OxFF.

13. Repeat Steps 7-12 for 5 periodic advertising intervals with a random Response Slot in Step 11
between 0 and 19 except Slot 3.

* Expected Outcome

Pass verdict

In Step 6, the ACAD field in the AUX_ADV_IND PDU contains the Periodic Advertising Response
Timing Information AD Type with subeventinterval set to 0x0C, responseSlotDelay set to 0x01, and
responseDuration set to 0x02.

In Step 12, the IUT may send an HCI_LE_Periodic_Advertising_Response_Report event to the Upper
Tester.
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Note

If the IUT returns the error code 0x46 (Too Late) to the
HCI_LE_Set Periodic_Advertising_Subevent_Data command, then the Upper Tester may wait for
another HCI_LE_Periodic_Advertising_Subevent_Data_Request and attempt the command again.

LL/DDI/ADV/BI-09-C [Reject Connection Request When Connected to a Peer, Periodic
Advertising with Responses]

%)

Test Purpose

Verify that the IUT rejects a connection request by the Upper Tester when the IUT is connected to the
Peer device.

Reference
[23]12.3.1.10
[24]7.8.66
Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)

- The IUT and the Lower Tester have an existing LE connection.
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Test Procedure

Lower Tester

C

IuT

Link Layer (LL) / Test Suite

Upper Tester

LE Connection

)

AUX_EXT_IND

HCI_LE_Set_Extended_Advertising_Parameters

A

(Own_Address_Type: 0x00,
Primary_Advertising_PHY: 0x01,
Secondary_Advertising_PHY: 0x01)

HCI_Command_Complete

>
>

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Parameters[v2]

(Num_Subevents: 10, Subevent_Interval: 0x34
Response_Slot_Delay: 0x01,
Response_Slot_Spacing: 0x0A,
Num_Response_Slots: 0x19)

HCI_Command_Complete

>
>

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Enable

N (Enable; 0x07)

HCI_Command_Complete

>
>

(Status: 0x00)

HCI_LE_Set_Extended_Advertising_Enable

<&
<

(Enable: 0x01, Duration[0]: 0x0000)

HCI_Command_Complete

(Status: 0x00) >

HCI_LE_Periodic_Advertising_Subevent_Data_Request

(Subevent_Start, Subevent_Data_Count)

HCI_LE_Set_Periodic_Advertising_Subevent_Data

(Num_Subevents_With_Data: 1, Subevent)

HCI_Command_Complete

>
>

A

(AdvMode: 00b, AuxPtr)

AUX_ADV_IND

A

(AdvMode: 00b, DID1, SID1)

AUX_SYNC_SUBEVENT_IND

A

(DIDZ, SIDT)

(Status: 0x00)

HCI_LE_Extended_Create_Connection [v2]

A

(Advertising_Handle, Subevent: 5,
Initiator_Filter_Policy: 0x01, Initiating_PHYs: 0x02,
Scan_lInterval[0]: 0x1111, Scan_Window[0]: 0x1111)

ALT 1

HCI_Command_Status

1A

A 4

(Status: 0x00)

HCI_LE_Enhanced_Connection_Complete

Y

(Status > 0)

ALT 1

HCI_Command_Status

1B

Y

(Status > 0)

Figure 4.2-73: Reject Connection Request When Connected to a Peer, Periodic Advertising with Responses

MSC

Bluetooth SIG Proprietary

Page 4.2-173



%)

10.

1.

Link Layer (LL) / Test Suite

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported and receives an
HCIl_Command_Complete event in response. The Advertising_Event_Properties parameter is set
to 0x0000, and Own_Address_Type is set to 0x00 (Public Device Address). Both
Primary_Advertising PHY and Secondary_Advertising PHY are set to 0x01 (LE 1M).
The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Parameters [v2] command to the
IUT with the selected periodic interval, Num_Subevents set to 10, Subevent_Interval set to 0x34
(65 ms), Response_Slot_Delay set to 0x01 (1.25 ms), Response_Slot_Spacing set to 0x0A
(1.25 ms), and Num_Response_Slots set to 0x19 and receives an HCl_Command_Complete
event in response.
The Upper Tester enables periodic advertising using the
HCI_LE_Set Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(Periodic Advertising) and receives an HCI_Command_Complete event in response.
The Upper Tester enables advertising using the HCI_LE_Set Extended_Advertising_Enable
command and receives an HCl_Command_Complete event in response. The Duration[0]
parameter is set to 0x0000 (No Advertising Duration).
The IUT sends an HCI_LE_Periodic_Advertising_Subevent_Data_Request event to the Upper
Tester with Subevent_Start and Subevent_Data_Count.
The Upper Tester sends an HCI_LE_Set_Periodic_Advertising_Subevent_Data command to the
IUT with Num_Subevents_With_Data set to 1, Subevent set to Subevent_Start from Step 5 and
receives a successful HCI_Command_Complete event in response.
The IUT sends an ADV_EXT _IND packet from the IUT with AdvMode set to 0b00 with the AuxPtr
Extended Header field present.
The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00 and the Syncinfo Extended Header fields
present.
The Lower Tester utilizes the Syncinfo field and may utilize the Periodic Advertising Response
Timing Information ACAD to listen for and sync with an AUX_SYNC_SUBEVENT_IND PDU.
After waiting 10 seconds, the Upper Tester sends an HCI_LE_Extended_Create_Connection [v2]
command to the IUT with Advertising_Handle set to the advertising handle, Subevent set to 5,
Initiator_Filter_Policy set to 0x01, Initiating PHYs set to 0x02, Scan_Interval[0] set to 0x1111,
and Scan_Window 0] set to 0x1111.
Perform either alternative 11A or 11B depending on the HClI_Command_Status response.
Alternative 11A (Successful HClI_Command_Status event):

11A.1 The IUT sends a successful HCI_Command_Status event to the Upper Tester.

11A.2 The IUT sends an HCI_LE_Enhanced_Connection_Complete event to the Upper

Tester with Status > 0.

Alternative 11B (HCI_Command_Status event with an error):

11B.1 The IUT sends an HClI_Command_Status event to the Upper Tester with Status > 0.

Expected Outcome

Pass verdict

In Step 11A.2 or 11B.1, the IUT sends an error event to the Upper Tester.

Note

If the IUT returns the error code 0x46 (Too Late) to the
HCI_LE_Set Periodic_Advertising_Subevent_Data command, then the Upper Tester may wait for
another HCI_LE_Periodic_Advertising_Subevent_Data_Request and attempt the command again.
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LL/DDI/ADV/BV-90-C [AUX_SYNC_SUBEVENT_IND PDU with Channel Map Update
Indication]

* Test Purpose

Verify that the IUT includes the Channel Map Update Indication in the Extended Header of the
AUX_SYNC_SUBEVENT_IND PDU.

* Reference

[23]2.3.1.9

* Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)

- The IUT is set up to use even channels in the channel map.
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Test Procedure

Lower Tester

ADV_EXT_IND

Link Layer (LL) / Test Suite

HCI_LE_Set _Extended_Advertising_Parameters

<
<

(Own_Address_Type: 0x00, Primary_Advertising_PHY: 0x01,
Secondary_Advertising_PHY: 0x01)

HCI_Command_Complete

(Status: 0x00) d

HCI_LE_Set_Periodic_Advertising_Parameters[v2]

(Num_Subevents: 10, Subevent_Interval: 0x50
Response_Slot_Delay: 0x08,
Response_Slot_Spacing: 0x0A,
Num_Response_Slots: 0x19)

HCIl_Command_Complete

(Status: 0x00) >

HCI_LE_Set_Periodic_Advertising_Enable

A

(Enable: 0x01)

HCI_Command_Complete

(Status: 0x00) d

HCI_LE_Set_Extended_Advertising_Enable

(Enable: 0x01, Duration[0]: 0x0000)

HCI_Command_Complete

A 4

(Status: 0x00)

A

A

(AdvMode: 00b, AuxPtr)

ADV_AUX_IND

A

(AdvMode: 00D)

HCI_LE_Periodic_Advertising_Subevent_Data_Request

A 4

(Subevent_Start, Subevent_Data_Count)

HCI_LE_Set_Periodic_Advertising_Subevent_Data

(Num_Subevents: 1, Subevent: 0,
Subevent_Data_Length[0]: 1, Subevent_Data[0])

HCI_Command_Complete

AUX_SYNC_SUBEVENT_IND

A 4

(Status: 0x00)

(Subevent0, Data)

Upper Tester

REPHAT

R¢g
aft

peat until command succeeds or 20 times
er every 5 seconds.

HCI_LE_Set_Host_Channel_Classification

A

(ChannelMap)

HCI_Command_Complete

A 4

(Status: 0x00)

AUX_SYNC_SUBEVENT_IND

A

(Subevent0,
Channel Map Update Indication)

HCI_LE_Set_Extended_Advertising_Enable

A

(Enable: 0x00)

HCI_Command_Complete

A 4

(Status: 0x00)

HCI_LE_Clear_Advertising_Sets

<
<

HCI_Command_Complete

A 4

(Status: 0x00)

Figure 4.2-74: AUX_SYNC_SUBEVENT_IND PDU with Channel Map Update Indication MSC
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The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported and receives an
HCIl_Command_Complete event in response. The Advertising_Event_Properties parameter is set
to 0x0000. The Own_Address_Type is set to 0x00 (Public Device Address). Both
Primary_Advertising PHY and Secondary_Advertising PHY are set to 0x01 (LE 1M).

The Upper Tester sends an HCI_LE_Set_Periodic_Advertising_Parameters [v2] command to the
IUT with Num_Subevents set to 10, Subevent_Interval set to 0x50 (100 ms),
Response_Slot_Delay set to 0x08 (10 ms), Response_Slot_Spacing set to 0x0A, and
Num_Response_Slots set to 0x19 and receives a successful HCI_Command_Complete event in
response.

The Upper Tester enables periodic advertising using the

HCI_LE_Set Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(Periodic Advertising) and receives an HCI_Command_Complete event in response.

The Upper Tester enables advertising using the HCI_LE_Set Extended_Advertising_Enable
command. The Duration[0] parameter is set to 0x0000 (No Advertising Duration) and receives an
HCI_Command_Complete event in response.

The Lower Tester receives an ADV_EXT _IND packet from the IUT with AdvMode set to 0b00
with the AuxPtr Extended Header field present.

The Lower Tester utilizes the AuxPitr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00 and the Syncinfo Extended Header fields
present. The Lower Tester verifies that the ACAD field contains the Periodic Advertising
Response Timing Information AD Type with values from Step 2.

The IUT sends an HCI_LE_Periodic_Advertising_Subevent_Data_Request event to the Upper
Tester with Subevent_Start and Subevent_Data_Count.

The Upper Tester sends one or more HCI_LE_Set_Periodic_Advertising_Subevent_Data
commands to the IUT when Subevent 0 is within the subevents from Step 7 with Subevent Data
of 1 random octet from 1 to 254 as the payload and receives an HCI_Command_Complete event
in response.

The IUT sends AUX_SYNC_SUBEVENT_IND PDUs to the Lower Tester with the data from
Step 8 and may contain the ADI, ACAD, and TxPower fields.

Repeat Steps 10-12 for each round in Table 4.2-38.

10.

1.

12.

13.

14.

15.

The Upper Tester sends an HCI_LE_Set Host_Channel_Classification command to the IUT with
the ChannelMap set to the channel map in Table 4.2-38.

If the command succeeds, then the IUT sends an HCl_Command_Complete event to the Upper
Tester with Status 0x00. Otherwise, repeat Step 10 with a different value of the Channel_Map
parameter up to 20 times, with at least 5 seconds between repeats, or until the command
succeeds.

The IUT sends AUX_SYNC_SUBEVENT_IND PDUs to the Lower Tester and may contain the
ADI, ACAD, and TxPower fields. The Extended Header contains the Channel Map Update
Indication data type. If the Extended Header does not contain the Channel Map Update Indication
data type, the test ends in an Inconclusive verdict.

The Upper Tester disables extended advertising using the

HCI_LE_Set Extended_Advertising_Enable command but maintains periodic advertising and
receives an HClI_Command_Complete event in response.

The Upper Tester disables periodic advertising using the
HCI_LE_Set_Periodic_Advertising_Enable command and receives an HCI_Command_Complete
event in response.

The Upper Tester clears the advertising configuration using the HCI_LE_Clear_Advertising_Sets
command and receives an HCI_Command_Complete event in response.
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Round Channel Map Update
1 Odd Channels

2 Even Channels

3 Odd Channels

4 Even Channels

Table 4.2-38: Report the Periodic Advertising Response Data rounds

Expected Outcome

Pass verdict

In Step 12, the IUT sends AUX_SYNC_SUBEVENT _IND PDUs to the Lower Tester with the Channel
Map Update Indication data type in the Extended Header.

Inconclusive verdict

In Step 11, the HCI_LE_Set Host_Channel_Classification command fails 20 times.

In Step 12, the IUT does not include the Channel Map Update Indication data type in the Extended
Header.

Note

If the IUT returns the error code 0x46 (Too Late) to the
HCI_LE_Set Periodic_Advertising_Subevent_Data command, then the Upper Tester may wait for
another HCI_LE_Periodic_Advertising_Subevent_Data_Request and attempt the command again.

LL/DDI/ADV/BV-91-C [Receive Subevent Response Data in Future Subevent, Advertiser]

%)

Test Purpose

Verify that an advertiser IUT properly receives response data sent in a future subevent.
Reference

[23]12.3.1.9

[2417.7,7.8

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser_Adv_Channel_Map

- State: Standby
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Lower Tester

Link Layer (LL) / Test Suite

Upper Tester

REPEAT FDR EACH ROUND

ADV_EXT_IND

HCI|_LE_Set Extended_Advertising_Parameters

- (Advertising_Event_Properties: 0x0000,
Own_Address_Type: 0x00, Primary_Advertising_PHY: 0x01,
Secondary_Advertising_PHY: 0x01)

HCI_Command_Complete

>
>

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Parameters[v2]

A

(Num_Subevents: 5, Subevent_lInterval: OxFF
Response_Slot_Delay: 0xFF,
Response_Slot_Spacing: 0x02,
Num_Response_Slots: 4)

HCI_Command_Complete

>
>

(Status: 0x00)

HCI_LE_Set_Periodic_Advertising_Enable

< (Enable: 0x01)

HCI_Command_Complete

(Status: 0x00)

HCI_LE_Set Extended_Advertising_Enable

A

(Enable: 0x01, Duration[0]: 0x0000)

HCI_Command_Complete

A

(AdvMode: 00b, AuxPtr)

ADV_AUX_IND

A

(AdvMode: 00b)

>
>

(Status: 0x00)

CAN BE

SPLITTED in one more occurence

HCI_LE_Periodic_Advertising_Subevent_Data_Request

>
>

(Subevent_Start, Subevent_Data_Count)

HCI_LE_Set_Periodic_Advertising_Subevent _Data

A

(Num_Subevents: 2, Subevent[0]: 2,
Response_Slot_Start[0]: 0,

Response_Slot_Count[0]: 4,

Subevent_Data_Length[0]: 3,

Subevent_Data[0]: (3 random Octets)

Subevent[1]: See Table, Response_Slot_Start[1]: 0,
Response_Slot_Count[1]: 4,

Subevent_Data_Length[1]: 0, Subevent_Data[1] : empty)

HCI_Command_Complete |

(Status: 0x00)

AUX_SYNC_SUBEVENT_IND

A

(Event X, Subevent 0,
Data (3 random Octets))

Figure 4.2-75: Receive Subevent Response Data in Future Subevent, Advertiser MSC — Page 1 of 2
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REPEAT FPR EACH ROUND

AUX_SYNC_SUBEVENT IND
(Event X, Subevent 1, No Data)

AUX_SYNC_SUBEVENT_IND
(Event X, Subevent 2, No Data)

AUX_SYNC_SUBEVENT_IND
(Event X, Subevent 3, No Data)

A

AUX_SYNC_SUBEVENT_IND
(Event X, Subevent 4, No Data)

A

Round 1

AUX_SYNC_SUBEVENT RSP

Y

HCI_LE_Periodic_Advertising_Response_Report
(Response_Slot)

A 4

AUX_SYNC_SUBEVENT_IND
(Event X+1, Subevent0, No Data)

A

AUX_SYNC_SUBEVENT_IND
(Event X+1,Subevent 1, No Data)

A

Round 2

AUX_SYNC_SUBEVENT_RSP

Y

HCI_LE_Periodic_Advertising_Response_Report
(Response_Slot)

A 4

AUX_SYNC_SUBEVENT_IND
(Event X+1,Subevent 2, No Data)

A

AUX_SYNC_SUBEVENT_IND
(Event X+1,Subevent 3, No Data)

A

AUX_SYNC_SUBEVENT_IND
(Event X+1,Subevent 4, No Data)

A

HCI_LE_Set Extended_Advertising_Enable
(Enable: 0x00)

HCI_Command_Complete
(Status: 0x00) g

HCI_LE_Clear_Advertising_Sets

<
<

HCI_Command_Complete
(Status: 0x00)

A 4

Figure 4.2-76: Receive Subevent Response Data in Future Subevent, Advertiser MSC — Page 2 of 2

For each round in Table 4.2-39:

1. The Upper Tester sends an HCI_LE_Set_Extended_Advertising_Parameters command to the
IUT using all supported advertising channels and a selected advertising interval between the
minimum and maximum advertising intervals supported and receives an
HCIl_Command_Complete event in response. The Advertising_Event_Properties parameter is set
to 0x0000. The Own_Address_Type is set to 0x00 (Public Device Address). Both
Primary_Advertising_PHY and Secondary_Advertising_PHY are set to 0x01 (LE 1M).

2. The Upper Tester sends an HCI_LE_Set Periodic_Advertising_Parameters [v2] command to the
IUT with Num_Subevents set to 5, Subevent_Interval set to OxFF (318.75 ms),
Response_Slot_Delay set to OxFE (317.5 ms), Response_Slot_Spacing set to 0x02 (250 us),
Num_Response_Slots set to 4 and receives an HCl_Command_Complete event in response.
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10.

11.

12.

13.

14.

15.

Link Layer (LL) / Test Suite

The Upper Tester enables periodic advertising using the

HCI_LE_Set Periodic_Advertising_Enable command with the Enable parameter set to 0x01
(Periodic Advertising) and receives an HCI_Command_Complete event in response.

The Upper Tester enables advertising using the HCI_LE_Set Extended_Advertising_Enable
command. The Duration[0] parameter is set to 0x0000 (No Advertising Duration) and receives an
HCI_Command_Complete event in response.

The Lower Tester receives an ADV_EXT_IND packet from the IUT with AdvMode set to 0b00
with the AuxPtr Extended Header field present.

The Lower Tester utilizes the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel with the AdvMode field set to 0b00 and the Syncinfo Extended Header fields
present. The Lower Tester verifies that the ACAD field contains the Periodic Advertising
Response Timing Information AD Type with values from Step 2.

The IUT sends one or more HCI_LE_Periodic_Advertising_Subevent_Data_Request events to
the Upper Tester with Subevent_Start and Subevent _Data_Count until Subevent 2 is in the
window requested.

The Upper Tester sends one or more (depending on whether both Subevent 2 and the one in
Table 4.2-39 are in the window) HCI_LE_Set_Periodic_Advertising_Subevent_Data commands
to the IUT with Num_Subevents set to 2, Subevent [0] set to 2, Response_Slot_Start[0] set to 0,
Response_Slot_Count[0] set to 4, Subevent_Data_Length[0] set to 3, and Subevent_Data[0] set
to 3 random octets from 1 to 254 as the payload, Subevent[1] set to the Subevent in Table
4.2-39, Response_Slot_Start[1] set to 0, Response_Slot_Count[1] set to 4, and
Subevent_Data_Length[1] set to 0, and receives an HCI_Command_Complete event in
response.

The IUT sends AUX_SYNC_SUBEVENT _IND PDUs to the Lower Tester with the data from
Step 8 and may contain the ADI, ACAD, and TxPower fields.

The Lower Tester utilizes the Syncinfo field and may utilize the Periodic Advertising Response
Timing Information ACAD to listen for an AUX_SYNC_SUBEVENT _IND PDU containing
additional data submitted in Step 8.

The Lower Tester sends an AUX_SYNC_SUBEVENT_RSP PDU with a random byte of data in a
random number of slot responses, with Response Slot between 0 and 3. The
AUX_SYNC_SUBEVENT_RSP PDU is sent in the Subevent and the Periodic Advertising Interval
specified in Table 4.2-39.

The IUT sends to the Upper Tester an HCI_LE_Periodic_Advertising_Response_Report event
with Response_Slot set to the response slot in Step 11 and the data sent by the Lower Tester in
Step 11.

The Upper Tester disables extended advertising using the

HCI_LE_Set Extended_Advertising_Enable command but maintains periodic advertising and
receives an HCI_Command_Complete event in response.

The Upper Tester disables periodic advertising using the
HCI_LE_Set_Periodic_Advertising_Enable command and receives an HCI_Command_Complete
event in response.

The Upper Tester clears the advertising configuration using the HCI_LE_Clear_Advertising_Sets
command and receives an HCI_Command_Complete event in response.

Round Lower Tester Response Subevent

1

4 (same periodic advertising interval event)

2

1 (next periodic advertising interval event)

Table 4.2-39: Report the Periodic Advertising Response Data rounds
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Expected Outcome

Pass verdict

In Step 12, the IUT sends an LE Periodic Advertising Response Report event to the Upper Tester for
each received subevent response specified in Table 4.2-39.

Note

If the IUT returns the error code 0x46 (Too Late) to the
HCI_LE_Set Periodic_Advertising_Subevent_Data command, then the Upper Tester may wait for
another HCI_LE_Periodic_Advertising_Subevent_Data_Request and attempt the command again.

4.2.3.14 Decision-Based Advertisements, Set Before and After Extended Advertising Enabled

%)

Test Purpose

Verify that an IUT advertises using decision PDUs. The decision data is set by the Upper Tester
before and after Extended Advertising is enabled.

Reference
[25] 2.3.1.11
[26] 7.8.144

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Advertising Parameters Set (selected Adv_Interval_Min, selected Adv_Interval_Max,
selected type of advertising events, supported type of own address, selected advertising channel
map)
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Test Case ID PHY Advertising Type AdvA ADI Advertising Event
(AdvMode) (Bit 8) (Bit 9) Properties

LL/DDI/ADV/BV-92-C LE 1M Connectable Undirected | N N 0b00000000_10000001
(0b01)

LL/DDI/ADV/BV-93-C LE 1M Non-Connectable and N N 0b00000000_10000000
Non-Scannable
Undirected (0b00)

LL/DDI/ADV/BV-94-C LE 1M Scannable Undirected N N 0b00000000_10000010
(0b10)

LL/DDI/ADV/BV-95-C LE Coded Connectable Undirected | N N 0b00000000_10000001
(0b01)

LL/DDI/ADV/BV-96-C LE Coded Non-Connectable and N N 0b00000000_10000000
Non-Scannable
Undirected (0b00)

LL/DDI/ADV/BV-97-C LE Coded Scannable Undirected N N 0b00000000_10000010
(0b10)

LL/DDI/ADV/BV-98-C LE 1M Connectable Undirected | Y N 0b00000001_10000001
(0b01)

LL/DDI/ADV/BV-99-C LE 1M Non-Connectable and Y N 0b00000001_10000000
Non-Scannable
Undirected (0b00)

LL/DDI/ADV/BV-100-C LE 1M Scannable Undirected Y N 0b00000001_10000010
(0b10)

LL/DDI/ADV/BV-101-C LE 1M Connectable Undirected N Y 0b00000010_10000001
(0b01)

LL/DDI/ADV/BV-102-C LE 1M Non-Connectable and N Y 0b00000010_10000000
Non-Scannable
Undirected (0b00)

LL/DDI/ADV/BV-103-C LE 1M Scannable Undirected N Y 0b00000010_10000010
(0b10)

Table 4.2-40: Decision-Based Advertisements, Set Before and After Extended Advertising Enabled test cases
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Test Procedure

Lower
Tester

IUT

Link Layer (LL) / Test Suite

Upper
Tester

Rg

peat for each round

HCI_LE_Set_Extended_Advertising_Parameters

(Advertising_Handle, Primary_Advertising_PHY)

HCI_Command_Complete

>
>

(Status: 0x00)

HCI_LE_Set_Decision_Data

B (Decision_Type_Flags,
Decision_Data_Length, Decision_Data)

HCI_Command_Complete_Event

>
>

(Status: 0x00)

HCI_LE_Set Extended_Advertising_Enable

A

(0x01)

HCI_Command_Complete_Event

ADV_DECISION_IND

>
>

(Status: 0x00)

A

(Data 1)

ADV_DECISION_IND

A

(Data 1)

ADV_DECISION_IND

A

(Data 1)

HCI_LE_Set_Decision_Data

A

(Decision_Type_Flags: 0x00,
Decision_Data_Length: 1, Decision_Data)

HCI_Command_Complete_Event

ADV_DECISION_IND

>
>

(Status: 0x00)

A

(Data 2)

HCI_LE_Set_Extended_Advertising_Enable

< (0x00)

HCI_Command_Complete_Event

>
>

(Status: 0x00)

Figure 4.2-77: Decision-Based Advertisements, Set Before and After Extended Advertising Enabled MSC

Repeat Steps 1-6 for each round in Table 4.2-41:

1.

The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT with the Advertising Event Properties set as specified in Table 4.2-40 and the
Primary_Advertising_ PHY and Secondary_Advertising PHY set to the value indicated in the PHY
column in Table 4.2-40 and receives an HCI_Command_Complete event in response.

The Upper Tester sends the HCI_LE_Set Decision_Data command to the IUT with
Decision_Type_Flags set as specified in Table 4.2-41, Decision_Data_Length and Decision_Data
set as specified in Table 4.2-41, and receives a successful HCI_Command_Complete event in
response.
The Upper Tester sends the HCI_LE_Set Extended_Advertising_Enable command with Enable
set to 0x01 and receives a successful HCI_Command_Complete event in response.

Bluetooth SIG Proprietary
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4. The IUT starts sending ADV_DECISION_IND PDUs to the Lower Tester with the AdvMode as
specified in Table 4.2-40, with the AuxPtr Extended Header field present, and the Decision Type
Flags and Decision Data fields set as specified in Table 4.2-41, and the AdvA and ADI Extended
Header field as specified in Table 4.2-40. The IUT also sends AUX_ADV_IND PDUs as specified
by the AuxPtr field.

5. The Upper Tester sends the HCI_LE_Set Decision_Data command to the IUT with
Decision_Type_ Flags set to 0x00, Decision_Data_Length set to 1, Decision_Data set to a single
random octet, and receives a successful HCI_Command_Complete event in response.

6. The IUT starts sending ADV_DECISION_IND PDUs to the Lower Tester with the AdvMode as
specified in Table 4.2-40, with the AuxPtr Extended Header field present, the Decision Type
Flags and Decision Data fields set to the value in Step 5, and the AdvA and ADI Extended
Header field as specified in Table 4.2-40. The IUT also sends AUX_ADV_IND PDUs as specified
by the AuxPtr field.

7. The Upper Tester sends the HCI_LE_Set_Extended_Advertising_Enable command with Enable
set to 0x00 and receives a successful HCI_Command_Complete event in response.

8. The IUT stops advertising AUX_DECISION_IND PDUs.

Round Decision Type Flags Decision Data

1 0x01 6 octets of random data
2 0x01 7 octets of random data
3 0x00 5 octets of random data
4 0x00 8 octets of random data
5 0x00 No data

Table 4.2-41: Decision-Based Advertisements, Set Before and After Extended Advertising Enabled rounds

Expected Outcome

Pass verdict

In Step 4, the IUT sends Decision PDUs to the Lower Tester with the AdvMode bit set and other fields
included as specified in Table 4.2-40, with Decision Type flags and Decision Data set as specified in
Table 4.2-41. If the Advertising_Event_Properties bit 8 in Table 4.2-40 is 1, then the Extended
Header of the ADV_DECISION_IND PDU includes the AdvA. If the Advertising_Event_Properties

bit 9 in Table 4.2-40 is 1, then the Extended Header of the ADV_DECISION_IND PDU includes the
ADI.

In Step 6, the first ADV_DECISION_IND PDU after Step 5 has the new Decision Data set to the value
in Step 5.

LL/DDI/ADV/BV-104-C [Decision-Based Advertisements, Scannable]

%)

Test Purpose

Test that an IUT sends Scannable Decision PDUs and responds to a Lower Tester scan request.

Reference
[25]12.3.1.11,4.4.2.5
[26] 7.8.144, 7.8.145

Initial Condition

Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map
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- State: Scannable Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max, supported
type of own address, selected advertising channels, length of device name used, selected name)

Test Procedure

Execute the test procedure with a selected advertising interval between the minimum and maximum
advertising intervals supported using one advertising channel.

Lower Upper
Tester IuT Tester

HCI_LE_Extended_Advertising_Parameters
(Extended Advertising, Scannable,
Primary_Advertising_Channel_Map)

HCI_Command_Complete _
(Status: 0x00) g

HCI_LE_Extended_Scan_Response_Data
(Operation: 0x03,
Scan_Response_Data_Length: 1,
Scan_Response_Data: 0x01)

HCI_Command_Complete _
(Status: 0x00) g

P HCI_LE_Set_Decision_Data

HCI_Command_Complete
(Status: 0x00)

»
»

HCI_LE_Set_Extended_Advertising_Enable
(Enable)

<

HCI_Command_Complete
(Status: 0x00)

»

ADV_DECISION_IND
(AdvMode, Decision Data, AuxPtr)

A

AUX_ADV_IND
(AdvMode)

<
<

AUX_SCAN_REQ

»

P AUX_SCAN_RSP
- (AdvMode, AdvData)

Figure 4.2-78: Decisions-Based Advertisements, Scannable MSC

1. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT with the Advertising Event Properties field set to 0b00000000_10000010,
Primary_Advertising_Channel_Map set to a random primary advertising channel, and a selected
advertising interval between the minimum and maximum advertising intervals supported and
receives a successful HCI_Command_Complete event in response.

2. The Upper Tester sends an HCI_LE Set Extended_Scan_Response Data command to the IUT
with Operation set to 0x03, Scan_Response_Data_Length set to 1, and Scan_Response_Data
set to 0x01 and receives a successful HCI_Command_Complete event in response.

3. The Upper Tester sends the HCI_LE_Set_Decision_Data command to the IUT to set the decision
data to 8 random octets and receives a successful HCI_Command_Complete event in response.

4. The Upper Tester sends the HCI_LE_Set Extended_Advertising_Enable command with Enable
set to 0x01 and receives a successful HCI_Command_Complete event in response.

5. The IUT sends an ADV_DECISION_IND packet to the Lower Tester with AdvMode set to 0b10
and with the AuxPtr Extended Header field present.
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6. The Lower Tester uses the AuxPtr field to listen for an AUX_ADV_IND PDU on the secondary
advertising channel.

7. The Lower Tester sends an AUX_SCAN_REQ PDU to the IUT T_IFS after the end of the
AUX_ADV_IND PDU on the secondary advertising channel.

8. The IUT sends an AUX_SCAN_RSP packet to the Lower Tester T_IFS after the end of the
AUX_SCAN_REQ PDU.

Expected Outcome

Pass verdict

In Step 5, the IUT sends ADV_DECISION_IND PDUs with AdvMode and AuxPtr properly set and
decision data set to the data set in Step 3.

In Step 8, the IUT sends an AUX_SCAN_RSP PDU, containing the data set in Step 2, in response to
the AUX_SCAN_REQ PDU.

LL/DDI/ADV/BV-105-C [Decision-Based Advertisements With No Data, Enable Extended
Advertisement]

%)

Test Purpose

Verify that the IUT advertises Decision PDUs with no data when Extended Advertisements are
enabled with no decision data provided.

Reference
[25]2.3.1.11,4.4.25
[26] 7.8.56, 7.8.144

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Scannable Advertising (selected Adv_Interval_Min, selected Adv_Interval _Max, supported
type of own address, selected advertising channels, length of device name used, selected name)
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Test Procedure

Lower Upper
Tester T Tester

HCI_LE_Set_Extended_Advertising_Parameters
(Advertising_Handle, Primary_Advertising_PHY,
Advertising_Event_Properties: Bit 7: 1)

HCI_Command_Complete
(Status: 0x00)

[
>

HCI_LE_Set_Extended_Advertising_Enable
- (0x01)

HCI_Command_Complete_Event
(Status: 0x00) v

ADV_DECISION_IND
(No Data)

A

ADV_DECISION_IND
(No Data)

A

ADV_DECISION_IND
(NoData)

<
<

Figure 4.2-79: Decision Advertisements With No Data, Enable Extended Advertisement MSC

1. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Parameters command to the
IUT with the Advertising Event Properties bit 7 set to 1 and Event Type set to a supported type
and receives an HClI_Command_Complete event in response.

2. The Upper Tester sends an HCI_LE_Set Extended_Advertising_Enable command to the IUT
with Enable set to 0x01 and receives a successful HCI_Command_Complete event in response.

3. The IUT advertises ADV_DECISION_IND PDUs with no Decision Data.

Expected Outcome

Pass verdict
In Step 3, the IUT sends ADV_DECISION_IND PDUs with no Decision Data.

LL/DDI/ADV/BV-106-C [Advertising on Selected Channels]

%)

Test Purpose
Test that an advertiser IUT sends advertising packets on specific advertising channels.

The Lower Tester observes on all advertising channels for the packet and event timing and packet
contents on the selected advertising channel.

Reference

[3]4.4.2.3

Initial Condition

- Parameters: LL_advertiser_advinterval_MIN, LL_advertiser_advinterval_MAX,
LL_advertiser Adv_Channel_Map

- State: Undirected Advertising (selected Adv_Interval_Min, selected Adv_Interval_Max, supported
type of own address, selected advertising channels, length of device name used, common device
name)
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IuT

Link Layer (LL) / Test Suite

¢

Connection Established

)

Upper Tester

REPHAT

HCI_LE_Set Advertising_Parameters

(Advertising_Type: 0x00, Advertising_Channel_Map)

HCI_Command_Complete

>
>

(Status: 0x00)

HCI_LE_Set_Advertising_Data

<
<

(Advertising_Data_Length: 0)

HCI_Command_Complete

>
>

(Status: 0x00)

HCI_LE_Set Advertising_Enable

<
<

(Advertising_Enable: 0x01)

HCI_Command_Complete

>
>

(Status: 0x00)

REPEAT 150 INTERVALS

ADV_IND

A

(Channel)

ADV_IND

A

(Channel)

HCI_LE_Set_Advertising_Enable

<
<

(Advertising_Enable: 0x00)

HCI_Command_Complete

>
>

(Status: 0x00)

Figure 4.2-80: LL/DDI/ADV/BV-106-C [Advertising on Selected Channels] MSC

Repeat Steps 1-6 for each round in Table 4.2-42.

1.

The Upper Tester sends an HCI_LE_Set_Advertising_Parameters command to the IUT with
Advertising_Type set to 0x00 and Advertising_Channel_Map set as specified in Table 4.2-42 and
receives a successful HCI_Command_Complete event in response.

The Upper Tester sends an HCI_LE_Set Advertising_Data command to the IUT with

Advertising_Data_Length set to 0 and receives a successful HCI_Command_Complete event in

response.

The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT with
Advertising_Enable set to 0x01 and receives a successful HCI_Command_Complete event in

response.

The IUT sends ADV_IND packets on the selected advertising channels until Step 5 is completed.
The Lower Tester is configured to monitor advertising packets from the IUT on each of the three
advertising channels in turn (in any order) for at least 50 advertising events per channel.
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6. The Upper Tester sends an HCI_LE_Set_Advertising_Enable command to the IUT with
Advertising_Enable set to 0x00 and receives a successful HCI_Command_Complete event in
response.

Round Advertising Channels
0x01 (Channel 37)

0x02 (Channel 38)

0x03 (Channels 37 and 38)
0x04 (Channel 39)
(
(

0x05 (Channels 37 and 39)
0x06 (Channels 38 and 39)
0x07 (Channels 37, 38, and 39)

NO|a|~h|W[(N|~

Table 4.2-42: LL/DDI/ADV/BV-106-C [Advertising on Selected Channel] rounds

* Expected Outcome

Pass verdict

In Step 5, for each advertising channel:

- If the channel was specified for the round in Table 4.2-42, then the Lower Tester receives at least
45 ADV_IND PDUs on that channel.

- Otherwise, the Lower Tester does not receive any ADV_IND PDUs on that channel.

4.2.4 SCN
Tests that the IUT behaves according to the device discovery procedures in the scanner role.
4241 Common PDU Contents

The default advertising channel packet contents for the Lower Tester sent and Upper Tester accepted
packets are defined in Section 4.2.2.

The addresses used vary per test and the data is typically a count of the events transmitted by the Lower
Tester. The Lower Tester uses the device name “LT” in scan response packets.
LL/DDI/SCN/BV-01-C [Passive Scanning: Non-connectable]
* Test Purpose
Tests that a scanner IUT detects and reports advertising packets correctly.

The Lower Tester advertises using non-connectable advertising events on one channel at a time and
expects the IUT to report the advertising by the Lower Tester. The advertising packets’ payload is a
sequence numbering of the packets.

* Reference
[314.4.3.1
* |nitial Condition

- Parameters: LL_scanner_scaninterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.
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- State: Passive Scanning (selected scan interval, selected scan window) AND filtering policy to
allow all devices (accept all advertising packets (0x00)).

Test Procedure

Execute the test procedure using the minimum advertising interval, the minimum scan interval and
maximum scan window supported, such that the scan interval is 3 times the length of the average
advertising interval.

Lower Upper
Tester T Tester

HCI_LE_Set_Scan_Parameters
(Passive Scanning, Policy: 0x00)

<&
d

HCI_Command_Complete_Event
(Status: 0x00)

>
>

HCI_LE_Set_Scan_Enable
(Enable)

<&
d

HCI_Command_Complete_Event
(Status: 0x00)

>
>

ADV_NONCONN_IND
(Data: 0x01, Addr., Addr.Type,
Channel)

A 4

ADV_NONCONN_IND
(Data: 0x02, Addr., Addr.Type,
Channel)

A 4

ADV_NONCONN_IND
(Data: 0xON, Addr., Addr.Type,
Channel)

A 4

HCI_LE_Advertising_Report_Event

(Advertising Packet Information: Addr. Type,
Address)

A 4

HCI_LE_Set_Scan_Enable
(Disable)

<&
d

HCI_Command_Complete_Event
(Status: 0x00)

>
>

Figure 4.2-81: LL/DDI/SCN/BV-01-C [Passive Scanning: Non-connectable] MSC

1. Configure the Lower Tester as advertiser using a first supported advertising channel and a
common public address.

2. The Upper Tester enables passive scanning in the IUT.

3. The Lower Tester sends ADV_NONCONN _IND packets with the event count as data, each
advertising event on the selected advertising channel only using the selected advertising interval
until 20 scan intervals have passed.

4. The Upper Tester receives an HCI_LE_Advertising_Report event from the IUT with advertising
event type matching the type sent in Step 3 and data included in one of the advertising packets.

5. The Upper Tester sends an HCI_LE_Set_Scan_Enable to the IUT to disable scanning and
receives an HCI_Command_Complete event in response.

6. Configure the Lower Tester as advertiser using the second supported advertising channel and a
common public address that differs from the IUT address in the least significant octet.

7. Repeat Steps 2-5.
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8. Configure the Lower Tester as advertiser using the third supported advertising channel using a
common public address that differs from the IUT address in the most significant octet and a
random address type.

9. Repeat Steps 2-5.

Expected Outcome
Pass verdict

The test procedure completes using each supported advertising channel separately, with the IUT
recognizing each advertising packet type.

LL/DDI/SCN/BV-02-C [Passive Scanning Device Filtering]

%)

Test Purpose
Tests that a scanner IUT is able to scan for a specific advertiser using device filtering.

The Lower Tester advertises using non-connectable events on one channel and expects the IUT to
report the information in the advertising packets. The advertising packets’ payload is a sequence
numbering of the packets sent.

Reference
[314.3.3,4.4.3.1
Initial Condition

- Parameters: LL_scanner_scanlinterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX.

- State: Passive Scanning (selected scan interval, selected scan window) AND filtering policy set to
basic filtered; Filter Accept List contains one public device address.
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Test Procedure

Execute the test procedure using the minimum advertising interval and the minimum scan interval
and maximum scan window supported, such that the scan interval is 3 times the length of the
average advertising interval. The filtering policy is set to filter out unknown devices.

Lower

Tester IuT

HCI_LE_Set Scan_Parameters

Upper
Tester

<&
<

HCI_Command_Complete_Event

(Passive Scanning,

Policy: 0x01)

>
>

(Status: 0x00)

HCI_LE_Set Scan_Enable

<&
<

HCI_Command_Complete_Event

(Enable)

(Status: 0x00)

ADV_NONCONN_IND
(Correct Addr., Public Addr.)

\ 4

ADV_NONCONN_IND
(Correct Addr., Public Addr.)

A 4

HCI_LE_Advertising_Report_Event

>
>

Address)

§§ ADV_NONCONN_IND

(Correct Addr., Random Addr.) >
20-
Scanlnterval
ADV_NONCONN_IND o
(Correct Addr., Random Addr.) g
§§ ADV_NONCONN_IND o
(Incorrect Addr. 1, Public Addr.) g
20-
Scanlnterval
ADV_NONCONN_IND o
(Incorrect Addr. 1, Public Addr.) g
§§ ADV_NONCONN_IND o
(Incorrect Addr. 2, Random Addr.) g
20-
Scanlnterval

ADV_NONCONN_IND
(Incorrect Addr. 2, Random Addr.)

A 4

(Advertising Packet Information: Addr. Type,

HCI_LE_Set

\ 4

Scan_Enable

<&
<

HCI_Command_Complete_Event

(Disable)

>
>

(Status: 0x00)

Figure 4.2-82: LL/DDI/SCN/BV-02-C [Passive Scanning Device Filtering] MSC
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1. The Upper Tester enables passive scanning in the IUT with the filtering policy set to ‘Ignore
advertising packets from devices not in the Filter Accept List Only (0x01).

2. Configure the Lower Tester as advertiser, using a selected supported advertising channel
(defined as an IXIT), the device address in the Filter Accept List and a public address type.

3. The Lower Tester sends ADV_NONCONN_IND packets each advertising event on the selected
advertising channel only. Repeat until 20 scan intervals have passed or Step 4 executes.

4. The Upper Tester receives an HCI_LE_Advertising_Report event from the IUT which indicates
use of non-connectable advertising events, a public address type, and the device address in the
Filter Accept List.

5. Disable advertising in the Lower Tester.

6. Configure the Lower Tester as advertiser using a selected supported advertising channel (defined
as an IXIT), the device address in the Filter Accept List and a random address type.

7. The Lower Tester sends ADV_NONCONN_IND packets each advertising event on the selected
advertising channel only. Repeat until 20 scan intervals have passed.

8. Disable advertising in the Lower Tester.

9. Configure the Lower Tester as advertiser using a selected supported advertising channel (defined
as an IXIT), a device address other than the device address in the Filter Accept List and a public
address type. The device address differs from the IUT address in the least significant octet.

10. Repeat Steps 7-8.

11. Configure the Lower Tester as advertiser using a selected supported advertising channel (defined
as an IXIT), a device address other than the device address in the Filter Accept List and a
random address type. The device address differs from the IUT address in the most and least
significant octets.

12. Repeat Steps 7-8.

13. Issue an HCI_LE_Write_Scan_Enable to the IUT to stop the scanning function and receive an
HCI_Command_Complete event in response.

Expected Outcome

Pass verdict

The test procedure completes using a specific advertising channel with the timing combination.

The IUT reports the device address matching the Filter Accept List both for the address and type with
an HCl event.

The IUT does not report the device address matching the Filter Accept List for the address but
mismatching the type with an HCI event.

The IUT does not report the device addresses mismatching the address in the Filter Accept List with
an HCI event.

LL/DDI/SCN/BV-03-C [Active Scanning]

%)

Test Purpose

Tests that a scanner IUT detects and requests additional information from advertisers and reports the
results from the Controller.

The Lower Tester advertises using connectable undirected events on one channel at a time, acting as
multiple advertisers, expects the IUT to send the request, then responds to the IUT. The advertising
packets’ payload is a sequence numbering of the packets sent. The Lower Tester observes the
packets and timing of the IUT, as well as the HCI events reporting scan results.

Reference

3] 4.4.3.2

Bluetooth SIG Proprietary Page 4.2-194



%)

Initial Condition

Link Layer (LL) / Test Suite

- Parameters: LL_scanner_scaninterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,

LL_scanner_Adv_Channel_Map.

- State: Active Scanning (public address, selected scan interval, selected scan window) AND
filtering policy set to basic filtered; Filter Accept List contains one public device address.

Test Procedure

Execute the test procedure advertising on a selected advertising channel at a time, using the
minimum advertising interval, the minimum scan interval and maximum scan window supported, such
that the scan interval is 3 times the length of the average advertising interval.

Lower
Tester

ADV_IND

IuT

&
<

HCI_LE_Set Scan_Parameters

Upper
Tester

HCI_Command_Complete_Event

(Policy: 0x00)

(Status: 0x00)

&
<

HCI_LE_Set_Scan_Enable

>
>

HCI_Command_Complete_Event

(Enable)

(Status: 0x00)

(Data: 0x01, Addr., Channel)

ADV_IND

\ 4

HCI_LE_Advertising_Report_Event

>
>

(Advertising Packet Information)

(Data: 0x02, Addr., Channel)

ADV_IND

\ 4

(Data: 0xON, Addr, Channel)

<
d

>
>

SCAN_REQ

SCAN_RSP

>
>

HCI_LE_Advertising_Report_Event

Y

<
d

(Scan Response Packet Information)

HCI_LE_Set_Scan_Enable

»
>

HCI_Command_Complete_Event

(Disable)

(Status: 0x00)

Figure 4.2-83: LL/DDI/SCN/BV-03-C [Active Scanning] MSC

»
>

1. Configure the Lower Tester advertising channel map using the first supported advertising

channel.

type.

Bluetooth SIG Proprietary

Configure the Lower Tester as advertiser using a common device address and a public address
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3. The Upper Tester enables active scanning with filtering policy set to ‘Accept all advertising
packets (0x00)’ in the IUT.

4. The Lower Tester sends ADV_IND packets with event count as data encoded unsigned least
significant bit first, each advertising event on the selected advertising channel only, using the
selected advertising interval. Repeat up to a number of scan intervals (20) or Step 5 executes.

5. The Lower Tester receives a SCAN_REQ packet T_IFS after any of the ADV_IND packets. The
Lower Tester sends a SCAN_RSP packet containing the selected address T_IFS after of the
SCAN_REQ packet.

6. Interleave with Step 4: The Upper Tester receives an HCI_LE_Advertising_Report containing the
information used in the ADV_IND packets.

7. Interleave with Step 5: The Upper Tester receives an HCI_LE_Advertising_Report event
containing the scan response information sent in Step 5.

8. The Upper Tester sends an HCI_LE_Set Scan_Enable to the IUT to disable scanning and
receives an HCI_Command_Complete event in response.

9. Configure the Lower Tester as advertiser using a device address that differs from the IUT
address in the most significant octet and a public address type.

10. Repeat Steps 3-8.

11. Configure the Lower Tester as advertiser using a device address that differs from the IUT
address in the least significant octet and a public address type.

12. Repeat Steps 3-8.

13. Configure the Lower Tester as advertiser using a device address that differs from the IUT
address in the most and least significant octets and a public address type.

14. Repeat Steps 3-8.

15. Configure the Lower Tester advertising channel map using the second supported advertising
channel.

16. Repeat Steps 2—-14.

17. Configure the Lower Tester advertising channel map using the third supported advertising
channel.

18. Repeat Steps 2—-14.

Expected Outcome

Pass verdict

The test procedure completes using each supported advertising channel separately with the IUT
sending a scan request to each advertiser device,

The IUT reports the advertisers with both HCI events,

The timing deviations detected for packets in active mode are within the 2 ys range around T_IFS.

Notes

Note that neither the order nor composition with which the advertising packets are reported by the
scanner is fixed.

The Controller may queue the advertising reports and some information during a scan in one HCI LE
Advertising Report event.

The test procedure may be executed with filtering set to accept only the Lower Tester address or with
the filtering set to Filter Accept List all unknown devices. In the latter case test realization has to allow
detection of other devices than the test configuration.
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LL/DDI/SCN/BV-04-C [Active Scanning Device Filtering]
* Test Purpose

Tests that a scanner IUT detects, requests and reports additional information about a single
advertiser according to the filtering policy and type of advertising event used.

The Lower Tester advertises using connectable undirected events on one channel at a time, expects
the IUT to send the request, then when applicable responds to the IUT. The advertising packets’
payload is a sequence numbering of the packets sent.

* Reference
[314.3.3,4.4.3.2
* |nitial Condition

- Parameters: LL_scanner_scaninterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

- State: Active Scanning (public address, selected scan interval, selected scan window) AND
filtering policy set to basic filtered; Filter Accept List contains one public device address.
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Execute the test procedure using the minimum advertising interval, the minimum scan interval and
maximum scan window supported, such that the scan interval is 3 times the length of the average

advertising interval.

Lower
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ADV_IND

IUT

HCI_LE_Set Scan_Parameters

A
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HCI_Command_Complete_Event

A 4

(Status: 0x00)
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A 4
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<&
<
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Y

SCAN_REQ

HCI_LE_Advertising_Report_Event

A 4

(Advertising Packet Information)
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ADV_IND

A 4

(Data: 0x02, Incorrect
Address 1, Channel)
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(Data: OxON, Incorrect Address 2, Channel)

Y
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A
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>
>
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Figure 4.2-84: LL/DDI/SCN/BV-04-C [Active Scanning: Device Filtering] MSC
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12.

13.

14.

15.
16.

17.

Link Layer (LL) / Test Suite

The Upper Tester enables active scanning with filtering policy set to ‘Ignore advertising packets
from devices not in the Filter Accept List Only (0x01)’ in the IUT.

Configure the Lower Tester advertising channel map using the first supported advertising
channel.

Configure the Lower Tester as advertiser using the device address in the Filter Accept List and a
public address type. Scan response is also configured in the Lower Tester.

The Lower Tester sends ADV_IND packets each advertising event using the selected advertising
channel only, using the selected advertising interval. Repeat up to a number of scan intervals (20)
or until Step 4 executes.

The Lower Tester receives a SCAN_REQ packet T_IFS after any of the ADV_IND packets and
sends an SCAN_RSP packet to the IUT T_IFS after the SCAN_REQ.

Interleave with Step 3: The Upper Tester receives an HCI_LE_Advertising_Report containing the
information used in the advertising packets.

Interleave with Step 4: The Upper Tester receives an HCI_LE_Advertising_Report containing the
response sent in Step 4.

Configure the Lower Tester as advertiser using a device address other than the device address in
the Filter Accept List and a public address type. The device address differs from the IUT address
in the least significant octet. Scan response is also configured in the Lower Tester.

The Lower Tester sends ADV_IND packets each advertising event using the selected advertising
channel only, using the selected advertising interval. Repeat up to a number of scan intervals
(20).

Expect no SCAN_REQ in response after T_IFS to any of the packets.

Configure the Lower Tester as advertiser using a device address other than the device address in
the Filter Accept List and a public address type. The device address differs from the IUT address
in the most and least significant octets. Scan response is also configured in the Lower Tester.
Repeat Steps 8-9

Issue an HCI_LE_Write_Scan_Enable to the IUT to stop the scanning function and receive an
HCI_Command_Complete event in response.

Configure the Lower Tester advertising channel map using the second supported advertising
channel.

Repeat Steps 2—-13.

Configure the Lower Tester advertising channel map using the third supported advertising
channel.

Repeat Steps 2—-13.

* Expected Outcome

Pass verdict

The test procedure completes using each supported advertising channel with the timing combination,
with the IUT sending a request to the devices in the Filter Accept List.

The IUT reports the information in the advertising packets of the devices in the Filter Accept List.

%)
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LL/DDI/SCN/BV-05-C [Scanning For Advertiser Types]
* Test Purpose

Tests that a scanner IUT detects devices using different types advertising events when scanning
actively and not filtering devices.

The Lower Tester sends advertising packets using several device addresses on multiple channels,
using different responses and types of advertising events and observes the IUT reporting the
advertisers. Some of the advertising packets include data.

* Reference
[314.4.3.1,44.3.2
* |nitial Condition

- Parameters: LL_scanner_scaninterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

- State: Active Scanning (public address, selected scan interval, selected scan window) AND
filtering policy set to basic filtered; Filter Accept List contains one public device address.
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Test Procedure

Execute the test advertising using the minimum advertising interval, the minimum scan interval and
maximum scan window supported, such that the scan interval is 3 times the length of the average
advertising interval.

If device filtering is supported, use the filtering policy to Filter Accept List all unknown devices (accept
all advertising packets (0x00)).

Lower Upper
Tester T Tester

HCI_LE_Set_Scan_Parameters
(Policy: 0x00)

A

HCI_Command_Complete_Event
(Status: 0x00) d

HCI_LE_Set_Scan_Enable
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A 4

ADV_NONCONN_IND
(Data: 0x01, Address 1) d

ADV_NONCONN_IND
(Data: 0x02, Address 1)

A 4

ADV_NONCONN_IND
(Data: OxON, Address 1) d

HCI_LE_Advertising_Report_Event
(Advertising Packet Information)

A 4

ADV_SCAN_IND
(Data: 0x01, Address 2)

A 4

ADV_SCAN_IND
(Data: 0x02, Address 2) d

ADV_SCAN_IND
(Data: OxON, Address 2)

A 4

HCI_LE_Advertising_Report_Event
(Advertising Packet Information)

>=T_IFS
v

freeenemneeed

P SCAN_REQ

SCAN_RSP

A 4

HCI_LE_Advertising_Report_Event
(Scan Response Packet Information)

A 4

ADV_DIRECT_IND

ADV_DIRECT_IND

A 4

ADV_DIRECT_IND

A 4

HCI_LE_Advertising_Report_Event
(Advertising Packet Information)

HCI_LE_Set _Scan_Enable

A

(Disable)
HCI_Command_Complete_Event -
(Status: 0x00) d
Figure 4.2-85: LL/DDI/SCN/BV-05-C [Scanning for Advertising types] MSC
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1. The Upper Tester enables active scanning in the IUT.

Configure the Lower Tester advertising channel map using the first supported advertising
channel, a public device address that differs from the IUT address in the most significant octet
and non-connectable advertising packet type.

3. The Lower Tester sends ADV_NONCONN _IND packets each advertising event. Repeat up to a
number of scan intervals (20) or Step 4 is executed.

4. The Upper Tester receives at least one HCI_LE_Advertising_Report Event containing the
information used in the ADV_NONCONN_IND packets.

5. Configure the Lower Tester advertising channel map using the second supported advertising
channel, a public device address that differs from the IUT address in the least significant octet
and undirected advertising packet type.

6. The Lower Tester sends ADV_SCAN_IND packets in each advertising event using the selected
advertising interval. Repeat until Step 7 or up to a number of scan intervals (30).

7. The Lower Tester receives a SCAN_REQ packet T_IFS after any of the ADV_SCAN_IND
packets. The Lower Tester sends a SCAN_RSP packet to the IUT T_IFS after the SCAN_REQ.

8. Interleave with Step 6: The Upper Tester receives an HCI_LE_Advertising_Report Event
containing the advertising packet information.

9. Interleave with Step 7: The Upper Tester receives an HCI_LE_Advertising_Report Event
containing the Lower Tester address in the response sent in Step 7.

10. Configure the Lower Tester advertising channel map using the third supported advertising
channel, a public device address that differs from the IUT address in the most and least
significant octets and directed advertising packet type

11. The Lower Tester sends ADV_DIRECT_IND packets with the IUT device address for TargetA,
each advertising event using the directed advertising packet interval. Repeat up to a number of
scan intervals (15) or Step 8 is executed.

12. The Upper Tester receives an HCI_LE_Advertising_Report Event containing the advertising
packet information.

13. The Upper Tester sends an HCI_LE_Set Scan_Enable to the IUT to disable scanning and
receives an HCI_Command_Complete event in response.

* Expected Outcome

Pass verdict

The test procedure completes applying each advertiser address and advertising event type.

The IUT reports the packet information for the non-connectable and directed and undirected
connectable packets to which a response packet was not sent.

The IUT reports the connectable packets to which a response packet was sent.

* Notes
The test procedure may be executed with filtering set to accept only the Lower Tester address or with
the filtering set to Filter Accept List all unknown devices. In the latter case, test realization has to
allow detection of other devices than the test configuration.

LL/DDI/SCN/BV-10-C [Passive Scanning: Undirected Events]

* Test Purpose
Tests that a scanner IUT detects and reports advertising packets correctly.

The Lower Tester advertises using undirected advertising events on one channel at a time and
expects the IUT to report the advertising by the Lower Tester. The advertising packets’ payload is a
sequence numbering of the packets.
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Reference

13] 4.4.3.1

Initial Condition

- Parameters: LL_scanner_scaninterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

- State: Passive Scanning (selected scan interval, selected scan window) AND All in the Filter
Accept List (policy for scanner)

Test Procedure

Execute the test procedure using the minimum advertising interval, the minimum scan interval and
maximum scan window supported, such that the scan interval is 3 times the length of the average
advertising interval.

Lower Upper
Tester IuT Tester

HCI_LE_Set_Scan_Parameters
(Passive Scanning, Policy: 0x00)

<
<

HCI_Command_Complete_Event
(Status: 0x00)

>
>

HCI_LE_Set_Scan_Enable
(Enable)

<&
<

HCI_Command_Complete_Event
(Status: 0x00)

>
>

ADV_IND
(Data: 0x01, Addr., Addr. Type,
Channel)

A 4

ADV_IND
(Data: 0x02, Addr., Addr. Type,
Channel)

A 4

ADV_IND
(Data: OxON, Addr., Addr. Type,
Channel)

A 4

HCI_LE_Advertising_Report_Event
(Advertising Packet Information: Addr. Type, Address)

>
>

HCI_LE_Set_Scan_Enable
(Disable)

<&
<

HCI_Command_Complete_Event
(Status: 0x00)

>
>

Figure 4.2-86: LL/DDI/SCN/BV-10-C [Passive Scanning: Undirected events] MSC

1. Configure the Lower Tester as advertiser using a first supported advertising channel and a
common public address.

2. The Upper Tester enables passive scanning in the IUT.

3. The Lower Tester sends ADV_IND packets with the event count as data, each advertising event
on the selected advertising channel only using the selected advertising interval until 20 scan
intervals have passed.

4. The Upper Tester receives an HCI_LE_Advertising_Report event from the IUT with advertising
event type matching the type sent in Step 3 and data included in one of the advertising packets.
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5. The Upper Tester sends an HCI_LE_Set Scan_Enable to the IUT to disable scanning and
receives an HCl_Command_Complete event in response.

6. Configure the Lower Tester as advertiser using the second supported advertising channel and a
public device address that differs from the IUT address in the least significant octet.

7. Repeat Steps 2-5.

8. Configure the Lower Tester as advertiser using the third supported advertising channel using an
address that differs from the IUT address in the most significant octet and a random address
type.

9. Repeat Steps 2-5.

Expected Outcome
Pass verdict

The test procedure completes using each supported advertising channel separately, with the IUT
recognizing the advertising packet type.

LL/DDI/SCN/BV-11-C [Passive Scanning: Directed Events]

%)

Test Purpose
Tests that a scanner IUT detects and reports advertising packets correctly.

The Lower Tester advertises using directed advertising events on one channel at a time and expects
the IUT to report the advertising by the Lower Tester.

Reference
[314.4.3.1
Initial Condition

- Parameters: LL_scanner_scanlinterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

- State: Device Address Set (supported type of address, any address) AND Passive Scanning
(selected scan interval, selected scan window) AND Specific in the Filter Accept List (policy for
scanner)
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Test Procedure

Execute the test procedure using the minimum advertising interval, the minimum scan interval and

maximum scan window supported, such that the scan interval is three times the length of the average

advertising interval.
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Tester T Tester
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>
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Correct addres$ and incorrect address type
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(Enable)
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<

HCI_Command_Complete_Event
(Status: 0x00)

>
>

ADV_DIRECT_IND
(Address, Address Type)
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ADV_DIRECT_IND
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A 4
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address and addresp type

HCI_LE_Advertising_Report_Event
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<

HCI_Command_Complete_Event
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>
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Figure 4.2-87: LL/DDI/SCN/BV-11-C [Passive Scanning: Directed events] MSC

1.

Configure the Lower Tester as advertiser using a first supported advertising channel, directed
advertising with the TargetA set to the IUT’s address, and the AdvA set to a common public
address in the IUT’s Filter Accept List with a value that could be a valid random address (most
significant bit is set to 0 or following bit is set to 1).

The Upper Tester enables passive scanning in the IUT.

The Lower Tester sends ADV_DIRECT_IND packets, each advertising event on the selected
advertising channel only using the selected advertising interval until 20 scan intervals have
passed.

The Upper Tester receives an HCI_LE_Advertising_Report event from the IUT with advertising
event type matching the type sent in Step 3.

The Upper Tester sends an HCI_LE_Set_Scan_Enable to the IUT to disable scanning and
receives an HClI_Command_Complete event in response.
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6. Configure the Lower Tester as advertiser using the second supported advertising channel,
directed advertising with the TargetA set to the IUT’s address, and the AdvA set to a public
address not in the IUT’s Filter Accept List.

7. Repeat Steps 2-5, except that in Step 4, the Upper Tester does not receive an
HCI_LE_Advertising_Report event.

8. Configure the Lower Tester as advertiser using the third supported advertising channel, directed
advertising with the TargetA set to the IUT’s address, and the AdvA set to a random address with
the same 48-bit value as used in Step 1.

9. Repeat Steps 2-5, except that in Step 4, the Upper Tester does not receive an
HCI_LE_Advertising_Report event.

* Expected Outcome
Pass verdict
The test procedure completes using a specific advertising channel with the timing combination.

The IUT reports advertising for the device address matching the address in the Filter Accept List both
for the address and type with an HCI event,

The IUT does not report the device addresses mismatching the address in the Filter Accept List with
an HCl event.

The IUT does not report advertising for the device address matching the address in the Filter Accept
List for the address but mismatching the type with an HCI event.

LL/DDI/SCN/BV-12-C [Passive Scanning: Discoverable Events]

* Test Purpose
Tests that a scanner IUT detects and reports advertising packets correctly.

The Lower Tester advertises using discoverable undirected advertising events on one channel at a
time and expects the IUT to report the advertising by the Lower Tester. The advertising packets’
payload is a sequence numbering of the packets.

* Reference

[3]4.4.3.1

* Initial Condition

- Parameters: LL_scanner_scanlinterval_MIN, LL_scanner_scanlinterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

- State: Device Address Set (supported type of address, any address) AND Passive Scanning
(selected scan interval, selected scan window) AND All in the Filter Accept List (policy for
scanner)
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* Test Procedure

Execute the test procedure using the minimum advertising interval, the minimum scan interval and
maximum scan window supported, such that the scan interval is three times the length of the average
advertising interval.

Lower Upper
Tester T Tester

HCI_LE_Set _Scan_Parameters
(Passive Scanning, Policy: 0x01)
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Figure 4.2-88: LL/DDI/SCN/BV-12-C [Passive Scanning: Discoverable events] MSC
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1. Configure the Lower Tester as advertiser using a first supported advertising channel and a
common public address.

2. The Upper Tester enables passive scanning in the [UT.

3. The Lower Tester sends ADV_SCAN_IND packets with the event count as data, each advertising
event on the selected advertising channel only using the selected advertising interval until 20
scan intervals have passed.

4. The Upper Tester receives an HCI_LE_Advertising_Report event from the IUT with advertising
event type matching the type sent in Step 3 and data included in one of the advertising packets.

5. The Upper Tester sends an HCI_LE_Set Scan_Enable to the IUT to disable scanning and
receives an HCI_Command_Complete event in response.

6. Configure the Lower Tester as advertiser using the second supported advertising channel and a
public device address that differs from the IUT address in the least significant octet.

7. Repeat Steps 2-5.

8. Configure the Lower Tester as advertiser using the third supported advertising channel using an
address that differs from the IUT address in the most significant octet and a random address
type.

9. Repeat Steps 2-5.

Expected Outcome
Pass verdict

The test procedure completes using a specific advertising channel with the timing combination.

The IUT reports the device address matching the Filter Accept List both for the address and type with
an HCI event.

The IUT does not report the device address matching the Filter Accept List for the address and but
mismatching the type with an HCI event.

The IUT does not report the device addresses mismatching the address in the Filter Accept List with
an HCI event.

LL/DDI/SCN/BV-13-C [Network Privacy — Passive Scanning, Peer IRK]

%)

Test Purpose

Verify that the IUT, when doing passive scanning and using the Resolving List, reports advertising
from the Lower Tester. The Lower Tester is doing non-connectable advertising and uses a resolvable
private address for the AdvA field, i.e., the Lower Tester has distributed its own IRK.

Verify that the IUT, when doing passive scanning and address resolution, is disabled and does not
resolve the advertising address of the Lower Tester.

Reference

13] 4.4.3.1

Initial Condition

- Parameters: LL_scanner_scanlinterval_MIN, LL_scanner_scanlInterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

- State: Passive Scanning (selected scan interval, selected scan window) AND if filtering is
supported filtering policy to allow all devices (accept all advertising packets (0x00)).

- The IUT is using a resolvable private address (0x02 or 0x03).
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Figure 4.2-89: LL/DDI/SCN/BV-13-C [Network Privacy — Passive Scanning, Peer IRK] MSC
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1. The Upper Tester populates the IUT resolving list with the peer IRK and identity address.
The Upper Tester enables passive scanning in the IUT.

3. Configure the Lower Tester to start advertising. The Lower Tester uses a resolvable private
address in the AdvA field.

4. The Lower Tester sends an ADV_NONCONN _IND packet each advertising event using the
selected advertising channel only. Repeat for at least 20 advertising intervals.

5. The Upper Tester receives at least one HCI_LE_Advertising_Report reporting the advertising
packets sent by the Lower Tester. The address in the report is resolved by the IUT using the
distributed IRK.

6. The Upper Tester sends an HCI_LE_Set_Scan_Enable to the IUT to stop the scanning function
and receives an HClI_Command_Complete event in response.

7. The Upper Tester disables address resolution.

The Upper Tester enables passive scanning in the IUT.

9. The Lower Tester sends an ADV_NONCONN_IND packet each advertising event using the
selected advertising channel only. Repeat for at least 20 advertising intervals.

10. The IUT does not resolve the Lower Tester’s address and reports it unresolved (as received in
the advertising PDU) in the advertising report events to the Upper Tester.

11. The Upper Tester sends an HCI_LE_Set Scan_Enable to the IUT to stop the scanning function
and receives an HCI_Command_Complete event in response.

®

Expected Outcome

Pass verdict

The IUT receives and reports advertising with a resolvable private address in the AdvA field from the
Lower Tester.

The IUT does not resolve the address of the Lower Tester and reports it unresolved in the advertising
report events to the Upper Tester when address resolution is disabled.

LL/DDI/SCN/BV-14-C [Network Privacy - Passive Scanning: Directed Events to an address
different from the scanner’s address]

%)

Test Purpose

Verify that a scanner IUT detects and reports directed advertising packets correctly, when the Upper
Tester has set the scan filter policy to 0x02. The Upper Tester sets the own address to a resolvable
private address, the Lower Tester sends connectable directed advertising packets to the IUT with
TargetA set to a resolvable private address that is different from the address that the Upper Tester
has provided to the IUT. The IUT reports the directed advertising packets to the Upper Tester.

Reference

13]4.4.3.1,4.3.3

Initial Condition

- Parameters: LL_scanner_scanlinterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

- State: Passive Scanning (selected scan interval, selected scan window) AND extended filtering
policy to process all advertising packets (0x02)

- The IUT is using a resolvable private address (0x02 or 0x03).

- The Lower Tester is also using a resolvable private address.
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Lower
Tester

ADV_DIRECT_IND

Link Layer (LL) / Test Suite

Upper
T Tester

HCI_LE_Set Random_Address

-
hl (Random_Address)
HCl_Command_Complete q
(Status: 0x00) ld
4 HCI_LE_Set_Resolvable Private_Address_Timeout
hi (RPA_Timeout)
HCI_Command_Complete q
(Status: 0x00) ld
PV HC|_LE Set Address_Resolution_Enable
< (Enable)

HCIl_Command_Complete

»
(Status: 0x00) ld

4 HCI_LE_Set Scan_Parameters
hi (Passive Scanning, Scan_Policy)
HCI_Command_Complete |
(Status: 0x00) ld
PV HC|_LE_Set Scan_Enable
< (Enable)

HC|l_Command_Complete

(Status: 0x00) >

(AdvA is RPA, TargetA is RPA)

ADV_DIRECT_IND

A 4

(AdvA is RPA, TargetA is RPA)

A 4

HCI|_LE_Direct_Advertising_Report

»
(Advertising Packet Information Addr. Type, Address) ld

4 HCI_LE_Set_Scan_Enable
l

(Disable)

HCIl_Command_Complete

(Status: 0x00) >

Figure 4.2-90: LL/DDI/SCN/BV-14-C [Network Privacy - Passive Scanning: Directed Events to an address

different from the scanner’s address] MSC

1. The Upper Tester sets a resolvable private address for the IUT to use.
The Upper Tester enables passive scanning using filter policy 0x02 in the IUT.
3. Configure the Lower Tester to start advertising. The Lower Tester uses a resolvable private
address type in the AdvA field. The TargetA field also contains a resolvable private address,
which does not match the address set by the Upper Tester in the [UT.
4. The Lower Tester sends an ADV_DIRECT _IND packet each advertising event using the selected
advertising channel only. Repeat for at least 20 advertising intervals.
5. The Upper Tester receives at least one HCI_LE_Direct_Advertising_Report reporting the
advertising packets sent by the Lower Tester.
6. The Upper Tester sends an HCI_LE_Set Scan_Enable to the IUT to stop the scanning function
and receives an HClI_Command_Complete event in response.

* Expected Outcome

Pass verdict

The IUT receives directed advertising with a resolvable private address different from the IUT address
in the TargetA field from the Lower Tester. The advertising packets are reported to the Upper Tester.
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LL/DDI/SCN/BV-15-C [Network Privacy — Active Scanning, no Local IRK, no Peer IRK]

%)

Test Purpose

Verify that the IUT when doing active scanning reports the Lower Tester and sends SCAN_REQs to
the Lower Tester with a non-resolvable private address for the ScanA field. The Lower Tester is doing
scannable undirected advertising. The Lower Tester has not distributed its own IRK.

Reference
[314.4.3.2,6.3,6.5
Initial Condition

- Parameters: LL_initiator_scaninterval_MIN, LL _initiator_scaninterval_MAX,
LL_initiator_scanWindow_MIN, LL _initiator_scanWindow_MAX, LL _initiator_Adv_Channel_Map,
LL_initiator_Channel_Map

- State: Active Scanning (resolvable private address, selected scan interval, selected scan window)
AND filtering policy set to basic filtered; Filter Accept List contains one public device address.
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* Test Procedure

Lower Upper
Tester T Tester

HCI_LE_Set_Random_Address
(Random_Address)

<&
d

HCI_Command_Complete_Event
(Status: 0x00)

>
>

HCI_LE_Add_Device_To_Resolving_List
(PeerIRK = all zeros, Local IRK = all zero,
Peer_addr, Peer_addr_type = 0x1)

&
<

HCI_Command_Complete_Event
(Status: 0x00)

>
>

HCI_LE_Set_Resolvable_Private_Address_Timeout
(RPA_Timeout)

HCI_Command_Complete_Event
(Status: 0x00)

»
>

HCI_LE_Set_Address_Resolution_Enable
(Enable)

<
d

HCI_Command_Complete_Event
(Status: 0x00)

»
>

HCI_LE_Set_Scan_Parameters
(Active Scanning, Scan_Policy: 0x0,
Own_Addr_Type: 0x03)

<
d

HCI_Command_Complete_Event
(Status: 0x00)

>
>

HCI_LE_Set_Scan_Enable
(Enable)

<
d

HCI_Command_Complete_Event
(Status: 0x00)

>
>

AUX_SCAN_IND
(Data: 0x00, Addr., Channel)

Y

HCI_LE_Advertising_Report_Event
(Advertising Packet Information)

Y

AUX_SCAN_IND
(Data: 0x00, Addr., Channel)

A 4

AUX_SCAN_IND N
(Data: 0x00, Addr., Channel) d

SCAN_REQ
(ScanA is Non-RPA)

<
<

SCAN_RSP

>
>

HCI_LE_Advertising_Report_Event
(Scan Response Packet Information)

>
>

Figure 4.2-91: LL/DDI/SCN/BV-15-C [Network Privacy — Active Scanning, no Local IRK, no Peer IRK] MSC
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1. Configure the Lower Tester to start advertising.

Configure the Lower Tester as an advertiser using a random static address in the AdvA field.

3. Configure the IUT with a non-resolvable private address using the
HCI_LE_Set Random_Address command.

4. The Upper Tester enables address resolution with all zero IRKs and random static peer address
and random peer address type.

5. The Upper Tester enables active scanning with filtering policy set to ‘Accept all advertising
packets (0x00)’ in the IUT. The Own_Address_Type is set to 0x03.

6. The Lower Tester sends an ADV_SCAN_IND packet each advertising event using the selected
advertising channel only. Repeat for at least 20 advertising intervals or until Step 7 occurs.

7. The Lower Tester receives a SCAN_REQ packet T_IFS after any of the ADV_IND packets. The
The Lower Tester sends a SCAN_RSP packet containing the selected address T_IFS after the
SCAN_REQ packet. The ScanA field in the SCAN_REQ packet should use a non-resolvable
private address.

8. The Upper Tester receives an HCI_LE_Advertising_Report containing the information used in the
ADV_SCAN_IND packets.

9. The Upper Tester sends an HCI_LE_Set Scan_Enable to the IUT to disable scanning and
receives an HCI_Command_Complete event in response.

Expected Outcome

Pass verdict

The IUT receives undirected advertising using a private address in the AdvA field from the Lower
Tester.

The IUT responds to the advertising with a SCAN_REQ to the Lower Tester using a non-resolvable
private address in the ScanA field.

IUT stops scanning and sends HCl_Command_Complete event to the Upper Tester.

LL/DDI/SCN/BV-16-C [Network Privacy — Active Scanning, Local IRK, no Peer IRK]

%)

Test Purpose

Verify that the IUT, when doing active scanning and using the Resolving List, reports the Lower
Tester and sends SCAN_REQs to the Lower Tester with a resolvable private address for the ScanA
field. The Lower Tester is doing scannable undirected advertising and uses a public or static random
address for the AdvA field. The Lower Tester has not distributed its own IRK.

Reference

3] 4.4.3.2

Initial Condition

- Parameters: LL_initiator_scanlinterval_MIN, LL_initiator_scaninterval_MAX,
LL_initiator_scanWindow_MIN, LL _initiator_scanWindow_MAX, LL _initiator_Adv_Channel_Map,
LL_initiator_Channel_Map

- State: Active Scanning (resolvable private address, selected scan interval, selected scan window)
AND filtering policy set to basic filtered; Filter Accept List contains one public device address.
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Test Procedure

Lower Upper
Tester Tester

HCI_LE_Set Random_Address
(Random_Address)

HCI_Command_Complete
(Status: 0x00)

HCI_LE_Add_Device_To_Resolving_List
(PeerIRK = all zeros, Local IRK,
Peer_addr, Peer_addr_type = 0x1)

HCI_Command_Complete
(Status: 0x00)

| HCI_LE_Set_Resolvable_Private_Address_Timeout
(RPA_Timeout)

HCI_Command_Complete
(Status: 0x00) d

HCI_LE_Set Address_Resolution_Enable
(Enable)

HCI_Command_Complete
(Status: 0x00)

HCI_LE_Set_Scan_Parameters
(Active Scanning, Scan_Policy: 0x0)

HCI_Command_Complete
(Status: 0x00) d

HCI_LE_Set Scan_Enable
(Enable)

HCI_Command_Complete
(Status: 0x00)

ADV_SCAN_IND

(Data: 0x00, Addr., Channel) g

HCI_LE_Advertising_Report

(Advertising Packet Information) d
ADV_SCAN_IND R
(Data: 0x00, Addr., Channel) i

ADV_SCAN_IND

(Data: 0x00, Addr., Channel) g
SCAN_REQ
B (ScanA'is RPA)
SCAN_RSP R
RPA_
timeout
HCI_LE_Advertising_Report
(Scan Response Packet Information) d
HCI_LE_Set Scan_Enable
(Disable)
HCI_Command_Complete
(Status: 0x00)
W HCI_LE_Set_Scan_Enable
(Enable)
HCI_Command_Complete
(Status: 0x00) d
1 | ADV_SCAN_IND N
(Data: 0x00, Addr, Channel) g
SCAN_REQ

(ScanA with new RPA)

SCAN_RSP

HCI_LE_Advertising_Report
(Scan Response Packet Information)

HCI_LE_Set_Scan_Enable
(Disable)

HCI_Command_Complete
(Status: 0x00)

Figure 4.2-92: LL/DDI/SCN/BV-16-C [Network Privacy — Active Scanning, Local IRK, no Peer IRK] MSC
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1. The Upper Tester sends an HCI_LE_Set Random_Address to the IUT with a random static
address and receives a successful HCI_Command_Complete in return.

2. Configure the Lower Tester as an advertiser using its device identity address in the AdvA field.

3. The Upper Tester adds the peer device to the resolving list with a valid local IRK and no peer
IRK.

4. The Upper Tester enables active scanning with filtering policy set to ‘Accept all advertising
packets (0x00)’ in the IUT.

5. The Lower Tester sends an ADV_SCAN_IND packet each advertising event using the selected
advertising channel only. Repeat for at least 20 advertising intervals or until Step 6 completes.

6. The Lower Tester receives a SCAN_REQ packet T_IFS after any of the ADV_SCAN_IND
packets. The Lower Tester sends a SCAN_RSP packet containing the selected address T_IFS
after the SCAN_REQ packet. The ScanA field in the SCAN_REQ packet should use a resolvable
private address.

7. The Upper Tester receives an HCI_LE_Advertising_Report containing the information used in the
ADV_SCAN_IND packets.

8. The Upper Tester restarts the scanning session on the IUT.

9. Wait for address refresh timeout starting from the first SCAN_REQ received and repeat Steps 5
and 6 to verify that the ScanA field in the SCAN_REQ packet has now changed to a new
resolvable private address.

10. The Upper Tester sends an HCI_LE_Set_Scan_Enable to the IUT to disable scanning and
receives an HCI_Command_Complete event in response.

Expected Outcome
Pass verdict

The IUT receives undirected advertising using the Lower Tester’s Identity Address in the AdvA field
from the Lower Tester.

The IUT responds to the advertising with a SCAN_REQ to the Lower Tester using a resolvable
private address in the ScanA field. The ScanA field should contain a new resolvable private address
after the address refresh timeout.

The IUT stops scanning and sends HCl_Command_Complete event to the Upper Tester.

LL/DDI/SCN/BV-17-C [Network Privacy — Active Scanning, no Local IRK, Peer IRK]

%)

Test Purpose

Verify that the IUT, when doing active scanning and using the Resolving List, reports the Lower
Tester and sends SCAN_REQs to the Lower Tester with a non-resolvable private address for the
ScanA field. The Lower Tester is doing scannable undirected advertising and uses a resolvable
private address for the AdvA field. The Lower Tester has distributed its own IRK.

Reference
[314.4.3.2
Initial Condition

- Parameters: LL_initiator_scanlinterval_MIN, LL_initiator_scaninterval_MAX,
LL_initiator_scanWindow_MIN, LL _initiator_scanWindow_MAX, LL _initiator_ Adv_Channel_Map,
LL_initiator_Channel_Map

- State: Active Scanning (resolvable private address, selected scan interval, selected scan window)
AND filtering policy set to basic filtered; Filter Accept List contains one public device address.
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Test Procedure
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<
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Figure 4.2-93: LL/DDI/SCN/BV-17-C [Network Privacy — Active Scanning, no Local IRK, Peer IRK] MSC

1. The Upper Tester sends an HCI_LE_Set Random_Address to the IUT with a non-resolvable
private address.

2. Configure the Lower Tester advertising channel map using the first supported advertising
channel.

3. Configure the Lower Tester as an advertiser using a resolvable private address in the AdvA field.
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4. The Upper Tester adds peer identity and IRK information to resolving list.

5. The Upper Tester enables active scanning with filtering policy set to ‘Accept all advertising
packets (0x00)’ in the IUT.

6. The Lower Tester sends an ADV_SCAN_IND packet each advertising event using the selected
advertising channel only. Repeat for at least 20 advertising intervals or until Step 7 occurs.

7. The Lower Tester receives a SCAN_REQ packet T_IFS after any of the ADV_SCAN_IND
packets. The Lower Tester sends a SCAN_RSP packet containing the selected address T_IFS
after the SCAN_REQ packet. The ScanA field in the SCAN_REQ packet should use a non-
resolvable private address.

8. The Upper Tester receives an HCI_LE_Advertising_Report event containing the
ADV_SCAN_IND response information sent in Step 7.

Expected Outcome
Pass verdict

The IUT receives scannable undirected advertising using a resolvable private address in the AdvA
field from the Lower Tester.

The IUT responds to the advertising with a SCAN_REQ to the Lower Tester using a non-resolvable
private address in the ScanA field.

LL/DDI/SCN/BV-18-C [Network Privacy — Active Scanning, Local IRK, Peer IRK]

%)

Test Purpose

Verify that the IUT when doing active scanning and using the Resolving List reports the Lower Tester
and sends SCAN_REQs to the Lower Tester with a resolvable private address for the ScanA field.
The Lower Tester is doing scannable undirected advertising and uses a resolvable private address
for the AdvA field i.e., the IUT and the Lower Tester has distributed its Device Identities.

Reference
[314.4.3.2
Initial Condition

- Parameters: LL_initiator_scanlinterval_MIN, LL_initiator_scanlinterval_MAX,
LL_initiator_scanWindow_MIN, LL _initiator_scanWindow_MAX, LL _initiator_Adv_Channel_Map,
LL_initiator_Channel_Map

- State: Active Scanning (resolvable private address, selected scan interval, selected scan window)
AND filtering policy set to basic filtered; Filter Accept List contains one public device address.
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Figure 4.2-94: LL/DDI/SCN/BV-18-C [Network Privacy — Active Scanning, Local IRK, Peer IRK] MSC

1. The Upper Tester sends an HCI_LE_Set Random_Address to the IUT with a random static
address.

2. Configure the Lower Tester as an advertiser using a resolvable private address in the AdvA field.

3. The Upper Tester adds peer device identity and local IRK information to resolving list.

4. The Upper Tester enables active scanning with filtering policy set to ‘Accept all advertising
packets (0x00) in the IUT.

5. The Lower Tester sends an ADV_SCAN_IND packet each advertising event using the selected
advertising channel only. Repeat for at least 20 advertising intervals or until Step 7 occurs.
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6. The Lower Tester receives a SCAN_REQ packet T_IFS after any of the ADV_SCAN_IND
packets. The ScanA field in the SCAN_REQ packet uses the same resolvable private address.

7. The Lower Tester sends a SCAN_RSP packet T_IFS after the SCAN_REQ packet. The AdvA
field in the SCAN_RSP packet should use the resolvable private address that was used in the
SCAN_REQ packet.

8. Interleave with Step 6: The Upper Tester receives an HCI_LE_Advertising_Report containing the
information used in the ADV_SCAN_IND packets.

9. Interleave with Step 7: The Upper Tester receives an HCI_LE_Advertising_Report event
containing the scan response information.

Expected Outcome

Pass verdict

The IUT receives scannable undirected advertising using a resolvable private address in the AdvA
field from the Lower Tester. The IUT successfully resolves the address.

The IUT responds to the advertising with a SCAN_REQ to the Lower Tester using a resolvable
private address in the ScanA field. The Lower Tester successfully resolves the address.

The IUT stops scanning and sends HCl_Command_Complete event to the Upper Tester.

4.24.2 Extended Scanning, Passive

%)

Test Purpose

Verify that a scanner IUT detects and reports advertising packets received correctly, including legacy
and extended PDUs. The Lower Tester advertises using non-connectable and non-scannable
advertising events on the primary and secondary advertising channels and expects the IUT to report
the advertising to the Upper Tester. Both directed and undirected advertising events are tested, with
and without data.

Reference

[10]14.4.31

Initial Condition

- Parameters: LL_scanner_scanlinterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

- State: Passive Scanning (selected scan interval, selected scan window) AND filtering policy to
allow all devices (accept all advertising packets (0x00)).

- The maximum number of octets the IUT can receive during scanning is defined in the
Scan_Max_Data IXIT parameter.

- Ifrequired in Table 4.2-43, the Upper Tester sets the Advertising Coding Selection (Host Support)
feature bit using the HCI_LE_Set Host_Feature command.
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Test Case Advertising PHYs
Coding R .
Selection (Host Scanning Primary Secondary Rounds to
Support) PHY Advertising | Advertising be
Feature Bit Set PHY PHY Executed

LL/DDI/SCN/BV-19-C No 0x01 (LE 1M | LE IM PHY | LE 1M PHY 1-18

[Extended Scanning, PHY)

Passive — LE 1M PHY]

LL/DDI/SCN/BV-42-C No 0x01 (LE 1M | LE IM PHY | LE 2M PHY 10-18

[Extended Scanning, PHY)

Passive — LE 2M PHY]

LL/DDI/SCN/BV-43-C No 0x04 (LE LE Coded LE Coded 10-18

[Extended Scanning, Coded PHY) | PHY PHY

Passive — LE Coded PHY]

LL/DDI/SCN/BV-91-C Yes 0x04 (LE LE Coded LE Coded 10-18

[Extended Scanning, Coded PHY) | PHY PHY

Passive — LE Coded PHY,

Advertising Coding

Selection (Host Support)

bit set]

Table 4.2-43: Extended Scanning, Passive test cases
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* Test Procedure

Execute the test procedure using the minimum advertising interval and continuous passive scanning.

Lower Upper
Tester T Tester

FOR EACH|ROUND FROM 1 TO 16

HCI_LE_Set Extended_Scan_Parameters
(Extended Scanning, Passive)

HCI_Command_Complete
(Status: 0x00)

>
>
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<&
<

HCI_Command_Complete
(Status: 0x00)

>
>

REPEAT 10 timgs OR
REPEAT until IUT stops scanning (max 5 sedonds)

Advertising PDU (PDU Type)

A 4

Advertising PDU (PDU Type)

A 4

Advertising PDU (PDU Type)

|
1
A 4
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L

<

§|

= U [P
] AUX_ADV_IND N :
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:(D AdvMode: 00b, AdvA) !
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:§| :
e :
| :
A H
b LAUXCHAININD s » :

(Secondary channel, '
zero or more)

(Optional: one or more)

HCI_LE_Scan_Timeout
(Optional)

HCI_LE_Set_Extended_Scan_Enable
(Disable)

<&
<

HCI_Command_Complete
(Status: 0x00)

>
>

Figure 4.2-95: Extended Scanning, Passive MSC

For each round as specified in Table 4.2-43 based on Table 4.2-44;

1. The Upper Tester sends an HCI_LE_Set Extended_Scan_Parameters command to the IUT. The
Scanning_PHYs parameter is set as specified in Table 4.2-43, Scan_Type[0] set to 0x00
(Passive Scanning), Scan_lInterval[0] set to 0x0010, and Scan_Window][0] set to 0x0010.
Own_Address_Type is set to 0x00 (Public Device Address), and Scanning_Filter_Policy is set to
0x00 (Accept All) and receives a successful HCI_Command_Complete event in response.
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2. The Upper Tester sends an HCI_LE_Set Extended_Scan_Enable command to the IUT to enable
scanning and receives a successful HCI_Command_Complete event in response.
Filter_Duplicates and Period is set to zero. The Duration parameter is set to the value specified in
Table 4.2-44 for this round.

3. The Lower Tester begins advertising using the PDU Type specified in Table 4.2-44 for this round
and the advertising PHY's specified in Table 4.2-43. If advertising on the LE Coded PHY, the odd-
numbered rounds use the S=2 coding and the even-numbered rounds use the S=8 coding. If
AUX_ADV_IND is included in the round, the ADV_EXT _IND includes an AuxPtr that refers to the
AUX_ADV_IND, and all fields specified should be included with the AUX_ADV_IND only. If AdvA
is specified the appropriate PDU includes the field, where “LT” equals the Lower Tester address.
If InitA/TargetA is specified the appropriate PDU includes the field, where “IUT” equals the IUT
address and “Not IUT” equals a random address other than the IUT address. If AdvData is
specified the PDU includes the field populated with random octets of the specified count. If the
AdvData is greater in length than will fit in one PDU, the Lower Tester includes an AuxPtr field
and send one or more AUX_CHAIN_IND PDUs containing the remaining data. Each PDU except
the last contains as much AdvData as can fit. If Duration is set to 0x0000, repeat for at least 20
advertising intervals; otherwise, repeat until the end of the round. If AUX_ADV_IND or
ADV_EXT _IND is specified, then the advertising PDU does not contain a TxPower field.

4. For undirected advertisements or advertisements directed at the IUT, the Upper Tester receives
one or more HCI_LE_Extended_Advertising_Report events from the IUT with an advertising
event type matching the type sent in Step 3, Periodic_Advertising_Interval set to 0, and the
Primary_PHY set as specified in Table 4.2-43. If the advertisements used extended PDUs, the
Secondary_PHY is set as specified in Table 4.2-43; otherwise, the Secondary_PHY is set to
0x00. If the advertising is on the LE Coded PHY, then:

* If the Advertising Coding Selection (Host Support) Feature Bit is set, then the Primary PHY
and Secondary PHY have the values 0x03 and 0x04 as appropriate to indicate the coding
used.

* If the Advertising Coding Selection (Host Support) Feature Bit is not set, then the Primary
PHY and Secondary PHY have the value 0x03 irrespective of the coding used.
If AdvData was included in the advertisement, the Upper Tester receives the data included in one
or more of the advertising packets. If AdvData is sent to the Upper Tester in multiple reports, the
Data Status in the Event_Type field for each report except the last is set to “Incomplete, more
data to come”, 0b01. The Event_Type field for the last report sent with advertisement data is set
to “Complete”, 0b00. If the advertisement was directed at the IUT, the Upper Tester receives the
Direct Address Type and Direct Address used to direct the advertisement at the IUT. TX_Power
is set to Ox7F.
5. Perform Step 5A or 5B depending on the value of Duration.
Alternative 5A (If the Duration was set to 0x0000 (No Scanning Duration)):
5A.1  Repeat Step 4 until a number of advertising reports (10) have been generated. Each
time the Upper Tester receives a report, the Lower Tester changes the AdvData, if
any. If the round uses extended advertising PDUs, it also changes the DID sub-field
of the ADI field to a new value.
5A.2 The Upper Tester sends an HCI_LE_Set_Scan_Enable to the IUT to disable
scanning and receives an HCI_Command_Complete event in response.
Alternative 5B (If the Duration was not set to 0x0000):
5B.1  Repeat Step 4 until the amount of time specified for Duration has elapsed.
Afterwards, the Upper Tester receives an HCI_Scan_Timeout event from the IUT.
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Round | LE Set Extended Lower Tester Advertising PDUs
Scan Enable
(Step 2)
Duration PDU Type (AdvMode) AdvA InitA or | AdvData
TargetA
1 0x0000 ADV_IND LT - None
2 0x0000 ADV_IND LT - 31 octets
3 0x0000 ADV_DIRECT_IND LT IUT -
4 0x0000 ADV_DIRECT_IND LT Not IUT | -
5 0x0000 ADV_NONCONN_IND LT - None
6 0x0000 ADV_NONCONN_IND LT - 31 octets
7 0x0000 ADV_EXT_IND (0b00) LT - -
8 0x0000 ADV_EXT_IND (0b00) LT IUT -
9 0x0000 ADV_EXT_IND (0b00) LT Not IUT | -
10 0x0000 ADV_EXT_IND (0b00) - - -
AUX_ADV_IND (0b00) LT - None
11 0x0000 ADV_EXT_IND (0b00) - - -
AUX_ADV_IND (0b00) LT IuT None
12 0x0000 ADV_EXT_IND (0b00) - - -
AUX_ADV_IND (0b00) LT Not IUT | None
13 0x0000 ADV_EXT_IND (0b00) - - -
AUX_ADV_IND (0b00) LT - 191
14 0x0000 ADV_EXT_IND (0b00) - - -
AUX_ADV_IND (0b00) LT - 382
AUX_CHAIN_IND (0b00)
15 0x0000 ADV_EXT_IND (0b00) - - -
AUX_ADV_IND (0b00) LT - Scan_Max_Data
AUX_CHAIN_IND (0b00)
16 0x01F4 (5 s) ADV_EXT_IND (0b00) LT IUT -
17 0x0000 ADV_EXT_IND (0b00) LT - -
AUX_ADV_IND (0b00) - - 31
18 0x0000 ADV_EXT_IND (0b00) - - -
AUX_ADV_IND (0b00) LT - 242
AUX_CHAIN_IND (0b00) - - 1403

Table 4.2-44: PDU payload contents for each case variation

* Expected Outcome

Pass verdict

For all rounds described in the test procedure, the following condition occurs:

- For undirected advertisements or advertisements directed at the IUT, the IUT generates one or
more HCI_LE Extended_Advertising_Report events with an advertising event type matching the
type sent in Step 3, the Address and Address_Type fields match the Lower Tester address, the
Primary_PHY set correctly, and if the advertisements used extended PDUs, the Secondary_PHY
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is set correctly. If the advertising is on the LE Coded PHY, the values used to report the PHYs
depend on the coding used and the value of the Advertising Coding Selection (Host Support)
feature bit.

- If AdvData was included in the advertisement, the Upper Tester receives the correct data in the
Data field, in one or more HCI_LE_Extended_ Advertising_Report events. Either the whole of the
data is reported, the data is reported in multiple events, or the data is truncated. In the case of
data reported in multiple events, the Data Status in the Event_Type]i] field is set to “Incomplete,
more data to come”, 0b01, except the last event has an Event_Type][i] specifying "Complete”. In
the case of truncated data, the point of truncation is at the start of one of the AUX_CHAIN_IND
PDUs (i.e., not within the contents of a single PDU) and the last event has an Event_Typeli]
specifying “Incomplete, data truncated, no more to come”. The preceding events have an
Event_Typeli] specifying “Incomplete, more data to come”. For each round, if the data length is
no more than Scan_Max_Data, then at least once the IUT does not truncate the data in the
advertising reports.

- If the advertisement was directed at the IUT, the Upper Tester receives the Direct Address Type
and Direct Address used to direct the advertisement at the IUT.

- For directed advertisements not directed to the IUT, the IUT does NOT generate an
HCI_LE_Extended_Advertising_Report event or receive the data.

- If a nonzero Duration was specified, the IUT generates an LE Scan Timeout event after the
duration has elapsed and stops scanning.

- Inthe HCI_LE_Extended_Advertising_Report event received by the Upper Tester in Step 4, the
Advertising_SID value in the event is the value in the ADI field of the advertising transmitted in
Step 3, or OxFF if that advertising does not include an ADI field.

4243 Extended Scanning, Active

%)

Test Purpose

Verify that a scanner IUT detects and requests additional information from advertisements received
and reports the results from the Controller. The Lower Tester advertises using scannable extended
advertising events on one channel at a time and expects the IUT to report the advertising to the
Upper Tester. Both directed and undirected advertising events are tested.

Reference

[10]14.4.3.2

Initial Condition

- Parameters: LL_scanner_scanlinterval_MIN, LL_scanner_scanlinterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

- State: Active Scanning (Active, selected scan interval, selected scan window) AND filtering policy
to allow all devices (accept all advertising packets (0x00)).

- The maximum number of octets the IUT can receive during scanning is defined in the
Scan_Max_Data IXIT parameter.
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Test Case PHYs Advertising SID

Scanning Primary Secondary Rounds

PHY Advertising | Advertising | to be

PHY PHY Executed

LL/DDI/SCN/BV-20-C 0x01 (LE 1M | 0x01 (LE 1M | 0x01 (LE 1M | 1-11 OxFF or the
[Extended Scanning, PHY) PHY) PHY) advertising SID from
Active — LE 1M PHY, the AUX_ADV_IND
Core 5.0] PDU
LL/DDI/SCN/BV-44-C 0x01 (LE 1M | 0x01 (LE 1M | 0x02 (LE 2M | 5-8 OxFF or the
[Extended Scanning, PHY) PHY) PHY) advertising SID from
Active — LE 2M Phy, the AUX_ADV_IND
Core 5.0] PDU
LL/DDI/SCN/BV-45-C 0x04 (LE 0x03 (LE 0x03 (LE 5-8 OxFF or the
[Extended Scanning, Coded PHY) | Coded PHY) | Coded PHY) advertising SID from
Active — LE Coded the AUX_ADV_IND
PHY, Core 5.0] PDU
LL/DDI/SCN/BV-64-C 0x01 (LE 1M | 0x01 (LE 1M | 0x01 (LE 1M | 1-10 Advertising SID from
[Extended Scanning, PHY) PHY) PHY) the AUX_SCAN_RSP
Active — LE 1M PHY, PDU or, if absent, the
Core 5.1] AUX_ADV_IND PDU
LL/DDI/SCN/BV-65-C 0x01 (LE 1M | 0x01 (LE 1M | 0x02 (LE 2M | 5-8 Advertising SID from
[Extended Scanning, PHY) PHY) PHY) the AUX_SCAN_RSP
Active — LE 2M Phy, PDU or, if absent, the
Core 5.1] AUX_ADV_IND PDU
LL/DDI/SCN/BV-66-C 0x04 (LE 0x03 (LE 0x03 (LE 5-8 Advertising SID from
[Extended Scanning, Coded PHY) | Coded PHY) | Coded PHY) the AUX_SCAN_RSP

Active — LE Coded
PHY, Core 5.1]

PDU or, if absent, the
AUX_ADV_IND PDU

Table 4.2-45: Extended Scanning, Active test cases
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Execute the test procedure using the minimum advertising interval and continuous active scanning.

Lower
Tester

Upper
Tester

T
FOR EACH|ROUND FROM 1 TO 10
P HCI_LE_Set_Extended_Scan_Parameters
N (Extended Scanning, Active)
HCI_Command_Complete o
(Status: 0x00) g
L HCI_LE_Set_Extended_Scan_Enable
- (Enable)
HCI_Command_Complete o
(Status: 0x00) d
Advertising PDU (PDU Type) |
Advertising PDU (PDU Type) o
Advertising PDU (PDU Type) o
- >
'
2
<.
.'§r':" i
H = OPTIDNAL:
I H
A H
! 1 | AUX_ADV_IND N :
1= [(Secondary channel, 7 :
H AdvMode: 10b, AdvA) H
'OPTIONAL ;
E P SCAN_REQ or AUX_SCAN_REQ | HCI_LE_Extended_Advertising_Report o E
H B (Event_Type bit 3 not set, Data_Status: 0b0O, d H
H No Advertising Data, Periodic_Advertising_Interval) !
i 'ORTIONAL : :
i 1 | SCAN RsP o :
E H (Primary channel) g .
iORTIONAL : .
i 1 [Aux_scAN_RsP o :
v (Secondary channel) i B :
i1 | AUX_CHAIN_IND o :
[ (Secondary channel, g H E
v zero or more) H H
E HCI_LE_Extended_Advertising_Report_Event | H
: (One or more) g E
L HCI_LE_Set_Extended_Scan_Enable
- (Disable)
HCI_Command_Complete N
(Status: 0x00) d

Figure 4.2-96: Extended Scanning, Active MSC
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For each round as specified in Table 4.2-45 based on Table 4.2-46, if ScanData Length is less

than or equal to the “Scan Max Data”, then perform Steps 2—8; otherwise, omit this round.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Parameters command to the IUT. The

Scanning_PHYs parameter is set as specified in Table 4.2-45, Scan_Type[0] set to 0x01 (Active

Scanning), Scan_Interval[0] set to 0x0010, and Scan_Window][0] set to 0x0010.

Own_Address_Type is set to 0x00 (Public Device Address), and Scanning_Filter_Policy is set to

0x00 (Accept All) and receives a successful HClI_Command_Complete.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Enable command to the IUT to enable

scanning. Filter_Duplicates, Duration, and Period are all set to zero and receive a successful

HCI_Command_Complete.

The Lower Tester begins advertising on the channel as specified in Table 4.2-45 using the PDU

Type specified in Table 4.2-46 for this round. If AUX_ADV_IND is included in the round, the

ADV_EXT _IND includes an AuxPtr that refers to the AUX_ADV _IND on the PHY as specified in

Table 4.2-45, and all fields specified should be included with the AUX_ADV_IND only. If AdvA is

specified, the appropriate PDU includes the field, where “LT” equals the Lower Tester address. If

TargetA is specified, the appropriate PDU includes the field, where “IUT” equals the IUT address

and “Not IUT” equals a random address other than the IUT address. Repeat for at least 20

advertising intervals or until Step 5 occurs.

For undirected advertisements or advertisements directed at the IUT, the Lower Tester receives

either a SCAN_REQ (if advertising with legacy PDUs) or an AUX_SCAN_REQ (if advertising with

extended PDUs) on the appropriate advertising channel. The ScanA field is set to the IUT’s

address, and the AdvA address is set to the Lower Tester’s address. The Upper Tester receives

an HCI_LE_Extended_Advertising_Report event from the IUT with an Event_Type where bit 3

(Scan response) is not set, the Data Status in the Event_Type field is set to Complete (0b00),

Periodic_Advertising_Interval is set to 0, and no advertising data. If the advertisements were

directed but TargetA is not the IUT, skip to Step 8.

Perform Step 6A or 6B depending on the PDU sent by the IUT in Step 5.

Alternative 6A (The IUT sent a SCAN_REQ in Step 5):

6A.1  The Lower Tester responds with a SCAN_RSP packet to the IUT T_IFS after the end

of the SCAN_REQ PDU. If ScanData is specified, the SCAN_RSP PDU includes the
field populated with random octets from 1 to 254 of the specified count.

Alternative 6B (The IUT sent an AUX_SCAN_REQ in Step 5):

6B.1  The Lower Tester responds with an AUX_SCAN_RSP packet to the IUT T_IFS after

the end of the AUX_SCAN_REQ PDU with an AdvMode of 0b00. If ScanData is
specified, the AUX_SCAN_RSP PDU includes the AdvData field populated with
random octets from 1 to 254 of the specified count. If the ScanData is greater in
length than will fit in one PDU, the Lower Tester includes an AuxPtr field and sends
one or more AUX_CHAIN_IND PDUs containing the remaining data. Each PDU
except the last contains as much AdvData as can fit.

If the Lower Tester sent a scan response in Step 6, the Upper Tester receives one or more

HCI_LE_Extended_Advertising_Report events from the IUT with an Event_Type where bit 3

(Scan response) is set, and Periodic_Advertising_Interval is set to 0. If ScanData was included in

the response, the Upper Tester receives the data included in one of the advertising packets. If

ScanData is sent to the Upper Tester in multiple reports, the Data Status in the Event_Type field

for each report except the last is set to “Incomplete, more data to come”, 0b01. The Event_Type

field for the last report sent with advertisement data is set to “Complete”, 0b00.

The Upper Tester sends an HCI_LE_Set_Scan_Enable to the IUT to disable scanning and

receives an HCI_Command_Complete event in response.
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Round Lower Tester Advertising PDUs
PDU Type (AdvMode) AdvA TargetA ScanData

1 ADV_IND LT - None

2 ADV_IND LT - 31 octets

3 ADV_SCAN_IND LT - None

4 ADV_SCAN_IND LT - 31 octets

5 ADV_EXT_IND (0b10) - - -
AUX_ADV_IND (0b10) LT - 1

6 ADV_EXT_IND (0b10) - - -
AUX_ADV_IND (0b10) LT IuT 1

7 ADV_EXT_IND (0b10) - - -
AUX_ADV_IND (0b10) LT Not IUT 1

8 ADV_EXT_IND (0b10) - - -
AUX_ADV_IND (0b10) LT - 191

9 ADV_EXT_IND (0b10) - - -
AUX_ADV_IND (0b10) LT - 382
AUX_CHAIN_IND (0b00) | - -

10 ADV_EXT_IND (0b10) - - -
AUX_ADV_IND (0b10) LT - Scan_Max_Data
AUX_CHAIN_IND (0b00) | - -

11 ADV_EXT_IND (0b10) - - -
AUX_ADV_IND (0b10) LT - 244
AUX_CHAIN_IND (0b00) | - - 1403

Table 4.2-46: PDU payload contents for each case variation

%)

Expected Outcome

Pass verdict

For all rounds described in the test procedure, the following condition occurs:

For undirected advertisements or advertisements directed at the IUT, the IUT sends a scan
request PDU to the LT.

For scan responses received by the IUT, the IUT generates one or more
HCI_LE_Extended_Advertising_Report events with an advertising event type matching the type
sent in Step 4. If ScanData was included in the advertisement, either the whole of the data is
reported, the data is reported in multiple events, or the data is truncated. In the case of whole
data, the event has an Event_Type]i] specifying “Complete”. In the case of multiple report events,
the Data Status in the Event_Type]i] field is set to “Incomplete, more data to come”, 0b01, except
the last event is to have Event_Typeli] specifying “Complete”. In the case of truncated data, the
point of truncation is at the start of one of the AUX_CHAIN_IND PDUs (i.e., not within the
contents of a single PDU), and the last event has an Event_Type[i] specifying “Incomplete, data
truncated, no more to come”. The preceding events have an Event_Type][i] specifying
“Incomplete, more data to come”. For each round, if the data length is no more than
Scan_Max_Data, then at least once the IUT does not truncate the data in the advertising reports.

If the advertisement was directed at the IUT, the Upper Tester receives the Direct Address Type
and Direct Address used to direct the advertisement at the IUT.
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- For directed advertisements not directed to the IUT, the IUT does NOT send a scan request or
generate an HCI_LE_Extended_Advertising_Report event.

- Inthe HCI_LE_ Extended_Advertising_Report event received by the Upper Tester in Step 5, the
Advertising_SID value in the event is the value in the ADI field of the advertising transmitted in
Step 4, or OxFF if that advertising does not include an ADI field.

- Inthe HCI_LE_ Extended_Advertising_Report event received by the Upper Tester in response to
an AUX_SCAN_RSP packet, the Advertising_SID value in the event is the value specified in

Table 4.2-45.

4.24.4 Extended Scanning, Passive, Reporting TX Power

* Test Purpose

Verify that a scanner IUT reports the TX Power parameter based on the last advertising packet
received in the current advertisement in the LE Extended Advertising Report. The Lower Tester
advertises using non-connectable and non-scannable advertising events on the primary and
secondary advertising channels and expects the IUT to report the advertising to the Upper Tester.

* Reference
[20] 7.7.65.13
[10]14.4.3.1

* |nitial Condition

- Parameters: LL_scanner_scaninterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map

- State: Passive Scanning (selected scan interval, selected scan window) AND filtering policy to
allow all devices (accept all advertising packets (0x00))

- The maximum number of octets the IUT can receive during scanning is defined in the
Scan_Max_Data IXIT parameter.

* Test Case Configuration

Test Case

PHYs

Scanning PHY

Primary Advertising
PHY

Secondary

Advertising PHY

LL/DDI/SCN/BV-75-C [Extended
Scanning, Passive, Reporting TX
Power — LE 1M PHY]

0x01 (LE 1M
PHY)

0x01 (LE 1M PHY)

0x01 (LE 1M PHY)

LL/DDI/SCN/BV-76-C [Extended
Scanning, Passive, Reporting TX
Power — LE Coded PHY]

0x04 (LE Coded
PHY)

0x03 (LE Coded PHY)

0x03 (LE Coded PHY)

Table 4.2-47: Extended Scanning, Passive test cases
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Test Procedure

Execute the test procedure using the minimum advertising interval and continuous passive scanning.

Lower Tester IUT Upper Tester

HCI_LE_Set_Extended_Scan_Parameters |
(Scanning_Filter_Policy: 0x00, Scan_Type[0]: 0x00, |
Scanning_PHYs)

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set_Extended_Scan_Enable |
(Enable: 0x01, Duration: 0x0000, Period: 0x0000)

HCI_Command_Complete
(Status: 0x00)

>
>

Repeat as|specified

ADV_EXT_IND

Y

ADV_EXT_IND

Y

ADV_EXT_IND

Y

AUX_ADV_IND
(Tx_Power: Power1, AdvData)

Y

HCI_LE_Extended_Advertising_Report
(Data Status: 0b01, TX_Power[i], Data)

Y

AUX_CHAIN_IND
(TX_Power: Power1, AdvData)

Y

AUX_CHAIN_IND
(TX_Power: Power1, AdvData)

Y

AUX_CHAIN_IND
(TX_Power: Power1, AdvData)

Y

AUX_CHAIN_IND
(TX_Power: Power2, AdvData)

Y

HCI_LE_Extended_Advertising_Report
(Data Status, TX_Powerl[i], Data)

Y

Figure 4.2-97: Extended Scanning, Passive, Reporting TX Power MSC

1.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Parameters command to the IUT with
the Scanning_PHY's parameter set as specified in Table 4.2-47, Scan_Type[0] set to 0x00
(Passive Scanning), Scanning_Filter_Policy set to 0x00 (Accept All), and all other parameters set
to valid values and receives a successful HCI_Command_Complete event in return.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Enable command to the IUT to enable
scanning with Period and Duration set to 0x0000 and receives a successful
HCIl_Command_Complete event in return.

The Lower Tester begins advertising using ADV_EXT_IND PDUs, which includes an AuxPtr field
that refers to the AUX_ADV_IND PDU. The AUX_ADV_IND PDU includes the AuxPtr field that
refers to the first AUX_CHAIN_IND PDU and does not include advertising data.

The Lower Tester sends four AUX_CHAIN_IND PDUs to the IUT. The AdvData specified for each
AUX_CHAIN_IND PDU is populated with random octets of the specified count. The AdvData is
the min (100, Scan_Max_Data divided by 4) octets in length for each AUX_CHAIN_IND PDU.
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The TxPower value of the AUX_ADV_IND PDU and the first, second, and third AUX_CHAIN_IND
PDUs are set to Power1. The fourth AUX_CHAIN_IND PDU TX_Power field is set to Power2.
Power1 is different than Power2.

5. The IUT sends multiple HCI_LE_Extended_Advertising_Report events to the Upper Tester with
Periodic_Advertising_Interval set to 0, Data Status in the Event_Type|i] field set to 0b01
(Incomplete, more data to come) for any report with the exception of the last report to be sent. If
the last report has Data Status set to 0b10 (Incomplete, data truncated, no more to come), ignore
all the received reports and return to Step 3; if this happens 10 times, the test ends with a Fail
verdict.

Expected Outcome

Pass verdict

The IUT sends multiple HCI_LE_Extended_Advertising_Report events to the Upper Tester with Data
Status in the Event_Type[i] field set to 0b01 (Incomplete, more data to come) for any report with the
exception of the last report to be sent, which has the value 0b00 (Complete). The data in the Datali]
fields contains the octets in the AdvData fields of the four AUX_CHAIN_IND PDUs in the same order.
Each report has TX_Power set to Power1, Power2, or Ox7F.

Fail verdict
In Step 5, there is no subsequent report for 2 seconds after receiving the last “incomplete” report.
In Step 5, there is a loop back to Step 3 more than 10 times.

A report is sent to the Upper Tester before the IUT receives the last AUX_CHAIN_IND has TX_ Power
set to Power2.

A report containing data octets from the last AUX_CHAIN_IND PDU has TX_Power set to Power1.
A report sent after a report that has TX_Power set to Power2 has TX_Power set to Power1.

For each AUX_CHAIN_IND PDU, the first report containing octets from that PDU has TX_Power set
to Ox7F.

4245 Extended Scanning, Active, Reporting TX Power

%)

Test Purpose

Verify that a scanner IUT detects and requests additional information from advertisements received
and reports the results from the Controller. The Lower Tester advertises using scannable undirected
extended advertising events on one channel at a time and expects the IUT to report the advertising to
the Upper Tester.

Reference
[20] 7.7.65.13
[10]14.4.3.2

Initial Condition

- Parameters: LL_scanner_scanlinterval_MIN, LL_scanner_scanlinterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map

- State: Active Scanning (Active, selected scan interval, selected scan window) AND filtering policy
to allow all devices (accept all advertising packets (0x00))
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- The maximum number of octets the IUT can receive during scanning is defined in the
Scan_Max_Data IXIT parameter.

Test Case Configuration

Test Case

PHYs

Scanning PHY

Primary
Advertising PHY

Secondary
Advertising PHY

LL/DDI/SCN/BV-77-C [Extended
Scanning, Active, Reporting TX
Power — LE 1M PHY]

0x01 (LE 1M PHY)

0x01 (LE 1M PHY)

0x01 (LE 1M PHY)

LL/DDI/SCN/BV-78-C [Extended
Scanning, Active, Reporting TX
Power — LE Coded PHY]

0x04 (LE Coded
PHY)

0x03 (LE Coded PHY)

0x03 (LE Coded PHY)

Table 4.2-48: Extended Scanning, Active, Reporting TX Power test cases
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* Test Procedure

Execute the test procedure using the minimum advertising interval and continuous active scanning.

| Lower Tester I IUT | Upper Tester I

‘ HCI_LE_Set_Extended_Scan_Parameters
- (Extended Scanning, Active)
HCI_Command_Complete o
(Status: 0x00) i
‘ HCI_LE_Set Extended_Scan_Enable
- (Enable)
HCI_Command_Complete o
(Status: 0x00) o
ADV_EXT_IND _
ADV_EXT_IND _
ADV_EXT_IND _
AUX_ADV_IND _
(Tx_Power: Power1, AdvData) i
HCI_LE_Extended_Advertising_Report _
(Event_Type[i]: 0b0000010) i
P AUX_SCAN_REQ
AUX_SCAN_RSP R
(AdvData, Tx_Power: Power1) i
HCI_LE_Extended_Advertising_Report _
(Data Status: 0b01, TX_Powerl[i], AdvData) i
AUX_CHAIN_IND
(TX_Power: Power2, AdvData)
AUX_CHAIN_IND _
(TX_Power: Power3, AdvData) i
AUX_CHAIN_IND R
(TX_Power: Power4, AdvData) o
HCI_LE_Extended_Advertising_Report _
(Event_Type: 0b01010, TX_Power[i], AdvData) o
HCI_LE_Extended_Advertising_Report o
(Event_Type: 0b01010, TX_Power[i], AdvData) o

Figure 4.2-98: Extended Scanning, Active, Reporting TX Power MSC

1. The Upper Tester sends an HCI_LE_Set Extended_Scan_Parameters command to the IUT with
Scanning_PHYs set as specified in Table 4.2-48, Scan_Type[0] set to 0x01 (Active Scanning),
Scan_Interval[0] set to 0x0010, Scan_Window[0] set to 0x0010, Own_Address_Type set to 0x00
(Public Device Address), and Scanning_Filter_Policy set to 0x00 (Accept All) and receives a
successful HCI_Command_Complete event in return.
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2. The Upper Tester sends an HCI_LE_Set Extended_Scan_Enable command to the IUT to enable
scanning with Filter_Duplicates, Duration, and Period set to zero and receives a successful
HCI_Command_Complete event in return.

3. The Lower Tester begins advertising using scannable undirected ADV_EXT _IND PDUs, which
include an AuxPtr field that refers to the AUX_ADV_IND PDU. The AUX_ADV_IND PDU does not
include advertising data.

4. The IUT sends an HCI_LE_Extended_Advertising_Report event to the Upper Tester with
Event_Typeli] set to 0b0000010 (Scannable undirected, data status complete).

5. The IUT sends an AUX_SCAN_REQ PDU to the Lower Tester with AdvA set to the address of
the Lower Tester and ScanA set to the address of the IUT.

6. The Lower Tester sends an AUX_SCAN_RSP PDU to the IUT with AdvA set to the address of
the Lower Tester, the TX_POWER value set to Power1, AuxPtr set to the value that points to the
additional AUX_CHAIN_IND PDUs and AdvData set to 229 octets in length of random data. The
PDUs should be sent as far apart as practical.

7. The Lower Tester sends three AUX_CHAIN_IND PDUs to the IUT. The AdvData specified for
each AUX_CHAIN_IND PDU is populated with random octets of the specified count. The
AdvData is 229 octets of random data for each AUX_CHAIN_IND PDU. The TxPower of the three
AUX_CHAIN_IND PDUs is Power2, Power3, and Power 4. Power1, Power2, Power3, and
Power4 are all different.

8. The IUT sends multiple HCI_LE_Extended_Advertising_Report events to the Upper Tester with
Periodic_Advertising_Interval set to 0, bits 0—4 of the Event_Type][i] field set to 0b01010, and
Data Status in the Event_Type]i] field set to 0b01 (Incomplete, more data to come) for all reports
with the exception of the last report, which will be set to 0b00 (Complete). The TX_Power is set to
the TX_Power of the last PDU received as specified in Steps 6 and 7.

* Expected Outcome
Pass verdict

In Step 8, the IUT sends multiple HCI_LE_Extended_Advertising_Report events to the Upper Tester

with bits 0—4 of the Event_Type]i] field set to 0b01010, and Data Status in the Event_Type]i] field set

to 0b01 (Incomplete, more data to come) for all reports with the exception of the last report, which will
be set to Ob00 (Complete). TX Power is set to the TX Power of the last PDU received.

Inconclusive verdict

If ScanData Length is greater than the Scan_Max_Data IXIT parameter value, then the test is
inconclusive.

4.2.4.6 Extended Scanning, Passive, Periodic Advertising Report, RSSI, TX_Power, Data
Status

* Test Purpose

Verify that a passive scanner IUT can report the periodic advertising RSSI, TX_Power, and Data
Status parameters to the Upper Tester. The Lower Tester advertises using non-connectable and non-
scannable extended advertising events.

* Reference
[20]7.7.65.15
[10]14.4.2.13.1,4.4.34

ea Bluetooth SIG Proprietary Page 4.2-235



%)

Link Layer (LL) / Test Suite

Initial Condition

- Parameters: LL_scanner_scaninterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL _scanner_scanWindow MAX,
LL_scanner_Adv_Channel_Map

- State: Passive Scanning (selected scan interval, selected scan window) AND filtering policy to
allow all devices (accept all advertising packets (0x00))

- The maximum number of octets the IUT can receive during scanning is defined in the
Scan_Max_Data IXIT parameter.

- Inthe test steps, N = min(100, Scan_Max_Data / 3)

Test Case Configuration

Test Case PHYs
Scanning Primary Secondary
PHY Advertising Advertising
PHY PHY
LL/DDI/SCN/BV-79-C [Extended Scanning, | 0x01 (LE 1M | 0x01 (LE 1M 0x01 (LE 1M
Passive, Periodic Advertising Report, RSSI, | PHY) PHY) PHY)
TX Power, Data Status — LE 1M PHY]
LL/DDI/SCN/BV-80-C [Extended Scanning, | 0x04 (LE 0x03 (LE Coded | 0x03 (LE Coded
Passive, Periodic Advertising Report, RSSI, | Coded PHY) | PHY) PHY)
TX_Power, Data Status — LE Coded PHY]

Table 4.2-49: Extended Scanning, Passive, Periodic Advertising Report, RSSI and TX Power test cases
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* Test Procedure
Execute the test procedure with the IUT synchronizing to periodic advertisements generated by the
Lower Tester.

Lower Tester IUT Upper Tester

HCI_LE_Set_Extended_Scan_Parameters
(Scanning_Filter_Policy: 0x00,
Scan_Type[0]: 0x00, Scanning_PHYs)

HCI_Command_Complete
(Status: 0x00)

HCI_LE_Set_Extended_Scan_Enable
(Enable: 0x01, Duration: 0x0000, Periodic: 0x0000)

HCI_Command_Complete

[ (Status: 0x00)
ADV_EXT_IND
ADV_EXT_IND
ADV_EXT_IND
AUX_ADV_IND

HCI_LE_Extended_Advertising_Report
‘eriodic_Advertising_Interval, Data Status: R ]

HCI_LE_Periodic_Advertising_Create_Sync
(Advertising_SID)

HCI_Command_Status
(Status: 0x00)

AUX_SYNC_IND
UxPTr, TX_Power: 10, AdvData

HCI_LE_Periodic_Advertising_Sync_Established
(Status: 0x00, Sync_Handle, Advertising_SID)

AUX_CHAIN_IND
(AuxPtr, AdvData)

HCI_LE_Periodic_Advertising_Report
atus: . TX_Powerfi], 1], Data

AUX_CHAIN_IND
(AdvData)

HCI_LE_Periodic_Advertising_Report
(Data Status: 0x00, TX_Power(i], RSSI[i], Data)

HCI_LE_Periodic_Advertising_Report
(Data Status: 0x00, TX_Powerli], Ox/F, RSSI[i], Data)

Figure 4.2-99: Extended Scanning, Passive, Periodic Advertising Report, RSSI and TX_Power MSC
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1. The Upper Tester sends an HCI_LE Set Extended Scan_Parameters command to the IUT with
Scanning_PHYs set as specified in Table 4.2-49, Scan_Type[0] set to 0x00 (Passive Scanning),
Scan_Interval[0] set to 0x0010, Scan_Window[0] set to 0x0010, Own_Address_Type set to 0x00
(Public Device Address), and Scanning_Filter_Policy is set to 0x00 (Accept All) and receives a
successful HCI_Command_Complete event in return.

2. The Upper Tester sends an HCI_LE_Set Extended_Scan_Enable command to the IUT to enable
scanning with Filter_Duplicates, Duration, and Period are set to zero and receives a successful
HCI_Command_Complete event in return.

3. The Lower Tester begins advertising using ADV_EXT_IND and AUX_ADV_IND PDUs. The
ADV_EXT_IND PDUs include an AuxPtr that refers to the AUX_ADV_IND PDU on the secondary
advertising channel. The AUX_ADV_IND PDUs include the AdvA field containing the Lower
Tester address, and the Syncinfo field referring to the AUX_SYNC_IND PDU. The Lower Tester
continues advertising until directed to stop in the test procedure.

4. The IUT sends an HCI_LE_Extended_Advertising_Report event to the Upper Tester containing a
nonzero Periodic_Advertising_Interval, Data Status in the Event_Type]i] field set to the value
0b00 (Complete), and RSSI[i] set to a valid value.

5. The Upper Tester sends an HCI_LE_Periodic_Advertising_Create_Sync command to the IUT to
synchronize with the Lower Tester’s periodic advertisements with Options set to 0x00 (Do not
Use List), Advertising_SID set to the Advertising_SID from Step 3, Advertiser_Address_Type set
to 0x00 (Public Device Address), Advertiser_Address set to the Lower Tester’'s address, Skip set
to the value 0x0003, Sync_Timeout set to (Skip + 3) x Periodic_Advertising_Interval from Step 4,
and Sync_CTE_Type set to 0x00 and receives a successful HCI_Command_Status event in
return.

6. The Lower Tester generates an AUX_SYNC_IND PDU on the secondary advertising channel with
AuxPtr set to a value referring to the first AUX_CHAIN_IND PDU in the train, TxPower set to
Power1, and AdvData set to N octets of random data.

7. The IUT sends a successful HCI_LE_Periodic_Advertising_Sync_Established event to the Upper
Tester containing a Status of 0x00 (Success), Sync_Handle set to a valid value, and the
Advertising_SID received in Step 3.

8. The Lower Tester sends two AUX_CHAIN_IND PDUs to the IUT with AdvData set to min(249,
(Scan_Max_Data — N) / 2) octets of random data for each AUX_CHAIN_IND PDU. The first
should have an AuxPtr field referring to the second; the second should not have an AuxPtr field.
The PDUs should be sent as far apart as practical.

9. The IUT sends multiple HCI_LE_Periodic_Advertising_Report events to the Upper Tester (these
may start before Step 8). All except the last should have the Data_Status set to 0x01 (Incomplete,
more data to come). The last should have Data_Status set to 0x00 (complete). All the reports
should have TX_Power set to Power1 and RSSI set to a valid value; reports except the first can
instead have the TX_Power field set to Ox7F.

* Expected Outcome

Pass verdict

In Step 9, the IUT sends multiple HCI_LE_Periodic_Advertising_Report events to the Upper Tester.
All except the last should have the Data_Status set to 0x01 (Incomplete, more data to come). The last
should have Data_Status set to 0b00 (complete). All the reports should have TX_Power set to
Power1 and RSSI set to a valid value; reports except the first can instead have the TX_Power field
set to Ox7F.
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4.24.7 Connectionless CTE Scanning, Connectionless IQ Report
* Test Purpose

Verify that a scanner IUT detects advertising events with the Connectionless Constant Tone
Extensions and sends HCI LE Connectionless 1Q Report events to the Upper Tester after sending the
HCI LE Periodic Advertising Report event.

* Reference
[20] 7.7.65.21
[13]2.5.2,254

* Initial Condition

- Parameters: LL_scanner_scanlinterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map

- State: Passive Scanning (selected scan interval, selected scan window) AND filtering policy to
allow all devices (accept all advertisement packets (0x00))

* Test Case Configuration

Test Case ID Sync_CTE_Type (Step 5) | CTEType (Step 6)
LL/DDI/SCN/BV-83-C [AoD Connectionless 0x03 0b10

CTE Scanning, Connectionless |Q Report]

LL/DDI/SCN/BV-84-C [AoA Connectionless 0x01 0b00

CTE Scanning, Connectionless IQ Report]

Table 4.2-50: Connectionless CTE Scanning, Connectionless IQ Report test cases
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Lower uT Upper
Tester Tester
P HCI_LE_Read_Antenna_Information
— (Num_Antennae, Max_Switching_Pattern_Length)
HCI_Command_Complete o
(Status: 0x00) g
P HCI_LE_Set_Extended_Scan_Parameters
- (Scanning_Filter_Policy,
Scan_Type[0], Scanning_PHYs)
HCI_Command_Complete |
(Status: 0x00) d
P HCI_LE_Set_Extended_Scan_Enable
- (Enable, Duration, Period)
HCI_Command_Complete _
(Status: 0x00) g
ADV_EXT_IND _
ADV_EXT_IND _
ADV_EXT_IND _
AUX_ADV_IND

(AdvA, Syncinfo)

AUX_SYNC_IND

\ 4

HCI_LE_Extended_Advertising_Report

\ 4

(Advertising_SIDI[il,
Periodic_Advertising_lInterval[i])

HCI_LE_Periodic_Advertising_Create_Sync

A

(Advertising_SID, Sync_CTE_Type)

HCI_Command_Status

\ 4

\ 4

(Status: 0x00)

(AdvData, CTE)

HCI_LE_Periodic_Advertising_Sync_Established

\ 4

(Status: 0x00, Sync_Handle, Advertising_SID)

HCI_LE_Periodic_Advertising_Report

\ 4

(Sync_Handle, CTE_Type, Data_Status,
Data_Length, Data)

Figure 4.2-100: Connectionless CTE Scanning, Connectionless IQ Report MSC — Page 1 of 2
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Lower Upper
Tester T Tester

HCI_LE_Set_Connectionless_IQ_Sampling_Enable
- (Enable)

HCI_Command_Complete
(Status: 0x00, Sync_Handle) o

AUX_CHAIN_IND
(AdvData, CTE) o

{OPTIONAL

HCI_LE_Periodic_Advertising_Report
(Sync_Handle, CTE_Type, Data_Status,
Data_Length, Data)

\ A

HCI_LE_Connectionless_|Q_Report
(Sync_Handle, CTE_Type, |_Sampleli],
Q_Sampleli])

AUX_CHAIN_IND
(AdvData, CTE)

\ 4

HCI_LE_Periodic_Advertising_Report
(Sync_Handle, CTE_Type, Data_Status,
Data_Length, Data)

\ 4

HCI_LE_Connectionless_|Q_Report
(Sync_Handle, CTE_Type, |_Samplei], o
Q_Sampleli])

_HCI_LE_Set_Connectionless_IQ_Sampling_Enable
- (Disable)

HCI_Command_Complete
(Status: 0x00)

\ A

HCI_LE_Periodic_Advertising_Terminate_Sync
(Sync_Handle)

A

HCI_Command_Complete
(Status: 0x00)

\ A

HCI_LE_Set_Extended_Scan_Enable
(Disable)

A

HCI_Command_Complete
(Status: 0x00)

»
>

Figure 4.2-101: Connectionless CTE Scanning, Connectionless IQ Report MSC — Page 2 of 2

Round Lower Tester Advertising PDUs
PDU Type (AdvMode) AdvData (Octets)
1 AUX_SYNC_IND (0b00) 1
AUX_CHAIN_IND (0b00) 1
AUX_CHAIN_IND (0b00) min(50, Scan_Max_Data — 2)
2 AUX_SYNC_IND (0b00) 1
AUX_CHAIN_IND (0b00) min(50, Scan_Max_Data — 1)
AUX_CHAIN_IND (0b00) 0
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Round Lower Tester Advertising PDUs
PDU Type (AdvMode) AdvData (Octets)

3 AUX_SYNC_IND (0b00) Min(200, Scan_Max_Data/3)
AUX_CHAIN_IND (0b00) Min(200, Scan_Max_Data/ 3)
AUX_CHAIN_IND (0b00) Min(200, Scan_Max_Data / 3 )

4 AUX_SYNC_IND (0b00) Min(200, Scan_Max_Data /2 )
AUX_CHAIN_IND (0b00) Min(200, Scan_Max_Data /2 )
AUX_CHAIN_IND (0b00) 0

5 AUX_SYNC_IND (0b00) Min(200, Scan_Max_Data )
AUX_CHAIN_IND (0b00) 0
AUX_CHAIN_IND (0b00) 0

Table 4.2-51: PDU payload contents for each case variation

1.

The Upper Tester sends an HClI_LE_Read_Antenna_Information command to the IUT and
receives a successful HCI_Command_Complete in response with Num_Antennae between 0x01
and 0x4B and a Max_Switching_Pattern_Length between 0x02 and 0x4B and receives a
successful HCI_Command_Complete in return. The Upper Tester stores the
Max_Switching_Pattern_Length and Num_Antennae for future use.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Parameters command to the IUT with
Scanning_PHYs set to 0x01 (LE 1M), Scan_Type[0] set to 0x00 (Passive Scanning), and
Scanning_Filter_Policy[0] set to 0x00 (Accept All) and receives a successful
HCI_Command_Complete event in return. All other parameters are set to valid values.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Enable command to the IUT with
Enable set to Enable (0x01), Filter_Duplicates, Duration, and Period set to zero and receives a
successful HCI_Command_Complete event in return.

The Lower Tester begins advertising using ADV_EXT_IND and AUX_ADV_IND PDUs. The
ADV_EXT _IND PDUs include an AuxPtr that refers to the AUX_ADV_IND PDUs on the
secondary advertising channel. The AUX_ADV_IND PDUs include the AdvA field containing the
Lower Tester address, Synclinfo field referring to the AUX_SYNC_IND PDUs, and no AdvData.
The Lower Tester continues advertising until directed to stop in the test procedure.

The IUT sends an HCI_LE_Set Extended_Advertising_Report event to the Upper Tester with the
Advertising_SID and Periodic_Advertising_Interval received in the AUX_SYNC_IND PDU in
Step 3.

The Upper Tester sends an HCI_LE_Periodic_Advertising_Create_Sync command to the IUT
with the Advertising_SID received in Step 4, Sync_CTE_Type set to the value in the
Sync_CTE_Type column in Table 4.2-50 and receives an HCl_Command_Status event in return.
The Lower Tester generates AUX_SYNC_IND PDUs on the secondary advertising channel as
specified in Table 4.2-51. The AUX_SYNC_IND PDUs contain the CTEInfo field, with CTETime
set to 0b00010, RFU set to ‘0’, and CTEType set to the value in the CTEType column in Table
4.2-50. The AUX_SYNC_IND PDU includes random AdvData of the length indicated in Table
4.2-51 for the round. Each packet containing an AUX_SYNC_IND PDU contains the Constant
Tone Extension field, a constantly modulated series of unwhitened 1s, following the CRC of
length matching the CTETime of 16pus. While transmitting the Constant Tone Extension field, the
Lower Tester switches antennae and slot durations. The Lower Tester includes an AuxPtr in the
AUX_SYNC_IND PDU, which refers to one or more AUX_CHAIN_IND PDUs.

The IUT sends an HCI_LE_Periodic_Advertising_Sync_Established event to the Upper Tester
with Status set to 0x00, Sync_Handle set to a valid value, and Advertising_SID set to the value
received in Step 4.
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10.

11.

12.

13.

14.

15.

16.

17.

18.
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The IUT may send an HCI_LE_Periodic_Advertising_Report event to the Upper Tester with
Sync_Handle set to the value in Step 7, CTE_Type set to 0x00 if AoA is used or 0x02 if AoD with
2us slots is used, Data_Status set to 0x01 (data incomplete, more data to come), and the
advertisement data.

The Upper Tester sends an HCI_LE_Set_Connectionless_IQ_Sampling_Enable command to the
IUT with Sampling_Enable set to 0x01 (enabled), Max_Sampled CTEs set to 0x00 (Sample and
report all available Constant Tone Extensions), Sync_Handle set to the Sync_Handle from

Step 4, Switching_Pattern_Length is set to Max_Switching_Pattern_Length, Antenna_IDs][0]
through Antenna_IDs[Switching_Pattern_Length — 1] is set to the pattern 0, 1, ..., Num_Antennae
- 1, with the pattern repeated and truncated as necessary to specify Switching_Pattern_Length
values, and Slot_Durations is set as specified in Table 4.2-51 and receives a successful
HCI_Command_Complete in return with Sync_Handle set to the value in Step 4.

The Lower Tester generates an AUX_CHAIN_IND PDU on the secondary advertising channel.
The AUX_CHAIN_IND PDU includes random AdvData of the length specified in Table 4.2-51 for
the first AUX_CHAIN_IND PDU and an AuxPtr field that refers to the next AUX_CHAIN_IND PDU
to be sent. The packet containing an AUX_CHAIN_IND PDU contains the Constant Tone
Extension field, a constantly modulated series of unwhitened 1s, following the CRC of length
matching the CTETime of 16us. While transmitting the Constant Tone Extension field, the Lower
Tester switches antennae using slot durations. The Lower Tester continues periodic advertising
until directed to stop in the test procedure.

The IUT may send an HCI_LE_Periodic_Advertising_Report event to the Upper Tester containing
the Sync_Handle, CTE_Type, Data_Status of 0b01 (Data incomplete, more data to come), and
the data received in Step 10.

The IUT may send an HCI_LE_Connectionless_IQ_Report event to the Upper Tester with
Sync_Handle set to the value in Step 7, CTE_Type set to 0x02 (AoD), and |_Sample[0] through
|_Sample[Sample_Count - 1] and Q_Sample[0] through Q_Sample[Sample_Count - 1] each set
to a signed integer.

The Lower Tester generates an AUX_CHAIN_IND PDU on the secondary advertising channel.
The AUX_CHAIN_IND PDU includes random AdvData of the length specified in Table 4.2-51 for
the second AUX_CHAIN_IND PDU. No AuxPtr field is present in the PDU. The packet containing
an AUX_CHAIN_IND PDU contains the Constant Tone Extension field, a constantly modulated
series of unwhitened 1s, following the CRC of length matching the CTETime of 16us. While
transmitting the Constant Tone Extension field, the Lower Tester switches antennae using slot
durations. The Lower Tester continues periodic advertising until directed to stop in the test
procedure.

The IUT sends an HCI_LE_Periodic_Advertising_Report event to the Upper Tester containing the
Sync_Handle, CTE_Type, Data_Status of Ob00 (Data complete), and the data received in

Step 13.

The IUT sends an HCI_LE Connectionless_1Q_Report event to the Upper Tester with
Sync_Handle set to Step 7, CTE_Type set to 0x00 if AoA is used or 0x02 if AoD with 2 s slots is
used, and |_Sample[0] through |_Sample[Sample_Count - 1] and Q_Sample[0] through
Q_Sample[Sample_Count - 1] each set to a signed integer.

The Upper Tester sends an HCI_LE_Set_Connectionless_IQ_Sampling_Enable command to the
IUT with Sampling_Enable set to 0x00 (Disable), Sync_Handle set to the Sync_Handle from

Step 4 and receives a successful HCI_Command_Complete event in response with Sync_Handle
set to the value in Step 4.

The Upper Tester sends an HCI_LE_Periodic_Advertising_Terminate_Sync command to the IUT
with Sync_Handle set to the value in Step 4 and receives a successful HCI_Command_Complete
event in return.
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19. The Upper Tester sends an HCI_LE_Set Extended_Scan_Enable command to the IUT with
Enable set to Disable (0x00) and receives a successful HCI_Command_Complete event in

return.

20. Perform Steps 1-18 for each round in Table 4.2-51.

Expected Outcome

Pass verdict

For all rounds described in the test procedure, the following condition occurs:

- The IUT sends HCI_LE_Periodic_Advertising_Report events before any
HCI_LE_Connectionless_|Q_Report events.

Test Purpose

Extended Scanning, Periodic Advertising Reception

Tests that a scanner IUT can locate and receive periodic advertising events and reports the results
from the Controller. The Lower Tester advertises using non-connectable and non-scannable
extended advertising events with an AuxPtr field referring to a PDU on the secondary channel
indicating the existence of periodic advertising and expects the IUT to report the periodic advertising
data by the Upper Tester. Confirms the IUT receives periodic advertisement PDUs sent using the

Channel Selection Algorithm #2.

Reference

[10]4.4.2.13.1,4.4.34

Initial Condition

- Parameters: LL_scanner_scaninterval_MIN, LL_scanner_scaninterval_MAX,

LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

- State: Passive Scanning (selected scan interval, selected scan window) AND filtering policy to
allow all devices (accept all advertising packets (0x00)).

- The maximum number of octets the IUT can receive during scanning is defined in the

Scan_Max_Data IXIT parameter.

Test Case Configuration

Test Case PHYs
Scanning Primary Secondary Rounds to
PHY Advertising | Advertising | be Executed
PHY PHY
LL/DDI/SCN/BV-21-C [Extended 0x01 (LE1M | Ox01 (LE 1M | Ox01 (LE 1M | 1-9
Scanning, Periodic Advertising PHY) PHY) PHY)
Reception — LE 1M PHY]
LL/DDI/SCN/BV-46-C [Extended 0x01 (LE 1M | Ox01 (LE 1M | Ox02 (LE2M | 1-6,9
Scanning, Periodic Advertising PHY) PHY) PHY)
Reception — LE 2M PHY]
LL/DDI/SCN/BV-47-C [Extended 0x04 (LE 0x03 (LE 0x03 (LE 1-6, 9
Scanning, Periodic Advertising Coded PHY) | Coded PHY) | Coded PHY)
Reception — LE Coded PHY]
Table 4.2-52: Extended Scanning, Periodic Advertising Reception test cases
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Execute the test procedure with the IUT synchronizing to periodic advertisements generated by the
Lower Tester.

Lower
Tester

Upper
Tester

FOR EA

CH ROUND FROM 1 TO 9

ADV_EXT_IND

HCI_LE_Set Extended_Scan_Parameters

(Extended Scanning)

HCI_Command_Complete

(Status: 0x00)

HCI_LE_Set_Extended_Scan_Enable
(Enable)

HCI_Command_Complete
(Status: 0x00)

ADV_EXT_IND

ADV_EXT_IND

AUX_ADV_IND

(Secondary channel, AdvMode: 00b, AdvA,
Synclnfo)

AUX_SYNC_IND

HCI_LE_Extended_Advertising_Report

(Secondary channel)

HCI_LE_Periodic_Advertising_Create_Sync
- ]

HCI_Command_Status
(Status: 0x00)

HCI_LE_Periodic_Advertising Sync_Established
| HCLLE Periodic Advertising Sync Established |
(Status: 0x00)

HCI_LE_Periodic_Advertising_Report

(One or more)

ADV_EXT_IND

REPEAT FOR 30 OR 5 EVEN

ADV_EXT_IND

ADV_EXT_IND

AUX_ADV_IND

(Secondary channel,
AdvMode: 00b, AdvA, Syncinfo)

AUX_SYNC_IND

IONAL BASED ON SKIP PARAMETE

(Secondary channel)

AUX_CHAIN_IND

HCI_LE_Periodic Advertising_Report

AUX_SYNC_IND

IONAL BASED ON SKIP PARAMETE

(Secondary channel)

AUX_CHAIN_IND

HCI_LE_Periodic_Advertising_Report

rs

HCI_LE_Periodic_Advertising_Terminate_Sync

HCI_Command_Status

(Status: 0x00)

HCI_LE_Set_Extended_Scan_Enable

(Disable)
HCI_Command_Complete
(Status: 0x00)

Bluetooth SIG Proprietary

Figure 4.2-102: Extended Scanning, Periodic Advertising Reception MSC
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For each round as specified in Table 4.2-52 based on Table 4.2-53:

1.

10.
11.

12.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Parameters command to the IUT and
receives a successful HCI_Command_Complete event in response. The Scanning_PHY's
parameter is set as specified in Table 4.2-52, Scan_Type[0] set to 0x00 (Passive Scanning),
Scan_Interval[0] set to 0x0010, and Scan_Window][0] set to 0x0010. Own_Address_Type is set to
0x00 (Public Device Address), and Scanning_Filter_Policy is set to 0x00 (Accept All) and
receives a successful HCI_Command_Complete event in response.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Enable command to the IUT to enable
scanning and receives a successful HCI_Command_Complete event in response.
Filter_Duplicates, Duration, and Period are all set to zero.

The Lower Tester begins advertising using ADV_EXT_IND and AUX_ADV_IND PDUs using the
values as specified in Table 4.2-52. The ADV_EXT_IND PDUs include an AuxPtr that refers to
the AUX_ADV_IND PDUs on the secondary advertising channel. The AUX_ADV_IND PDUs
include the AdvA field containing the Lower Tester address and a Synclnfo field referring to the
AUX_SYNC_IND PDUs. The Lower Tester continues advertising until directed to stop in the test
procedure.

The Upper Tester receives an HCI_LE Extended_Advertising_Report event from the IUT
containing a nonzero Periodic_Advertising_Interval.

The Lower Tester generates AUX_SYNC_IND PDUs on the secondary advertising channel using
the indices selected by the LE Channel Selection Algorithm #2 as specified in the Syncinfo in
Step 3. If the Periodic Data Length column in Table 4.2-53 for this round is non-zero, then the
AUX_SYNC_IND PDUs contain an AdvData field where the first 2 octets contain a 16-bit counter,
which is initially 0 and is incremented at each periodic event, and the remainder contain random
octets, up to Periodic Data Length in Table 4.2-53 or the maximum that can fit in the PDU. If all
the data cannot fit in a single AUX_SYNC_IND PDU, then the Lower Tester includes an AuxPtr in
the AUX_SYNC_IND PDU, which refers to one or more AUX_CHAIN_IND PDUs containing the
remaining data. Each PDU except the last contains as much AdvData as can fit. The Lower
Tester continues periodic advertising until directed to stop in the test procedure.

The Upper Tester sends an HCI_LE_Periodic_Advertising_Create_Sync command to the IUT to
synchronize with the Lower Tester’s periodic advertisements. Options are set to 0x00 (Don’t Use
List). Advertising_SID is set to the Advertising_SID from Step 4. Advertiser_Address_Type is set
to 0x00 (Public Device Address). Advertiser_Address is set to the Lower Tester’s address. Skip is
set to the Skip value in Table 4.2-53. Sync_Timeout is set to (Skip + 3) x
Periodic_Advertising_Interval from Step 4. Sync_CTE_Type is set to 0x00. The Upper Tester
receives an HCl_Command_Status event in response.

The Upper Tester receives an HCI_LE_Periodic_Advertising_Sync_Established event from the
IUT containing a Status of 0x00 (Success) and other fields matching the advertisements
generated by the Lower Tester.

The Upper Tester receives one or more HCI_LE_Periodic_Advertising_Report events from the
IUT. If AdvData is being advertised, the Upper Tester receives the data included in the
advertising packet(s) sent to the Upper Tester in one or more events. Unused is set to OxFF.
Repeat Step 8 until at least 30 HCI_LE_Periodic_Advertising_Report events if current round is
round 7, and 5 events for other rounds have been received.

The Lower Tester ceases extended advertising but continues periodic advertising.

The Upper Tester continues to receive HCI_LE_Periodic_Advertising_Report events from the IUT
as in Step 8.

Repeat Step 11 until at least 30 events have been received if current round is round 7, and until
at least 5 events have been received for other rounds.
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The Upper Tester sends an HCI_LE_Periodic_Advertising_Terminate_Sync command to the IUT
to terminate periodic advertising reception and receives an HCI_Command_Complete event in
response.

The Upper Tester sends an HCI_LE_Set _Scan_Enable to the IUT to disable scanning and
receives an HCI_Command_Complete event in response.

The Lower Tester ceases periodic advertising.

16. Repeat Steps 1-15 for each round shown in Table 4.2-53.

Round Lower Tester HCI_LE_Periodic_Advertising_Create_Sync
Periodic Advertisements (Step 5) | (Steps 5 and 6)
Periodic Data Length Skip

1 None 0x0000

2 31 octets 0x0000

3 191 octets 0x0000

4 382 octets 0x0000

5 Scan_Max_Data 0x0000

6 Scan_Max_Data 0x0001

7 Scan_Max_Data 0x00F9

8 Scan_Max_Data 0x01F3

9 31 octets 0x000F

Table 4.2-53: PDU payload contents and Skip value for each case variation

Expected Outcome

Pass verdict

For all rounds described in the test procedure, the following condition occurs:

The IUT generates HCI_LE_Periodic_Advertising_Sync_Established event containing a Status of
0x00 (Success) and synchronizes with the Lower Tester advertisements using the Channel
Selection Algorithm #2.

If AdvData was included in the advertisement, the Upper Tester receives the correct data in the
Data field, in one or more HCI_LE_Periodic_Advertising_Report events. Either the whole of the
data is reported or the data is truncated. In the former case, the last event has an Event_Type]i]
specifying “Complete”. In the latter case, the point of truncation is at the start of one of the
AUX_CHAIN_IND PDUs (i.e., not within the contents of a single PDU) and the last event has an
Event_Typeli] specifying “Incomplete, data truncated, no more to come”. In either case, the
preceding events have an Event_Type][i] specifying “Incomplete, more data to come”. For each
round, if the data length is no more than Scan_Max_Data, then at least once the IUT does not
truncate the data in the advertising reports.

The IUT maintains synchronization with the Lower Tester periodic advertisement PDUs even after
the Lower Tester ceases extended advertising.

The IUT terminates periodic advertising reception when the Upper Tester sends an
HCI_LE_Periodic_Advertising_Terminate_Sync command.

In each round, there is a complete report for at least 80% of the advertising events.
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In each round where the periodic advertising data contains a counter, the difference between the
counter value in consecutive reports is less than or equal to Skip + 1 in at least 95 percent
(rounded down) of the cases.

In the HCI_LE Extended_Advertising_Report event received by the Upper Tester in Step 4, the
Advertising_SID value in the event is the value sent by the Lower Tester in Step 3.

LL/DDI/SCN/BV-23-C [Extended Scanning, Multiple Sets, Passive, Multiple PHYs (All
Supported PHYs)]

%)

Test Purpose

Tests that a scanner IUT detects and reports advertising packets received on all supported PHY's
correctly. Using all PHYs, the Lower Tester advertises using non-connectable and non-scannable
extended advertising events on one channel at a time and expects the IUT to report the advertising to
the Upper Tester.

Reference

[10] 4.4.3.1

Initial Condition

Parameters: LL_scanner_scanlinterval_MIN, LL_scanner_scanlInterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

State: Passive Scanning (selected scan interval, selected scan window) AND filtering policy to
allow all devices (accept all advertising packets (0x00)).

The maximum number of octets the IUT can receive during scanning is defined in the
Scan_Max_Data IXIT parameter.
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* Test Procedure

Execute the test procedure using the minimum advertising interval and continuous passive scanning
on all supported PHYs.

Lower Upper
Tester IuT Tester

REPEAT FOR EACH ROUND

HCI_LE_Set Extended_Scan_Parameters
(Extended Scanning, Passive,
All Supported PHYs)

A

HCI_Command_Complete
(Status: 0x00)

>
>

HCI_LE_Set_Extended_Scan_Enable
(Enable)

<
<

HCI_Command_Complete
(Status: 0x00)

>
>

INTERLEAVE FOR EACH ADVERTISING
SET ON ALL ADVERTISING PHYs

ADV_EXT_IND
(AdvMode)

A 4

ADV_EXT_IND
(AdvMode)

\ 4

ADV_EXT_IND
(AdvMode)

!
1
A 4

T_MAFS

AUX_ADV_IND
(Secondary channel, AdvMode, AdvA)

[l
T

=T_MAFS >
\ 4

>

AUX_CHAIN_IND
(Secondary channel, zero or more)

:OPTIONAL :
i | HCI_LE_Extended_Advertising_Report :

HCI_LE_Set_Extended_Scan_Enable
(Disable)

<
<

HCI_Command_Complete
(Status: 0x00)

>
>

Figure 4.2-103: LL/DDI/SCN/BV-23-C [Extended Scanning, Multiple Sets, Passive, Multiple PHYs (All Supported
PHYs)] MSC

For each round in Table 4.2-54:

1. The Upper Tester sends an HCI_LE_Set Extended_Scan_Parameters command to the IUT. The
Scanning_PHYs parameter is set to all supported PHYs. For each supported PHY i, Scan_Type[i]
is set to 0x00 (Passive Scanning), Scan_Interval[i] set to (0x0010 * number of bits set in

ea Bluetooth SIG Proprietary Page 4.2-249



Link Layer (LL) / Test Suite

Scanning_PHY), and Scan_Window[i] set to 0x0010. Own_Address_Type is set to 0x00 (Public
Device Address), and Scanning_Filter_Policy is set to 0x00 (Accept All) and receives a
successful HCI_Command_Complete event in response.

2. The Upper Tester sends an HCI_LE_Set Extended_Scan_Enable command to the IUT to enable
scanning and receives a successful HCI_Command_Complete event in response.
Filter_Duplicates, Duration, and Period are all set to zero.

3. The Lower Tester begins advertising six advertising sets; the advertising_set ID is different for
each set. The first two sets use the LE 1M PHY for both primary and secondary advertising
channels, the next two sets use the LE Coded PHY for both primary and secondary advertising
channels, and the last two sets use the LE 1M PHY for the primary advertising channel and the
LE 2M PHY for the secondary advertising channel. Each set uses ADV_EXT_IND PDUs as
specified in Table 4.2-54 for this round with the AuxPtr field referencing the AUX_ADV_IND with
all fields specified included with the AUX_ADV _IND only. If AdvA is specified, then the
appropriate PDU includes the field, where “LT” equals the Lower Tester address. If AdvData is
specified, then the PDU includes the field populated with random octets of the specified count. If
the AdvData is greater in length than will fit in one PDU, the Lower Tester includes an AuxPtr field
and send one or more AUX_CHAIN_IND PDUs containing the remaining data. Each PDU except
the last contains as much AdvData as can fit. Repeat for at least 20 advertising intervals or until
Step 4 occurs.

4. For each set of advertisements using a PHY the IUT supports, the Upper Tester receives one or
more HCI_LE_Extended_Advertising_Report events from the IUT with
Periodic_Advertising_Interval set to 0, an advertising event type matching the type sent in Step 3
and the Primary_PHY and Secondary_PHY set to the PHYs used for the advertising set. If
AdvData was included in the advertisement, the Upper Tester receives the data included in one
or more of the advertising packets.

5. The Upper Tester sends an HCI_LE_Set_Scan_Enable to the IUT to disable scanning and
receives an HCI_Command_Complete event in response.

Round | Advertising Sets Lower Tester Advertising PDUs
PDU Type (AdvMode) AdvA AdvData
1 1 & 2 (LE 1M, LE 1M) ADV_EXT_IND (0b00) - -
AUX_ADV_IND (0b00) LT 191
3 & 4 (LE Coded, LE Coded) | ADV_EXT_IND (0b00) - -
AUX_ADV_IND (0b00) LT 191
5 & 6 (LE 1M, LE 2M) ADV_EXT_IND (0b00) - -
AUX_ADV_IND (0b00) LT 191
2 1&2(LE 1M, LE 1M) ADV_EXT_IND (0b00) - -
AUX_ADV_IND (0b00) LT Scan_Max_Data

AUX_CHAIN_IND (0b00)
3 & 4 (LE Coded, LE Coded) | ADV_EXT_IND (0b00) - -

AUX_ADV_IND (0b00) LT Scan_Max_Data
AUX_CHAIN_IND (0b00) | -

5 & 6 (LE 1M, LE 2M) ADV_EXT_IND (0b00) - -
AUX_ADV_IND (0b00) LT Scan_Max_Data

AUX_CHAIN_IND (0b00)

Table 4.2-54: PDU payload contents for each case variation
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Expected Outcome

Pass verdict

For all rounds described in the test procedure, the following condition occurs:

For advertisements using PHYs the IUT does not support, the IUT does NOT generate an
HCI_LE_Extended_Advertising_Report event or receive the data.

For advertisements using a PHY the IUT supports, the IUT generates one or more
HCI_LE_Extended_Advertising_Report events with an advertising event type and advertising set
ID matching the type and set ID sent in Step 3 and the Primary_PHY and Secondary PHY set to
the PHYs used for the advertising set. Either the whole of the data is reported or the data is
truncated. In the former case, the last event has an Event_Typeli] specifying “Complete”. In the
latter case, the point of truncation is at the start of one of the AUX_CHAIN_IND PDUs (i.e., not
within the contents of a single PDU) and the last event has an Event_Typeli] specifying
“Incomplete, data truncated, no more to come”. In either case, the preceding events have an
Event_Typeli] specifying “Incomplete, more data to come”. For each round, if the data length is
no more than Scan_Max_Data, then at least once, the IUT does not truncate the data in the
advertising reports.

In the HCI_LE_Extended_Advertising_Report event received by the Upper Tester in Step 4, the
Advertising_SID value in the event is the value transmitted by the Lower Tester in Step 3.

Extended Scanning, Multiple Sets, Active, Multiple PHYs (All Supported PHYs)

Test Purpose

Tests that a scanner IUT detects and requests additional information from advertising packets
received on all supported PHY's, where the scan requests are sent on the secondary channel, and
reports the results from the Controller. Using all PHYs, the Lower Tester advertises using scannable
extended advertising events with an AuxPtr field referring to a PDU on the secondary channel and
expects the IUT to report the advertising to the Upper Tester.

Reference

[10]4.4.3.2

Initial Condition

Parameters: LL_scanner_scaninterval_MIN, LL_scanner_scaninterval_MAX,
LL_scanner_scanWindow_MIN, LL_scanner_scanWindow_MAX,
LL_scanner_Adv_Channel_Map.

State: Active Scanning (Active, selected scan interval, selected scan window) AND filtering policy
to allow all devices (accept all advertising packets (0x00)).

The maximum number of octets the IUT can receive during scanning is defined in the
Scan_Max_Data IXIT parameter.

Test Case Configuration

Test Case

Advertising SID

LL/DDI/SCN/BV-24-C [Extended Scanning, Multiple Sets,

Active, Multiple PHYs (All Supported PHY's), Core 5.0]

OxFF or the Advertising SID from the
first octet of the scan response data.
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Test Case

Advertising SID

LL/DDI/SCN/BV-62-C [Extended Scanning, Multiple Sets,
Active, Multiple PHYs (All Supported PHYs), Core 5.1]

Advertising SID from the first octet of
the scan response data.

Table 4.2-55: Extended Scanning, Secondary Channel, Earliest Transmission to Scanner, LE Coded PHY test

cases

Test Procedure

Execute the test procedure using the minimum advertising interval and continuous active scanning on

all supported PHYs.

Lower
Tester T

Upper
Tester

REPEAT FQR EACH ROUND

A

HCI_LE_Set_Extended_Scan_Parameters

HCI_Command_Complete

(Extended Scanning, Active,
All Supported PHYs)

<&
<

(Status: 0x00)

>
>

HCI_LE_Set_Extended_Scan_Enable

HCI_Command_Complete

(Enable)

(Status: 0x00)

>
>

ADV_EXT_IND
(AdvMode)

\ 4

ADV_EXT_IND
(AdvMode)

\ 4

ADV_EXT_IND
(AdvMode)

=T MAFS
\ 4

AUX_ADV_IND
(Secondary channel,
AdvMode, AdvA)

>
I
I

Y

AUX_SCAN_REQ
(Secondary channel)

T_MAFS

AUX_SCAN_RSP
(Secondary channel)

>
I
I

Y

AUX_CHAIN_IND
(Secondary channel,
zero or more)

INTERLEAVE FOR EACH ADVERT|SING

HCI_LE_Extended_Advertising_Report

SET ON ALL ADVERTISING [PHYs

(One or more)

Y

HCI_LE_Set Extended_Scan_Enable

<&
<

HCI_Command_Complete

(Disable)

(Status: 0x00)

>
>

Figure 4.2-104: Extended Scanning, Multiple Sets, Active, Multiple PHYs (All Supported PHYs) MSC
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For each round in Table 4.2-56:

1.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Parameters command to the IUT and
receives a successful HCI_Command_Complete event in response. The Scanning_PHY's
parameter is set to all supported PHYs. For each supported PHY i, Scan_Type]i] is set to 0x01
(Active Scanning), Scan_Interval[i] set to (0x0010 * number of bits set in Scanning_PHY), and
Scan_Window[i] set to 0x0010. Own_Address_Type is set to 0x00 (Public Device Address), and
Scanning_Filter_Policy is set to 0x00 (Accept All) and receives a successful
HCI_Command_Complete event in response.

The Upper Tester sends an HCI_LE_Set Extended_Scan_Enable command to the IUT to enable
scanning and receives a successful HCI_Command_Complete event in response.
Filter_Duplicates, Duration, and Period are all set to zero.

The Lower Tester begins advertising six advertising sets; the advertising_set ID is different for
each set. The first two sets use the LE 1M PHY for both primary and secondary advertising
channels, the next two sets use the LE Coded PHY for both primary and secondary advertising
channels, and the last two sets use the LE 1M PHY for the primary advertising channel and the
LE 2M PHY for the secondary advertising channel. Each set uses ADV_EXT_IND PDUs as
specified in Table 4.2-56 for this round with the AuxPtr field referencing the AUX_ADV_IND with
all fields specified included with the AUX_ADV_IND only. If AdvA is specified, then the
appropriate PDU includes the field, where “LT” equals the Lower Tester address. Repeat for at
least 20 advertising intervals or until Step 4 occurs.

For each set of advertisements using a PHY the IUT supports, the Lower Tester receives an
AUX_SCAN_REQ on the appropriate advertising channel using the appropriate PHY. The ScanA
field is set to the IUT’s address and the AdvA address set to the Lower Tester's address.

The Lower Tester responds to each AUX_SCAN_REQ PDU with an AUX_SCAN_RSP packet to
the IUT T_IFS after the end of the AUX_SCAN_REQ PDU with an AdvMode of 0b00. The
AUX_SCAN_RSP PDU includes the AdvData field populated with random octets from 1-254, of
the specified count, except that the first octet is the advertising_set ID for the relevant advertising
set. Although Optional, the AdvDatalnfo field is not present in the AUX_SCAN_RSP PDU. If the
ScanRspData is greater in length than will fit in one PDU, the Lower Tester includes an AuxPtr
field and send one or more AUX_CHAIN_IND PDUs containing the remaining data. Each PDU
except the last contains as much AdvData as can fit.

For each scan response the Lower Tester sent, the Upper Tester receives one or more
HCI_LE_Extended_Advertising_Report events from the IUT with Periodic_Advertising_Interval
set to 0, an Event_Type where bit 3 (Scan response) is set. If ScanData was included in the
response, the Upper Tester receives the data included in one or more of the advertising packets.
The Upper Tester sends an HCI_LE_Set Scan_Enable to the IUT to disable scanning and
receives an HCI_Command_Complete event in response.

Round | Advertising Sets Lower Tester Advertising PDUs

PDU Type (AdvMode) AdvA ScanData

~

LT 191

1 & 2 (LE 1M, LE 1M) ADV_EXT_IND (0b10
AUX_ADV_IND (0b10

3 & 4 (LE Coded, LE Coded) | ADV_EXT_IND (0b10
AUX_ADV_IND (0b10

5 & 6 (LE 1M, LE 2M) ADV_EXT_IND (0b10
AUX_ADV_IND (0b10

~

LT 191

- ~

LT 191

- —
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Round | Advertising Sets Lower Tester Advertising PDUs
PDU Type (AdvMode) AdvA ScanData

2 1&2(LE 1M, LE 1M) ADV_EXT_IND (0b10) - -
AUX_ADV_IND (0b10) LT Scan_Max_Data

AUX_CHAIN_IND (0b00)
3 & 4 (LE Coded, LE Coded) | ADV_EXT_IND (0b10) | - -

AUX_ADV_IND (0b10) | LT Scan_Max_Data
AUX_CHAIN_IND (0b00) | -

5 & 6 (LE 1M, LE 2M) ADV_EXT_IND (0b10) - -
AUX_ADV_IND (0b10) | LT Scan_Max_Data

AUX_CHAIN_IND (0b00)

Table 4.2-56: PDU payload contents for each case variation

* Expected Outcome

Pass verdict

For all rounds described in the test procedure, the following condition occurs:

- For advertisements using PHYs the IUT does not support, the IUT does NOT generate an
HCI_LE_Extended_Advertising_Report event or send a scan request.

- For advertisements using a PHY the IUT supports, for each set using that PHY, the IUT sends a
scan request PDU to the LT.

- For scan responses received by the IUT, the IUT generates one or more
HCI_LE_Extended_Advertising_Report events to the Upper Tester with an advertising event type
indicating Scannable advertising and Scan response (b4b3b2b1b0 = 0b01010) and the
advertising set ID matching the set ID sent in Step 3. Either the whole of the data is reported or
the data is truncated. In the former case, the last event has an Event_Type][i] specifying
“Complete” (bsbs = 0b00). In the latter case, the point of truncation is at the start of one of the
AUX_CHAIN_IND PDUs (i.e., not within the contents of a single PDU) and the last event has an
Event_Typeli] specifying “Incomplete, data truncated, no more to come”. In either case, the
preceding events have an Event_Typeli] specifying “Incomplete, more data to come” (bsbs =
0b10). For each round, if the data length is no more than Scan_Max_Data, then at least once the
IUT does not truncate the data in the advertising reports.

- Inthe HCI_LE_Extended_Advertising_Report event received by the Upper Tester in Step 6, the
Advertising_SID value in the event is the value as specified in Table 4.2-55.

LL/DDI/SCN/BV-25-C [Extended Scanning, Multiple Sets, Periodic Advertising Reception,
Multiple PHYs (All Supported PHYSs)]

* Test Purpose

Tests that a scanner IUT can locate and receive periodic advertising events on all supported PHY's
and reports the results from the Controller. Using all PHYs, the Lower Tester advertises using non-
connectable and non-scannable extended advertising events with an AuxPtr field referring to a PDU
on the secondary channel indicating the existence of periodic advertising and expects the |UT to
report the periodic advertising data to the Upper Tester.

* Reference

[10]4.4.2.13.1,44.34
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Initial Condition

Parameters: LL_scanner_scanlinterval_MIN, LL_scanner_scanlinterval_MAX,
LL_scanner_scanWindow_MIN, LL _scanner_scanWindow MAX,
LL_scanner_Adv_Channel_Map.

State: Passive Scanning (selected scan interval, selected scan window) AND filtering policy to
allow all devices (accept all advertising packets (0x00)).

The maximum number of octets the IUT can receive during scanning is defined in the
Scan_Max_Data IXIT parameter.
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Test Procedure

Execute the test procedure with the IUT synchronizing to periodic advertisements generated by the
Lower Tester using all supported PHYs.

Lower Upper
Tester wr Tester

FOR EACH ROUND FROM 1 TO 5

HCI_LE_Set Extended_Scan_Parameters
(Extended Scanning, Al Supported PHYs)

HCI_Command_Complete
(Status: 0x00)

HCI_LE_Set Extended Scan_Enable
(Enable)

HCI_Command_Complete
(Status: 0x00)

INTERLEAVE FOR EACH ADVERT|SING
SET ON ALL ADVERTISING |PHYs

ADV_EXT_IND

ADV_EXT_IND
ADV_EXT_IND FOR THOSE SE[TS
ON PHYs THAT THE
IUT SUPPORITS

AUX_ADV_IND

(Secondary channe,
AdvMode: 00b, AdvA, Syncinfo)
HCI_LE_Extended_Advertising_Report

HCI_LE_Periodic_Advertising_Create_Sync
o e e |

HCI_Command_Status
(Status: 0x00)

AUX_SYNC_IND
(Secondary channel)

AUX_CHAIN_IND
{Secondary channel,
zero or more)

HCI_LE_Periodic_Advertising_Sync_Established

(Status: 0x00)

HCI_LE_Periodic_Advertising_Report
| HCLLE Periodic Advertising Reportt |
(Gne or more)

REPEAT FOR 100 EVENTS

ADV_EXT_IND

ADV_EXT_IND

ADV_EXT_IND

AUX_ADV_IND
(Secondary channel,
AdvMode: 00b, AdvA, Syncinfo)

AUX_SYNC_IND
(Secondary channel)

AUX_CHAIN_IND
{Secondary channel,
Ze