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1 Scope

This Bluetooth document contains the Test Suite Structure (TSS) and test cases to test the
implementation of the Bluetooth HID over GATT Profile Specification with the objective to provide a high

probability of air interface interoperability between the tested implementation and other manufacturers’
Bluetooth devices.
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2 References, definitions, and abbreviations

2.1 References

This document incorporates provisions from other publications by dated or undated reference. These
references are cited at the appropriate places in the text, and the publications are listed hereinafter.
Additional definitions and abbreviations can be found in [4].

[1] Test Strategy and Terminology Overview

[2] Specification of the Bluetooth System, Version 4.0 or later
[3] ICS Proforma for HID Over GATT Profile, Version 1.0
[4] HID over GATT Profile Specification, Version 1.0

[5] GAP Test Suite, GAP.TS

[6] GATT Test Suite, GATT.TS

[7] SM Test Suite, SM.TS

[8] HID Service Specification, Version 1.0

[9] Battery Service Specification, Version 1.0

[10] Device Information Service, Version 1.1

[11] Scan Parameters Service Specification, Version 1.0
[12] Scan Parameters Profile Specification, Version 1.0
[13] SCPP Test Suite, SCPP.TS

[14] HIDS Test Suite, HIDS.TS

[15] IXIT Proforma for HID Over GATT Profile

2.2 Definitions

In this Bluetooth document, the definitions from [1] and [2] apply.

2.3 Acronyms and abbreviations

In this Bluetooth document, the definitions, acronyms, and abbreviations from [1] and [2] apply.

9 Bluetooth SIG Proprietary Page 7 of 67



HID Over GATT Profile (HOGP) / Test Suite

3 Test Suite Structure (TSS)

3.1 Overview
The HID over GATT Profile is a client of GAP and GATT. This is illustrated in Figure 3.1.

HID over GATT Profile HID over GATT Profile
HID Host Role HID Device Role
HID Battery Device Scan
Service Service Information Parameters
Service Service

GAP GAP

GATT GATT

ATT SM ATT SM
L2CAP L2CAP

LE Controller LE Controller

Figure 3.1: HID over GATT Profile Test Model

3.2 Test Strategy

The test objectives are to verify functionality of HID over GATT within a Bluetooth Host and enable
interoperability between Bluetooth Hosts on different devices. The testing approach covers mandatory
and optional requirements in the specification and matches these to the support of the IUT as described
in the ICS. Any defined test herein is applicable to the IUT if the ICS logical expression defined in the Test
Case Mapping Table (TCMT) evaluates to true.

The test equipment provides an implementation of the Radio Controller and the parts of the Host needed
to perform the test cases defined in this Test Suite. A Lower Tester acts as the IUT’s peer device and
interacts with the IUT over-the-air interface. The configuration, including the IUT, needs to implement
similar capabilities to communicate with the test equipment. For some test cases, it is hecessary to
stimulate the IUT from an Upper Tester. In practice, this could be implemented as a special test interface,
a Man Machine Interface (MMI), or another interface supported by the IUT.

This Test Suite contains Valid Behavior (BV) tests complemented with Invalid Behavior (BI) tests where
required. The test coverage mirrored in the Test Suite Structure is the result of a process that started with
catalogued specification requirements that were logically grouped and assessed for testability enabling
coverage in defined test purposes.
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3.2.1 HID over GATT Profile HID Host Testing Configuration

The following configuration is recommended for testing HID over GATT Profile HID Host IUT:

Upper
Tester

HID Device HID Host

Sample Database

» Lower Tester| | IUT
<—i—>

Controller + ATT/GATT
+ HID over GATT Profile
Air Interface

Figure 3.2: HID over GATT Profile HID Host Testing Configuration

The sample database of Characteristics used by the Lower Tester is specified in each test case.

All HID over GATT Profile HID Host test cases, which use a configuration as shown in Figure 3.2, contain
test procedure descriptions and expected results. These in turn use example message syntax between
the Upper tester and the IUT. Those example messages are generic; there is no normative specification
for these messages. The normative specifications are the functional descriptions for the test procedures
and the expected results.

In test cases where more than one alternative method of performing the test case exists, a HID Host IUT
performs the test case once for each supported alternative method.
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3.2.2 HID over GATT Profile HID Device Testing Configuration

The following configuration is recommended for testing HID over GATT Profile HID Device IUT:

Upper
Tester

> IuT | Lower Tester
HID Device i HID Host
Sample database or :
database defined by !
o ' Controller + ATT/GATT
+ HID Host

Air Interface

Figure 3.3: HID over GATT Profile HID Device Testing Configuration

In test cases where more than one alternative method of performing the test case exists, a HID Device
IUT performs the test case once for each supported alternative method.

3.2.3 Test database requirements

The following requirements apply to the set of databases used by the Lower Tester for testing of GATT
Client functionality:

* The Lower Tester includes multiple instantiations of the HID Service, including all defined
characteristics.

3.3 Testgroups

The following test groups have been defined:

* Generic GATT Integrated Tests

e Discovery of Characteristics and Characteristic Descriptors
* Read Features

*  Write Features

* Configuration Features

* Notification Features
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4 Test cases (TC)

4.1 Introduction

4.1.1 Test case identification conventions

Test cases are assigned unique identifiers per the conventions in [1]. The convention used here is:
<spec abbreviation>/<IUT role>/<class>/<feat>/<func>/<subfunc>/<cap>/<xx>-<nn>-<y>.

Additionally, testing of this specification includes tests from the GATT Test Suite [6] referred to as Generic
GATT Integrated Tests (GGIT); when used, the test cases in GGIT are referred to through a TCID string

using the following convention:

<spec abbreviation>/<IUT role>/<GGIT test group>/< GGIT class >/<xx>-<nn>-<y>.

Identifier Abbreviation Spec Identifier <spec abbreviation>

HOGP HID over GATT Profile

Identifier Abbreviation Role Identifier <IUT role>

BH HID over GATT Profile Boot Host Role

HD HID over GATT Profile HID Device Role

RH HID over GATT Profile Report Host Role

Identifier Abbreviation Reference Identifier <GGIT test group>

CGGIT Client Generic GATT Integrated Tests

SGGIT Server Generic GATT Integrated Tests

Identifier Abbreviation Reference Identifier <GGIT class>

CHA Characteristic

DES Descriptor

SER Service

Identifier Abbreviation Class identifier <class>

HGCF HID over GATT Profile Configuration Features

HGDC HID over GATT Profile Discovery of Characteristics and Characteristic
Descriptors

HGDR HID over GATT Profile Related Services Discovery

HGDS HID over GATT Profile Discovery of Services

HGNF HID over GATT Profile Notification Features

HGRF HID over GATT Profile Read Features

HGWF HID over GATT Profile Write Features

Table 4.1: HOGP TC feature naming conventions

Note: The term HID Host is used throughout this document to refer to a GATT Client which implements
the HID over GATT Profile; there are two variations of the HID Host Role; the Report Host and the Boot
Host. Where Report Host is used, it refers only the Report Host Role as defined in the HID over GATT
Profile. Where Boot Host is used, it refers only to the Boot Host Role as defined in the HID over GATT
Profile. Where HID Host is used, it refers equally to either the Report Host Role or the Boot Host Role.

Page 11 of 67
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4.1.2 Conformance

When conformance is claimed for a particular specification, all capabilities are to be supported in the
specified manner. The mandatory tests from this Test Suite depend on the capabilities to which
conformance is claimed.

The Bluetooth Qualification Program may employ tests to verify implementation robustness. The level of
implementation robustness that is verified varies from one specification to another and may be revised for
cause based on interoperability issues found in the market.

Such tests may verify:

* That claimed capabilities may be used in any order and any number of repetitions not excluded by the
specification

* That capabilities enabled by the implementations are sustained over durations expected by the use
case

* That the implementation gracefully handles any quantity of data expected by the use case

* That in cases where more than one valid interpretation of the specification exists, the implementation
complies with at least one interpretation and gracefully handles other interpretations

* That the implementation is immune to attempted security exploits

A single execution of each of the required tests is required to constitute a Pass verdict. However, it is
noted that to provide a foundation for interoperability, it is necessary that a qualified implementation
consistently and repeatedly pass any of the applicable tests.

In any case, where a member finds an issue with the test plan generated by the Bluetooth SIG
gualification tool, with the test case as described in the Test Suite, or with the test system utilized, the
member is required to notify the responsible party via an erratum request such that the issue may be
addressed.

4.1.3 Pass/Fail verdict conventions

Each test case has an Expected Outcome section. The IUT is granted the Pass verdict when all the
detailed pass criteria conditions within the Expected Outcome section are met.

The convention in this Test Suite is that, unless there is a specific set of fail conditions outlined in the test
case, the IUT fails the test case as soon as one of the pass criteria conditions cannot be met. If this
occurs, the outcome of the test is a Fail verdict.

4.2 Setup preambles

The procedures defined in this section are used to achieve specific conditions on the IUT and the test
equipment within the tests defined in this document. The preambles here are commonly used to establish
initial conditions.

4.2.1 ATT Bearer on LE Transport
Preamble procedure:

1. Establish an LE transport connection between the IUT and the Lower Tester.
2. Establish an L2CAP channel 0x0004 between the IUT and the Lower Tester over that LE transport.
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422 HID Device: Initiate Undirected Connectable mode before Notification

This is a setup procedure for the HID Device to enter the Undirected Connectable mode and accept
connection from a HID Host.

* Reference

[2] GAP 9.3.4
* |nitial Condition

- A preamble procedure defined in paragraph 4.2.1 is used to setup the LE transport and L2CAP
channel. The HID Device (IUT) and the Lower Tester (HID Host) have bonded following GAP
procedures.

- The HID Device is disconnected.

- The HID Device has been configured to accept commands from the Upper Tester to generate
HID Reports.

* Preamble Procedure

1. The Lower Tester waits for the IUT to send ADV_IND packets (GAP Undirected Connectable
Mode).

2. After receipt of either advertising packet, the Lower Tester sends CONNECT_REQ and an empty
packet to the HID Device IUT.

| Lower Tester | | IUT | | Upper Tester |
| | |

C No L2CAP connection exists over LE Transport )

. _Upper Tester command to
enter connectable mode

ADV_IND

CONNECT_REQ

Empty Packet

Figure 4.1: Setup preamble for HID Device: Initiate Undirected Connectable mode before Notification

4.2.3 HID Host: Initiate Connection when ready to receive Notifications

This is a setup procedure for the HID Host to initiate connection to a HID Device.
* Reference

[2] GAP 9.3.4
e Initial Condition

- A preamble procedure defined in paragraph 4.2.1 is used to setup the LE transport and L2CAP
channel. The HID Host (IUT) and the Lower Tester (HID Device) have bonded following GAP
procedures.
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- The HID Host is disconnected.

HID Over GATT Profile (HOGP) / Test Suite

- The HID Host has been configured to accept commands from the Upper Tester to request and

receive Reports.

* Preamble Procedure

1. The Upper Tester commands the HID Host IUT to initiate a connection.
2. The Lower Tester sends ADV_IND packets (GAP Undirected Connectable Mode) to the HID Host

IUT.

3. The Lower Tester waits for responses from the HID Host IUT.
4. The HID Host IUT sends a CONNECT_REQ and an empty packet to the Lower Tester.

| | Upper Tester |

)

| Lower Tester | | uT
[ | [
C No L2CAP connection exists over LE Transport
Upper Tester command to
h Initiate a connection
ADV_IND
P CONNECT _REQ
Empty Packet

Figure 4.2: Setup preamble for HID Host: Initiate Connection when ready to receive Notifications

9 Bluetooth SIG Proprietary

Page 14 of 67



4.3 Generic GATT Integrated Tests
Execute the Generic GATT Integrated Tests defined in Section 6.3, Server test procedures (SGGIT), and Section 6.4, Client test procedures (CGGIT), in

[6] using Table 4.2 and Table 4.3 below as input:

HID Over GATT Profile (HOGP) / Test Suite

TCID Service / Characteristic / Reference Properties Value Service
Descriptor Length Type
(Octets)

HOGP/RH/CGGIT/SER/BV-01-C [Service HID Service - RH [4]14.5.1 - - Primary
GGIT - HID Service - RH] Service
HOGP/BH/CGGIT/SER/BV-01-C [Service HID Service - BH [4]14.3.1 - - Primary
GGIT - HID Service - BH] Service
HOGP/RH/CGGIT/SER/BV-02-C [Service Battery Service - RH [4]4.5.3 - - Primary
GGIT - Battery Service - RH] Service
HOGP/BH/CGGIT/SER/BV-02-C [Service Battery Service - BH [4]14.5.3 - - Primary
GGIT - Battery Service - BH] Service
HOGP/RH/CGGIT/SER/BV-03-C [Service Device Information Service - [4]14.5.2 - - Primary
GGIT — Device Information Service - RH] RH Service
HOGP/BH/CGGIT/SER/BV-03-C [Service Device Information Service — | [4] 4.5.2 - - Primary
GGIT — Device Information Service - BH] BH Service
HOGP/RH/CGGIT/CHA/BV-01-C Report Map Characteristic - [4]4.6.1.1 0x02 (Read) | Variable -
[Characteristic GGIT - Report Map - RH] RH
HOGP/RH/CGGIT/CHA/BV-02-C HID Information [4]4.6.1.4, 0x02 (Read) | 4 -
[Characteristic GGIT - HID Information - RH] Characteristic - RH [8] 2.10
HOGP/RH/CGGIT/CHA/BV-03-C HID Control Point [4]4.6.1.3 0x04 (Write Skip -
[Characteristic GGIT - HID Control Point] Characteristic Without

Response)
HOGP/RH/CGGIT/CHA/BV-04-C Protocol Mode Characteristic | [4] 4.6.1.5 0x06 (Read, | Skip -
[Characteristic GGIT - Protocol Mode - RH] -RH Write Without

Response)
HOGP/BH/CGGIT/CHA/BV-01-C Protocol Mode Characteristic | [4] 4.6.1.5 0x06 (Read, Skip -
[Characteristic GGIT - Protocol Mode - BH] -BH Write Without

Response)
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TCID Service / Characteristic / Reference Properties Value Service
Descriptor Length Type
(Octets)
HOGP/BH/CGGIT/CHA/BV-02-C Boot Keyboard Input Report [4]14.4.1.2 Ox1A (Read, | Variable -
[Characteristic GGIT - Boot Keyboard Input Characteristic - BH Write, Notify)
Report - BH]
HOGP/BH/CGGIT/CHA/BV-03-C Boot Keyboard Output Report | [4] 4.4.1.3 OxOE (Read, | Variable -
[Characteristic GGIT - Boot Keyboard Output | Characteristic - BH Write, Write
Report - BH] Without
Response)
HOGP/BH/CGGIT/CHA/BV-04-C Boot Mouse Input Report - [414.4.1.4 O0xO0A (Read, | Variable -
[Characteristic GGIT - Boot Mouse Input BH Write)
Report - BH]
HOGP/RH/CGGIT/CHA/BV-05-C Battery Level Characteristic - | [4] 4.6.3.1 0x12 (Read, |1 -
[Characteristic GGIT - Battery Level - RH] RH Notify)
HOGP/BH/CGGIT/CHA/BV-05-C Battery Level Characteristic - | [4] 4.4.3.1 0x12 (Read, 1 -
[Characteristic GGIT - Battery Level - BH] BH Notify)
HOGP/RH/CGGIT/CHA/BV-06-C PnP ID Characteristic - RH [4]14.5.2, 0x02 (Read) |7 -
[Characteristic GGIT - PnP ID - RH] 4.6.2.1
HOGP/BH/CGGIT/CHA/BV-06-C PnP ID Characteristic - BH [4]4.5.2, 0x02 (Read) |7 -
[Characteristic GGIT - PnP ID - BH] 46.2.1
HOGP/RH/CGGIT/DES/BV-01-C [Descriptor | External Report Reference [4]4.6.1.1 0x02 (Read) | Skip -
GGIT - External Report Reference for Report | Characteristic Descriptors for
Map] Report Map Characteristic
Table 4.2: Input for the GGIT Client test procedure
TCID Service / Characteristic / Reference Properties Value Service
Descriptor Length Type
(Octets)
HOGP/HD/SGGIT/SER/BV-01-C [Service HID Service — Single Instance | [4] 3.1 - - Primary
GGIT - HID Service — Single Instance] Service,
Unique
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TCID Service / Characteristic / Reference Properties Value Service
Descriptor Length Type
(Octets)
HOGP/HD/SGGIT/SER/BV-02-C [Service HID Service — Multiple [4]2.5,3.1 - - Primary
GGIT - HID Service — Multiple Instances] Instances Service,
Multiple
HOGP/HD/SGGIT/SER/BV-03-C [Service Battery Service [4] 3.2 - - Primary
GGIT — Battery Service] Service
HOGP/HD/SGGIT/SER/BV-04-C [Service Device Information Service [4] 3.3 - - Primary
GGIT - Device Information Service] Service,
Unique
HOGP/HD/SGGIT/SER/BV-05-C [Service Scan Parameters Service [4]3.4 - - Primary
GGIT — Scan Parameters Service] Service,
Unique

Table 4.3: Input for the GGIT Server test procedure
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4.4 Discovery of Characteristics and Characteristic Descriptors
The procedures defined in this Test Group verify discovery of the Characteristics and Characteristic
Descriptors defined in the HID Service Specification [8], the Battery Service Specification [9] and the
Device Information Service Specification [10] by a HID Host IUT, a Report Host IUT and a Boot Host IUT.
HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics]
* Test Purpose

Verify that all Report characteristic can be discovered by a Report Host IUT.
* Reference

[4]4.6.1.2
* |nitial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.
- The Lower Tester has two instances of the HID Service [8].

- The IUT has executed HOGP/RH/CGGIT/SER/BV-01-C [Service GGIT - HID Service - RH] or
HOGP/BH/CGGIT/SER/BV-01-C [Service GGIT - HID Service - BH] and has saved the handle
range for each instance of the HID Service available in the Lower Tester. Each instance contains
one or more instances of the Report characteristic.

* Test Procedure

The Upper Tester issues a command to the IUT to discover characteristics using the handle ranges
returned in the initial condition. There are two alternatives:

1. Execute the GATT Discover All Characteristics of a Service sub-procedure once for each HID
Service instance, with the handle ranges specified in initial conditions.

IUT (Report Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/RH/CGGIT/SER/BV-01-C has been executed.
L DiscServiceChar
k ATT Read By Type Request (service handle range)
(Code = 0x08, 1st Handle, end Handle,
Type=, <<Characteristic>>)
ATT Read By Type_ Resp. N
(Code = 0x09, Length, DiscServiceChar
Sets of handle-value pairs) (handle/characteristic list)
l _ _ DiscServiceChar __ _
- __ATT Read By Type Request | (service handle range)
(Code = 0x08, 1st Handle, end Handle,
Type=, <<Characteristic>>)
_ _ _ATT Read By Type Resp. _ |
(Code = 0x09, Length, | DiscServiceChar
Sets of handle-value pairs) (handle/characteristic list)
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2. Execute the GATT Discover Characteristics by UUID sub-procedure once for each HID Service
instance, with the characteristic UUID set to «Report» with the database specified in [8].

IUT (Report Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/RH/CGGIT/SER/BV-01-C has been executed.

L DiscServiceCharUUID
(service handle range, UUID)

L ATT_Read_By_Type_Request

(Code = 0x08, 1st Handle, end Handle,
<<Report>>)
ATT Read By Type Resp. N
(Code = 0x09, Length, DiscCharacteristics
Sets of handle-value pairs) (handle/UUID list)
_ DiscServiceCharuuiD_ _ _
“- ATT Read_By Type_Request (service handle range, UUID)
(Code = 0x08, 2nd Handle, end
Handle, <<Report>>)
_ _ _ATT Read By Type Resp. _ _ |
(Code = 0x09, Length, | DiscCharacteristics >
Sets of handle-value pairs) (handle/UUID list)

Expected Outcome
Pass verdict
The IUT sends correctly formatted ATT_Read_By Type_ Requests to the Lower Tester.

The IUT receives the ATT_Read By Type_Responses from the Lower Tester and reports the
attribute handle-value pair for each discovered Report characteristic discovered to the Upper Tester.

Each attribute handle-value pair returned matches a Report characteristic attribute handle-value pair
implemented in the Lower Tester.

HOGP/RH/HGDC/BV-04-C [Discover Report Characteristic Client Characteristic
Configuration Descriptors]

Test Purpose

Verify that the Client Characteristic Configuration characteristic descriptors for all Report
characteristics can be discovered by a Report Host IUT.

Reference

[4] 4.6.1.2

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.
- The Lower Tester has two instances of the HID Service [8].

- The IUT has executed HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics] and has
saved the handle range for each instance of the HID Service and the handles for each instance of
the Report characteristic available in the Lower Tester. At least one HID Service instance has at
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least one instance of the Report characteristic, and each instance of the Report characteristic

may have one and only one Client Characteristic Configuration Descriptor.

Test Procedure

The Upper Tester issues a command to the IUT to Discover All Characteristic Descriptors using the
handle ranges returned after running HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics]
above.

The IUT executes one pass of the GATT Discover all Characteristics Descriptors sub-procedure for
each instance of the Report characteristic, using the handle ranges specified in initial conditions.

|

|
Subsequent :

|

|

1

IUT (Report Host)

Upper Tester

C

ATT Bearer established

over LE transport.

)

DiscDescriptors

ATT_Find_Information_Request

First
request

(Code = 0x04, 1™ handle, end handle)

ATT_Find_Information_Response

(Code = 0x05, format,

(starting handle, ending handle)

ALT 1: last handle != end handle
DiscDescriptors o

Set of handle/UUID pairs)
ATT_Find_Information_Request

(handle/UUID list)

requests

=

(Code = 0x04, next handle,
end handle)

ATT_Find_Information_Response

ALT 2: last handle = end handle

|
|
|
|
L]
-
|
|
|

(Code = 0x05, format,

DiscDescriptors

Set of handle/UUID pairs)

(handle/UUID list)
Command_Complete o

ATT_Error_Response

1

ALT 3: No remaining characteristic

(Code = 0x01, error code:

Command_Complete

AttributeNotFound)

Expected Outcome

Pass verdict

A
il ____4

4

The IUT sends ATT_Find_Information_Requests to the Lower Tester until all Client Characteristic
Configuration Descriptors of all Report characteristics are found.

All attribute handle/UUID pairs are returned with UUID = «Client Characteristic Configuration» and
matching attribute handle for each Client Characteristic Configuration characteristic descriptor of each
Report characteristic implemented in the Lower Tester.

HOGP/RH/HGDC/BV-05-C [Discover Report Characteristic Report Reference

Characteristic Descriptors]

* Test Purpose

Verify that all Report Reference characteristic descriptors for all Report characteristics can be
discovered by a Report Host IUT.

3

Reference

[4] 4.6.1.2
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Initial Condition
- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.
- The Lower Tester has two instances of the HID Service [8].

- The IUT has executed HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics] and has
saved the handle range for each instance of the HID Service and each instance of the Report
characteristic available in the Lower Tester. At least one HID Service instance has at least one
instance of the Report characteristic, and each instance of the Report characteristic has one and
only one Report Reference characteristic descriptor. Each Report Reference characteristic
descriptor contains a Report ID and Report Type field.

Test Procedure

The Upper Tester issues a command to the IUT to Discover All Characteristic Descriptors using the
handle ranges returned after running HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics]

above.

The IUT executes one pass of the GATT Discover all Characteristic Descriptors sub-procedure for
each instance of the Report characteristic, using the handle ranges specified in initial conditions.

IUT (Report Host) Upper Tester

( ATT Bearer established over LE transport. )

DiscDescriptors
First ATT_Find_Information_Request (starting handle, ending handle)
(Code = 0x04, 1™ handle, end handle)

request

I'[_ATT Find Information Response | ALT 1: last handle = end handle| 1

I (Code = 0x05, format, GATT_DiscDescriptors | :

Sub . | Set of handle/UUID pairs) (handle/UUID Tisf) » I
ubsequent | ATT_Find_Information_Request |
requests | (Code = 0x04, next handle, |
!_ end handle) |
'_"_________________________________ = ==== =

I ATT_Find_Information_Response ALT 2: last handle = end handle | |

| (Code = 0x05, format, DiscDescriptors !

I Set of handle/UUID pairs) (handle/UUID list) :

: Command_Complete »

:_ ATT_Error_Response ALT 3: No remaining characteristicg |

| (Code = 0x01, error code: |

| AttributeNotFound) Command Complete | |

P — |

* Expected Outcome

Pass verdict

The IUT sends ATT_Find_Information_Requests to the Lower Tester until all Report Reference
characteristic descriptors of all Report characteristics are found.

All attribute handle/UUID pairs are returned with UUID = «Report Reference» and matching attribute
handle for each Report Reference characteristic descriptor of each Report characteristic implemented
in the Lower Tester.

The Report ID and Report Type values in each Report Reference characteristic descriptor match the
values implemented in the Lower Tester.
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HOGP/BH/HGDC/BV-13-C [Discover Boot Mouse Input Report Client Characteristic
Configuration Descriptor]

3

Test Purpose

Verify that the Client Characteristic Configuration characteristic descriptor for the Boot Mouse Input
Report characteristic can be discovered by a Boot Host IUT.

Reference

[4]14.4.1.4
Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. One HID Service instance has one
instance of the Boot Mouse Input Report characteristic, and the instance of the Boot Mouse Input
Report characteristic has one Client Characteristic Configuration Descriptor.

- The IUT may have executed HOGP/BH/CGGIT/CHA/BV-04-C [Characteristic GGIT - Boot Mouse
Input Report - BH] and saved the handle range for the instance of the Boot Mouse Input Report
characteristic available in the Lower Tester.

- Ifthe IUT has not executed HOGP/BH/CGGIT/CHA/BV-04-C [Characteristic GGIT - Boot Mouse
Input Report - BH], it must have executed HOGP/BH/CGGIT/CHA/BV-06-C [Characteristic GGIT -
PnP ID - BH] or HOGP/RH/CGGIT/CHA/BV-06-C [Characteristic GGIT - PnP ID - RH] and saved
the handle range for the instance of the Boot Mouse Input Report characteristic available in the
Lower Tester.

Test Procedure

The Upper Tester issues a command to the IUT to Discover All Characteristic Descriptors using the
handle range returned in the initial condition.

The IUT executes one pass of the GATT Discover all Characteristic Descriptors sub-procedure for
each HID Service instance, using the handle range specified in initial conditions.
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Upper Tester

C

ATT Bearer established over LE transport.

)

First

ATT_Find_Information_Request

DiscDescriptors

request

(Code = 0x04, 1™ handle, end handle)

ATT_Find_Information_Response

(starting handle, ending handle)

ALT 1: last handle != end handle

(Code = 0x05, format,
Set of handle/UUID pairs)

ATT_Find_Information_Request

DiscDescriptors N

(handle/UUID list)

|
|
|
Subsequent |
requests |
|

L

=¥

(Code = 0x04, next handle,
end handle)

ATT_Find_Information_Response

ALT 2: last handle = end handle

- F

(Code = 0x05, format,
Set of handle/UUID pairs)

ATT_Error_Response

DiscDescriptors o

(handle/UUID list)
Command_Complete -
Ll

ALT 3: No remaining characteristic|

Pass verdict

(Code = 0x01, error code:
AttributeNotFound)

Expected Outcome

Command_Complete o
Lad

The IUT sends ATT_Find_Information_Requests to the Lower Tester until the Client Characteristic

Configuration Descriptor of the Boot Mouse Input Report characteristics is found.

One attribute handle/UUID pair is returned with UUID = «Client Characteristic Configuration» and
matching attribute handle for the Client Characteristic Configuration characteristic descriptor of the
Boot Mouse Input Report characteristic implemented in the Lower Tester.

4.5

Read Features

The procedures defined in this test group verify IUT implementation of the Read Features defined in the
HID over GATT Profile Specification [4] by a HID Host IUT, a Report Host IUT, and a Boot Host IUT.

HOGP/RH/HGRF/BV-02-C [Read External Report Reference Characteristic Descriptors for
Report Map Characteristics]

* Test Purpose

Verify that all External Report Reference characteristic descriptors for all Report Map characteristics
can be read by a Report Host IUT.

* Reference

3

[4] 4.7
8] 2.6.3.1

Initial Condition

Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

The IUT and Lower Tester have bonded following GAP procedures.

The Lower Tester has two instances of the HID Service [8] and one non-HID Service instance
with a characteristic whose value is described within the Report Map characteristic value. Each

Bluetooth SIG Proprietary
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HID Service instance contains a single instance of the Report Map characteristic. One instance of
the Report Map characteristic descriptor contains one instance of the External Report Reference
characteristic descriptor. Each characteristic UUID contained within the External Report
Reference characteristic descriptors matches a non-HID Service characteristic UUID.

- The IUT has executed HOGP/RH/CGGIT/CHA/BV-01-C [Characteristic GGIT - Report Map - RH]
and has saved the attribute handle for each instance of the Report Map characteristic available in
the Lower Tester.

- The IUT has executed HOGP/RH/CGGIT/DES/BV-01-C [Descriptor GGIT - External Report
Reference for Report Map] and has saved the attribute handle for each instance of the External
Report Reference characteristic descriptor available in the Lower Tester.

* Test Procedure
The Upper Tester issues a command to the IUT to read characteristic descriptors.

Execute the GATT Read Characteristic Descriptors sub-procedure once for each handle for the
External Report Reference characteristic descriptor specified in initial conditions.

Lower Tester | |IUT(Report Host)| | Upper Tester |
I I

ATT Bearer established over LE transport.
HOGP/RH/CGGIT/CHA/BV-01-C has been executed.
HOGP/RH/CGGIT/DES/BV-01-C has been executed.

IUT has a valid handle for an attribute in the Lower Tester.

ReadReq
(descriptor handle)
ATT Read Request
(Code = 0x0A, descriptor handle)
ATT _Read Response
(Code = 0x0B, descriptor value)
ReadRes
(descriptor value) d

* Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Read_Request commands to the Lower Tester containing
the handle values specified by the Upper Tester.

The IUT receives correctly formatted ATT_Read_Reponses to the Upper Tester for each instance of
the External Report Reference characteristic descriptor.

The complete characteristic descriptors reported to the Upper Tester match the values implemented
in the Lower Tester.

HOGP/RH/HGRF/BV-03-C [Read Report Characteristics — Input Report]

* Test Purpose

Verify that all Report characteristics with a Report Type of Input Report can be read by a Report Host
IUT.
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Reference

[4] 4.8
18] 2.5.2

Initial Condition

Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

ATT_MTU has been exchanged between the IUT and Lower Tester
The IUT and Lower Tester have bonded following GAP procedures.

The Lower Tester has two instances of the HID Service [8]. Each HID Service instance contains
one instance of the Report characteristic with a single instance of the Report Reference
characteristic descriptor. The HID Report is an Input Report as described via the Report
Reference characteristic descriptor.

The IUT has executed HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics] and has
saved the attribute handle for each instance of the Report characteristic available in the Lower
Tester.

The IUT has executed HOGP/RH/HGDC/BV-05-C [Discover Report Characteristic Report
Reference Characteristic Descriptors] and has saved the attribute handle for each instance of the
Report Reference characteristic descriptor available in the Lower Tester.

Test Procedure

The Upper Tester issues a command to the IUT to read characteristics. There are two alternatives:

1.

2.

3

If the length of the Report characteristic value is less than ATT_MTU, execute the GATT Read
Characteristic Value sub-procedure once for each Report characteristic, with the handle for the
Report characteristic specified in initial conditions.

IUT (Report Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/RH/HGDC/BV-03-C has been executed.
HOGP/RH/HGDC/BV-04-C has been executed.

ATT_MTU has been exchanged between IUT and Lower Tester.

ReadReg
ATT_Read_Request (handle)
(Code = 0x0A, Handle)
ATT Read_Respose. R
(Code = 0x0B, value) g
ReadRes -
(value) ”

If the length of the Report characteristic value is greater than ATT_MTU, execute the GATT Read
Long Characteristic Value sub-procedure once for each Report characteristic, with the handle for
the Report characteristic specified in initial conditions.
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IUT (Report Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/RH/HGDC/BV-03-C has been executed
HOGP/RH/HGDC/BV-04-C has been executed

ATT_MTU has been exchanged between IUT and Lower Tester.

ReadlLongRequest
ATT_Read_Blob_Request (handle)
Read 1st (Code = 0x0C, handle,

Blob 1 ____ Offset=0x0000) _ _ _ _{ __ _ __________/] -
r ATT Read Blob Response | |
| (Code = 0xOD, part attribute value) ReadLongRes Nl

Read : ATT Read Blob Request (handle, value) N

eal _ _Blob_Requ - |

Next | (Code = 0x0C, hande, ALT 1: full size blob | |
| —

Blob - —-Offset= lastiN(ATT MTU-D) | _________ | _'

N I T
: ALT 2: smaller size | |
ATT_Read_Blob_Response |

| (Code = 0x0D, part attribute value) (IaSt) blob |
: ReadlLongRes I
L ____Jo___(ande valie) __ ] [
rr--————------—-—-—-—-—q-—-————————— | _
. |

I ATT_Error_Response o ALT 3: no blob |
| (Code = 0x01, 0X0C, > I
' handle, Error Code = 0x07) ReadlLongRes o 1
: (handle) |
|

Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Read Blob_Request commands to the Lower Tester
containing the handle specified by the Upper Tester.

Note: The first request may be an ATT_Read_Request; in that case the Lower Tester replies with an
ATT_Read_Response, and, if the characteristic value length is greater than ATT_MTU, the IUT
detects that the characteristic value is long, and continue with ATT_Read_Blob_Requests.

The ATT_Read_Blob_Request specifies the handle of the characteristic value to be read and the
offset value of the first octet to be read. The offset for the first request is 0x0000; subsequent offset
values are sequential values of Nx(ATT_MTU-1). The IUT detects the end of the long characteristic
value in either of two ways:

- ALT2: Detect the size of the last part attribute value is less than [ATT_MTU-1].

- ALTS3: Detect an error response of Invalid Offset, indicating that it has read the complete
characteristic value.

Each complete Report characteristic value reported to the Upper Tester matches the value
implemented in the Lower Tester.

HOGP/RH/HGRF/BV-04-C [Read Report Reference Characteristic Descriptors for Report
Characteristics — Input Report]

Test Purpose

Verify that all Report Reference characteristic descriptors for all Report characteristics of Report

3
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Reference

[4] 4.8

[8] 2.5.3.2
Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each HID Service instance contains
one instance of the Report characteristic. Each instance of the Report characteristic contains one
and only one instance of the Report Reference characteristic descriptor. Each Report Reference
characteristic descriptor contains the value for Report Type which defines an Input Report.

- The IUT has executed HOGP/RH/HGRF/BV-03-C [Read Report Characteristics — Input Report]
and has saved the attribute handle for each instance of the Report characteristic and each
instance of the Report Reference characteristic descriptor available in the Lower Tester.

Test Procedure
The Upper Tester issues a command to the IUT to read characteristic descriptors.

Execute the GATT Read Characteristic Descriptors sub-procedure once for each instance of the
Report Reference characteristic descriptor specified in initial conditions.

IUT (Report Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/RH/HGRF/BV-03-C has been executed.
IUT has a valid handle for an attribute in the Lower Tester.

ReadReq
(descriptor handle)

ATT_Read_Request
(Code = Ox0A, descriptor handle)

ATT_Read_Response
(Code = 0x0B, descriptor value)

ReadRes
(descriptor value)

Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Read_Request commands to the Lower Tester containing
the handle values specified by the Upper Tester.

The IUT receives correctly formatted ATT_Read_Reponses to the Upper Tester for each instance of
the Report Reference characteristic descriptor.

The Report Type field of each Report Reference characteristic descriptor reported to the Upper
Tester matches the value for Report Type=Input Report, and matches the values implemented in the
Lower Tester.

Bluetooth SIG Proprietary Page 27 of 67



HID Over GATT Profile (HOGP) / Test Suite

HOGP/RH/HGRF/BV-05-C [Read Client Characteristic Configuration Descriptors for
Report Characteristics — Input Report]

3

Test Purpose

Verify that all Client Characteristic Configuration characteristic descriptors for all Report
characteristics of Report Type: Input Report can be read by a Report Host IUT.

Reference
[4]4.8
[8] 2.5.3.1

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each HID Service instance contains
one instance of the Report characteristic. Each instance of the Report characteristic contains one
and only one instance of the Client Characteristic Configuration characteristic descriptor.

- The IUT has executed HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics] and has
saved the attribute handle for each instance of the Report characteristic available in the Lower
Tester.

- The IUT has executed HOGP/RH/HGDC/BV-04-C [Discover Report Characteristic Client
Characteristic Configuration Descriptors] and has saved the attribute handle for each instance of
the Client Characteristic Configuration characteristic descriptor for the Report characteristics
available in the Lower Tester.

- The IUT has executed HOGP/RH/HGDC/BV-05-C [Discover Report Characteristic Report
Reference Characteristic Descriptors] and has saved the attribute handle for each instance of the
Report Reference characteristic descriptor where the Report Type defined in the Report
Reference characteristic descriptor is an Input Report available in the Lower Tester.

Test Procedure
The Upper Tester issues a command to the IUT to read characteristic descriptors.

Execute the GATT Read Characteristic Descriptors sub-procedure once for each instance of the
Report characteristic whose Report Reference characteristic descriptor defines an Input Report as
specified in initial conditions.
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Lower Tester | IUT (Report Host) | Upper Tester |
I I

ATT Bearer established over LE transport.
HOGP/RH/HGDC/BV-03-C has been executed.
HOGP/RH/HGDC/BV-04-C has been executed.
HOGP/RH/HGDC/BV-05-C has been executed.

IUT has a valid handle for an attribute in the Lower Tester.

ReadReq
(descriptor handle)
ATT Read Request
(Code = 0x0A, descriptor handle)
ATT _Read Response
(Code = 0x0B, descriptor value)
ReadRes
(descriptor value) d

* Expected Outcome

Pass verdict

The IUT sends correctly formatted ATT_Read _Request commands to the Lower Tester containing
the attribute handle values specified by the Upper Tester.

The IUT receives correctly formatted ATT_Read_Reponses to the Upper Tester for each instance of
the Client Characteristic Configuration characteristic descriptor.

The attribute value field of each Client Characteristic Configuration characteristic descriptor reported
to the Upper Tester matches the values implemented in the Lower Tester.

HOGP/RH/HGRF/BV-19-C [Read Report Characteristics — Output Report]

* Test Purpose

Verify that all Report characteristics with a Report Type of Output Report can be read by a Report
Host IUT.

* Reference
[4] 4.8
[8]12.5.2

* Initial Condition

3

Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

ATT_MTU has been exchanged between the IUT and Lower Tester.
The IUT and Lower Tester have bonded following GAP procedures.

The Lower Tester has two instances of the HID Service [8]. At least one HID Service instance
contains at least one instance of the Report characteristic with a single instance of the Report
Reference characteristic descriptor. The HID Report is an Output Report as described via the
Report Reference characteristic descriptor.

The IUT has executed HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics] and has
saved the attribute handle for each instance of the Report characteristic available in the Lower
Tester.
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- The IUT has executed HOGP/RH/HGDC/BV-04-C [Discover Report Characteristic Client
Characteristic Configuration Descriptors] and has saved the attribute handle for each instance of
the Report Reference characteristic descriptor available in the Lower Tester.

Test Procedure

The Upper Tester issues a command to the IUT to read characteristics. There are two alternatives:

1. If the length of the HID Report characteristic value is less than ATT_MTU, execute the GATT

Read Characteristic Value sub-procedure once for each Report characteristic, with the handles
for the Report characteristic specified in initial conditions.

IUT (Report Host) Upper Tester

L2CAP Connection established over LE transport.
HOGP/RH/HGDC/BV-03-C has been executed.
HOGP/RH/HGDC/BV-04-C has been executed.

ATT_MTU has been exchanged between IUT and Lower Tester.

ReadReq

(handle)
ATT Read_Request

(Code = 0x0A, descriptor handle)
ATT Read Response
(Code = 0x0B, value)
ReadRes N
(value)

2. If the length of the HID Report characteristic value is greater than ATT_MTU, execute the GATT
Read Long Characteristic Value sub-procedure once for each Report characteristic, with the
handle for the Report characteristic specified in initial conditions.

Lower Tester IUT (Report Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/RH/HGDC/BV-03-C has been executed
HOGP/RH/HGDC/BV-04-C has been executed

ATT_MTU has been exchanged between IUT and Lower Tester.

ReadlLongRequest
ATT_Read_Blob_Request (handle)
Read 1st (Code = 0x0C, handle,

Blob 1 ____ Offset=0x0000) _ _ _ _| _ _ _ _ _ _ _ ___ _ ___ -
r ATT Read Blob Response I

: (Code = 0xOD, part attribute value) ReadlLongRes o !

Read ! ATT Read Blob Request (ha.ndle, VaIEJe) | :
Next | (Code = 0x0C, handle, ALT 1: full size blob | |
Blop — | —Offset= lastNx(ATTMTU2) | _ | J
N 1
| ALT 2: smaller size | |
| ATT_Read_Blob_Response |
: (Code = 0x0OD, part attribute value) (last) blob I
ReadlLongRes o !
8 R SEU (Fendle, value) 7] |
N T i

| ATT Error_Response N ALT 3: no blob |

| (Code = 0x01, OxOC, d |

' handle, Error Code = 0x07) ReadLongRes o !

: (handle) > :
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Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Read_Blob_Request commands to the Lower Tester
containing the handle specified by the Upper Tester.

Note: The first request may be an ATT_Read_Request; in that case the Lower Tester replies with an
ATT_Read_Response, and, if the characteristic value length is greater than ATT_MTU, the IUT
detects that the characteristic value is long, and continue with ATT_Read_Blob_Requests.

The ATT_Read_Blob_Request specifies the handle of the characteristic value to be read and the
offset value of the first octet to be read. The offset for the first request is 0x0000; subsequent offset
values are sequential values of Nx(ATT_MTU-1). The IUT detects the end of the long characteristic
value in either of two ways:

- ALT2: Detect the size of the last part attribute value is less than [ATT_MTU-1].

- ALTS3: Detect an error response of Invalid Offset, indicating that it has read the complete
characteristic value.

Each complete Report characteristic value reported to the Upper Tester matches the value
implemented in the Lower Tester.

HOGP/RH/HGRF/BV-06-C [Read Report Reference Characteristic Descriptors for Report
Characteristics — Output Report]

Test Purpose

Verify that all Report Reference characteristic descriptors for all Report characteristics of Report
Type: Output Report can be read by a Report Host IUT.

Reference

4] 4.8

[8] 2.5.3.2
Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each HID Service instance contains
one instance of the Report characteristic. Each instance of the Report characteristic contains one
and only one instance of the Report Reference characteristic descriptor. Each Report Reference
characteristic descriptor contains the value for Report Type which defines an Output Report.

- The IUT has executed HOGP/RH/HGRF/BV-19-C [Read Report Characteristics — Output Report]
and has saved the attribute handle for each instance of the Report characteristic and each
instance of the Report Reference characteristic descriptor available in the Lower Tester.

Test Procedure
The Upper Tester issues a command to the IUT to read characteristic descriptors.

Execute the GATT Read Characteristic Descriptors sub-procedure once for each instance of the
Report Reference characteristic descriptor specified in initial conditions.
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Lower Tester | IUT (Report Host) | Upper Tester |
I I

ATT Bearer established over LE transport.
HOGP/RH/HGRF/BV-05-C has been executed.
IUT has a valid handle for an attribute in the Lower Tester.

ReadReq
(descriptor handle)
ATT Read Request
(Code = 0x0A, descriptor handle)
ATT _Read Response
(Code = 0x0B, descriptor value)
ReadRes
(descriptor value) d

Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Read_Request commands to the Lower Tester containing
the handle values specified by the Upper Tester.

The IUT receives correctly formatted ATT_Read_Reponses to the Upper Tester for each instance of
the Report Reference characteristic descriptor.

The Report Type field of each Report Reference characteristic descriptor reported to the Upper
Tester matches the value for Report Type= Output Report, and matches the values implemented in
the Lower Tester.

HOGP/RH/HGRF/BV-07-C [Read Report Characteristics — Feature Report]

3

Test Purpose

Verify that all Report characteristics with a Report Type of Feature Report can be read by a Report
Host IUT.

Reference

[4] 4.8

[8] 2.5.2

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- ATT_MTU has been exchanged between the IUT and Lower Tester.
- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each HID Service instance contains
one instance of the Report characteristic, each with a single instance of the Report Reference
characteristic descriptor. Each Report characteristic is a Feature Report as defined by the Report
Reference characteristic descriptor.
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- The IUT has executed HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics] and has
saved the attribute handle for each instance of the Report characteristic available in the Lower
Tester.

- The IUT has executed HOGP/RH/HGDC/BV-04-C [Discover Report Characteristic Client
Characteristic Configuration Descriptors] and has saved the attribute handle for each instance of
the Report Reference characteristic descriptor available in the Lower Tester.

* Test Procedure
The Upper Tester issues a command to the IUT to read characteristics. There are two alternatives:

1. Ifthe length of the HID Report characteristic value is less than ATT_MTU, execute the GATT
Read Characteristic Value sub-procedure once for each Report characteristic, with the handle for
the Report characteristic specified in initial conditions.

IUT (Report Host) Upper Tester

L2CAP Connection established over LE transport.
HOGP/RH/HGDC/BV-03-C has been executed.
HOGP/RH/HGDC/BV-04-C has been executed.

ATT_MTU has been exchanged between IUT and Lower Tester.

ReadReq
(handle)
ATT Read Request
(Code = 0x0A, descriptor handle)
ATT_Read_Response
(Code = 0x0B, value)
ReadRes N
(value) d

2. If the length of the HID Report characteristic value is greater than ATT_MTU, execute the GATT

Read Long Characteristic Value sub-procedure once for each Report characteristic, with the
handle for the Report characteristic specified in initial conditions.

IUT (Report Host) Upper Tester
ATT Bearer established over LE transport.

HOGP/RH/HGDC/BV-03-C has been executed
HOGP/RH/HGDC/BV-04-C has been executed

ATT_MTU has been exchanged between IUT and Lower Tester.

ReadLongRequest
ATT_Read_Blob_Request (handle)
Read 1st (Code = 0x0C, handle,

Blob 1____C Offset =0x0000) _ _ _ _{ _ _ _ _ _ _ _ _ _ _____ -
r ATT Read Blob_Response |
| (Code = 0x0D, part attribute value) ReadLongRes N :

Read : ATT Read_Blob_Request (handle, value) 1

eal | | )| us .

Next | (Code = 0x0C, handle, ALT 1: full size blob :
! Offset = last+Nx(ATT_MTU-1

Blob n.____s___aé_é(__.—-___)l__ _______________ L J

rr-—--r————"~F"~~>""~""~""~"""™"""™>+“[ """ “"“""“"™"™"=—/7"7 e
| ALT 2: smaller size :
| ATT_Read_Blob_Response

| (Code = 0x0D, part attribute value) (last) blob |
| ReadlLongRes !
[ endevaue) __’| |
rr—--————~~>"~"~"""~""™""™""™"™"""™" " "7/ "—" "~ 77— 7777 -1
| ATT _Error_Response N ALT 3: no blob |
I (Code = 0x01, Ox0C, > :
! handle, Error Code = 0x07) ReadlLongRes » |
: (handle) 7
e - e e — = |— 2
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Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Read_Blob_Request commands to the Lower Tester
containing the handle specified by the Upper Tester.

Note: The first request may be an ATT_Read_Request; in that case the Lower Tester replies with an
ATT_Read_Response, and if the characteristic value length is greater than ATT_MTU, the IUT
detects that the characteristic value is long, and continue with ATT_Read_Blob_Requests.

The ATT_Read_Blob_Request specifies the handle of the characteristic value to be read and the
offset value of the first octet to be read. The offset for the first request is 0x0000; subsequent offset
values are sequential values of Nx(ATT_MTU-1). The IUT detects the end of the long characteristic
value in either of two ways:

- ALT2: Detect the size of the last part attribute value is less than [ATT_MTU-1].

- ALTS3: Detect an error response of Invalid Offset, indicating that it has read the complete
characteristic value.

Each complete Report characteristic value reported to the Upper Tester matches the value
implemented in the Lower Tester.

HOGP/RH/HGRF/BV-08-C [Read Report Reference Characteristic Descriptors for Report
Characteristics — Feature Report]

Test Purpose

Verify that all Report Reference characteristic descriptors for all Report characteristics of Report
Type: Feature Report can be read by a Report Host IUT.

Reference

4] 4.8

[8] 2.5.3.2
Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each HID Service instance contains
one instance of the Report characteristic. Each instance of the Report characteristic contains one
and only one instance of the Report Reference characteristic descriptor. Each Report Reference
characteristic descriptor contains the value for Report Type which defines a Feature Report.

- The IUT has executed HOGP/RH/HGRF/BV-07-C [Read Report Characteristics — Feature
Report] and has saved the attribute handle for each instance of the Report characteristic and
each instance of the Report Reference characteristic descriptor available in the Lower Tester.

Test Procedure
The Upper Tester issues a command to the IUT to read characteristic descriptors.

Execute the GATT Read Characteristic Descriptors sub-procedure once for each instance of the
Report Reference characteristic descriptor specified in initial conditions.
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Lower Tester | IUT (Report Host)| Upper Tester |
I I

ATT Bearer established over LE transport.
HOGP/RH/HGRF/RH/BV-07-C has been executed.
IUT has a valid handle for an attribute in the Lower Tester.

L ReadReq
(descriptor handle)
ATT Read Request
(Code = 0x0A, descriptor handle)
ATT_Read Response
(Code = 0x0B, descriptor value)
ReadRes
(descriptor value)

Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Read _Request commands to the Lower Tester containing
the handle values specified by the Upper Tester.

The IUT receives correctly formatted ATT_Read_Reponses to the Upper Tester for each instance of
the Report Reference characteristic descriptor.

The Report Type field of each Report Reference characteristic descriptor reported to the Upper
Tester matches the value for Report Type= Feature Report, and matches the values implemented in
the Lower Tester.

45.1 Read Protocol Mode Characteristics (Get Protocol Mode Command)

3

Test Purpose

Verify that all Protocol Mode characteristics can be read by a HID Host IUT.

Test Case Configuration

Test Case

HOGP/RH/HGRF/BV-18-C [Read Protocol Mode Characteristics (Get Boot Protocol Mode
Command) - RH]

HOGP/BH/HGRF/BV-18-C [Read Protocol Mode Characteristics (Get Boot Protocol Mode
Command) - BH]

Table 4.4: Read Protocol Mode Characteristics (Get Protocol Mode Command) test cases

Reference

[4] 4.11

(8] 2.4.1

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.
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The Lower Tester has two instances of the HID Service [8]. Each instance contains a single
instance of the Protocol Mode characteristic.

The Report Host IUT has executed either HOGP/RH/CGGIT/CHA/BV-04-C [Characteristic GGIT -
Protocol Mode - RH] or HOGP/BH/CGGIT/CHA/BV-01-C [Characteristic GGIT - Protocol Mode -
BH] and has saved the attribute handle for each instance of the Protocol Mode characteristic
available in the Lower Tester. The Boot Host IUT may have executed either
HOGP/RH/CGGIT/CHA/BV-04-C [Characteristic GGIT - Protocol Mode - RH] or
HOGP/BH/CGGIT/CHA/BV-01-C [Characteristic GGIT - Protocol Mode - BH] and saved the
attribute handle for each instance of the Protocol Mode characteristic available in the Lower
Tester.

If the Boot Host IUT has executed neither HOGP/RH/CGGIT/CHA/BV-04-C [Characteristic GGIT
- Protocol Mode - RH] nor HOGP/BH/CGGIT/CHA/BV-01-C [Characteristic GGIT - Protocol Mode
- BH], it must have executed either HOGP/RH/CGGIT/SER/BV-01-C [Service GGIT - HID Service
- RH] or HOGP/BH/CGGIT/SER/BV-01-C [Service GGIT - HID Service - BH] and have saved the
handle range for all HID Service instances available in the Lower Tester.

* Test Procedure

The Upper Tester issues a command to the IUT to read characteristics, there are two alternatives:

1.

Execute the GATT Read Characteristic Value sub-procedure once for each instance of the
Protocol Mode characteristic, with the handles specified in initial conditions.

IUT (HID Host) Upper Tester

( ATT Bearer established over LE transport.

Either HOGP/RH/CGGIT/CHA/BV-04-C or HOGP/RH/CGGIT/CHA/BV-04-C
has been executed.

ReadReg
le ATT_Read_Request (handle)
(Code = 0x0A, Handle)
ATT Read Respose. R
(Code = 0x0B, value) 4
ReadRes o
(value) ”

2.

3

If the Boot Host IUT has not executed HOGP/RH/CGGIT/CHA/BV-04-C [Characteristic GGIT -
Protocol Mode - RH] nor HOGP/BH/CGGIT/CHA/BV-01-C [Characteristic GGIT - Protocol Mode -
BH], execute the GATT Read Using Characteristic UUID sub-procedure once for each HID
Service instance, with the characteristic UUID set to «Protocol Mode», with the HID Service
handle ranges saved as specified in initial conditions.
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Lower Tester | IUT (Boot Host) | Upper Tester |
I | I
ATT Bearer established over LE transport.
Either HOGP/RH/CGGIT/SER/BV-01-C or HOGP/BH/CGGIT/SER/BV-01-C
has been executed.

GATT_ReadReq
ATT Read By Type_Request (char UUID)
(Code = 0x08, starting handle, ending
handle, «Protocol Mode»)

ATT _Read By Type Response
(Code = 0x09, length, d
Set of handle-value pairs)

GATT ReadRes
(value)

* Expected Outcome
Pass verdict

1. The IUT sends correctly formatted ATT_Read_Requests to the Lower Tester, containing the
attribute handle values specified by the Upper Tester and receives correctly formatted
ATT_Read_Responses from the Lower Tester containing the values of all Protocol Mode
characteristics. The IUT reports all received Protocol Mode characteristic values to the Upper
Tester.

Or:

2. The Boot Host IUT sends correctly formatted ATT_Read_By_Type Requests to the Lower Tester
containing the characteristic UUID values specified by the Upper Tester and receives correctly
formatted ATT_Read_By Type_Responses containing the values of all Protocol Mode
characteristics. The IUT reports all received Protocol Mode characteristic values to the Upper
Tester.

Each complete Protocol Mode characteristic value reported to the Upper Tester matches the values
implemented in the Lower Tester for the Protocol Mode field.

4.6 Write Features

The procedures defined in this test group verify IUT implementation of the Write Features defined in the
HID over GATT Profile Specification [4] by a HID Host IUT, a Report Host IUT, and a Boot Host IUT.
HOGP/RH/HGWF/BV-01-C [Write Report Characteristics — Input Report]

* Test Purpose

Verify that all Report characteristics with a Report Type of Input Report can be written by a Report
Host IUT.

* Reference
4] 4.8
[8]12.5.1
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* |nitial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each instance of the HID Service
contains at least one instance of the Report characteristic and a single instance of the Report
Reference characteristic descriptor within each Report characteristic definition. Each Report
Reference characteristic descriptor has the Report Type value field set to the value for Input
Report as defined in the HID Service.

- The IUT has executed HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics] and saved
the attribute handles for all Report characteristics available in the Lower Tester. The IUT has also
executed HOGP/RH/HGDC/BV-05-C [Discover Report Characteristic Report Reference
Characteristic Descriptors] and has saved the attribute handles for all Report Reference
characteristic descriptors available in the Lower Tester whose Report Type field is set to the
value for Input Report.

- The contents of the Input Report Data have been declared via IXIT and whose length is small
enough to fit in a single transaction (i.e., <= [ATT_MTU-3]).

* Test Procedure
The Upper Tester issues a command to the IUT to write characteristics.

Execute the GATT Write Characteristic Value sub-procedure once for each Report characteristic of
Input Report Type with the handles specified in initial conditions and the value declared for Input
Report contents via IXIT.

IUT(Report Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/RH/HGDC/BV-03-C has been executed.
HOGP/RH/HGDC/BV-05-C has been executed.

ATT_MTU has been exchanged between IUT and Lower Tester.

L WriteRequest
(handle, new value)
ATT Write_ Request
(Code = 0x12, Handle For Report for
Input Report Type, Data)

"

ATT Write Response
(Code = 0x13)

WriteResponse

* Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Write_Requests to the Lower Tester using the attribute
handle specified by the Upper Tester and the values declared via IXIT for Input Report Data.

The Lower Tester confirms the written Report characteristic values match the values sent to the IUT
by the Upper Tester.
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HOGP/RH/HGWF/BV-02-C [Write Report Characteristics — Output Report]

* Test Purpose

Verify that all Report characteristics with a Report Type of Output Report can be written by a Report
Host IUT.

* Reference
[4] 4.8
[8]2.5.1

* |nitial Condition

Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

The IUT and Lower Tester have bonded following GAP procedures.

The Lower Tester has two instances of the HID Service [8]. Each instance of the HID Service
contains at least one instance of the Report characteristic and a single instance of the Report
Reference characteristic descriptor within each Report characteristic definition. Each Report
Reference characteristic descriptor has the Report Type value field set to the value for Output
Report as defined in the HID Service.

The IUT has executed HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics] and saved
the attribute handles for all Report characteristics available in the Lower Tester. The IUT has also
executed HOGP/RH/HGDC/BV-05-C [Discover Report Characteristic Report Reference
Characteristic Descriptors] and has saved the attribute handles for all Report Reference
characteristic descriptors available in the Lower Tester whose Report Type field is set to the
value for Output Report

The contents of all Output Report Data have been declared via IXIT and whose length is small
enough to fit in a single transaction (i.e., <= [ATT_MTU-3]).

* Test Procedure

The Upper Tester issues a command to the IUT to write characteristics.

There are two alternatives:

1.

Or

3

Execute the GATT Write Characteristic Value sub-procedure once for each Report characteristic
of Output Report Type, with the handles specified in initial conditions and the value declared for
Output Report contents via IXIT.

Execute the GATT Write Without Response sub-procedure once for each Report characteristic of
Output Report Type, with the handles specified in initial conditions and the value declared for
Output Report contents via IXIT.

Bluetooth SIG Proprietary Page 39 of 67



HID Over GATT Profile (HOGP) / Test Suite

Lower Tester | IUT(Report Host) | Upper Tester
I I

ATT Bearer established over LE transport.
HOGP/RH/HGDC/BV-03-C has been executed.
HOGP/RH/HGDC/BV-05-C has been executed.

ATT_MTU has been exchanged between IUT and Lower Tester.

L WriteRequest
ATT Write_Request (handle, rew value)
(Code = 0x12, Handle For Report For
Output Report Type, Data)
ATT_Write_Response
(Code = 0x13)
WriteResponse

Figure 4.3: Alternative 1: Upper Tester Sends WriteRequest — ATT_Write_Request

IUT (Report Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/RH/HGDC/BV-03-C has been executed.

HOGP/RH/HGDC/BV-05-C has been executed.
ATT_MTU has been exchanged between IUT and Lower Tester.

ATT_Write_Command WriteRequest
(Code = 0x52, Handle of Report for (handle, value)
Output Report Type, Data)

Figure 4.4: Alternative 2: Upper Tester Sends WriteRequest — ATT_Write_Command

* Expected Outcome
Pass verdict

The IUT sends correctly formatted write requests (either ATT_Write_Requests or
ATT_Write_Commands) to the Lower Tester using the handles specified by the Upper Tester and the
values declared via IXIT for Output Report Data.

The Lower Tester confirms the written Report characteristic values match the values sent to the IUT
by the Upper Tester.

HOGP/RH/HGWF/BV-04-C [Write Report Characteristics — Feature Report]

* Test Purpose

Verify that all Report characteristics with a Report Type of Feature Report can be written by a Report
Host IUT.
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Reference

[4] 4.8
18] 2.5.1

Initial Condition

Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

The IUT and Lower Tester have bonded following GAP procedures.

The Lower Tester has two instances of the HID Service [8]. Each instance of the HID Service
contains one instance of the Report characteristic and a single instance of the Report Reference
characteristic descriptor within each Report characteristic definition. Each Report Reference
characteristic descriptor has the Report Type value field set to the value for Feature Report as
defined in the HID Service.

The IUT has executed HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics] and saved
the attribute handles for all Report characteristics available in the Lower Tester. The IUT has also
executed HOGP/RH/HGDC/BV-05-C [Discover Report Characteristic Report Reference
Characteristic Descriptors] and has saved the attribute handles for all Report Reference
characteristic descriptors available in the Lower Tester whose Report Type field is set to the
value for Feature Report.

The contents of the Feature Report Data have been declared via IXIT and whose length is small
enough to fit in a single transaction (i.e. <= [ATT_MTU-3]).

Test Procedure

The Upper Tester issues a command to the IUT to write characteristics.

Execute the GATT Write Characteristic Value sub-procedure once for each Report characteristic of
Feature Report Type with the handles specified in initial conditions and the value declared for Feature
Report contents via IXIT.

| Lower Tester | |IUT(Report Host)| Upper Tester |
I I

ATT Bearer established over LE transport.
HOGP/RH/HGDC/BV-03-C has been executed.
HOGP/RH/HGDC/BV-05-C has been executed.

ATT_MTU has been exchanged between IUT and Lower Tester.

L WriteRequest
(handle, new value)

ATT Write Request
(Code = 0x12, Handle For Report for
Feature Report Type, Data)

ATT Write_Response
(Code = 0x13)

WriteResponse

3

Bluetooth SIG Proprietary Page 41 of 67



HID Over GATT Profile (HOGP) / Test Suite

Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Write_Requests to the Lower Tester using the attribute
handle specified by the Upper Tester and the values declared via IXIT for Feature Report Data.

The Lower Tester confirms the written Report characteristic values match the values sent to the IUT
by the Upper Tester.

HOGP/RH/HGWF/BV-05-C [Write HID Control Point Characteristics — Suspend]

Test Purpose

Verify that all HID Control Point characteristics can be written with the Suspend command by a
Report Host IUT.

Reference

[4]1 4.9
[8]2.11.2

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each HID Service instance contains a
single instance of the HID Control Point characteristic.

- The IUT has executed HOGP/RH/CGGIT/CHA/BV-03-C [Characteristic GGIT - HID Control Point]
and has saved the attribute handle of all HID Control Point characteristics available in the Lower
Tester.

Test Procedure
The Upper Tester commands the IUT to write.

Execute the GATT Write Without Response sub-procedure once for each HID Service instance, using
the handles returned after running HOGP/RH/CGGIT/CHA/BV-03-C [Characteristic GGIT - HID
Control Point], and the value 0x0000 which corresponds to the Suspend command.

IUT (Report Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/RH/CGGIT/ICHA/BV-03-C has been executed.

WriteRequest
(handle, value)

ATT_Write_ Command
(Code = 0x52, Handle of HID Control
Point, Value=0x0000 (SUSPEND))

ke
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Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Write_ Commands to the Lower Tester using the handles
specified by the Upper Tester and the value 0x0000 which corresponds to the Suspend command.

The Lower Tester confirms all HID Control Point characteristic values are written and the values
match the values sent by the Upper Tester to the IUT.

HOGP/RH/HGWF/BV-06-C [Write HID Control Point Characteristics — Exit Suspend]

3

Test Purpose

Verify that all HID Control Point characteristics can be written with the Exit Suspend command by a
Report Host IUT.

Reference

[4]1 4.9
[8]2.11.2

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The Lower Tester has two instances of the HID Service [8]. Each instance contains a single
instance of the HID Control Point characteristic.

- The IUT has executed HOGP/RH/CGGIT/CHA/BV-03-C [Characteristic GGIT - HID Control Point]
and has saved the attribute handles of all HID Control Point characteristics available in the Lower
Tester.

Test Procedure
The Upper Tester commands the IUT to write characteristics.

Execute the GATT Write Without Response sub-procedure once for each instance of the HID
Service, with the handles using the handles returned after running HOGP/RH/CGGIT/CHA/BV-03-C
[Characteristic GGIT - HID Control Point], and the value for the Exit Suspend command (0x0001).

| Lower Tester | | IUT (Report Host) | | Upper Tester |
[ [ [
ATT Bearer established over LE transport.
HOGP/RH/CGGIT/CHA/BV-03-C has been executed.

WriteRequest
(handle, value)

ATT Write. Command
(Code = 0x52, Handle of HID Control
Point, Value=0x0001
(EXIT_SUSPEND))
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Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Write_ Commands to the Lower Tester using the handles
specified by the Upper Tester and the value 0x0001 which corresponds to the Exit Suspend
command.

The Lower Tester confirms all HID Control Point characteristic values are written and the values
match the values sent by the Upper Tester to the IUT.

HOGP/RH/HGWF/BV-07-C [Write Protocol Mode Characteristics — Set Protocol Command
(Protocol Mode = Report Protocol Mode)]

3

Test Purpose

Verify that all Protocol Mode characteristics can be written with the Set Protocol command (Set
Report Protocol Mode) by a Report Host IUT.

Reference

[4] 4.11

[8] 2.4.1

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each HID Service instance contains a
single instance of the Protocol Mode characteristic.

- The Report Host IUT has executed HOGP/RH/CGGIT/CHA/BV-04-C [Characteristic GGIT -
Protocol Mode - RH] or HOGP/BH/CGGIT/CHA/BV-01-C [Characteristic GGIT - Protocol Mode -
BH] and has saved the attribute handle of all Protocol Mode characteristics available in the Lower
Tester.

Test Procedure

The Upper Tester commands the IUT to write characteristics using the handles returned in the initial
condition and the value 0x0001.

Execute the GATT Write Without Response sub-procedure once for each HID Service instance, with
the handles specified in initial conditions, and the value 0x0001 which corresponds to the Set
Protocol (Set Report Protocol Mode) command.
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IUT (Report Host) Upper Tester

( ATT Bearer established over LE transport. )

HOGP/RH/CGGITICHA/BV-04-C has been executed.

WriteRequest
ATT_Write_ Command (handle, value)
(Code = 0x52, Handle of Protocol
Mode, Value=0x0001 (Set Report
Protocol Mode))

Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Write_ Commands to the Lower Tester using the handles
specified by the Upper Tester and the value 0x0001 which corresponds to the Set Protocol (Set
Report Protocol Mode) command.

The Lower Tester confirms all Protocol Mode characteristic values are written and the values match
the values sent by the Upper Tester to the IUT.

HOGP/BH/HGWF/BV-08-C [Write Protocol Mode Characteristics — Set Protocol Command
(Protocol Mode = Boot Protocol Mode)]

3

Test Purpose

Verify that all Protocol Mode characteristics for HID Services supporting Boot Protocol Mode can be
written with the Set Protocol command (Set Boot Protocol Mode) by a Boot Host IUT.

Reference
[4]4.11
[8]2.4.1

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each HID Service instance contains a
single instance of the Protocol Mode characteristic.

- The IUT may have executed HOGP/BH/CGGIT/CHA/BV-01-C [Characteristic GGIT - Protocol
Mode - BH] or HOGP/RH/CGGIT/CHA/BV-04-C [Characteristic GGIT - Protocol Mode - RH] and
saved the attribute handle of all Protocol Mode characteristics available in the Lower Tester.

- Ifthe IUT has not executed HOGP/BH/CGGIT/CHA/BV-01-C [Characteristic GGIT - Protocol
Mode - BH] or HOGP/RH/CGGIT/CHA/BV-04-C [Characteristic GGIT - Protocol Mode - RH], it
must have executed HOGP/BH/HGRF/BV-18-C [Read Protocol Mode Characteristics (Get Boot
Protocol Mode Command) - BH] or HOGP/RH/HGRF/BV-18-C [Read Protocol Mode
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Characteristics (Get Boot Protocol Mode Command) - RH] and saved the handles for all
instances of the Protocol Mode characteristic available in the Lower Tester.

* Test Procedure

The Upper Tester commands the IUT to write characteristics, there are two alternatives:

1.

If the IUT has executed HOGP/BH/CGGIT/CHA/BV-01-C [Characteristic GGIT - Protocol Mode -
BH] or HOGP/RH/CGGIT/CHA/BV-04-C [Characteristic GGIT - Protocol Mode - RH], execute the
GATT Write Without Response sub-procedure once for each instance of the Protocol Mode
characteristic using the handles returned in the initial condition, and using the value 0x0000 which
corresponds to the Set Protocol (Set Boot Protocol Mode) command.

IUT (Boot Host) Upper Tester

C ATT Bearer established over LE transport. )

HOGP/BH/CGGIT/CHA/BV-01-C has been executed.

WriteRequest
ATT_Write_Command (handle, value)
(Code = 0x52, Handle of Protocol
Mode, Value=0x0000 (Set Boot
Protocol Mode))

If the IUT has executed HOGP/BH/HGRF/BV-18-C [Read Protocol Mode Characteristics (Get
Boot Protocol Mode Command) - BH] or HOGP/RH/HGRF/BV-18-C [Read Protocol Mode
Characteristics (Get Boot Protocol Mode Command) - RH], execute the GATT Write Without
Response sub-procedure once for each instance of the Protocol Mode characteristic, with the
Protocol Mode handles saved as specified in initial conditions, and the value 0x0000 which
corresponds to the Set Protocol (Set Boot Protocol Mode) command.

IUT (Boot Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/BH/HGRF/BV-18-C has been executed.

WriteRequest
ATT_Write_ Command (handle, value)
(Code = 0x52, Handle of Protocol
Mode, Value=0x0000 (Set Boot
Protocol Mode))

* Expected Outcome

Pass verdict

The IUT sends correctly formatted ATT_Write_ Commands to the Lower Tester using the handles
specified by the Upper Tester and the value 0x0000 which corresponds to the Set Protocol (Set Boot

3

Protocol Mode) command.
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The Lower Tester confirms all Protocol Mode characteristic values are written and the values match
the values sent by the Upper Tester to the IUT.

4.7 Configuration Features

The procedures defined in this test group verify IUT implementation of the Configuration Features defined
in the HID over GATT Profile Specification [4] by a Report Host IUT or a Boot Host IUT.

HOGP/RH/HGCF/BV-01-C [Report Characteristic — Input Reports — enable notifications
(write with 0x0001)]
* Test Purpose

Verify that all Client Characteristic Configuration characteristic descriptors for all Report
characteristics of Report Type: Input Report can be written with the value 0x0001 by a Report Host
IUT.

* Reference
[4] 4.8
[8] 2.5.3.1

* Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each instance of the HID Service
contains at least one instance of the Report characteristic with one and only one instance of the
Client Characteristic Configuration characteristic descriptor.

- The IUT has executed HOGP/RH/HGDC/BV-04-C [Discover Report Characteristic Client
Characteristic Configuration Descriptors] and saved the attribute handle for the Client
Characteristic Configuration characteristic descriptor for each instance of the Report
characteristic available in the Lower Tester.

* Test Procedure

The Upper Tester commands the IUT to enable notifications for each Report characteristic using the
handles returned after running HOGP/RH/HGDC/BV-04-C [Discover Report Characteristic Client
Characteristic Configuration Descriptors].

The IUT sends an ATT_Write_Request with the value 0x0001 to the Lower Tester to each of the
handles specified in initial conditions.
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IUT(Report Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/RH/HGDC/BV-04-C has been executed.
ATT_MTU has been exchanged between IUT and Lower Tester.

L WriteRequest
(handle, new value)

ATT Write_ Request
(Code = 0x12, Handle of Report Client
Chracteristic Configuration,0x0001)

ke

ATT Write_Response
(Code = 0x13)

WriteResponse

Expected Outcome
Pass verdict

The IUT sends correctly formatted ATT_Write_Requests to the Lower Tester using the handles
specified by the Upper Tester and the value 0x0001.

The IUT receives a correctly formatted ATT_Write_Response from the Lower Tester and sends the
WriteResponse to the Upper Tester.

HOGP/RH/HGCF/BV-02-C [Report Characteristic — Input Reports — disable notifications
(write with 0x0000)]

Test Purpose

Verify that all Client Characteristic Configuration characteristic descriptors for all Report
characteristics of Report Type: Input Report can be written with the value 0x0000 by a Report Host
IUT.

Reference
[4] 4.8
[8]12.5.3.1

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each instance of the HID Service
contains at least one instance of the Report characteristic with one and only one instance of the
Client Characteristic Configuration characteristic descriptor.

- The IUT has executed HOGP/RH/HGDC/BV-04-C [Discover Report Characteristic Client
Characteristic Configuration Descriptors] and saved the attribute handle for the Client
Characteristic Configuration characteristic descriptor for each instance of the Report
characteristic available in the Lower Tester.
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- The Upper Tester commands the IUT to enable notifications for each Report characteristic using
the handles returned after running HOGP/RH/HGDC/BV-04-C [Discover Report Characteristic
Client Characteristic Configuration Descriptors]. The IUT sends an ATT_Write_Request with the
value 0x0001 to the Lower Tester to each of the handles specified in initial conditions as in
HOGP/RH/HGCF/BV-01-C [Report Characteristic — Input Reports — enable notifications (write

with 0x0001)].

* Test Procedure

1. The Upper Tester commands the IUT to disable notifications for each Report characteristic using
the handles returned after running HOGP/RH/HGDC/BV-04-C [Discover Report Characteristic
Client Characteristic Configuration Descriptors].

2. The IUT sends an ATT_Write_Request with the value 0x0000 to the Lower Tester to each of the

handles specified in initial conditions.

Upper Tester

ATT Bearer established over LE transport.

ATT_MTU has been exchanged between IUT and Lower Tester.

HOGP/RH/HGDC/BV-04-C has been executed.

HOGP/RH/HGCF/BV-01-C has been executed and the IUT has enabled

notifications for each Report characteristic.

ATT Write_ Request

WriteRequest

(Code = 0x12, Handle of Report Client
Chracteristic Configuration,0x0000)

ATT_Write_Response

(Code = 0x13)

* Expected Outcome

Pass verdict

(handle, new value)

WriteResponse

The IUT sends correctly formatted ATT_Write_Requests to the Lower Tester using the handles
specified by the Upper Tester. The IUT successfully disables notification by writing the value 0x0000
to the Client Characteristic Configuration characteristic descriptors for all Report characteristics of

Report Type: Input Report.

The IUT receives a correctly formatted ATT_Write_Response from the Lower Tester and sends the

WriteResponse to the Upper Tester.

HOGP/BH/HGCF/BV-03-C [Boot Keyboard Input Report Characteristic — enable

notifications (write with 0x0001)]

* Test Purpose

Verify that the Client Characteristic Configuration characteristic descriptor for the Boot Keyboard Input

Report characteristic can be written with the value 0x0001 by a Boot Host IUT.
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Reference
[4] 4.12
[8]12.7.3.1

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. One instance of the HID Service
contains one instance of the Boot Keyboard Input Report characteristic with one instance of the
Client Characteristic Configuration characteristic descriptor.

- The IUT may have executed HOGP/BH/CGGIT/CHA/BV-02-C [Characteristic GGIT - Boot
Keyboard Input Report - BH] and saved the attribute handle for the Client Characteristic
Configuration characteristic descriptor for the instance of the Boot Keyboard Input Report
characteristic available in the Lower Tester.

* Test Procedure

The Upper Tester commands the IUT to enable notifications for each Report characteristic using the
handle returned after running HOGP/BH/CGGIT/CHA/BV-02-C [Characteristic GGIT - Boot Keyboard
Input Report - BH] above.

The IUT sends an ATT_Write_ Request with the value 0x0001 to the Lower Tester of the handle
specified in initial conditions.

| Lower Tester | | IUT(Boot Host) | Upper Tester
I I I

ATT Bearer established over LE transport.
HOGP/BH/CGGIT/CHA/BV-02-C has been executed.

) WriteRequest

ATT_Write_Request (handle, new value)
(Code = 0x12, Handle of Boot
Keyboard Input Report Client

Characteristic Configuration,0x0001)
ATT_Write_ Response
(Code = 0x13)
WriteResponse o

* Expected Outcome
Pass verdict

The IUT sends a correctly formatted ATT_Write_Request to the Lower Tester using the handle
specified by the Upper Tester and the value 0x0001.

The IUT receives a correctly formatted ATT_Write_Response from the Lower Tester and sends the
WriteResponse to the Upper Tester.
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HOGP/BH/HGCF/BV-04-C [Boot Keyboard Input Report Characteristic — disable
notifications (write with 0x0000)]

3

Test Purpose

Verify that the Client Characteristic Configuration characteristic descriptor for the Boot Keyboard Input
Report characteristic can be written with the value 0x0000 by a Boot Host IUT.

Reference
[4]4.12
[8]2.7.3.1

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. One instance of the HID Service
contains one instance of the Boot Keyboard Input Report characteristic with one instance of the
Client Characteristic Configuration characteristic descriptor.

- The IUT may have executed HOGP/BH/CGGIT/CHA/BV-02-C [Characteristic GGIT - Boot
Keyboard Input Report - BH] and saved the attribute handle for the Client Characteristic
Configuration characteristic descriptor for the instance of the Boot Keyboard Input Report
characteristic available in the Lower Tester.

Test Procedure

The Upper Tester commands the IUT to enable notifications for each Report characteristic using the
handle returned after running HOGP/BH/CGGIT/CHA/BV-02-C [Characteristic GGIT - Boot Keyboard
Input Report - BH] above.

The IUT sends an ATT_Write_Request with the value 0x0000 to the Lower Tester to the handles
specified in initial conditions.

IUT(Boot Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/BH/HGDC/BV-10-C or HOGP/BH/HGRF/BV-14-C has been executed.

WriteRequest
(handle, new value)

ATT Write_Request
(Code = 0x12, Handle of Boot
Keyboard Input Report Client
Characteristic Configuration,0x0000)

ATT Write Response
(Code = 0x13)

WriteResponse
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Expected Outcome
Pass verdict

The IUT sends a correctly formatted ATT_Write_ Request to the Lower Tester using the handles
specified by the Upper Tester and the value 0x0000.

The IUT receives a correctly formatted ATT_Write_Response from the Lower Tester and sends the
WriteResponse to the Upper Tester.

HOGP/BH/HGCF/BV-05-C [Boot Mouse Input Report Characteristic — enable notifications
(write with 0x0001)]

3

Test Purpose

Verify that all Client Characteristic Configuration characteristic descriptors for the Boot Mouse Input
Report characteristic can be written with the value 0x0001 by a Boot Host IUT.

Reference
[4] 4.14
[8]12.9.3.1

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. One instance of the HID Service
contains one instance of the Boot Mouse Input Report characteristic with one instance of the
Client Characteristic Configuration characteristic descriptor.

- The IUT may have executed HOGP/BH/HGDC/BV-13-C [Discover Boot Mouse Input Report
Client Characteristic Configuration Descriptor] and saved the attribute handles for the Client
Characteristic Configuration characteristic descriptor for the instance of the Boot Mouse Input
Report characteristic available in the Lower Tester.

- Ifthe IUT has not executed HOGP/BH/HGDC/BV-13-C [Discover Boot Mouse Input Report Client
Characteristic Configuration Descriptor] it must have executed HOGP/BH/CGGIT/CHA/BV-04-C
[Characteristic GGIT - Boot Mouse Input Report - BH] and saved the attribute handle for the
Client Characteristic Configuration characteristic descriptor for the instance of the Boot Mouse
Input Report characteristic available in the Lower Tester.

Test Procedure

The Upper Tester commands the IUT to enable notifications for each Report characteristic using the
handles returned after running HOGP/BH/HGDC/BV-13-C [Discover Boot Mouse Input Report Client
Characteristic Configuration Descriptor] or HOGP/BH/CGGIT/CHA/BV-04-C [Characteristic GGIT -
Boot Mouse Input Report - BH] above.

The IUT sends an ATT_Write_ Request with the value 0x0001 to the Lower Tester to the handle
specified in initial conditions.
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IUT(Boot Host) Upper Tester

ATT Bearer established over LE transport.
HOGP/BH/HGDC/BV-13-C or HOGP/BH/CGGIT/CHA/BV-04-C has been executed.

L WriteRequest
(handle, new value)

ATT Write_ Request
(Code = 0x12, Handle of Boot Mouse
Input Report Client Characteristic
Configuration,0x0001)

ke

ATT Write_Response
(Code = 0x13)

WriteResponse

Expected Outcome
Pass verdict

The IUT sends a correctly formatted ATT_Write_ Request to the Lower Tester using the handles
specified by the Upper Tester and the value 0x0001.

The IUT receives a correctly formatted ATT_Write_Response from the Lower Tester and sends the
WriteResponse to the Upper Tester.

HOGP/BH/HGCF/BV-06-C [Boot Mouse Input Report Characteristic — disable notifications
(write with 0x0000)]

Test Purpose

Verify that the Client Characteristic Configuration characteristic descriptor for the Boot Mouse Input
Report characteristic can be written with the value 0x0000 by a Boot Host IUT.

Reference
[4]4.14
[8]12.9.3.1

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. One instance of the HID Service
contains one instance of the Boot Mouse Input Report characteristic with one instance of the
Client Characteristic Configuration characteristic descriptor.

- The IUT may have executed HOGP/BH/HGDC/BV-13-C [Discover Boot Mouse Input Report
Client Characteristic Configuration Descriptor] and saved the attribute handle for the Client
Characteristic Configuration characteristic descriptor for the instance of the Boot Mouse Input
Report characteristic available in the Lower Tester.

- Ifthe IUT has not executed HOGP/BH/HGDC/BV-13-C [Discover Boot Mouse Input Report Client
Characteristic Configuration Descriptor] it must have executed HOGP/BH/CGGIT/CHA/BV-04-C
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[Characteristic GGIT - Boot Mouse Input Report - BH] and saved the attribute handles for the
Client Characteristic Configuration characteristic descriptors for the instance of the Boot Mouse
Input Report characteristic available in the Lower Tester.

Test Procedure

The Upper Tester commands the IUT to enable notifications for each Report characteristic using the
handle returned after running HOGP/BH/HGDC/BV-13-C [Discover Boot Mouse Input Report Client
Characteristic Configuration Descriptor] or HOGP/BH/CGGIT/CHA/BV-04-C [Characteristic GGIT -
Boot Mouse Input Report - BH] above.

The IUT sends an ATT_Write_ Request with the value 0x0000 to the Lower Tester to the handle
specified in initial conditions.

Lower Tester | IUT(Boot Host) | Upper Tester
I I I

ATT Bearer established over LE transport.
HOGP/BH/HGDC/BV-13-C or HOGP/BH/CGGIT/CHA/BV-04-C has been executed.

L WriteRequest

(handle, new value)
ATT_ Write_ Request

(Code = 0x12, Handle of Boot Mouse
Input Report Client Characteristic
Configuration,0x0000)

ke

ATT WriteResponse
(Code = 0x13)

WriteResponse

Expected Outcome
Pass verdict

The IUT sends a correctly formatted ATT_Write_ Request to the Lower Tester using the handle
specified by the Upper Tester and the value 0x0000.

The IUT receives a correctly formatted ATT_Write_Response from the Lower Tester and sends the
WriteResponse to the Upper Tester.

4.8 Notification Features

The procedures defined in this test group verify IUT implementation of the Notification Features defined in
the HID over GATT Profile Specification [4] by a Report Host IUT and a Boot Host IUT.

HOGP/RH/HGNF/BV-01-C [Report Characteristic Configuration, receive notifications]

Test Purpose

Verify that, when the Client Characteristic Configuration characteristic descriptor is configured for
notification, a Report Host IUT can successfully receive notifications for Report characteristics.

Reference

[4] 4.8
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18] 2.5.3.1

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each HID Service instance contains
one instance of the Report characteristic of Report Type: Input Report with a single instance of
the Client Characteristic Configuration characteristic descriptor.

The IUT has executed HOGP/RH/HGCF/BV-01-C [Report Characteristic — Input Reports — enable
notifications (write with 0x0001)] to configure all Report characteristics of Report Type: Input Report
available in the Lower Tester for notifications.

Test Procedure

The Lower Tester sends ATT_Handle_Value_Notifications containing the characteristic values for all
instances of the Report characteristic of Report Type: Input Report to the IUT.

IUT (Report Host) Upper Tester

( ATT Bearer established over LE Transport.

HOGP/RH/HGCF/BV-01-C has been executed.

ATT Hande_Value Notification
(Code = 0x1B, handle, Report 4
characteristic value)

Notification o
(Report characteristic value)

Expected Outcome

Pass verdict
The IUT reports all received Report characteristic values to the Upper Tester.

The reported values for the Report characteristics match the ones sent by the Lower Tester.

HOGP/BH/HGNF/BV-02-C [Boot Keyboard Input Report Characteristic Configuration,
receive notifications]

Test Purpose

Verify that, when the Client Characteristic Configuration characteristic descriptor is configured for
notification, a Boot Host IUT can successfully receive notifications for the Boot Keyboard Input Report
characteristic.

Reference
[4] 4.12
[8]12.7.3.1
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Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. One HID Service instance contains a
single instance of the Boot Keyboard Input Report characteristic with a single instance of the
Client Characteristic Configuration characteristic descriptor.

- The IUT has executed HOGP/BH/HGCF/BV-03-C [Boot Keyboard Input Report Characteristic —
enable notifications (write with 0x0001)] to configure the Boot Keyboard Input Report
characteristic for notifications available in the Lower Tester.

Test Procedure

The Lower Tester sends ATT_Handle_Value_Notifications containing the characteristic values for the
Boot Keyboard Input Report characteristic to the IUT.

| Lower Tester | IUT (Boot Host) | Upper Tester |
[ I I

ATT Bearer established over LE Transport.
HOGP/BH/HGCF/BV-03-C has been executed.

ATT_Hande_ Value_Notification |
(Code = 0x1B, handle, Boot Keyboard "
Input Report characteristic value)

Notification
(Boot Keyboard Input Report
characteristic value)

Expected Outcome

Ll

Pass verdict
The IUT reports the received Boot Keyboard Input Report characteristic value to the Upper Tester.

The reported values for the Boot Keyboard Input Report characteristic match the one sent by the
Lower Tester.

HOGP/BH/HGNF/BV-03-C [Boot Mouse Input Report Characteristic Configuration, receive
notifications]

Test Purpose

Verify that, when the Client Characteristic Configuration characteristic descriptor is configured for
notification, a Boot Host IUT can successfully receive notifications for the Boot Mouse Input Report
characteristic.
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Reference
[4] 4.14
[8]2.9.3.1

Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. One HID Service instance contains a
single instance of the Boot Mouse Input Report characteristic with a single instance of the Client
Characteristic Configuration characteristic descriptor.

- The IUT has executed HOGP/BH/HGCF/BV-05-C [Boot Mouse Input Report Characteristic —
enable notifications (write with 0x0001)] to configure the Boot Mouse Input Report characteristic
available in the Lower Tester for notifications.

Test Procedure

The Lower Tester sends ATT_Handle_Value_Notifications containing the characteristic values for the
Boot Mouse Input Report characteristic to the IUT.

IUT (Boot Host) Upper Tester

< ATT Bearer established over LE Transport.

HOGP/BH/HGCF/BV-05-C has been executed.

ATT_Hande_Value Notification
(Code = 0x1B, handle, Boot Mouse
Input Report characteristic value)

Notification
(Boot Mouse Input Report
characteristic value)

Expected Outcome

Pass verdict
The IUT reports the received Boot Mouse Input Report characteristic value to the Upper Tester.

The reported value for the Boot Mouse Input Report characteristic matches the one sent by the Lower
Tester.

HOGP/RH/HGNF/BI-01-C [Boot Keyboard Input Report Characteristic Configuration,
ignore notifications, Report Host]

Test Purpose

Verify that, when the Client Characteristic Configuration characteristic descriptor is configured for
notification, a Report Host IUT will ignore natifications for the Boot Keyboard Input Report
characteristic.
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* Reference
[4] 4.12
(8] 2.7.3.1
* Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. One HID Service instance contains a
single instance of the Boot Keyboard Input Report characteristic with a single instance of the
Client Characteristic Configuration characteristic descriptor.

- The Lower Tester has configured the instance of the Boot Keyboard Input Report characteristic
for notifications.

* Test Procedure

The Lower Tester sends ATT_Handle_Value_Notifications containing the characteristic value for the
Boot Keyboard Input Report characteristic to the IUT.

IUT (Report Host) Upper Tester

ATT Bearer established over LE Transport.
Lower Tester has configured Boot Keyboard Input Report characteristic for notification.

ATT_Handle_Value_Notification
(Code = 0x1B, handle, Boot Keyboard
Input Report characteristic value)

* Expected Outcome
Pass verdict
The IUT ignores the received Boot Keyboard Input Report characteristic value and reports no value to
the Upper Tester.
HOGP/BH/HGNF/BI-01-C [Report Characteristic Configuration, ignore notifications, Boot
Host]
* Test Purpose

Verify that, when the Client Characteristic Configuration characteristic descriptor is configured for
notification, a Boot Host IUT will ignore all notifications for Report characteristics.

* Reference
[4] 4.8
[8]12.5.3.1
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Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.

- The Lower Tester has two instances of the HID Service [8]. Each HID Service instance contains
one instance of the Report characteristic of Report Type: Input Report, each with a single
instance of the Client Characteristic Configuration characteristic descriptor.

- The Lower Tester has configured all Report characteristics of Report Type: Input Report for
notifications.

Test Procedure

The Lower Tester sends ATT_Handle_Value_Notifications containing the characteristic values for all
instances of the Report characteristic of Report Type: Input Report to the IUT.

IUT (Boot Host) Upper Tester

ATT Bearer established over LE Transport.
Lower Tester has enabled all Report characteristics of Report Type: Input Report for

notifications.

ATT_Handle_Value_Notification
(Code = 0x1B, handle, Report 4
characteristic value)

Expected Outcome
Pass verdict

The IUT ignores all received Report characteristic values from the Lower Tester and reports no
values to the Upper Tester.

HOGP/RH/HGNF/BI-02-C [Boot Mouse Input Report Characteristic Configuration, ignore

not

3

ifications, Report Host]
Test Purpose

Verify that, when the Client Characteristic Configuration characteristic descriptor is configured for
notification, a Report Host IUT will ignore notifications for the Boot Mouse Input Report characteristic.

Reference

[4] 4.14
[8]2.9.3.1
Initial Condition

- Establish an ATT Bearer connection between the Lower Tester and the IUT as defined in
Section 4.2.1.

- The IUT and Lower Tester have bonded following GAP procedures.
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- The Lower Tester has two instances of the HID Service [8]. One HID Service instance contains a
single instance of the Boot Keyboard Input Report characteristic with a single instance of the
Client Characteristic Configuration characteristic descriptor.

- The Lower Tester has configured the instance of the Boot Mouse Input Report characteristic for
notifications.
* Test Procedure

The Lower Tester sends ATT_Handle_Value_Notifications containing the characteristic value for the
Boot Mouse Input Report characteristic to the [UT.

IUT (Report Host) Upper Tester

ATT Bearer established over LE Transport.
Lower Tester has configured Boot Mouse Input Report characteristic for notification.

ATT_Handle_Value_Notification
(Code = 0x1B, handle, Boot Mouse
Input Report characteristic value)

* Expected Outcome

Pass verdict

The IUT ignores the received Boot Mouse Input Report characteristic value and reports no value to
the Upper Tester.
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5 Test case mapping

The Test Case Mapping Table (TCMT) maps test cases to specific requirements in the ICS. The IUT is
tested in all roles for which support is declared in the ICS document.

The columns for the TCMT are defined as follows:

Item: Contains a logical expression based on specific entries from the associated ICS document.
Contains a logical expression (using the operators AND, OR, NOT as needed) based on specific entries
from the applicable ICS document(s). The entries are in the form of y/x references, where y corresponds
to the table number and x corresponds to the feature number as defined in the ICS document for HID
Over GATT Profile (HOGP) [4].

Feature: A brief, informal description of the feature being tested.

Test Case(s): The applicable test case identifiers are required for Bluetooth Qualification if the
corresponding y/x references defined in the Item column are supported.

For the purpose and structure of the ICS/IXIT, refer to [1].

Item

Feature

Test Case(s)

HOGP 1/2 AND HOGP 9/1

HID Services — RH

HOGP/RH/CGGIT/SER/BV-01-C

HOGP 1/3 AND HOGP 10/1

HID Services — BH

HOGP/BH/CGGIT/SER/BV-01-C

HOGP 1/2 AND HOGP 9/2

Battery Service — RH

HOGP/RH/CGGIT/SER/BV-02-C

HOGP 1/3 AND HOGP 10/2

Battery Service — BH

HOGP/BH/CGGIT/SER/BV-02-C

HOGP 1/2 AND HOGP 9/3

Device Information Service -
RH

HOGP/RH/CGGIT/SER/BV-03-C

HOGP 1/3 AND HOGP 10/3

Device Information Service -
BH

HOGP/BH/CGGIT/SER/BV-03-C

HOGP 1/2 AND HOGP 9/4

Scan Parameters Service

SCPP.TS:
SCPP/CL/CGGIT/SER/BV-01-C

HOGP 3/1 AND NOT
HOGP 3/2

HID Service — Single Instance

HOGP/HD/SGGIT/SER/BV-01-C

HOGP 3/1 AND HOGP 3/2

HID Service — Multiple

HOGP/HD/SGGIT/SER/BV-02-C

Instances
HOGP 3/3 Battery Service HOGP/HD/SGGIT/SER/BV-03-C
HOGP 3/4 Device Information Service HOGP/HD/SGGIT/SER/BV-04-C
HOGP 3/5 Scan Parameters Service HOGP/HD/SGGIT/SER/BV-05-C

HOGP 1/2 AND HOGP 9/5

Report Map Characteristics
for HID Services

HOGP/RH/CGGIT/CHA/BV-01-C

HOGP 1/2 AND HOGP 9/6

External Report Reference
Characteristic Descriptors for
Report Map

HOGP/RH/CGGIT/DES/BV-01-C

HOGP 1/2 AND HOGP 9/7

Discover Report
Characteristics for HID
Services

HOGP/RH/HGDC/BV-03-C
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Item

Feature

Test Case(s)

HOGP 1/2 AND HOGP 9/8

Discover Client Characteristic
Configuration Descriptor for
Report

HOGP/RH/HGDC/BV-04-C

HOGP 1/2 AND HOGP 9/9

Discover Report Reference
Characteristic Descriptors for
Report

HOGP/RH/HGDC/BV-05-C

HOGP 1/2 AND HOGP 9/10

HID Information
Characteristics for HID
Services

HOGP/RH/CGGIT/CHA/BV-02-C

HOGP 1/2 AND HOGP 9/11

HID Control Point
Characteristics for HID
Services

HOGP/RH/CGGIT/CHA/BV-03-C

HOGP 1/2 AND HOGP 9/12

Protocol Mode characteristics
for HID Services — RH

HOGP/RH/CGGIT/CHA/BV-04-C

HOGP 1/3 AND HOGP 10/4
AND (HOGP 14/5 OR
HOGP 14/6)

Protocol Mode characteristics
for HID Services — BH

HOGP/BH/CGGIT/CHA/BV-01-C

HOGP 1/2 AND HOGP 9/13

Battery Level Characteristic
for Battery Service — RH

HOGP/RH/CGGIT/CHA/BV-05-C

HOGP 1/3 AND HOGP 10/10
AND (HOGP 14/5 OR
HOGP 14/6)

Battery Level Characteristic
for Battery Service - BH

HOGP/BH/CGGIT/CHA/BV-05-C

HOGP 1/2 AND HOGP 9/15

PnP ID Characteristic for
Device Information Service -
RH

HOGP/RH/CGGIT/CHA/BV-06-C

HOGP 1/3 AND HOGP 10/12
AND (HOGP 14/5 OR
HOGP 14/6)

PnP ID Characteristic for
Device Information Service -
BH

HOGP/BH/CGGIT/CHA/BV-06-C

HOGP 1/3 AND HOGP 10/5
AND (HOGP 14/5 OR
HOGP 14/6)

Boot Keyboard Input Report
Characteristics for HID
Services

HOGP/BH/CGGIT/CHA/BV-02-C

HOGP 1/3 AND HOGP 10/7
AND (HOGP 14/5 OR
HOGP 14/6)

Boot Keyboard Output Report
Characteristics for HID
Services

HOGP/BH/CGGIT/CHA/BV-03-C

HOGP 1/3 AND HOGP 10/8
AND (HOGP 14/5 OR
HOGP 14/6)

Boot Mouse Input Report
Characteristics for HID
Services

HOGP/BH/CGGIT/CHA/BV-04-C

HOGP 1/3 AND HOGP 10/9

Discover Client Characteristic
Configuration Descriptors for
Boot Mouse Input Report

HOGP/BH/HGDC/BV-13-C

HOGP 1/2 AND HOGP 11/2

Read External Report
Reference Characteristic
Descriptors for Report Map

HOGP/RH/HGRF/BV-02-C

HOGP 1/2 AND HOGP 11/3

Read Report Characteristics:
Input Report

HOGP/RH/HGRF/BV-03-C
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Item

Feature

Test Case(s)

HOGP 1/2 AND HOGP 11/9

Read Report Reference
Characteristic Descriptors

HOGP/RH/HGRF/BV-04-C
HOGP/RH/HGRF/BV-06-C
HOGP/RH/HGRF/BV-08-C

HOGP 1/2 AND HOGP 11/10

Read Client Characteristic
Configuration Descriptors for
Report: Input Report

HOGP/RH/HGRF/BV-05-C

HOGP 1/2 AND HOGP 11/5

Read Report Characteristics:
Output Report

HOGP/RH/HGRF/BV-19-C

HOGP 1/2 AND HOGP 11/7

Read Report Characteristics:
Feature Report

HOGP/RH/HGRF/BV-07-C

HOGP 1/2 AND HOGP 11/17

Read Protocol Mode
Characteristics (Get Protocol
Mode Command)

HOGP/RH/HGRF/BV-18-C

HOGP 1/3 AND HOGP 12/1

Read Protocol Mode
Characteristics (Get Protocol
Mode Command)

HOGP/BH/HGRF/BV-18-C

HOGP 1/2 AND HOGP 11/4

Write Report Characteristics:
Input Report

HOGP/RH/HGWF/BV-01-C

HOGP 1/2 AND HOGP 11/6

Write Report Characteristics:
Output Report

HOGP/RH/HGWF/BV-02-C

HOGP 1/2 AND HOGP 11/8

Write Report Characteristics:
Feature Report

HOGP/RH/HGWF/BV-04-C

HOGP 1/2 AND HOGP 11/15

Write HID Control Point
Characteristics: Suspend

HOGP/RH/HGWF/BV-05-C

HOGP 1/2 AND HOGP 11/16

Write HID Control Point
Characteristics: Exit Suspend

HOGP/RH/HGWF/BV-06-C

HOGP 1/2 AND HOGP 11/18

Write Protocol Mode
Characteristics: Set Report
Protocol

HOGP/RH/HGWF/BV-07-C

HOGP 1/3 AND HOGP 12/2

Write Protocol Mode
Characteristics: Set Boot
Protocol

HOGP/BH/HGWF/BV-08-C

HOGP 1/2 AND HOGP 11/11

Report Characteristic: Input
Report: Enable Natifications

HOGP/RH/HGCF/BV-01-C

HOGP 1/2 AND
HOGP 11/11a

Report Characteristic: Input
Report: Disable Notifications

HOGP/RH/HGCF/BV-02-C

HOGP 1/3 AND HOGP 12/6

Boot Keyboard Input Report
Characteristic: Enable
Notifications

HOGP/BH/HGCF/BV-03-C

HOGP 1/3 AND HOGP 12/6a

Boot Keyboard Input Report
Characteristic: Disable
Notifications

HOGP/BH/HGCF/BV-04-C

HOGP 1/3 AND HOGP 12/12

Boot Mouse Input Report
Characteristic: Enable
Notifications

HOGP/BH/HGCF/BV-05-C
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Item

Feature

Test Case(s)

HOGP 1/3 AND
HOGP 12/12a

Boot Mouse Input Report
Characteristic: Disable
Notifications

HOGP/BH/HGCF/BV-06-C

HOGP 1/2 AND HOGP 11/24

Report Characteristic:
Receive Notifications

HOGP/RH/HGNF/BV-01-C

HOGP 1/3 AND HOGP 12/13

Boot Keyboard Input Report
Characteristic: Receive
Notifications

HOGP/BH/HGNF/BV-02-C

HOGP 1/3 AND HOGP 12/13

Boot Mouse Input Report
Characteristic: Receive
Notifications

HOGP/BH/HGNF/BV-03-C

HOGP 1/3

Boot Host: Ignore Report
Notifications

HOGP/BH/HGNF/BI-01-C

HOGP 1/2

Report Host: Ignore Boot
Keyboard Input Report
Notifications

HOGP/RH/HGNF/BI-01-C

HOGP 1/2

Report Host: Ignore Boot
Mouse Input Report
Notifications

HOGP/RH/HGNF/BI-02-C

Table 5.1: Test case mapping

9 Bluetooth SIG Proprietary

Page 64 of 67




HID Over GATT Profile (HOGP) / Test Suite

6 Revision history and acknowledgments

Revision History

Publication
Number

Revision
Number

Date

Comments

0

1.0.0

2011-12-27

Adopted by the Bluetooth SIG Board of Directors

1.0.1r0

2012-05-18

TSE 4714: Value change in Test Procedure and Pass
Verdict for HOGP/RH/HGWF/BV-07-l and
HOGP/BH/HGWF-BV-08-I (legacy ID:
TP/HGWF/RH/BV-07-C and TP/HGWF/BV-08-C).
TSE 4789: TCMT update for HIDS/HD/DES/BV-03-C
(legacy ID: TP/DES/BV-03-C)

TSE 4727: Pass Verdict clarification for
HOGP/BH/HGDC/BV-16-I, HOGP/RH/HGDC/BV-16-I
(legacy ID: TP/HGDC/HH/BV-16-C)

TSE 4728: TCMT update for HOGP/RH/HGCF/BV-02-
| (legacy ID: TP/HGCF/RH/BV-02-C)

TSE 4674: TCMT update for HOGP/RH/HGDR/BV-
01-I (legacy ID: TP/HGDR/RH/BV-01-C)

101

2012-07-24

Prepare for publication.

1.0.2r1

2012-09-21

TSE 4927: Change all test cases from —C to —I.

TSE 4967: Added references to SCPP and HIDS,
editorial changes in HOGP/BH/HGWF/BV-08-I (legacy
ID: TPIHGWF/BV-08-1), and added cross-references
to the TCMT.

1.0.2

2012-10-31

Prepare for publication

1.0.3r00

2014-04—11

TSE 5529: Updated TCMT mapping for
HOGP/HD/HGDS/BV-02-I (legacy ID:
TP/HGDS/HD/BV-02-1).

1.0.3

2014-07-07

TCRL 2014-1 Publication

1.0.4r00

2015-10-02

TSE 6653: Added cross-reference to HIDS.TS in
HOGP (1/1 AND 4/7) in TCMT,; revised HOGP (1/3
AND 12/6) and HOGP (1/3 AND 12/12) items in
TCMT.

TSE 6487: Removed requirement to support reading
Report characteristic value for Input, Output, and
Feature reports; renamed Input Report variant, and
deleted Output and Feature report duplicates in
TCMT.

1.04

2015-12-22

Prepared for TCRL 2015-2 publication.

1.0.5r00

2016-05-24

Converted to new Test Case ID conventions as
defined in TSTO v4.1

1.0.5r01

2016-06-08

Corrected roles in Test Case IDs

1.0.5r02

2016-06-12

Edited MSCs to match new Test Case IDs

1.0.5r03

2016-06-22

Converted to current TS template

1.0.5r04

2016-06-24

Corrected roles to match roles declared in ICS.

1.0.5

2016-07-13

Prepared for TCRL 2016-1 publication.

3

Bluetooth SIG Proprietary

Page 65 of 67



HID Over GATT Profile (HOGP) / Test Suite

Publication
Number

Revision
Number

Date

Comments

1.0.6r00

2016-10-08

TSE 7451: Introduced alternative path through
HOGP/RH/HGWF/BV-02-I and deleted
HOGP/RH/HGWF/BV-03-I

1.0.6

2016-12-13

Approved by BTI. Prepared for TCRL 2016-2
publication.

1.0.7r00

2017-04-26

TSE 8014: Corrected TCMT mapping for
HOGP/BH/HGRF/BV-11-I.

1.0.7

2017-06-26

Approved by BTI. Prepared for TCRL 2017-1
publication.

1.0.8r00

2018-05-10

TSE 10618 (rating 3): Modified the initial conditions
and clarified the MSC, test procedure, and pass
verdict for test case HOGP/RH/HGCF/BV-02-I.

1.0.8

2018-06-27

Approved by BTI. Prepared for TCRL 2018-1
publication.

p9r00—r02

2022-09-19 -
2022-11-14

TSE 19166 (rating 2): Updated the TCMT to remove
an incorrect line that should be in HIDS.TS per TSE
18204. Deleted Test Case Applicable column from the
TCMT. Updated the introductory text to the Test case
mapping section.

Performed additional template-related formatting fixes.
Added a Publication Number column to the Revision
History. Revised the document numbering convention,
setting the last release publication of 1.0.8 as p8.
Replaced Bluetooth logo in footer and updated the
copyright page to align with v2 of the DNMD.
Removed the numbering of single TCID headings.

p9

2023-02-07

Approved by BTI on 2022-12-28. Prepared for TCRL
2022-2 publication.

p10r00

2023-05-26

TSE 23225 (rating 1): Changed TCID
SCPP/CL/SPDS/BV-01-1 to
SCPP/CL/CGGIT/SER/BV-01-C in the TCMT to reflect
the GGIT conversion done in the SCPP Test Suite.

Updated formatting of the Test groups section to align
the document with the latest TS template.

10

pl0

2023-06-29

Approved by BTl on 2023-05-30. Prepared for
TCRL 2023-1 publication.

p11r00-r04

2023-10-24 -
2024-04-29

TSE 23227 (rating 2): Converted the following 41 test
cases to GGIT: HOGP/RH/HGDS/BV-01-1 — -03-I;
HOGP/BH/HGDS/BV-01-1 — -03-I;
HOGP/HD/HGDS/BV-01-| — -02-I;
HOGP/RH/HGDR/BV-01-; HOGP/RH/HGDC/BV-01-1
and -02-1, -06-1 — 08-1, and -14-| — -16-I;
HOGP/BH/HGDC/BV-08-1 — 12-1 and -14-| — -16-I;
HOGP/RH/HGRF/BV-01-| and -09-1 — -12-I;
HOGP/BH/HGRF/BV-10-I — -17-I; and
HOGP/BH/HGWF/BV-09-] — -11-1.

The 24 new converted TCIDs are:
HOGP/BH/CGGIT/CHA/BV-01-C — -06-C,
HOGP/BH/CGGIT/SER/BV-01-C — -03-C,
HOGP/HD/SGGIT/SER/BV-01-C — -05-C,
HOGP/RH/CGGIT/CHA/BV-01-C — -06-C,

3

Bluetooth SIG Proprietary

Page 66 of 67



HID Over GATT Profile (HOGP) / Test Suite

Publication Revision
Number Number

Date

Comments

HOGP/RH/CGGIT/DES/BV-01-C, and
HOGP/RH/CGGIT/SER/BV-01-C — -03-C. Added a
Test database requirements section. Updated the test
procedure and MSCs for HOGP/RH/HGDC/BV-03-I.
Updated the test procedure for HOGP/RH/HGDC/BV-
04-l and -05-1, HOGP/RH/HGRF/BV-03-1 — -08-1 and
-19-1, and HOGP/RH/HGWF/BV-01-I, -02-1, and -04-I.
Updated the initial condition and test procedure for
HOGP/BH/HGDC/BV-13-1 and HOGP/BH/HGCF/BV-
04-l. Updated the initial condition, test procedure, and
MSC for HOGP/RH/HGRF/BV-02-I, HOGP/RH/
HGRF/BV-18-1, HOGP/BH/HGRF/BV-18-1, HOGP/RH/
HGWF/BV-05-I — -07-1, HOGP/BH/HGWF/BV-08-I,
and HOGP/BH/HGCF/BV-03-I, -05-1, and -06-I.
Updated the TCMT accordingly. Updated the
acknowledgments.

TSE 23273 (rating 1): Converted -l tests to -C tests as
appropriate; updated the TCMT and TCRL
accordingly.

TSE 23418 (rating 2): To align with updates to the
HOGP spec, updated the preamble procedure for ATT
Bearer on LE Transport and updated references in
HID Device and HID Host preambles. Deleted legacy
notation in setup preambles.

TSE 25095 (rating 2): Updated the TCMT for
HOGP/BH/CGGIT/CHA/BV-01-C — -06-C to replace
GATT references with respective HOGP references.

Performed other editorials to align the document with
the latest TS template, including updates to the test
groups and test case identification conventions
sections.

11 pll

2024-07-01

Approved by BTl on 2024-04-21. Prepared for
TCRL 2024-1 publication.

Acknowledgments

Name

Company

Dejan Berec

Bluetooth SIG, Inc.

Tiberiu Marinescu

Bluetooth SIG, Inc.

Jason Nydegger

Bluetooth SIG, Inc.

Sowmya Ramjee

Bluetooth SIG, Inc.

Chris Church CSR
Joe Decuir CSR
Magnus Sommansson CSR

Miles Smith

Nordic Semiconductor

9 Bluetooth SIG Proprietary

Page 67 of 67



	1 Scope
	2 References, definitions, and abbreviations
	2.1 References
	2.2 Definitions
	2.3 Acronyms and abbreviations

	3 Test Suite Structure (TSS)
	3.1 Overview
	3.2 Test Strategy
	3.2.1 HID over GATT Profile HID Host Testing Configuration
	3.2.2 HID over GATT Profile HID Device Testing Configuration
	3.2.3 Test database requirements

	3.3 Test groups

	4 Test cases (TC)
	4.1 Introduction
	4.1.1 Test case identification conventions
	4.1.2 Conformance
	4.1.3 Pass/Fail verdict conventions

	4.2 Setup preambles
	4.2.1 ATT Bearer on LE Transport
	4.2.2 HID Device: Initiate Undirected Connectable mode before Notification
	4.2.3 HID Host: Initiate Connection when ready to receive Notifications

	4.3 Generic GATT Integrated Tests
	4.4 Discovery of Characteristics and Characteristic Descriptors
	HOGP/RH/HGDC/BV-03-C [Discover Report Characteristics]
	HOGP/RH/HGDC/BV-04-C [Discover Report Characteristic Client Characteristic Configuration Descriptors]
	HOGP/RH/HGDC/BV-05-C [Discover Report Characteristic Report Reference Characteristic Descriptors]
	HOGP/BH/HGDC/BV-13-C [Discover Boot Mouse Input Report Client Characteristic Configuration Descriptor]

	4.5 Read Features
	HOGP/RH/HGRF/BV-02-C [Read External Report Reference Characteristic Descriptors for Report Map Characteristics]
	HOGP/RH/HGRF/BV-03-C [Read Report Characteristics – Input Report]
	HOGP/RH/HGRF/BV-04-C [Read Report Reference Characteristic Descriptors for Report Characteristics – Input Report]
	HOGP/RH/HGRF/BV-05-C [Read Client Characteristic Configuration Descriptors for Report Characteristics – Input Report]
	HOGP/RH/HGRF/BV-19-C [Read Report Characteristics – Output Report]
	HOGP/RH/HGRF/BV-06-C [Read Report Reference Characteristic Descriptors for Report Characteristics – Output Report]
	HOGP/RH/HGRF/BV-07-C [Read Report Characteristics – Feature Report]
	HOGP/RH/HGRF/BV-08-C [Read Report Reference Characteristic Descriptors for Report Characteristics – Feature Report]
	4.5.1 Read Protocol Mode Characteristics (Get Protocol Mode Command)

	4.6 Write Features
	HOGP/RH/HGWF/BV-01-C [Write Report Characteristics – Input Report]
	HOGP/RH/HGWF/BV-02-C [Write Report Characteristics – Output Report]
	HOGP/RH/HGWF/BV-04-C [Write Report Characteristics – Feature Report]
	HOGP/RH/HGWF/BV-05-C [Write HID Control Point Characteristics – Suspend]
	HOGP/RH/HGWF/BV-06-C [Write HID Control Point Characteristics – Exit Suspend]
	HOGP/RH/HGWF/BV-07-C [Write Protocol Mode Characteristics – Set Protocol Command (Protocol Mode = Report Protocol Mode)]
	HOGP/BH/HGWF/BV-08-C [Write Protocol Mode Characteristics – Set Protocol Command (Protocol Mode = Boot Protocol Mode)]

	4.7 Configuration Features
	HOGP/RH/HGCF/BV-01-C [Report Characteristic – Input Reports – enable notifications (write with 0x0001)]
	HOGP/RH/HGCF/BV-02-C [Report Characteristic – Input Reports – disable notifications (write with 0x0000)]
	HOGP/BH/HGCF/BV-03-C [Boot Keyboard Input Report Characteristic – enable notifications (write with 0x0001)]
	HOGP/BH/HGCF/BV-04-C [Boot Keyboard Input Report Characteristic – disable notifications (write with 0x0000)]
	HOGP/BH/HGCF/BV-05-C [Boot Mouse Input Report Characteristic – enable notifications (write with 0x0001)]
	HOGP/BH/HGCF/BV-06-C [Boot Mouse Input Report Characteristic – disable notifications (write with 0x0000)]

	4.8 Notification Features
	HOGP/RH/HGNF/BV-01-C [Report Characteristic Configuration, receive notifications]
	HOGP/BH/HGNF/BV-02-C [Boot Keyboard Input Report Characteristic Configuration, receive notifications]
	HOGP/BH/HGNF/BV-03-C [Boot Mouse Input Report Characteristic Configuration, receive notifications]
	HOGP/RH/HGNF/BI-01-C [Boot Keyboard Input Report Characteristic Configuration, ignore notifications, Report Host]
	HOGP/BH/HGNF/BI-01-C [Report Characteristic Configuration, ignore notifications, Boot Host]
	HOGP/RH/HGNF/BI-02-C [Boot Mouse Input Report Characteristic Configuration, ignore notifications, Report Host]


	5 Test case mapping
	6 Revision history and acknowledgments

